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ip dhcp snooping agent-optionremote-id . . .. ...... ... .. .. ... 1331
ipdhcpsnoopingbinding . ....... ... ... . . . . . ... 1332
ipdhcpsnoopingdatabase . ........... ... .. . .. ... ..., 1333
ip dhcp snooping delete-by-client . . . ......... ... ... .. ..., 1334
ip dhcp snooping delete-by-linkdown ... ...... ... ... ...... 1335
ip dhcp snooping max-bindings . .. ........ ... . ... . ... 1336
ip dhcp snooping subscriber-id . . ... ... oL 1337
ipdhcpsnoopingtrust ... ...... ... ... . e 1338
ip dhcp snooping verify mac-address . .. .................... 1339
ipdhcpsnoopingviolation . . . ........ ... .. . . . . . ... ... 1340
ipsourcebinding . . ... .. .. e 1341
servicedhcp-snooping . . . .. ... 1343
showarpsecurity . . . ... i 1345
show arp securityinterface . . . .. ....... ... . ... . . .. 1346
show arp security statistics . . . . ........ ... ... . e 1348
show debuggingarpsecurity . ........ ... ... ... . . . . ... 1350
show debuggingipdhcpsnooping .. ...................... 1351
showipdhcpsnooping . . ...... ... .. ... .. ... . . . 1352
showipdhcpsnoopingacl . . .......... ... .. . . . . . . 1353
show ip dhcp snooping agent-option . . . .................... 1356
showip dhcp snoopingbinding ... ........... ... ... ...... 1358
show ip dhcp snoopinginterface . . . . ....... ... ... ... ... ... 1360
show ip dhcp snooping statistics . ... ...................... 1362
showipsourcebinding .. ....... ... ... ... . .. . .. . .. 1365
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PART 6: Network Availability . . . .................iiiii. 1366
Chapter 35: Ethernet Protection Switched Ring (EPSRing™) Commands .. .. .. 1367
INtroduction . . .. .. e 1367
debugepsr . ... e e 1369
=] o 1 O 1370
epsrconfiguration . .. ... .. ... 1372
epsrdatavian. . .. ... 1373
epsrenhancedrecoveryenable ... ... ... .. ... . . . . 1374
epsrflush-type. . . .. ... . 1375
epsr mode master controlvlan primaryport . .. ................ 1377
epsrmode transitcontrolvlan . .. ..., ... ... o, 1378
EPSIPIIONtY . . . e e 1379
epsrstate . . ... e e 1380
epsrtopology-change . . . . .. ... ... 1381
=T 0 1Y 1 - o 1 1382
showdebuggingepsr . . ... .. . . . 1383
SHOW EPSI . . o o e e e 1384
show epsrcommonsegments. . . . .. .. oottt 1389
show epsrconfig-check . .. ... ... ... . .. . . 1390
show epsr <epsr-instance> . . . . .. ... ... ... e 1391
show epsr <epsr-instance>counters . ................c.0..... 1392
ShOw epsSrcouNnters. . . ... oo i e e 1393
SHOW ePSrSUMmMary . .. ..ot e e 1394
undebug epsr . ... e 1395
PART 7: NetworkManagement . . . .. ...ttt vt oornncnosenns 1396
Chapter 36: Allied Telesis Management Framework™ (AMF) Commands. . . . .. 1397
Introduction . .. .. .. 1397
application-proxyip-filter. . . . . ... ... 1402
application-proxy quarantine-vlan . . . . ... ... ... ... .. L. 1403
application-proxy redirect-url . . . ... ... ... 1404
application-proxy threat-protection . . . ... .................. 1405
application-proxy threat-protection send-summary . . . ... ........ 1406
application-proxy whitelistenable . . . .. ... ... .. ... oL, 1407
application-proxy whitelistserver .. ... ... ... .. ... ... ... ... 1408
area-link . . .. L 1410
atmfarea . ... ... 1412
atmfareapassword . ... ... ... 1414
atmfauthorize . . . . . ... .. e 1416
atmfauthorize provision .. ... .. .. . ... 1418
atmfbackup . ... ... . e 1420
atmf backup area-mastersdelete . . . ... ... ... ... . ... . 1421
atmf backup area-mastersenable .. ........... .. ... .. . . ... 1422
atmf backup area-mastersnow . . .. ... ........ ... 1423
atmf backup area-masters synchronize . ... .................. 1424
atmfbackup bandwidth . . ....... ... .. ... ... .. . . . 1425
atmfbackupdelete. . .. ... .. ... . ... 1426
atmfbackupenable . ........ ... . . .. .. . . .. 1427
atmfbackupguestsdelete . .. ........ ... ... ... .. ... .. ..., 1428
atmfbackupguestsenable. . ... ...... ... .. ... .. . ... . ..., 1429
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atmfbackupguestsnow . .......... . ... ... . 1430

atmf backup guests synchronize . ... ...................... 1431
atmfbackupnow . . ... ... . e 1432
atmf backup redundancyenable . ... ..... ... .. ... ... .. 1434
atmfbackupserver . . .. ... . . . 1435
atmfbackupstop . .. ... .. . e 1437
atmf backup synchronize . . . . . ... .. ... ... . ... L 1438
atmfcleanup . . ... o e 1439
atmfcontainer . . . . . ... 1440
atmfcontainerlogin . . ... ... . . ... 1441
atmfcontroller. . . . . .. ... e 1442
atmf distribute firmware . .. ... ... .. .. . 1443
atmfdomainvlan . . . ... .. .. .. . ... 1445
atmfenable . ... ... .. ... ... 1448
atmf group (membership) . ....... ... . . ... 1449
atmfguest-class . . . . ... ... . . 1451
atmflog-verbose . . ... ... . .. 1453
atmf managementsubnet . ... ... ... ... . L. 1454
atmfmanagementvlan . . ....... ... ... ... . 1457
atmfmaster . ... ... e 1459
atmfmtu ... 1460
atmfnetwork-name . .. ... 1461
atmf provision (interface) . . . . ... ... .. 1462
atmf provisionnode . ... ... .. .. L. 1463
atmfreboot-rolling . . . . ... ... .. ... 1465
atmfrecover . ... ... .. e 1469
atmfrecoverguest . . ... ... . . 1471
atmfrecoverled-off ... ... ... .. . ... 1472
atmfrecovery-server . . .. .. e 1473
atmfremote-login . . ... ... 1475
atmfrestricted-login . . . . ... ... ... .. . 1477
atmfsecure-mode . ... ... ... 1479
atmf secure-mode certificateexpire . . .. .. ... ... . . . ... ... 1481
atmf secure-mode certificateexpiry . ... ... ... o .. 1482
atmf secure-mode certificaterenew . . .. .. ... L o L 1483
atmf secure-modeenable-all ... ........ ... .. .. .. .. ... ... 1484
atmfselect-area . . . ... ... ... .. 1486
atmftopology-guienable ... ......... ... ... ... . ... ..... 1487
atmftrustpoint . . ..., .. ... . 1488
atmfvirtual-crosslink . . .. ... ... . . . L 1490
atmfvirtual-link . ... ... 1492
atmfvirtual-link protection . . . .. ........ ... ... . . ... . ... 1495
atmfworking-set . . ... ... ... ... ... 1497
bridge-group. . . . .. i e 1499
clear application-proxy threat-protection . ................... 1500
clearatmflinks. . . ... ... 1501
clearatmflinksvirtual . ... ... ... .. ... ... . ... . . .. . ... 1502
clear atmflinks statistics . .. ......... ... ... ... . . . .. .. ..., 1503
clearatmfrecoveryfile . ........ ... .. . . ... .. .. . .. . . ... 1504
clear atmf secure-mode certificates . .. ....... ... ... . ... ... 1505
clear atmf secure-mode statistics . . . .. ..... ... . o .. 1506
clone (amf provisioning) . ....... ... .. ... .. 1507
configure boot config (amf provisioning) . . . ... ....... ... ... .. 1509
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configure boot system (amf provisioning) .. .................. 1511

create (amf provisioning) . .. ... .. .. ... . 1513
debugatmf. .. ... ... .. . ... 1515
debugatmfpacket . .. ... ... .. . ... 1517
delete (amfprovisioning) . . .. ... ... ... 1520
disCoVery . .. e e 1522
description (amfcontainer). . . . ... ... . ... e 1524
erasefactory-default . . .. ....... ... ... ... ... . . 1525
http-enable . . . . ... . e 1526
identity (amf provisioning) . . . ... ... .. . L 1528
license-cert (amf provisioning) . ............. ... . . . . .. ..., 1530
locate (amf provisioning) . . ... ...... .. .. . ... . .. 1532
logevent-host . . . ... e 1533
modeltype . . .. e 1534
service atmf-application-proxy . ............. ... ... .. ..., 1535
show application-proxy threat-protection ... ................. 1536
show application-proxy whitelistinterface . . . .. ............... 1538
show application-proxy whitelistserver. . . . .. ................ 1540
show application-proxy whitelist supplicant . . . .. .............. 1541
showatmf . . ... .. e 1543
showatmfarea . ... ....... ... ... .. 1547
showatmfareaguests. . . ... ... . . e 1550
show atmfareagquests-detail ................ ... ......... 1552
showatmfareanodes . .. ...... ... ... ... . . ... . 1554
show atmfareanodes-detail . . ........................... 1556
showatmfareasummary . . ............ .. ... 1558
show atmf authorization . ................ ... .. .......... 1559
showatmfbackup . ........ ... . . ... .. 1562
showatmfbackuparea . ........ ... . ... ... .. . . . . . ., 1566
show atmfbackupguest . ......... ... ... .. ... . .. . . ... 1568
showatmfcontainer . . .. ...... ... ... .. . . . ... . 1570
showatmfdetail ............ ... ... .. .. . ... . . ... ... 1573
showatmfgroup . ........ ... .. . . . 1575
showatmfgroupmembers ... ... ... ... .. .. .. . . . . . ..., 1577
showatmfguests . . . ... ... .. . . . . 1579
showatmfguestsdetail . .. .......... ... ... ... ... . .. ..., 1581
showatmflinks . .. ..... ... ... ... .. . . . . .. 1584
showatmflinksdetail .. ......... ... ... .. .. ... ... .. .... 1586
showatmflinksguest . ... ...... ... ... ... . ... . ... . . .... 1595
show atmflinksquestdetail ... ........ ... ... ... ... ... . ..... 1597
show atmf links statistics . . ......... ... ... ... ... .. . . ... 1601
showatmfnodes .. ....... ... .. . . ... .. . 1604
show atmf provisionnodes. . . .. ... ... . ... e 1606
show atmfrecovery-file . .. ...... ... .. ... .. ... . . . ... . .. .. 1608
show atmfsecure-mode . ........... ... . . ... ... 1609
show atmf secure-modeaudit . . . . ........ ... ... ... .. .. ... 1611
show atmf secure-mode auditlink . .. ...................... 1612
show atmf secure-mode certificates . . .. .................... 1613
showatmfsecure-modesa . .. .......... ... 1616
show atmf secure-mode statistics .. ....................... 1619
showatmftech ... ..... ... .. . .. . . . . . . . 1621
show atmfvirtual-links . . ... ..... .. .. ... ... . . . 1624
show atmfworking-set . ......... ... ... . .. . . . . ... 1626
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showdebuggingatmf . . ... ... ... ... . .. . . 1627

show debuggingatmfpacket . ... ....... ... ... ... ... .. .... 1628
show running-configatmf . .. ........................... 1629
State . .. e 1630
switchportatmf-agentlink . .. ...... ... ... ... ... ... ... ... 1632
switchport atmf-arealinkremote-area . . . .. .................. 1633
switchportatmf-crosslink . . . .. ... ... ... ... ... .. . . .. ... 1635
switchportatmf-guestlink .. .......... ... ... ... ......... 1637
switchportatmf-link . .. ........ ... . ... ... ... .. ... . ..., 1639
typeatmfnode ... ... .. ... ... 1640
undebugatmf . . . ... e 1643
USEINAME . . o it et et e e e e e e e e e e e e e 1644
Chapter 37: Dynamic Host Configuration Protocol (DHCP) Commands . . ... .. 1646
Introduction . . . ... e 1646
ipaddressdhcp . . . ... e 1647
ip dhcp-client default-route distance . .. .................... 1649
ip dhcp-client request vendor-identifying-specific . . . . ........... 1651
ip dhcp-client vendor-identifying-class . . .. .................. 1652
show counterdhcp-client ........... ... ... .. .. ... .. .... 1653
showdhcplease . ... ... ... . . . . .. . ... e 1654
Chapter 38: NTPCommands . .......citiitttveneesnsnanasonsnns 1655
Introduction . .. .. ... 1655
ntp access-group (deprecated) . ........... ... . .. ... .. 1657
ntpauthenticate ... ... ... ... .. .. .. e 1658
ntp authentication-key . ... ... ... ... .. . . ... . 1659
ntpbroadcastdelay . . . .. ... ... . 1660
ntpdiscard . ... ... 1661
NP Master . . . e e e e e 1662
) 0 3 1= 1663
ntprate-limit . . . ... ... . . e 1665
Ntprestrict . . . .. e e 1666
NEP SEIVEN . . L e 1668
NEP SOUICE . . i et e e e e e e e e e e 1670
ntp trusted-key (deprecated) . .......... .. . . .. ... 1672
show counterntp (deprecated) . .. ........ ... i 1673
showntpassociations . . . ....... .. ... 1674
showntpcounters . . ... . . . e 1676
show ntp countersassociations . . . . ........... ... ... ..., 1677
showntpstatus . ... ... ... . . e 1678
Chapter 39: SNMPCommands . . . ..ttt vttt nneneesonencasanens 1679
Introduction . . . ... .. 1679
alias(interface) . .. ... e 1681
debugsnmp . ... 1682
ShOw couNter SNMpP-SEIVEr . . . . . . oo ittt e e e e e e e 1683
showdebuggingsnmp . ........ . ... .. 1687
show running-configsnmp. . . ... .. .. .. L 1688
ShOW SNMP-Server . ... .. i e e e 1689
show snmp-servercommunity . ... ... .. ... ...ty 1690
ShOW SNMP-SEIver group . . . . . vttt e e e e e e e e e e e 1691
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SHOW SNMP-SEIVEI USEI . . . o vttt e et e e et e et e e 1692

show snmp-serverview . . .. ... .. it 1693
snmptraplink-status ... .... ... .. ... 1694
snmp trap link-status suppress . ... ... ... ... . e 1695
SNMP-SEIVE & o v e e e e e e e e e e e e e e e 1697
snMp-server COMmuNity . ... ... .. it 1699
snmp-servercontact . . . ... L e e e e 1700
snmp-serverenabletrap . ... ... ... ... ... ... 1701
snmp-serverenginelDlocal ........... ... ... .. . . . . . . . ... 1703
snmp-serverenginelDlocalreset . . . . ....... ... ... .. ... ..., 1705
SNMP-SEIVEI gIOUP . « ¢ v v e e e e e e e e e e e e e e e e e e e e e 1706
SAMP-Serverhost . . . . .. e 1708
snmp-server legacy-ifadminstatus . ... ..................... 1710
snmp-serverlocation .. ... ... .. ... ... ... 1711
snmp-server source-interface . .. ........ ... ... . . . ... 1712
snmp-server startup-trap-delay . . .. ...... ... .. . . o .. 1713
SNMP-SEIVEI USEE . . o o o i i e e e e e e e e e e e e e e e e e e e et et e 1714
SNMP-SEIVEI VIEW . & v v v i e e e et e e et e e et e e e e e e e e e 1717
undebugsnmp ... e 1718
Chapter 40: LLDPCommands .........ttvtvvenensnsnnnnsonenns 1719
Introduction . . ... ... e 1719
clearlldpstatistics . .. ..... ... e 1721
clearlidptable . . . ... ... . . . 1722
debuglldp . ... . 1723
lldp faststart-count . . . . .. ... ... .. 1725
lldp holdtime-multiplier. . . . . . ... ... 1726
lldp management-address . . ... ....... ... 1727
lldp med-notifications . . . . ......... ... .. .. . . ... . ... 1728
lldp med-tlv-select . ... ... ... ... . .. . . . . . e 1729
lldp non-strict-med-tlv-order-check . . ...................... 1732
lldp notification-interval . ... ......... ... .. .. ... .. .. ... 1733
lldp notifications . . .. ... ... e 1734
lldp port-number-type . ... ... . 1735
lIdpreinit . . ... e e 1736
dprun ... e 1737
ldptimer . . ... e 1738
lIdptlv-select. . . ... ... 1739
lldp transmitreceive . . . . ... ... .. . e 1741
lldptx-delay . .. ... ... e 1742
location civic-location configuration . . . . .................... 1743
location civic-locationidentifier . . . . .. ... ... ... .. . . 1747
location civic-location-id . .. ..... ... ... .. . . 1748
location coord-location configuration . . . .. ...... ... ... ... ... 1749
location coord-locationidentifier . . . . . ........ ... . ... ... ... 1751
location coord-location-id . . ... ..... ... . ... . .. . e 1752
locationelin-location . ... ....... .. .. . ... e 1754
location elin-location-id . . . . ........ .. . . ... . .. 1755
showdebugginglldp .. ....... ... . . . . 1756
showlldp . ... 1758
showlldpinterface . . . ... ... . . 1760
showlldplocal-info . ......... ... ... .. ... ... . . ... . ... 1762
showlldpneighbors . . . . ... ... . . . . . e 1767
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show lldp neighborsdetail ... .......... ... ... ... ......... 1769

show lldp statistics . . .. ........ ... . . . ... .. . .. 1773
show lldp statisticsinterface . . . . ........... ... .. ... .. .... 1775
showlocation . . ........ . . . . . . . e 1777
Chapter 41: Mail (SMTP)Commands . . .. ...ttt it enenroeeconsnnas 1779
Introduction . . ... ... . . . e 1779
debugmail . ... .. 1780
deletemail ... ... . . . . e 1781
Mail . . . e 1782
mail from . ... e 1784
mail smtpserver . . .. ... . e 1785
mail smtpserver authentication . . .. ............. . ......... 1786
mail smtpserverport . . . .. ... .. 1788
showcountermail ... ... ... . . . . . .. 1790
showmail . . ... 1791
undebugmail .. ... .. ... e 1792
Chapter 42: RMONCOMMands ........ccoeevteeeconsesoconsnns 1793
Introduction . . ... ... .. . e 1793
rmonalarm . ... .. e e 1794
rmon collectionhistory . . ... ... ... ... . 1796
rmoncollectionstats. . . . ... ... .. e 1797
MMONEVENT . . . . . e e e e e e e et e e e e e e 1798
showrmonalarm . . ... ... . . . . e 1799
showrmonevent . . ... . . i e 1800
showrmonhistory . ... ... ... ... .. e 1802
showrmonstatistics . . .. ....... ... ... . . . . 1804
Chapter 43: SecureShell(SSH)Commands . . . . . ... ittt i it e nnns 1806
Introduction . . . ... e 1806
bannerlogin (SSH) . . . ... ... . . e 1808
clearssh . . .. e 1809
crypto key destroy hostkey . . . .. ... . L 1810
crypto key destroy userkey . . . . ... e 1811
crypto key generatehostkey . . . . ... L o oL 1812
cryptokey generateuserkey . . . ... 1814
crypto key pubkey-chain knownhosts . . . .. ...... ... ... ... ... 1815
crypto key pubkey-chainuserkey . . . . ... ... ... . . . 1817
debugsshclient. .. ... ... ... . . . . . 1819
debugsshserver .. ... ... .. . . . .. e 1820
service ssh .. ... e 1821
showbannerlogin . . ....... .. . . . . . .. 1823
show cryptokey hostkey . . ... ... . . 1824
show crypto key pubkey-chain knownhosts . . ... .............. 1826
show crypto key pubkey-chainuserkey . . .. ...... ... ... ... ... 1827
showcryptokeyuserkey . ... ... ... . ... ... . . 1828
show running-configssh .. ....... ... ... ... ... ... ... . ... 1829
showssh ... 1831
showsshclient .. ... ... . . . . . . . 1833
showsshserver . ... ... .. . . . . e 1834
show sshserverallow-users .. ............ ... ... ... ... ... 1836
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show ssh serverdeny-users . ............. ... 0., 1837

SSh e e 1838
sshclient ... .. e 1840
SShserver . . ... e e 1842
sshserverallow-users . .. ...... .. . ... 1844
ssh serverauthentication . . .. ...... ... ... ... .. ... .. .... 1846
sshserverdeny-users . . ...... . ... .. e 1848
sshservermax-auth-tries . . . . . ... ... . .. . 1850
sshserverresolve-host . . ....... ... . . ... . . . . . 1851
SShSeIVerSCP . o oot e e e 1852
sshserversftp . ... ... 1853
undebugsshclient . . ... ... ... . . 1854
undebugsshserver . .. ... . .. .. e 1855
Chapter 44: TriggerCommands . . . ... ..t ii ittt nrtonenensnnses 1856
Introduction . . .. .. e 1856
active (Trigger) . . . oo oo e e 1858
day .« 1859
debugtrigger . ... .. ... e 1861
description (trigger) . . . .. ... .. e 1862
<] o= | 1863
ol 10 1864
show debugging trigger . . ...... .. . . . ... e 1866
show running-configtrigger . . . . . ... ... . ... 1867
show trigger . . ... e e e 1868
TeSt . L e e e e 1873
time (trigger) . . . . .o e 1874
L8] © 1 1876
THgger . e e e 1877
triggeractivate . . ... . ... e 1878
typeatmfnode ... ... . ... ... 1879
BYPECPU . . o e e 1882
typeinterface .. ... ... .. 1883
typelinkmon-probe . .. ... ... ... e 1884
BYPElOg . . e e 1886
BYPEMEMOIY . . . e 1887
typeperiodic . . . ... 1888
typeping-poll . . ... . e 1889
typereboot . . . . .. e e 1890
typetime . . .. e 1891
typeusbh . . e 1892
undebug trigger . ... ... e 1893
Chapter 45: Ping-PollingCommands ..........ciiitternnennnenns 1894
Introduction . .. ... ... .. e 1894
active (ping-polling) . . ..... ... . . . .. 1896
clearping-poll . . .. .. e 1897
critical-interval . . . . .. e 1898
debugping-poll . . ... .. 1899
description (ping-polling) . . . . . ... ... . ... 1900
fail-count . .. ... 1901
ip(ping-polling) . . . ... .. 1902
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length (ping-polldata). . . . ... .. .. . .. 1903

normal-interval . . .. ... . ... e 1904
piNg-poll . . e 1905
sSaMPle-SiZe . . . . e 1906
show counterping-poll . .. ...... ... . . . .. ... .. 1908
show ping-poll . . ... ... . .. e 1910
SOUICE D v i e e et e e e e e e e e e e e e 1914
timeout (pingpolling) . . ... ... . . . . . e 1916
UP-COUNT . o o e e e e e e e e e e 1917
undebugping-poll . . ... ... . 1918
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List of Commands

(access-list extended ICMPAilter) .......ooiiniiiii e 919
(access-list extended IPfilter).........cooveininii e 921
(access-list extended IP protocolfilter).........c.ooviviiiiii .. 924
(access-list extended TCP UDPfilter).......coovvveiiiii i 928
(access-list standard namedfilter) ... 935
(access-list standard numbered filter).............cooo i 937
(ipv6 access-list standard filter). ... 972
(named hardware ACLentry forICMP) . ...t 882
(named hardware ACL entry for IP packets) ...........ccovviiiiiiinian... 886
(named hardware ACL entry for IP protocols) ............ccoviiiniin... 890
(named hardware ACL entry for MAC addresses) ........cccvvvininininnnnn. 895
(named hardware ACL entry for TCPorUDP)..........oiiiiiiinninnnnnn. 898
(named IPv6 hardware ACL: ICMP entry) .....oovvniniviin e iin e, 949
(named IPv6 hardware ACL: IP protocolentry) ..........ooviiininnnn.n.. 956
(named IPv6 hardware ACL: IPv6 packetentry)............coooviiiiiian... 953
(named IPv6 hardware ACL: TCPorUDP entry).........vvvviviennvnennnn.. 961
@aaaccountingauth-mac ..o it 1206
aaaaccountingauth-web ... i 1208
Qa3 aCCOUNtING COMMANGS. ..\ttt it e i e e eieanan, 1210
LT Talelo] 0 01173 Ve [ (o)l QP 1212
@aaaccounting login. ...t e 1214
Q@aaaccounting update. .. ... e e e 1217
aaa authenticationauth-mac.............coi i 1219
aaa authenticationauth-web............ ... 1221
aaa authentication dotTX ......ooviiiiii e 1222
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aaa authentication enable default group tacacs+.................ouens. 1223

aaa authentication enable defaultlocal............... ..ot 1225
aaa authentication enable defaultlocal...................coooiiiiiiilt 129
aaa authentication login. ...t 1226
aaa authorizationcommands ........... . i 1228
aaa authorizationcommands ... e 1305
aaa authorization config-commands ... 1230
aaa authorization config-commands ...ttt 1307
AAA GIOUP SOV . . ettt ettt ettt ettt et e e ettt a e e eeanneeens 1231
aaa local authentication attempts lockout-time.......................... 1233
aaa local authentication attempts lockout-time........................... 130
aaa local authentication attempts max-fail .................... ... .. ... 1234
aaa local authentication attempts max-fail .................... ... ... ... 131
aaaloginfail-delay. ..o e 1235
aaaloginfail-delay. ..o e 132
AcCEPt-lifetime . ot e e 746
o Ta o= o | 0] U1 o J PP 861
access-list (extended numbered) ... 916
access-list (numbered hardware ACLforICMP) .............ccooivinn... 863
access-list (numbered hardware ACL for IP packets).................oovtt. 866
access-list (numbered hardware ACL for IP protocols)..................... 869
access-list (numbered hardware ACL for MAC addresses) ................. 874
access-list (numbered hardware ACL for TCPorUDP) ..................... 877
access-list (standard numbered)........ ... 933
access-listextended (named) ..ot 9208
access-list hardware (named hardware ACL) . .......cocveiiiiiana... 880
access-list standard (named) ..o e 931
ACCoUNtING logiN .. .u e e 1236
ACHIVATE ..o e e 361
active (PINg-polling) . ... oo e 1896
= Tat AV A T T =] o R 1858
alias (INTerface) . ....o.iui i e 1681
alliedware-behavior ...... ..o e 748
application-proxy ip-filter. ... e 1402
application-proxy quarantine-vlan ..............coi i i 1403
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application-proxy redirect-url . ... e 1404

application-proxy threat-protection send-summary...................... 1406
application-proxy threat-protection............cooviviiiiiiiiiiiinneen.. 1405
application-proxy whitelistenable ...............co i 1407
application-proxy whitelist server ... 1408
area-link. . ... 1410
- 1o N (o T PSP 634
arp OPPOITUNISTIC-NA. ..ot e e e e e 637
arp security drop link-local-arps.........coooiii i 1318
arp security violation ....... ... i 1319
1 03T ol U117/ O 1317
] o S P 633
ArP-aging-timeOUL. . ...ttt e e it e i e 632
arp-reply-bc-dmac. .. ..ot 638
At area PasSSWOId. ..ottt it i e e e 1414
At ArEa. ..o 1412
atmf authorize provision. ...t 1418
atMfauthorize. .. ... 1416
atmf backup area-mastersdelete. .........oovii it 1421
atmf backup area-mastersenable .............ci i i 1422
atmf backup area-masters NOW. ... ...cove ittt iiei e 1423
atmf backup area-masters synchronize..............cccoiiiiiiiiinnn., 1424
atmf backup bandwidth ... 1425
atmfbackupdelete. . ... 1426
atmfbackupenable ... i 1427
atmf backup guestsdelete. ... 1428
atmf backup guestsenable ............o i 1429
atmf backup QUESTS NOW . ...ttt e 1430
atmf backup guests synchronize ...............cooi i 1431
atMf baCKUP NOW . ..o e 1432
atmf backup redundancyenable.................c i 1434
atmMf baCckUp SeIVEr ... 1435
atMf backuUP StOP . ..o e 1437
atmf backup synchronize ........ ..o 1438
AT DACKUD . ..o e e e e 1420
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AtMf CleanUD ..o 1439

atmfcontainer login. ... ... 1441
AtMf CONTAINET. .. e 1440
atmfcontroller ... .. e 1442
atmf distribute firmware ... 1443
atmfdomainvian. .. ... 1445
atmfenable ... ... 1448
atmf group (membership) ... e 1449
AtMf QUEST-ClasS ...t 1451
atMf log-Verbose ... .o 1453
atmf managementsubnet ... 1454
atmfmanagementvian. . ...t e 1457
At MaASTEr L o e 1459
AU MU . L e 1460
atmf NEtWOrk-Name ..ot e 1461
atmf provision (interface) ... e 1462
atmf Provision NOde . ...t e e 1463
atmf reboot-rolling ......ocoviii i 1465
AtMF rECOVEN QUEST. ..ttt 1471
atmfrecoverled-off. ... ... 1472
At FECOVET. .t 1469
AtMf FECOVEIY-SEIVET. .ttt ettt 1473
atmfremote-login. ... ...t 1475
atmfrestricted-login. ... e 1477
atmf secure-mode certificate expire.........cooviii it 1481
atmf secure-mode certificate expiry ......covvviniiiii i 1482
atmf secure-mode certificate renew. ... 1483
atmf secure-mode enable-all......... ... 1484
atmf secure-mode . .. ... o 1479
atMf select-area . ....ovuiuir e 1486
atmf topology-guienable. ... 1487
atmf topology-guienable........ ... . 174
At LrUSTPOINt . .. e e e 1488
atmf virtual-crosslink ...... ... i 1490
atmf virtual-link protection ..ot 1495
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atmfvirtual-link . ... 1492

atMf WOrKiNg-Set .. ...oui 1497
authauth-fail vlian ... ... 1095
autharitical. ... ..o e 1097
auth dynamic-vlan-creation.......... ..o 1098
auth guest-vlanforward ......... ... i 1103
aUth gUEST-VIaN. ... e e 1101
auth host-mode ... ..o i e 1105
AUEN IOg oo 1107
auth max-supplicant. ... e 1109
auth multi-vlan-session ......... ... e 1111
auth profile (Global Configuration) ...........cooviiiiii it 1112
auth profile (Interface Configuration)...............cooiiiiiiiiin .. 1113
auth radius send nas-identifier.............coi i 1254
auth radius send service-type .....ovvii it e 1255
auth reauthentication........ ... 1114
auth roaming disconnected. ..........coviiiiiiiii it 1115
authroamingenable ... ... i 1117
AUth SUPPHCANt-IP ..o 1119
auth suppPlicanNt-Mac. ... e e e e 1121
auth timeout connect-timeout. ... 1124
auth timeout quiet-period ....... ..o 1126
auth timeout reauth-period........ ..o 1127
auth timeout server-timeout....... ..ot 1129
auth timeout sUPP-tiMEOUL . ... ..ottt 1131
auth two-stepenable...... ... 1133
auth-macenable ... ... e 1136
auth-macmethod ... o 1138
AUEN-MAC PASSWOId. . ..ttt i ettt e 1140
auth-macreauth-relearning. ..... ..ot 1141
auth-mac statiC. . ... e 1143
auth-macusername ... ... i 1144
authorizationcommands ......... ..o 1237
authorizationcommands ....... ..o 1303
AUth-Wweb aCCouNting . . .cov i e e e e 1145
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auth-web authentication ..ot e e 1146

auth-webenable ... ..o 1147
auth-web forward ... ... 1149
auth-web max-auth-fail........ ... .o 1152
auth-webmethod ... ... 1154
auth-web-server blocking-mode .............co i 1155
auth-web-server dhcpipaddress ..o 1156
auth-web-serverdhcplease. ......coviiii i 1157
auth-web-server dhcp-wpad-option ... 1158
auth-web-server host-name. ... 1159
auth-web-server intercept-port ........cooiiiiiiiii i 1160
auth-web-serveripaddress. ......vv i e 1161
auth-web-serverlogin-url......... ... 1163
auth-web-serverpagelanguage .........c.coiiiiiiiii i 1162
auth-web-server page logo . ..o v e 1164
auth-web-server page sub-title..........cooi i 1165
auth-web-server page sUCCeSS-MESSAGE . ... vvvvr e enr e eereennanennanns 1166
auth-web-serverpagetitle........ooveiiii i 1167
auth-web-server page welcome-message .....o.vvvviiniiiinniieneenenn. 1168
auth-web-server ping-pollenable.............cooiiiiiiiii i 1169
auth-web-server ping-poll failcount.............. ..., 1170
auth-web-server ping-pollinterval ...........c.o i, 1171
auth-web-server ping-poll reauth-timer-refresh ......................... 1172
auth-web-server ping-poll timeout.............ccoiiiiiiiiiiiii it 1173
AUth-Web-SerVer POrt ... ..ot et e e 1174
auth-web-server redirect-delay-time ... 1175
auth-web-server redirect-url ...... ... 1176
auth-web-server session-keep ..ot 1177
auth-web-server sslintercept-port ..........cooviiiiii i, 1179
auth-web-serverssl. ... ... .o 1178
autobootenable. ... ... .. e 80
o T o] =130 395
DaANNEr EXEC . .ttt e 184
bannerlogin (SSH). ...t e 1808
banner 1ogin (SYStem). . ..v.vi i i e e e e 186
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DANNEI MO ..ttt e e 188

boot config-filebackup ...t 83
boot config-file.......coii 81
boot systembackup ....... ... 85
OOt SYStEM . .ot 84
Dridge-groUp . ..ot e 1499
oo P 86
ChanNEl-groUP .o e e 580
cisco-metric-behavior (RIP). ... ..ot e 750
Ll et e 979
ClaSS M ottt e 980
clearaaalocaluserlockout. ... ... ..o 1239
clearaaalocaluserlockout. ... ... i 133
clear application-proxy threat-protection...............cooviiiineinn.. 1500
cleararp security Statistics .....vvvevr it i i 1321
cleararp-cache ... e e 639
clear atmf links statistics ..ot 1503
clearatmflinks virtual ....... ... 1502
clearatmflinks ... .o 1501
clearatmfrecovery-file ... ..o 1504
clear atmf secure-mode certificates ...l 1505
clear atmf secure-mode statistics. .......oovvniriiii i 1506
clear eXCeption 10g .. .ot it e 269
clear fiber-monitoring interface ...t 243
clearip dhcp snooping binding ... 1322
clear ip dhcp snooping statistics .....ovveneveniii it 1323
Clear P igMP grOUP. « ettt e e e e e e 802
clearipigmpinterface . ... ..o e 803
Clear P IgM ot e e 801
Clear i P P roUtE . .t e 751
clearipvb mld group. ..ot e e e e 835
clearipvbemldinterface. ... e 836
clearipve mid . ... e e e 834
clearipvbneighbors.......oo i 696
Clear [acp COUNTErS. ...t e e et 582
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Clear liN@ CONSOIE . ..ot e e 134

Clear lINE VLY. ..o 135
clear ldp statistics . ..ot e 1721
clearlldptable. ... .o e 1722
clearlogbuffered. ...... ..o e 271
clearlogexternal ... ..o e 272
clear log PermManent .. ..ot i e e e 273
(o[- T o Yo 270
clear loop-protection COUNtErS. ... ..ovvii ittt iie e 397
clear mac address-table dynamic...............o ool 398
clear mac address-table static...........c.cooiiiiiiiiiinii 400
clear mls qos interface policer-counters ..........cccoiiiiii i, 981
clear ping-poll. . ... e 1897
(el =TT g oo T o 11 o1 (= 401
clear port-seCuUrity iINtrUSION. ... u vt e e e i enees 402
clear power-inline countersinterface............cooiiii i, 605
clear spanning-tree detected protocols (RSTPand MSTP) ................. 507
clear spanning-tree statistiCS.......vvtvintvi et 506
Clear SN . . e 1809
clear test cable-diagnostics tdr.........ccoiiiiiii i 244
ClOCK SBL. .ttt e 190
clock summer-timedate ... ... 191
clock summer-time reCurting . ...o.ve v in i i ei e 193
CloCK EIMEZONE . . .o e 195
clone (@amf Provisioning) .......oovriiii i i e 1507
commMit (IPVA) .. e 901
commit (IPVO) ... e 946
configure boot config (amf provisioning).....................ooilL 1509
configure boot system (amf provisioning) ..............cooiiiiiiiiiin 1511
configureterminal........ ..o e 67
COPY (filEeNamME) . ..o e 87
copy buffered-10g ..o e 274
COPY CUITENT-SOftWAIE ...ttt e et 89
COPY dEbUG ..o 20
COPY PEIMANENE-I0g . .ottt e e et e e e 275
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copy proxy-autoconfig-file. ... 1180

COPY FUNNING-CONfIg . .ottt et e et et eeans 91
COPY STArtUP-CONTIg. . vt e e e 92
copy web-auth-https-file. ... 1181
COPY ZMOAEBIM . . ettt ettt e et ettt et e e e e e eeaeans 93
create (@mf Provisioning) .......ovveeiiiiie e 1513
create autoboot ... ... i e 94
critical-interval ... .. e 1898
crypto key destroy hostkey. ........ooiiii e 1810
crypto key destroy userkey. ... ..o 1811
crypto key generate hostkey .......coviinii i 1812
Crypto KeY geNerate ISa . ..o vttt ettt 1277
crypto key generate USerkey . ......oovuvuiuin it 1814
crypto key pubkey-chain knownhosts................... ool 1815
crypto key pubkey-chainuserkey. ... 1817
CrYPLO KEY ZEIOIZE . .ottt 1278
crypto pkiauthenticate ........ovuii e 1279
Crypto pki enroll UsSer ..ot e 1281
Crypto pKi enroll . ... e e 1280
Crypto pKi @Xport Pem .. ..o e 1283
Crypto pki export PKCST2. ..ot 1284
Crypto PKi iMmpPOrt Pem . ..ot e e 1286
Crypto pKiimport PKCST2. ..ot e e e e 1288
Crypto pKi trustpoint. .. ..ot e 1289
Ay e 1859
deadtime (RADIUS SEIVEr groUp) .. .vveve vt ient et eieeenennennnns 1256
debugaaa. ... e e 1240
debug arp seCUNitY. ..o.v i e e 1324
debugatmfpacket ... 1517
debugatmf. . ... e 1515
debugcore-file. ... ..ot e 196
debUg dotTX ..i i e 1056
AEebUG EPSI .ot 1369
debug fiber-monitoring. ... e 245
debUG IgMP . e e e e 804
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debugip dhcp snoopPING. ..o e 1325

debUug ipirdp. ..o e 642
debugip packetinterface. ... 640
debUg lacp . v e e e 583
debug lldp ..o e 1723
debug loopProt ... e 405
debugmail. ... 1780
debugmid ... e e e 837
debug mstp (RSTP anNd STP) . ...vv it e 508
debug ping-poll . ... 1899
debug platform packet ..........coviiiii i e 406
debug power-inline. ... ... e 606
debugradius .. ... 1257
debUg P .« e 752
debUg SNMID. ..o e 1682
debugsshclient. ... e 1819
debug ssh server ... e 1820
debug trigger ..o e 1861
defaultlog buffered ...t e 276
defaultlog console ..o e e 277
defaultlogemail ... ... 278
defaultlogexternal..........cooviiiii i i 279
default log host. ... oo 280
defaultlog monitor. ... ..o e e 281
defaultlog permanent. ... . ...ttt e e e 282
default-action ...t e 982
default-information originate (RIP) ..ot 753
default-metric (RIP) . ... e 754
delete (@amf provisioning) .........ooiiiiii it e 1520
deletedebug. ..o 96
delete Mail .. ... e 1781
delete . ..o e 95
description (@mfcontainer) ... 1524
description (Authentication Profile) ................ccoo it 1182
description (iINterface) ........vveiiir it i e e e 365
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description (ping-polling) . .....oovii i 1900

description (QoS policy-map) ......ovvrii 983
description (trigger) . .vvvi i e e e e 1862
o | 97
disable (Privileged Execmode)........coiiiiiiiiiiiii e 68
o [T al0 V7= o 1522
distance (RIP) .. ..o e 755
distribute-list (RIP) . .....oii e 756
o o T 69
dotlx control-direction .........coieiii e 1057
(o 1o YT o P AP 1059
dOtTX €aPOI-VEISION .\ttt i e e e 1060
dotlxinitializeinterface .........cooviiiiiii 1062
dotlx initialize supplicant. ... 1063
dotTX KeYtransSMit ..ot e e e e e 1064
dotlxmax-auth-fail....... .. .o 1065
dotTXxmax-reauth-req ........cooviiiiii i et 1067
dotTX POrt-CoNtrol. ... .o e 1069
dotIx timeout tX-period .......coiiiiii i e e 1071
AUPIEX ot e e e e e 408
=T o 362
ecofriendly led ... ..o e 197
ecofriendly Ipi. ..o e 198
edit (filename) . ... 100
=T | 99
egress-rate-limit. ... ..ot e 984
enable (Privileged Execmode) .....covriiiiiii i e 70
enable PasSWOId . ...t e e e 136
enable secret. . ..o e 139
<] o 72
enrollment (trustpoint configurationmode) ..................coiiii.... 1290
EPSI CONfIQUIAtION . ..ot e e e et 1372
epsrdatavian. ... ... 1373
epsr enhancedrecoveryenable............coiii i 1374
EPSIFIUSH-tYPE .ot e 1375
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epsr mode master controlvlan primaryport ... 1377

epsr mode transitcontrolvian.............cooi i 1378
<] o g o (o] 4128 PO 1379
<] 01 5] =1 (S 1380
epsrtopology-change ...t e 1381
=T 01 1 -] o 1P 1382
= 01 PN 1370
erase factory-default. ... e 101
erase factory-default. ... ... e 1525
erase proxy-autoconfig-file ........ ... ..o 1183
€rase StartupP-Config . ....oviinii i e e e 102
erase web-auth-https-file ... i 1184
EXEC-TIMEOUL . ..ottt e e 142
2 73
fail-CcoUNt. ..o e 1901
fiber-monitoring action. ... e 247
fiber-monitoring baseline. ... 249
fiber-monitoringenable ....... ... 251
fiber-monitoringinterval......... ..o 252
fiber-monitoring sensitivity ...... ... i 253
11 Yo 10 g TS 45 e o = 202
fiINAdme .. 200
fingerprint (trustpoint configurationmode) ....................ooill 1291
flowcontrol (SWItCh Port).......oiiii i e 409
flowcontrol hardware (asyn/console)..........c.cooiiiiiiiiiiiinenan... 144
fullupdate (RIP) ..o e e e e 757
o 10 1 10 0 1= 0 1 | PP 175
Y= 74
OStNAME . e 203
D PO et e 177
Nt SECUNE- PO . et i e e e e e 178
http-enable ... e 1526
identity (@amf provisioning) ...t 1528
instance priority (MSTP). ...t e et 512
instance vIan (MSTP) . .. ... e 514
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interface (to configure) ... et e 366

IP(PING-POIING) .o 1902
ip address (IP Addressingand Protocol) ...........cooviiiiiiiiiiiiin, 643
PaddressdhCp . ..ovi i e e 1647
ip dhcp snooping agent-option allow-untrusted......................... 1329
ip dhcp snooping agent-option circuit-id vlantriplet..................... 1330
ip dhcp snooping agent-option remote-id. .........oviiiiiiii i, 1331
ip dhcp snooping agent-OptioN . ...o.v i 1328
ip dhcp snooping binding ..o 1332
ip dhcp snooping database ........oovii i 1333
ip dhcp snooping delete-by-client ..ot 1334
ip dhcp snooping delete-by-linkdown. ...l 1335
ip dhcp snooping max-bindings ... 1336
ip dhcp snooping subscriber-id ..........o o 1337
iIPdhCP SNOOPING TrUSE. ..ottt e et eneas 1338
ip dhcp snooping verify mac-address. ... 1339
ip dhcp snooping violation. ... ... 1340
IPANCP SNOOPING. .ottt e e e 1326
ip dhcp-client default-route distance............cooviieiiiii it 1649
ip dhcp-client request vendor-identifying-specific....................... 1651
ip dhcp-client vendor-identifying-class. ..o, 1652
ipdomain-list. . ..o e 684
IPdomMaiN-loOKUP .. .vv e e e e 685
P AOMaAIN-NAME. ..ttt e e e e e e e 686
ip gratuitous-arp-link . ... 645
ipigmp flood specific-query ... 805
P IgMP MaXiMUM-GIOUPS ..ttt e it eteete et enteneeneentenneeneennenns 806
ipigmp snooping fast-leave. .........cooiiiiii it e 809
P IgMP SNOOPING MIOULEI . .ottt i it aie e aieeenns 810
P IgMP SNOOPING QUETIET . . e ettt et e et a e i e eaeneenns 811
ip igMmpP SNOOPING rePOrt-SUPPIESSION .. v vttt titee it entenneeneennenns 812
ip igmp snoopiNg routerMode .. ....vviv it 813
ip igMmp SNOOPING SOUrCe-tiMEOUL. . ..o vit it e e 815
ip igmp snooping tcn query solicit ... 816
P IgMP SNOOPING. ¢ ettt ettt ettt et e et et eneenneneeneenns 808
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P IgMP STAtiC-grOUP . v et e e et e e 818

P IgMP EIUSTEd . ..ot e e e 820
1o TN Lo 00T o IRYZ=1 61 o o AP 821
ipirdp address preference ......coovviiii it e 648
ipirdpbroadcast ... ...ttt e 649
ipirdpholdtime ... ... i e 650
ipirdp lifetime. . ..o e 651
ipirdp maxadvertinterval ..o e 652
ipirdp minadvertinterval ...........oi i e 654
P IrdP MUITICAST . oo e e e 656
P irdp Preference .. ..c.vvi i e 657
1031 e 1o S 647
ip limited-local-proxy-arp......cooeiiinini i e 658
P loCal-ProXy-arp. ..o e 659
ip name-server preferred-order ..........coiiiiiiiii i 689
([l g T 1 TS =] oY= PP 687
1038 o] 14 Va1 g o 660
ip radius source-interface ... i 1258
ip rip authentication key-chain..............cooii it 759
ip rip authenticationmode. ... e 761
ip rip authentication string. ..ot 764
P HP rECRIVE VEISION. ..ttt ettt et et e e e 767
P rip receive-PaCKet ..o\t i e e e 766
ip rip send version T-compatible ..............o i 771
PP SENA VEISION ..ottt e et et 769
ipripsend-packet ... ..ot 768
PP SPlit-NoriZoN . ... e e e 773
1o T8 o 161 (< PP 733
ipsource binding......ocoiiiiiii e 1341
P SUMMArY-address P . . .ov ettt e e e 758
iP tacacs SOUrCe-INtErface . ... .v i 1308
P tCP SYNACK-TELIIES .ttt e i e e e et e e 661
ip tftp source-interface. ... ...t e 103
ipunreachables ... ... i e 662
ipv6 access-list (named IPv6 hardware ACL) ........covviiiniiiinivnenn.n. 947
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ipv6 access-list standard (named) .........coiiiiii i 970

ipv6 address autoconfig ... ..o 698
PV address SUTTIX . ..\ oe ettt ettt 700
103 VLI e 1o [T 697
PVG ENable. ..o e e 701
ipv6 euibd-linklocal ... ..o 703
IPVE fOorwarding ......ooouii i e 704
IPVO MIA ACCESS-grOUP . vttt et ettt ettt et ieee et eanananenns 838
ipv6 mld immediate-leave ...........coiiiiiii e 839
pvemMId limit. ... 840
ipv6 mld snooping fast-leave ... 844
iPV6 MId SNOOPING MIOULEY . ...\ttt e e it ee i eaeans 845
iIPV6 MId SNOOPING QUEKIEN . . .ottt ettt 847
ipv6 mld snooping report-SUPPresSSION . ... vt v eet i in e eenennnn, 848
IPVO MIA SNOOPING. « vttt ettt et e e e et et e e eeeaeans 842
IPVO MId STatic-groUP . .ot e e 850
ipv6 multicast forward-slow-path-packet...................coiiiiiil, 705
ipv6 Nd accept-ra-pinfo.......coiiiiiii i 706
ipv6 nd current-hoplimit........ ... 707
ipv6 nd managed-config-flag ... 708
ipv6 nd minimum-ra-interval......... ..o 709
ipv6 nd other-config-flag ...t 710
PV N PrefiX. . ottt i e e e e e e 711
ipvo ndra-interval ... e e 713
ipve nd ra-lifetime ... e e 714
ipv6 ndreachable-time ... 715
ipv6 nd retransmission-time ...t 716
103 VLe 3 g Ve TV o o =TT - 717
PVO NEIGNDOY . .. e 718
iPV6 opportuNistic-Nd. .. ... 719
PV FOU T . ettt ettt e et et et et e e e 720
PVO FOUT . .ottt ettt et e e e e e, 735
ipVv6 tftp source-interface ... iiii i e e 104
ipvb traffic-filter ... 965
ipve unreachables . ...... ..ot e 721
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KO . e et e 774
KEY-STING ettt e e e e e 776
lacp global-passive-modeenable ... 584
JaCP POIt-PriOKItY « vttt e e e e 585
laCP SYStEM-PrIOrITY. .\ttt ettt e e e 586
1= Y o 3 4 10'0 =0 11 587
1eNGth (@SYN) .ottt e e e 146
length (ping-polldata).........cooviiiiiii i e 1903
license-cert (amf provisioning) ..........cooiiiiiiiiiiiii i 1530
M. e e 147
liNkflap aCtion . ..ot e e e 411
lldp faststart-count ...ttt et 1725
lldp holdtime-multiplier ... e 1726
lldp management-address . ......o.vuivriiinr it iii i 1727
lldp med-notifications ..ot e 1728
lldp med-tlv-select. ..o e e 1729
lldp non-strict-med-tlv-order-check ............ ... il 1732
lldp notification-interval ...........coiiiiii i 1733
lldp NOtIfications .....iei i e e e e e 1734
lldp port-number-type. ......ooi 1735
AP reinit. ..o e e 1736
P rUN o e e e e 1737
] o o 34 15 0 =T PP 1738
Hdp thv-select. . ..o e e e e e 1739
ldp transmit reCeIVE . ...t e ettt 1741
dp tx-delay . ....oooiri i e e et e e e 1742
[0tz B o]0 )14 V- T o J P 664
locate (@mf provisioning) ... e 1532
location civic-location configuration ...l 1743
location civic-locationidentifier...........coooiiii i 1747
location civic-location-id. ... ..o i 1748
location coord-location configuration ..., 1749
location coord-location identifier ... 1751
location coord-location-id ...t 1752
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location elin-loCation ...t e 1754

location elin-location-id. ... 1755
log buffered (filter) ..ot e 284
logbuffered exclude. ...t e e 287
logbuffered size. ..o 290
logbuffered. ... ..o 283
logconsole (filter) ......couiiii i e 292
log console eXClUde ....oiinii i e e e e e 295
Og CONSOIE. .ot e e e e e e 291
logemail (filter). ......oini i e 299
logemail exclude. ... ..ot e e e 302
logemail time . ..o e e e 305
log email . ... 298
10g @VENT-NOST. ..ttt e 1533
[0g EVENT-NOST. o\ttt e e e e e e e e e 179
logexternal (filter) ..o e 309
logexternal exclude ... ...t e e 312
logexternal rotate. ......vuiii i e 315
log external Size .. ..ovvn it e e e 317
logexternal ... ..o e e e e e 307
log facility . ..o 318
I0g host (filter). . ..ot e 322
loghostexclude. ... ..ot e e e e 325
[0 T o T] B 01U P 328
log host startup-delay ........ ..o 329
I0g oSt tiMeE . .o e e 331
[0 2 o 1] P 320
logmonitor (filter) .....ovvuii i e e e e 333
logmonitorexclude ...t e e 336
log permanent (filter) . ... e 340
logpermanent exclude . ........iiiiii it e e e 343
[Og PEIMANENT SIZE .o\ttt e e e et e 346
(O PEIMANENT ..ot e e e e e e 339
[Og trUSTPOINT. « vttt et e e e e e 348
loginauthentication .........coiiti it e i 1241
C613-50322-01 Rev B Command Reference for GS980M Series 46

AlliedWare Plus™ Operating System - Version 5.4.9-1.x



log-rate-limit NSM . ... e 347
loop-protection action. .......ooiiiiii i e 413
loop-protection action-delay-time ..........ccoiiiiiii i 414
loop-protection loop-detect ........covriiiiiii i 412
loop-protection tiMeoUt ... ..cviiii i e 415
mac address-tableacquire ... 416
mac address-table ageing-time ... i e 417
mac address-table logging. ... 418
mac address-table static ...... ... 419
mac address-table thrash-limit......... ... ... i 420
Mail from. . e 1784
mail smtpserver authentication ...t 1786
Ml SMEPSEIVEr POI. .ottt e et et et i et eaie s 1788
00T 11 I 3 Y o 1T Y7 P 1785
Ml . o 1782
MAtCh ACCESS-GrOUP .ttt et e e et et 985
MATCN COS .ottt e 987
071 el 1o £ el o X0 988
match eth-format protocol......... ... 989
MatCh iP-PrecedenCe ... .o vt e e e e 992
MaAtCh MaC Y P . ottt e e e et 993
match tep-flags. ......oooii i e 994
MatCh tPId ..o e e e 995
MatCh VIan ... 996
Maximum-access-list . ... ... e 939
MAXIMUM-PAtNS . . i e e 736
MAXIMUM-PIE X, L e e e e e e 777
00110 101 =T o - o 381
MKAIT . e 105
mls qos aggregate-police action ........ooiiiiiiii it i e 997
mls qos aggregate-police COUNLErS. ..o vii i i a e 999
001 53 [ 1S3 o -3 1000
misgosenable ... ... e 1001
MIS GOS MAP COS-UEBUE. ..ottt ettt eeie it etete it areaneaneannans 1002
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mIs qos map premark-dsCp .....ovviiniii i e 1003

1001 e [0 X3 e [ 110 TS 1005
mls qos scheduler-set priority-queue. .........oiviiiiii it 1007
mls qos scheduler-set WIr-qUEUE groUP . ..ovv v it iiiinieeienns 1008
mls qos scheduler-set. . ... e 1006
MOAEIYPE . e e 1534
MOVEdEbUG. ..o e 107
00T 1Y 106
01010 PN 369
Neighbor (RIP) ... e e 778
NEtWOIK (RIP) . .o e 779
no crypto pki certificate. ... . ..o 1293
nodebugall......cooiiii i 205
NO POIICE . et e e 1009
normal-interval. . ... .. ... e 1904
ntp access-group (deprecated)........oviiiii it 1657
NtP aUtheNtiCate. . ...t e e e 1658
ntp authentication-Key .........couiuiiiiiii i 1659
ntp broadcastdelay ........cooviiiiii i e 1660
NP AiSCard ..ot e e e e e 1661
NP MO .t et 1662
003 0= = P 1663
Ntp rate-limit . ... e 1665
1 031 =1 T (P 1666
0 0T = = P 1668
10 0T o 1 | el P 1670
ntp trusted-key (deprecated).........ovvivriiii i i 1672
Offset-list (RIP) . ..o e 780
OPtIMISTIC-Nd . o e e 722
passive-interface (RIP) ... ..ot e et 781
PING PV . ettt ettt ettt e e e 723
1 S PP 665
PING-POll . e e 1905
platform control-plane-prioritizationrate...............ccooiiii i, 421
platform jumboframe. ... ... 368
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platform jumboframe. ... e 423

platform 12mc-overlap . ......oooiiinn i e 426
platform I2mc-tablemode ...t 424
platform I3-vlan-hashing-algorithm ............. ... ..o it 1185
platform I3-vlan-hashing-algorithm ................ ... oo i, 427
platform load-balancing ... 428
platform load-balancing ... 589
platform mac-vlan-hashing-algorithm.............. ... ... it 1186
platform mac-vlan-hashing-algorithm................. ... ... .. 430
platform multicast-ratelimit.............cooi i 431
070 - Y1 1 Y P 432
POlICE COUNTEIS . .ottt e e e et e et e i eieenas 1011
police single-rate action .........c.coiiiiii i e e 1012
police twin-rate aCtion . ........coiiii i e 1013
POlICE-aggregate . oottt it e e e 1010
POlICY-MaD . ettt e 1015
power-inline description. ........ooviiiii i e e 608
power-inlineenable ...... ..o e 609
power-inline hanp . ... e 610
POWE-INIINE MNAX . . ettt ettt e et et e et aeieaens 611
power-inline Priority . .. ...vue i e 613
power-inline usage-threshold. ... i 615
private-vlan association. ....... ...t e 468
Private-VIan ... e e e 467
privilege level . ... e e 149
PrOXY PO . - ettt et ettt et et e e e e 1242
PWA . o e 108
FAdiUS-SECUIE-PIOXY A8, « ettt et etet e et eeeateeenneneananeananeananens 1243
radius-serverdeadtime ....... ... i 1259
radius-server host ... ... e 1260
FAdiUS-SEIVEN KEY .ttt et e e e e et et e 1263
radius-server retransmit. ... .....o. oo e 1264
radius-server timeoUL. . ... . vttt 1266
TED0OT .ot e 207
recv-buffer-size (RIP) .. .....oui i 782
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redistribute (RIP). ..o e e e 783

FegioN (MSTP) .. e e 516
Feload . . e e 208
remote-mirror interface. ... ..o 383
<] o= | P 1863
restartrip graceful . ... ... o 784
reVision (MSTP) ... e 517
rip restart grace-period ... ....viir i e e e 785
4010 1P 109
FMON alarm. ... 1794
rmon collection history ... ..o inii i i e 1796
rmon collection Stats . ........c.o.iiii i e 1797
FMON BVENT. Lottt e e ittt et eaiaeas 1798
FOUte (RIP) . .ot e 786
0T UN T T 1T e | o T 666
0T U ) = g T o T AP 787
rsakeypair (trustpoint configurationmode)................ ..ol 1294
SAMPIE-SIZE. ..ot e 1906
(o] o ) PR 1864
security-password forced-change ...t 151
security-password history..........o.iuiiiii it 150
security-password lifetime ... e 152
security-password minimum-categories. . .....v.veivriirnennennennns 154
security-password minimum-length........... ... ...l 155
security-password min-lifetime-enforce ........... ... ...l 153
security-password reject-expired-pwd. ... .o 156
SECUNity-PaSSWOId WarNiNg .. .vuvvt et eet et eeeteneeenenneneenanens 157
send-lifetime .. ..o e 788
SErVer (FadSeCPIOXY-283) « .« v ettt e tete et et et et et et eneenenenenens 1244
SEIVET (SEIVEN GIOUDP) . .ttt ettt ettt eet et et e eetetenteeeneneneeneneenns 1268
server mutual-authentication .......... .. .o i 1246
server name-check ... ... e 1247
SEIVEr TrUSTPOINT. ..ttt i et e et e e e 1248
Service advanCed-VIY ......uvuiiii i e 158
service atmf-application-proXy.........c.ovvvriii i 1535
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=1V (/=N | o T o 1Y T Yo o] T X 1343

SBIVICE M. . ottt e e 180
Service pPassword-enCryptioNn. ... e 159
SerVice POWEr-ININE ...t e e e e e 616
SEIVICE SSN. .t 1821
service statistics interfaces counter..........c..ooiii it 370
service telnet . . ..o e 160
SerVIiCe-POliCY INPUL. .ot et e e e 1016
set bandwidth-class ........ ..o 1017
<] O o L 1019
7] 0o LYo o 1S 1021
SO UEUE ottt i e e e e 1023
show aaalocaluserlocked....... ..o 1250
show aaalocaluserlocked. ...t 161
SNOW @CCESS-gIOUD .ttt ettt ettt et et e e 902
show access-list (IPv4 Hardware ACLS). . ......ouininiiiiiiiiiniaiiineannn, 903
show access-list (IPv4 Software ACLS). ....oovniiiniiiiiniii i 940
show application-proxy threat-protection................ccoovivneinn.. 1536
show application-proxy whitelistinterface.....................oooiiit 1538
show application-proxy whitelist server ......... ...ttt 1540
show application-proxy whitelist supplicant........................oooh 1541
show arp securityinterface. ... e 1346
show arp security statistics. ......oovvriiin it i 1348
SHOW arP SECUNTY . .ttt e et e e e 1345
S OW I et e e 667
Show atmf area QUESES . ... ou vttt e e et 1550
show atmf area guests-detail...............coiiiiii i 1552
show atmfarea nodes ... ...t i 1554
show atmf area nodes-detail ... 1556
show atmfarea summary ..........ouvui ittt ieineeanenns 1558
show atmfarea. ... ..c.ouiiiii 1547
show atmf authorization ... 1559
show atmfbackuparea ...t 1566
show atmfbackup guest. ..o 1568
Show atmf backUp . ..o 1562
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ShOW atmf CONtAINEr. ..ot e e 1570

showatmfdetail...... ..o 1573
show atmfgroupmembers ............co i 1577
ShOW atmf groUp ..o e e 1575
show atmfguestsdetail...........cooiiiiii i i 1581
ShOW atmf QUESES. ...t e 1579
show atmflinksdetail........ ..o 1586
show atmf links questdetail............ccoiiiiiiii i 1597
show atmflinks quest. ...t e 1595
show atmf links Statistics. . .......ooueuiunini i 1601
show atmf liNKs. . .....on i 1584
show atmfnodes ... ... 1604
show atmf provision Nodes .........cccoiiiiiiiiii i 1606
show atmfrecovery-file. ... e 1608
show atmf secure-mode auditlink ...............c i 1612
show atmf secure-mode audit ....... ..ot 1611
show atmf secure-mode certificates............cooiiiiiii i, 1613
show atmf secure-mode sa. ........ovuvniini it 1616
show atmf secure-mode statistics .........coovuviiiininiiiinnanne.. 1619
show atmf secure-mode ...... ..ottt 1609
show atmftech . .. ..o e 1621
show atmf virtual-links. ... ... 1624
show atmf working-set ..........coiiiii i 1626
ShOW atmf. . 1543
show auth diagnostics ... ..ot e 1189
show authinterface. ... .. ..o e 1191
show auth sessionstatistics. .. ....o.ve e i 1194
show auth statistics interface .......... ..ot 1195
show auth supplicantinterface.............cooiiiiii i 1199
show auth supplicant...........oco i e 1196
show auth two-step supplicantbrief ..., 1200
ShOW aULh . . e 1187
show auth-web-serverpage ........ccoviiiiiiiiii ittt 1202
show auth-web-server....... ... 1201
ShOW @UTODOOT . . e e 110
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show banner login. ... ..o e 1823

ShOW DOOT. ..o 11
SHOW Class-Map . ..o 1025
ShOW ClOCK . ..o 209
show counterdhcp-client...........ooiiiiiiiii e 1653
ShOW COUNTEr 10g . ..ot e e e 349
show countermail..........oooiiii i 1790
show counter ntp (deprecated) .......cooviiiiiiiiiii i 1673
show counter ping-poll ... e 1908
SHOW COUNtEr SNMP-SEIVEL. . .\ttt ittt et e e aieanens 1683
ShOW CPU NiSTOrY it e e e e e e 214
] 0 1YV of o 11 211
show crypto key hostkey. ... ..o 1824
show crypto key mypubkeyrsa.........ccooiiiiiiiii i 1295
show crypto key pubkey-chain knownhosts ...........................0. 1826
show crypto key pubkey-chainuserkey................ccooiiiiiiiiiat, 1827
show cryptokey userkey. ... ..o 1828
show crypto pki certificates .........oooviiiiii 1296
show crypto pkienrollmentuser........couviviiiiniiiii i, 1298
show crypto pKi trustpoint. ......ooviii i i 1299
showdebuggingaaa ...t 1251
show debuggingarpsecurity .........cooviiiiiiii i 1350
show debuggingatmfpacket.............coiiii i 1628
show debuggingatmf ... ... i i 1627
show debugging dotTX. ..ot e 1073
show debugging epsr ..ot 1383
show debugging igmp. ... e 822
show debugging ip dhcpsnooping ..o, 1351
show debuggingippacket. .......ccoiiiiiiiiii i e 668
show debugging lacp. ... 591
show debugging lldp ... e 1756
show debugging loopprot. ... e 433
showdebuggingmld. ... 852
show debugging mstp. .....oiiiii i 518
show debugging platform packet............coiiiiiiiiiiiii i 434
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show debugging power-inline ...ttt 617

show debugging radius. .........oooiiriiii i 1270
show debugging rip . ....ooiv i e e 790
show debugging snmp ... e 1687
show debugging trigger. ... ..o e 1866
showdebugging ... 216
show dheplease. ..o e e 1654
show diagnostic channel-group..........ccooiiiiii it i 592
show dotTx diagnostics. ....veir it e e 1077
show dotIxinterface ........c.ouiiiiniii e 1079
show dotTx sessionstatistics . ....o.veveie e eeeaen 1084
show dot1x statisticsinterface .......... ..o i 1085
show dot1x supplicantinterface ............ccoiiiiii i, 1088
show dotTx supplicant. ...t e 1086
SNOW AOTTX. .« et e 1074
show ecofriendly ... e 217
show epsr <epsr-iNstance> CoOUNTEIS .....ouveir it iiiiieiiiiianeannns 1392
ShOW epsr <ePSI-INSTANCE> ... ..ttt it ee e 1391
ShOw epsr COMMON SEgMENTS .« ..ttt tit it ie i ieeieeieneenenns 1389
show epsrconfig-check. ... e 1390
SHOW EPSI COUNTEIS . ..ttt ettt e et et eaanns 1393
ShOW EPSI SUMMAIY .ottt et e e eene e 1394
SO BT ettt e 1384
show etherchanneldetail ............ i 594
show etherchannel summary ... 595
show etherchannel ....... ... i 593
ShOW eXCePtiON 10g. . vttt e e e e 350
ShoW file SystemS . ..o e 114
SNOW file L e 113
show flowcontrolinterface...........c.oviii i 435
SHOW NiStOrY. e e e e e 76
SNOW NOSES . e e 690
SHOW Nt D o e e 181
show interface acCess-groUP . ....o.vu v v et e e e ieieie i eeeenss 905
show interface brief. ... ... .. i 374
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show interface err-disabled ...t 436

show interface mMemory. .. .....vui it e 218
show interface mMemory. .......oi it e 375
show interface status . .......ouiuiei i e 377
show interface switchport ...... ... i 437
Show interface. ... ..ot 371
SHOW P acCess-list . ..ot e e e 942
show ip dhcpsnoopingacl........ccooiiiiiiiiiiii e 1353
show ip dhcp snooping agent-option ..........cooiiii i, 1356
show ip dhcp snooping binding.............coooiiii i 1358
show ip dhcp snoopinginterface. ... 1360
show ip dhcp snooping statistics. ......covviiiiin it 1362
show ip dhCp SNOOPING . ..o e 1352
show ipdomain-list. ... e 691
show ipdomain-name. ..........iiiiiiii i ittt 692
show ip flooding-nexthops ..........cooiiiiiiiiii e 669
SHOW P IgMP GrOUPS - oo e ittt e e et et i 823
show ipigmpinterface .........ooviiiiii i 825
show ip igmp SNOOPING MIOULEN . ... vvv et e e e 827
show ip igmp snooping routermode .........coviiii it 828
show ip igmp snooping source-timeout.............ooiviiiiiiiie ... 829
show ip igmp snooping statistics. ........ovveeniv i 830
ShOW P iNterface . ... 670
showipirdpinterface........couiiiiiiii i e e 672
SHOW P AP . et e 671
SHOW I[P NAME-SEIVET. . .ottt et e ettt 693
SHOW ip ProtOCOIS FiP ..ot e e et 791
showipripdatabase. ... e 793
show ipripinterface. .. ..o e e e 794
S OW P T ettt e e 792
showiproutedatabase...........coiiiiiiiiii i 739
ShOW i rOUTE SUMMAIY . ..ottt e eeeens 740
SHOW P TOULE. . ottt i e e e e e e 737
SHOW P SOCKETS. .ot e 674
showipsource binding ........cooiiiiiiiiiiii i i 1365
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show iptraffic ... ..o e 677

show ipv6 access-list (IPv6 Hardware ACLS) ........ooviiininininnnnnn... 967
show ipv6 access-list (IPv6 Software ACLS).......covvveiriniiiin i, 974
show ipvl forwarding. . .....oooir i e e e 725
showipv6 interface brief..........ccoi i 726
Show ipv6e MId groups . ..o e e e 853
showipvb mldinterface ..........ovvriiii i i 854
show ipv6 mld snooping mrouter..........cooiveiiii i i ianenans 855
show ipv6 mld snooping statistics.........covvviiiii i, 856
show ipv6 neighbors ... ... e 727
ShOW iPV6 roUTE SUMMAIY .. vuit et in et ie e en e eieneeiennenans 730
ShOW ipV6 route SUMMATY ... u ettt aeae 743
SHOW VO FOULE ..ottt e e e ettt 728
SHOW PV FOULE .ttt e e e et e et 741
ShOW laCP SYS-Id . oottt e e e 596
ShOW JaCP-CoUNTEr . .ottt e e et 597
show lldpinterface .......ooiiiiii i e 1760
show lldplocal-info. ... e 1762
show lldp neighborsdetail. ..ot 1769
show lldp neighbors. ... e 1767
show lldp statisticsinterface ...........cooiiiiiiii it 1775
show lldp statistics ......coviiiii i e e 1773
SHOW LA, ot e 1758
ShOW 10CatioNn . ... 1777
ShOW 10g CONFig oo e 353
show logexternal. ... .. .o i e 355
ShOW 10g Permanent. ... ...ovvuiit i e et et e ee e 356
SHOW lOg et e e 351
ShoW l00p-Protection. . ...o.v i e e 438
show mac address-table thrash-limit ................. .. iiiiiiiitt, 442
show macaddress-table ......... ..o 440
ShOW Mail . . e 1791
show memory allocations. .........c.oouiiii i 222
Show memory history. ......o.oiin i i e 224
ShOW MEMOrY POOIS . ..ttt et e e e e 225
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showmemory shared. .........cooiiiiiiiii it 226

SNOW MBMONY . .ottt ettt et e et 220
show mirrorinterface. .. ....o.vuiii it i 386
SNOW MIITON . . e 385
show mls qos aggregate-policer ..........coviiiiiii i, 1027
show mls qos interface policer-counters.............ccoviiiiiinininen... 1031
show mls qos interface queue-couNters ..........co.vviiiiriiinnenennnn.. 1032
show mls qos interface storm-status. ...........cviviiiiiiiin i, 1034
showmls qosinterface. ... e 1028
Show MIS OS MaAPS COS-QUEUE . ..ottt ii et ei e e eieaieeanans 1035
show mls qos maps premark-dscp .......ccoviiiiiiiiiii i 1036
show mls qos scheduler-set. ..o it 1037
SHOW MIS OS . ettt e 1026
ShOW NtP aSSOCIAtioNS .. ..vvt i e e it 1674
show ntp counters assoCiations .........oveii i it 1677
SHOW NP COUNTEIS. .ottt e e et et ee e 1676
SHOW NEP STAtUS ..ttt e e e et 1678
show pIiNg-poll . ... 1910
show platform classifier statistics utilization brief ........................ 1038
show platform classifier statistics utilization brief ......................... 446
show platform port. ... ..o e e 449
show platform. . ... 443
ShOW POlICY-MaP .ttt e e e 1041
show portetherchannel ........ ... i 598
show port-security interface ...ttt 452
Show port-security iNtrusion ..........oueviiiiit it iii e 453
show power-inline COUNtErs ..ottt ittt 621
show power-inline interfacedetail ..............cooiiiiiiiiiiii i, 626
show power-inlineinterface ...t 623
Show power-inline. . ..o e 618
SHOW PHIVIIEgE. o et e e e e 162
SO PIrOCESS . . ottt e e e e e e e e e 227
show proxy-autoconfig-file ... 1203
show radius statistics .......coeienninii e 1274
SOW radius . ..o e 1271
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Show reboot history ..o e e 229

ShOW remoOte-MIrror .. ..ot e 387
show rmon alarm. ... ... . e 1799
SNOW rMON BVENT. . . .t 1800
ShOW rmon history. ... e 1802
Show rmon statistics . .. .. .ov et 1804
ShOW roUter-id. . ..o e 230
show running-configatmf ........ ... i 1629
show running-configinterface ... 119
show running-config log. ........coiiiiii e 358
show running-config sSNMP .....oouiti e ie e eeeeeens 1688
show running-config ssh. ... e 1829
show running-config trigger ... i 1867
ShoW runNiNg-config ..o e e 116
show security-password configuration .................coiiiiiiiii... 163
ShOW SeCUNity-PasSWOrd USEr. . ..ottt it ee i ee i e ieanenans 164
Show sNMP-Server COMMUNItY . ..ottt e e eeaenn 1690
ShOW SNMP-SEIVEN GrOUD vt ettt ettt e ee e eiae e, 1691
SHOW SNMP-SEIVEI USEI ..\ttt ittt ettt ettt eiaeanens 1692
SHOW SNMP-SEIVEN VIEW . .o ottt ettt e i e e eene e 1693
SHOW S-S Ve . .ottt ettt ettt 1689
show spanning-tree brief ........ ... i 522
show spanning-treemstconfig ...t 524
show spanning-tree mst detail interface.................ooooiiiiiiil, 527
show spanning-treemstdetail ..............ccoiiiiiii i 525
show spanning-tree mst instance interface.................ccooviivnan... 530
show spanning-tree Mstinstance ........c.cvviviiii ittt 529
show spanning-tree mstinterface............ccooiiiiiiiii i, 531
Show spanning-tree Mt .. ....oiti i et 523
show spanning-tree statistics instance interface .......................... 535
show spanning-tree statisticsinstance ............coiiiiiiiiiiiiniiennn 534
show spanning-tree statisticsinterface................cooiiiiiiiii i, 537
show spanning-tree statistics .........coovviiiiii it 532
show spanning-tree vlanrange-index .............ooiiiiiii i, 539
ShOW SPaNNINg-tree ...ttt e e e e e e 519
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ShOW SSN ClIENT .o e e 1833

show ssh serverallow-users. ..........coouiiiiiii i, 1836
show ssh server deny-users ........c.ooviniiiniiiii it iineenns 1837
SNOW SSh SeIVer. ..o e 1834
SNOW SSh L e 1831
Show startup-config .....ooveieivi e 121
show static-channel-group. ...t e 599
ShOW StOrm-CoNtrol. . ... e 454
Show system enViroNMENt . ... ...ttt 232
show system fiber-monitoring ... 255
ShOW SYStEM INTEITUPTS ..ottt e e et e i e e ieneas 233
SNOW SYSTEM MAC. . .ttt 234
show system pluggabledetail..............coiiiiii i 260
show system pluggable diagnostics..........c.ooiiiiiiii i, 263
show system pluggable. ..o e 258
show system serialnumber...... ... . . 235
SO SY S EIM Lt e 231
SNOW TACACSt . o ettt e 1309
SHOW teCh-SUPPOIt ...t e ettt 236
ShoW telnet. . ..o 165
show test cable-diagnosticstdr ... 265
SNOW tHgQer. .ttt e e e 1868
SNOW USEIS .ttt ettt e e 166
SNOW VEISION L.ttt e 122
show vlan classifier groupinterface ..............coiiiiii i, 471
show vlan classifier group. ... 470
show vlan classifier interface group .........ccooviiiiiiiiii i 472
show vlan classifierrule. ... ... 473
show vlanprivate-vlan. ... e 474
ShoW Vlan ..o 469
ShULdOWN . . e 379
snmp trap link-status SUPPIess . ..ottt ci e e eenns 1695
snmp trap liNk-status ...t e 1694
SNMP-SEIVEr COMMUNITY ..ottt e ettt e e i et eieeaeennens 1699
SNMIP-SEIVEr CONTACT. ..ottt i ittt e ettt ianaaas 1700
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snmp-server enable trap .. ..o e 1701

snmp-server enginelD localreset. ..........covuviiiiiiiii ... 1705
snmp-serverenginelDlocal ...........coov i 1703
SNMP-SEIVEI GFOUP .+« v ettt ettt ettt ettt eteeaeeenneeeaneenaneennness 1706
SNMP-SEIVEN MOt . .\ttt e e et ettt 1708
snmp-server legacy-ifadminstatus. .........cooiiii i, 1710
sSNMpP-server location ... ... e 1711
snMp-server source-interface .........oove it 1712
snmp-server startup-trap-delay ... 1713
(] 1 a] oY= V=T G Y= P 1714
SN P-SE VO VIBW . &ttt ittt ettt ettt ettt et e et aee e aaneeanneannnens 1717
0] Y00 Y= V7= 1697
£ 01U (o= T 1S 1914
spanning-tree autoedge (RSTPand MSTP) ........ooviiiivi i, 540
spanning-tree bpdu ... ..o e 541
spanning-tree cisco-interoperability (MSTP) ..........c.coiiiiiiiiii... 543
spanning-tree edgeport (RSTPand MSTP) ..., 544
spanning-treeenable. ... ... 545
spanning-tree errdisable-timeoutenable................. ... oo 547
spanning-tree errdisable-timeoutinterval .................. ... ool 548
spanning-tree force-Version. ........o.viiii it 549
spanning-tree forward-time. ... e 550
SpPaNNINg-tree guUard rOOT . ... .vvt it e ettt e i e ea e 551
spanning-tree hello-time ... 552
spanning-tree link-type...... ..o 553
SPANNING-TrEE MAX-A0E .+« vttt ettt e ettt ettt ea et eneeneeneenneans 554
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spanning-tree portfast (STP) ... iiii i 566
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switchportatmf-link ... 1639
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Part 1: Setup and Troubleshooting
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CLI Navigation
Commands

Introduction

Overview This chapter provides an alphabetical reference for the commands used to
navigate between different modes. This chapter also provides a reference for the
help and show commands used to help navigate within the CLI.

Command List

“configure terminal” on page 67

. “disable (Privileged Exec mode)” on page 68
. “do” on page 69

. “enable (Privileged Exec mode)” on page 70
. “end” on page 72

. “exit” on page 73

. “help” on page 74

. “logout” on page 75
. “show history” on page 76
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CLI NAVIGATION COMMANDS
CONFIGURE TERMINAL

configure terminal

Overview
Syntax
Mode

Example
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This command enters the Global Configuration command mode.
configure term nal
Privileged Exec

To enter the Global Configuration command mode (note the change in the
command prompt), enter the command:

awpl us# configure termnal

awpl us(config)#

Command Reference for GS980M Series
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CLI NAVIGATION COMMANDS
DISABLE (PRIVILEGED EXEC MODE)

disable (Privileged Exec mode)

Overview This command exits the Privileged Exec mode, returning the prompt to the User
Exec mode. To end a session, use the exit command.

Syntax disable
Mode Privileged Exec

Example To exit the Privileged Exec mode, enter the command:
awpl us# di sabl e

awpl us>

Related enable (Privileged Exec mode)

Commands
end

exit
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CLI NAVIGATION COMMANDS
DO

do

Overview This command lets you to run User Exec and Privileged Exec mode commands
when you are in any configuration mode.

Syntax do <command>

Parameter Description

<command>  Specify the command and its parameters.

Mode Any configuration mode

Example awpl us# configure term nal

awpl us(config)# do ping 192.0.2.23
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CLI NAVIGATION COMMANDS
ENABLE (PRIVILEGED EXEC MODE)

enable (Privileged Exec mode)

Overview This command enters the Privileged Exec mode and optionally changes the
privilege level for a session. If a privilege level is not specified then the maximum
privilege level (15) is applied to the session. If the optional privilege level is omitted
then only users with the maximum privilege level can access Privileged Exec mode
without providing the password as specified by the enable password or enable
secret commands. If no password is specified then only users with the maximum
privilege level set with the username command can assess Privileged Exec mode.

Syntax enable [<privil ege-Ievel >]

Parameter Description

<privil ege Specifythe privilege level for a CLI session in the range <1- 15>, where

- level > 15 is the maximum privilege level, 7 is the intermediate privilege level
and 1 is the minimum privilege level. The privilege level for a user must
match or exceed the privilege level set for the CLI session for the user
to access Privileged Exec mode. Privilege level for a user is configured
by username.

Mode User Exec

Usage Many commands are available from the Privileged Exec mode that configure
operating parameters for the device, so you should apply password protection to
the Privileged Exec mode to prevent unauthorized use. Passwords can be
encrypted but then cannot be recovered. Note that non-encrypted passwords are
shown in plain text in configurations.

The username command sets the privilege level for the user. After login, users are
given access to privilege level 1. Users access higher privilege levels with the
enable (Privileged Exec mode) command. If the privilege level specified is higher
than the users configured privilege level specified by the username command,
then the user is prompted for the password for that level.

Note that a separate password can be configured for each privilege level using the
enable password and the enable secret commands from the Global Configuration
mode. The service password-encryption command encrypts passwords
configured by the enable password and the enable secret commands, so
passwords are not shown in plain text in configurations.

Example The following example shows the use of the enable command to enter the
Privileged Exec mode (note the change in the command prompt).

awpl us> enabl e
awpl us#

The following example shows the enable command enabling access the
Privileged Exec mode for users with a privilege level of 7 or greater. Users with a
privilege level of 7 or greater do not need to enter a password to access Privileged
Exec mode. Users with a privilege level 6 or less need to enter a password to access
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CLI NAVIGATION COMMANDS
ENABLE (PRIVILEGED EXEC MODE)

Privilege Exec mode. Use the enable password command or the enable secret
commands to set the password to enable access to Privileged Exec mode.

awpl us> enable 7

awpl us#

Related disable (Privileged Exec mode)

Commands
enable password
enable secret
exit
service password-encryption
username
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CLI NAVIGATION COMMANDS
END

end

Overview

Syntax

Mode

Example

Related
Commands
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This command returns the prompt to the Privileged Exec command mode from
any other advanced command mode.

end

All advanced command modes, including Global Configuration and Interface
Configuration modes.

The following example shows the use of the end command to return to the
Privileged Exec mode directly from Interface mode.

awpl us# configure term nal
awplus(config)# interface vlan2
awpl us(config-if)# end

awpl us#

disable (Privileged Exec mode)
enable (Privileged Exec mode)

exit

Command Reference for GS980M Series
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CLI NAVIGATION COMMANDS
EXIT

exit

Overview This command exits the current mode, and returns the prompt to the mode at the
previous level. When used in User Exec mode, the exit command terminates the

session.

Syntax exit

Mode All command modes, including Global Configuration and Interface Configuration

modes.

Example The following example shows the use of the exit command to exit Interface mode,
and return to Configure mode.

awpl us# configure term nal

awplus(config)# interface vlan2

awpl us(config-if)# exit

awpl us(confi g) #

Related disable (Privileged Exec mode)

Commands

enable (Privileged Exec mode)

end
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CLI NAVIGATION COMMANDS
HELP

help

Overview This command displays a description of the AlliedWare Plus™ OS help system.
Syntax hel p
Mode All command modes

Example To display a description on how to use the system help, use the command:

hel p

Output Figure 1-1:  Example output from the help command

Wien you need help at the command |ine, press '?'.

If nothing matches, the help list will be enpty. Delete
characters until entering a '? shows the avail able options.

Enter '?' after a conplete paraneter to show renmai ning valid
command paraneters (e.g. 'show ?').

Enter '?' after part of a paraneter to show paraneters that
conplete the typed letters (e.g. 'showip?).
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CLI NAVIGATION COMMANDS
LOGOUT

logout

Overview This command exits the User Exec or Privileged Exec modes and ends the session.
Syntax | ogout
Mode User Exec and Privileged Exec

Example To exit the User Exec mode, use the command:

awpl us# | ogout
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CLI NAVIGATION COMMANDS
SHOW HISTORY

show history

Overview

Syntax
Mode

Example

Output

C613-50322-01 Rev B

This command lists the commands entered in the current session. The history
buffer is cleared automatically upon reboot.

The output lists all command line entries, including commands that returned an
error.

For information on filtering and saving command output, see the “Getting Started
with AlliedWare Plus” Feature Overview and Configuration Guide.

show hi story
User Exec and Privileged Exec

To display the commands entered during the current session, use the command:

awpl us# show hi story

Figure 1-2:  Example output from the show history command

en

show ru

conf t

route-nmap er deny 3
exit

ex

~NOo b WDN PR

di
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File and
Configuration
Management

Commands

Introduction

Overview This chapter provides an alphabetical reference of AlliedWare Plus™ OS file and
configuration management commands.

Filename Syntax Many of the commands in this chapter use the placeholder “filename” to represent
and Keyword the name and location of the file that you want to act on. The following table
Usage explains the syntax of the filename for each different type of file location.

When you copy a

file... Use this syntax: Example:

Copyingin local flash:[/][<directory>/]<fil ename> To specify a file in the configs directory
Flash memory in Flash:

flash:configs/example.cfg

Copyingtoorfrom wush:[/][<directory>/]<fil enane> To specify a file in the top-level
a USB storage directory of the USB stick:
device usb:example.cfg
Copying with http://[[ <user nane>: <password>] @ To specify a file in the configs directory
HTTP {<host name>| <host-i p>}[/<fil epath ontheserver:
>]/ <fil enane> http://www.company.com/configs/exa
mple.cfg

Copying withTFTP tftp://[[<l ocati on>]/<directory>] To specify afilein the top-level
[ <fil enane> directory of the server:
tftp://172.1.1.1/example.cfg

Copying with SCP scp: // <user name>@l ocati on>[/ <dir To specify a file in the configs directory
ectory>][/<fil enane>] on the server, logging on as user “bob"”:

eg.
scp://bob@10.10.0.12/configs/example

.cfg

Copying with SFTP  sftp://[[ <l ocati on>]/<directory>] To specify afile in the top-level
[ <fil enane> directory of the server:
sftp://10.0.0.5/example.cfg
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FILE AND CONFIGURATION MANAGEMENT COMMANDS

Valid characters

Syntax for
directory listings

Command List
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The filename and path can include characters from up to four categories. The
categories are:

1) uppercase letters: Ato Z
2) lowercase letters:a to z
3) digits:0to 9

4)  special symbols: most printable ASCll characters not included in the previous
three categories, including the following characters:

.
- e
.2

Do not use spaces, parentheses or the + symbol within filenames. Use hyphens or
underscores instead.
A leading slash (/) indicates the root of the current filesystem location.

In commands where you need to specify the local filesystem’s Flash base directory,
you may use flash or flash: or flash:/. For example, these commands are all the
same:

. dir flash
. dir flash:
. dir flash:/

Similarly, you can specify the USB storage device base directory with usb or usb:
or usb:/

You cannot name a directory or subdirectory flash, nvs, usb, card, tftp, scp, sftp
or http. These keywords are reserved for tab completion when using various file
commands.

. "autoboot enable” on page 80
. “boot config-file” on page 81
. “boot config-file backup” on page 83

. “boot system” on page 84
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FILE AND CONFIGURATION MANAGEMENT COMMANDS
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“boot system backup” on page 85
“cd” on page 86

“copy (filename)” on page 87

“copy current-software” on page 89
“copy debug” on page 90

“copy running-config” on page 91
“copy startup-config” on page 92
“copy zmodem” on page 93

“create autoboot” on page 94
“delete” on page 95

“delete debug” on page 96

“dir" on page 97

“edit” on page 99

“edit (filename)” on page 100
“erase factory-default” on page 101
“erase startup-config” on page 102
“ip tftp source-interface” on page 103
“ipv6 tftp source-interface” on page 104
“mkdir” on page 105

“move” on page 106

“move debug” on page 107

“pwd” on page 108

“rmdir” on page 109

“show autoboot” on page 110
“show boot” on page 111

“show file” on page 113

“show file systems” on page 114
“show running-config” on page 116
“show running-config interface” on page 119
“show startup-config” on page 121
“show version” on page 122
“unmount” on page 123

“write file” on page 124

“write memory” on page 125

Ill

“write terminal” on page 126
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FILE AND CONFIGURATION MANAGEMENT COMMANDS

AUTOBOOT ENABLE

autoboot enable

Overview

Syntax

Default

Mode

Example

Related
Commands
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This command enables the device to restore a release file and/or a configuration
file from a USB storage device.

When the Autoboot feature is enabled, the device looks for a special file called
autoboot.txt on the external media. If this file exists, the device will check the key
and values in the file and recover the device with a new release file and/or
configuration file from the external media. An example of a valid autoboot.txt file
is shown in the following figure.

Figure 2-1:  Example autoboot.txt file

[Al'li edvare Pl us]

Copy_from ext ernal _nedi a_enabl ed=yes
Boot Rel ease=GS980M 5.4.9-1.1.rel
Boot _Conf i g=net wor k1. cf g

Use the no variant of this command to disable the Autoboot feature.

aut oboot enabl e

no aut oboot enabl e

The Autoboot feature operates the first time the device is powered up in the field,
after which the feature is disabled by default.

Global Configuration

To enable the Autoboot feature, use the command:

configure term nal

aut oboot enabl e

create autoboot
show autoboot

show boot
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FILE AND CONFIGURATION MANAGEMENT COMMANDS

BOOT CONFIG-FILE

boot config-file

Overview

Syntax

Mode

Usage

Examples
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Use this command to set the configuration file to use during the next boot cycle.

Use the no variant of this command to remove the configuration file.

boot config-file <filepath-fil ename>

no boot config-file

Parameter Description

<filepath-fil ename> Filepath and name of a configuration file.
The specified configuration file must exist in the
specified filesystem.
Valid configuration files must have a . cfg extension.

Global Configuration

You can only specify that the configuration file is on a USB storage device if there
is a backup configuration file already specified in Flash. If you attempt to set the
configuration file on a USB storage device and a backup configuration file is not
specified in Flash, the following error message is displayed:

% Backup configuration files nmust be stored in the flash
filesystem

For an explanation of the configuration fallback order, see the File Management
Feature Overview and Configuration Guide.

To run the configuration file “branch.cfg” the next time the device boots up, when
“branch.cfg” is stored on the device’s Flash filesystem, use the commands:

awpl us# configure termnal

awpl us(config)# boot config-file flash:/branch.cfg

To stop running the configuration file “branch.cfg” when the device boots up,
when “branch.cfg” is stored on the device's Flash filesystem, use the commands:

awpl us# configure term nal
awpl us(config)# no boot config-file flash:/branch.cfg

To run the configuration file “branch.cfg” the next time the device boots up, when
“branch.cfg” is stored on a USB storage device, use the commands:

awpl us# configure term nal

awpl us(config)# boot config-file usb:/branch.cfg
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FILE AND CONFIGURATION MANAGEMENT COMMANDS

BOOT CONFIG-FILE

Related
Commands
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To stop running the configuration file “branch.cfg” when the device boots up,
when “branch.cfg” is stored on a USB storage device, use the commands:

awpl us# configure term nal

awpl us(config)# no boot config-file usb:/branch.cfg

boot config-file backup
boot system
boot system backup

show boot
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FILE AND CONFIGURATION MANAGEMENT COMMANDS

BOOT CONFIG-FILE BACKUP

boot config-file backup

Overview

Syntax

Mode

Usage

Examples

Related
Commands
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Use this command to set a backup configuration file to use if the main
configuration file cannot be accessed.

Use the no variant of this command to remove the backup configuration file.

boot config-file backup <fil epath-fil enane>

no boot config-file backup

Parameter Description

<fil epath-fil ename> Filepath and name of a backup configuration file.
Backup configuration files must be in the Flash filesystem.
Valid backup configuration files must have a . cfg
extension.

backup The specified file is a backup configuration file.

Global Configuration

For an explanation of the configuration fallback order, see the File Management
Feature Overview and Configuration Guide.

To set the configuration file backup. cf g as the backup to the main
configuration file, use the commands:

awpl us# configure term nal

awpl us(config)# boot config-file backup flash:/backup.cfg

To remove the configuration file backup. cf g as the backup to the main
configuration file, use the commands:

awpl us# configure term nal

awpl us(config)# no boot config-file backup flash:/backup.cfg

boot config-file
boot system
boot system backup

show boot
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FILE AND CONFIGURATION MANAGEMENT COMMANDS

BOOT SYSTEM

boot system

Overview

Syntax

Mode

Usage

Examples

Related
Commands
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Use this command to set the release file to load during the next boot cycle.

Use the no variant of this command to stop specifying a primary release file to boot
from. If the device boots up with no release file set, it will use autoboot or the
backup release file if either of those are configured, or you can use the boot menu
to select a release file source. To access the boot menu, type Ctrl-B at bootup.

boot system <fil epat h-fil enane>

no boot system

Parameter Description

<filepath-fil ename> Filepath and name of a release file.
The specified release file must exist and must be stored
in the root directory of the specified filesystem.
Valid release files must have a . rel extension.

Global Configuration

You can only specify that the release file is on a USB storage device if there is a
backup release file already specified in Flash. If you attempt to set the release file
on a USB storage device and a backup release file is not specified in Flash, the
following error message is displayed:

% A backup boot image nust be set before setting a current boot
i mge on USB storage device

To boot up with the release GS980M-5.4.9-1.1.rel file the next time the device
boots up, when the release file is stored on the device's Flash filesystem, use the
commands:

awpl us# configure term nal
awpl us(config)# boot systemflash:/GS980M 5.4.9-1.1.rel

To run the release file GS980M-5.4.9-1.1.rel the next time the device boots up,
when the release file is stored on a USB storage device, use the commands:

awpl us# configure term nal
awpl us(config)# boot system usb:/GS980M 5.4.9-1.1.rel

boot config-file
boot config-file backup
boot system backup

show boot
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BOOT SYSTEM BACKUP

boot system backup

Overview

Syntax

Mode

Examples

Related
Commands
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Use this command to set a backup release file to load if the main release file cannot
be loaded.

Use the no variant of this command to stop specifying a backup release file.

boot system backup <filepath-fil ename>

no boot system backup

Parameter Description

<filepath-fil ename> Filepath and name of a backup release file.
Backup release files must be in the Flash filesystem.
Valid release files must have a . rel extension.

backup The specified file is a backup release file.

Global Configuration
To specify the file GS980M-5.4.9-0.1.rel as the backup to the main release file, use
the commands:

awpl us# configure term nal

awpl us(config)# boot system backup flash:/GS980M 5.4.9-0.1.rel
To stop specifying a backup to the main release file, use the commands:

awpl us# configure term nal

awpl us(config)# no boot system backup

boot config-file
boot config-file backup
boot system

show boot
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cD

cd

Overview

Syntax

Mode

Example

Related
Commands
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This command changes the current working directory.

cd <directory-nane>

Parameter Description

<di rect ory- name> Name and path of the directory.

Privileged Exec

To change to the directory called i mages, use the command:
awpl us# cd i mages

dir

pwd

show file systems
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COPY (FILENAME)

copy (filename)

Overview

Syntax

Mode

Examples
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This command copies a file. This allows you to:

. copy files from your device to a remote device
. copy files from a remote device to your device
. copy files stored on Flash memory to or from a different memory type, such

as a USB storage device

. create two copies of the same file on your device

copy [force] <source-nane> <desti nation-nanme>

Parameter Description

force This parameter forces the copy command to overwrite the
destination file, if it already exists, without prompting the
user for confirmation.

<sour ce- nanme> The filename and path of the source file. See Introduction
on page 77 for valid syntax.

<desti nati on-nane> The filename and path for the destination file. See
Introduction on page 77 for valid syntax.

Privileged Exec

To use TFTP to copy the file “bob.key” into the current directory from the remote
server at 10.0.0.1, use the command:

awpl us# copy tftp://210.0.0.1/ bob. key bob. key

To use SFTP to copy the file “new.cfg” into the current directory from a remote
server at 10.0.1.2, use the command:

awpl us# copy sftp://10.0. 1.2/ new. cfg bob. key

To use SCP with the username “beth” to copy the file old.cfg into the directory
config_files on a remote server that is listening on TCP port 2000, use the
command:

awpl us# copy scp://beth@erv: 2000/ config files/old.cfg old.cfg

To copy the file “newconfig.cfg” onto your device’s Flash from a USB storage
device, use the command:

awpl us# copy usb:/newconfig.cfg flash:/newconfig.cfg

To copy the file “newconfig.cfg” to a USB storage device from your device’s Flash,
use the command:

awpl us# copy flash:/newconfig.cfg usb:/newonfig.cfg
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COPY (FILENAME)

Related
Commands
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To copy the file “config.cfg” into the current directory from a USB storage device,
and rename it to “configtest.cfg”, use the command:

awpl us# copy usbh:/config.cfg configtest.cfg

To copy thefile “config.cfg” into the current directory from a remote file server, and
rename it to “configtest.cfg”, use the command:

awpl us# copy fserver:/config.cfg configtest.cfg

On an AMF network, to copy the file “file.txt” from the node named master to the
Flash memory of the local node, use the commands:

awpl us# atnmf working-set group all

net wor k- nane[ 80] # copy nmaster.atnf/flash:/file.txt flash:

copy zmodem

copy buffered-log
copy permanent-log
edit (filename)

show file systems
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COPY CURRENT-SOFTWARE

CcCOopy cu rrent-software

Overview

Syntax

Mode

Example

Related
Commands
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This command copies the AlliedWare Plus™ OS software that the device has
booted from, to a destination file. Specify whether the destination is Flash or USB
when saving the software to the local filesystem.

copy current-software <destination-name>

Parameter Description

<desti nati on- nane> The filename and path where you would like the current
running-release saved. This command creates a file if no file
exists with the specified filename. If a file already exists,
then the CLI prompts you before overwriting the file. See
Introduction on page 77 for valid syntax.

Privileged Exec

To copy the current software as installed in the working directory with the file
name ny-r el ease. r el , use the command:

awpl us# copy current-software ny-rel ease.rel

boot system backup

show boot

Command Reference for GS980M Series 89
AlliedWare Plus™ Operating System - Version 5.4.9-1.x



FILE AND CONFIGURATION MANAGEMENT COMMANDS

COPY DEBUG

copy debug

Overview

Syntax

Mode

Example

Output

Related
Commands
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This command copies a specified debug file to a destination file.

copy debug {<desti nati on-nane>| debug| fl ash| scp|tftp| usb}
{<sour ce- nane>| debug| f| ash| scp|tft p| usb}

Parameter Description

<desti nati on- nane> The filename and path where you would like the debug
output saved. See Introduction on page 77 for valid syntax.

<sour ce- nane> The filename and path where the debug output originates.
See the Introduction to this chapter for valid syntax.

Privileged Exec

To copy debug output to a file on flash called “my-debug”, use the following
command:

awpl us# copy debug fl ash: ny-debug

To copy debug output to a USB storage device with a filename “my-debug”, use
the following command:

awpl us# copy debug usb: ny-debug

Figure 2-2:  CLI prompt after entering the copy debug command

| Enter source file name []:

delete debug

move debug
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COPY RUNNING-CONFIG

copy running-config

Overview

Syntax

Mode

Examples

Related
Commands
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This command copies the running-config to a destination file, or copies a source
file into the running-config. Commands entered in the running-config do not
survive a device reboot unless they are saved in a configuration file.

copy <source-nane> runni ng-config
copy runni ng-config [<destination-name>]

copy running-config startup-config

Parameter Description

<sour ce- nane> The filename and path of a configuration file. This must be
a valid configuration file with a . cfg filename extension.
Specify this when you want the script in the file to become
the new running-config. See Introduction on page 77 for
valid syntax.

<desti nati on- nane> The filename and path where you would like the current
running-config saved. This command creates a file if no file
exists with the specified filename. If a file already exists,
then the CLI prompts you before overwriting the file. See
Introduction on page 77 for valid syntax. If you do not
specify a file name, the device saves the running-config to
a file called default.cfg.

startup-config Copies the running-config into the file set as the current
startup-config file.

Privileged Exec

To copy the r unni ng- conf i g into the startup-config, use the command:
awpl us# copy running-config startup-config

To copy thefilel ayer 3. cf g into ther unni ng- conf i g, use the command:
awpl us# copy layer3.cfg running-config

To use SCP to copy the running-config as cur r ent . cf g to the remote server
listening on TCP port 2000, use the command:

awpl us# copy running-config
scp://user @erver: 2000/ config files/current.cfg

copy startup-config
write file

write memory
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COPY STARTUP-CONFIG

copy startup-config

Overview

Syntax

Mode

Examples

Related
Commands
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This command copies the startup-config script into a destination file, or
alternatively copies a configuration script from a source file into the startup-config
file.

copy <source-nane> startup-config

copy startup-config <destination-nanme>

Parameter Description

<sour ce- nane> The filename and path of a configuration file. This must be
a valid configuration file with a . cfg filename extension.
Specify this to copy the script in the file into the startup-
config file. Note that this does not make the copied file the
new startup file, so any further changes made in the
configuration file are not added to the startup-config file
unless you reuse this command. See Introduction on page
77 for valid syntax.

<desti nati on- nane> The destination and filename that you are saving the
startup- config as. This command creates a file if no file
exists with the specified filename. If a file already exists,
then the CLI prompts you before overwriting the file. See
Introduction on page 77 for valid syntax.

Privileged Exec

To copy the file Layer 3. cf g to the st ar t up- conf i g, use the command:
awpl us# copy Layer3.cfg startup-config

To copy the st ar t up- conf i g as thefile ol dconfi g. cf g in the current
directory, use the command:

awpl us# copy startup-config ol dconfig.cfg

copy running-config

Command Reference for GS980M Series 92
AlliedWare Plus™ Operating System - Version 5.4.9-1.x



FILE AND CONFIGURATION MANAGEMENT COMMANDS

COPY ZMODEM

copy zmodem

Overview

Syntax

Mode

Example

Related
Commands
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This command allows you to copy files using ZMODEM using Minicom. ZMODEM
works over a serial connection and does not need any interfaces configured to do
a file transfer.

copy <source-nanme> znodem

copy znmodem

Parameter Description

<sour ce- nanme> The filename and path of the source file. See Introduction on
page 77 for valid syntax.

Privileged Exec

To copy the local file asuka. key using ZMODEM, use the command:

awpl us# copy asuka. key znmodem

copy (filename)

show file systems
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CREATE AUTOBOOT

create autoboot

Overview

Syntax
Mode

Example

Related
Commands
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Use this command to create an autoboot.txt file on an external storage device. This
command will automatically ensure that the keys and values that are expected in
this file are correct. After the file is created the create autoboot command will
copy the current release and configuration files across to the external storage
device. The external storage device is then available to restore a release file and/or
a configuration file to the device.

creat e aut oboot usb
Privileged Exec

To create an autoboot.txt file on a USB storage device, use the command:

awpl us# create autoboot usb

autoboot enable
show autoboot

show boot
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DELETE

delete

Overview

Syntax

Mode

Examples

Related
Commands
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This command deletes files or directories.

delete [force] [recursive] <fil enane>

Parameter Description

force Ignore nonexistent filenames and never prompt before deletion.

recursive Remove the contents of directories recursively.

<fil enane> The filename and path of the file to delete. See Introduction on page
77 for valid syntax.

Privileged Exec

To delete the filet enp. cf g from the current directory, use the command:
awpl us# del ete tenp.cfg

To delete the read-only file one. cf g from the current directory, use the
command:

awpl us# del ete force one.cfg
To delete the directory ol d_conf i gs, which is not empty, use the command:
awpl us# del ete recursive ol d_configs

To delete the directory new_conf i gs, which is not empty, without prompting if
any read-only files are being deleted, use the command:

awpl us# delete force recursive new configs

erase startup-config

rmdir
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DELETE DEBUG

delete debug

Overview

Syntax

Mode

Example

Output

Related
Commands
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Use this command to delete a specified debug output file.

del et e debug <source- nane>

Parameter Description

<sour ce- nane> The filename and path where the debug output originates.
See Introduction on page 77 for valid URL syntax.

Privileged Exec

To delete debug output, use the following command:

awpl us# del ete debug

Figure 2-3:  CLI prompt after entering the delete debug command

| Enter source file name []:

copy debug

move debug
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DIR

dir

Overview This command lists the files on a filesystem. If you don’t specify a directory or file,

Syntax dir [all]

then this command lists the files in the current directory.

[recursive] [sort [reverse] [nane|size|tinme]]

[ <fil enanme>| debug| f | ash| nvs| usb]

Parameter Description

al | List all files.

recursive List the contents of directories recursively.
sort Sort directory listing.

reverse Sort using reverse order.

nanme Sort by name.

si ze Sort by size.

time Sort by modification time (default).

<fil ename>

The name of the directory or file. If you don't specify a
directory or file, then this command lists the files in the
current directory.

debug Debug root directory

fl ash Flash memory root directory

nvs NVS memory root directory

usb USB storage device root directory

Mode Privileged Exec

Examples To list the files in the current working directory, use the command:
awpl us# dir
To list the non-hidden files in the root of the Flash filesystem, use the command:
awpl us# dir flash
To list all the files in the root of the Flash filesystem, use the command:
awpl us# dir all flash:
To list recursively the files in the Flash filesystem, use the command:
awpl us# dir recursive flash:
To list the files in alphabetical order, use the command:

awpl us# dir sort nane
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DIR

To list the files by size, smallest to largest, use the command:
awpl us# dir sort reverse size
To sort the files by modification time, oldest to newest, use the command:
awpl us# dir sort reverse tine

Output Figure 2-4:  Example output from the dir command

awpl us#di r
630 -rw May 19 2016 23:36: 31 exanple.cfg
23652123 -rw May 17 2016 03:41:18
149 -rw Feb 9 2016 00:40:35 exception.|og
Related cd
Commands

pwd

C613-50322-01 Rev B
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EDIT

edit

Overview

Syntax

Mode

Examples

Related
Commands
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This command opens a text file in the AlliedWare Plus™ text editor. Once opened
you can use the editor to alter to the file.

If a filename is specified and it already exists, then the editor opens it in the text
editor.

If no filename is specified, the editor prompts you for one when you exit it.

Before starting the editor make sure your terminal, terminal emulation program, or
Telnet client is 100% compatible with a VT100 terminal. The editor uses VT100
control sequences to display text on the terminal.

For more information about using the editor, including control sequences, see the
File Management Feature Overview and Configuration Guide.

edit [<fil ename>]

Parameter Description

<fil enane> Name of a file in the local Flash filesystem.

Privileged Exec

To create and edit a new text file, use the command:
awpl us# edit

To edit the existing configuration file myconf i g. cf g stored on your device’s
Flash memory, use the command:

awpl us# edit myconfig.cfg

edit (filename)

show file
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EDIT (FILENAME)

edit (filename)

Overview This command opens a remote text file as read-only in the AlliedWare Plus™ text
editor.

Before starting the editor make sure your terminal, terminal emulation program, or
Telnet client is 100% compatible with a VT100 terminal. The editor uses VT100
control sequences to display text on the terminal.

Syntax edit <fil enane>

Parameter Description

<fil enane> The filename and path of the remote file. See Introduction on
page 77 for valid syntax.

Mode Privileged Exec
Example To view the file bob. key stored in the security directory of a TFTP server, use the
command:
awpl us# edit tftp://security/bob. key
Related copy (filename)
Commands .
edit

show file
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ERASE FACTORY-DEFAULT

erase factory-default

Overview This command erases all data from Flash except the following:

. the boot release file (a .rel file) and its release setting file
. all license files
. the latest GUI release file

The device is then rebooted and returned to its factory default condition. The
device can then be used for AMF automatic node recovery.

Syntax erase factory-default
Mode Privileged Exec.
Usage This command is an alias to the atmf cleanup command.

Example To erase data, use the command:

Node 1# erase factory-default

This command will erase all NVS, all flash contents except for
the boot release, a GJ resource file, and any license files,
and then reboot the switch. Continue? (y/n):y

Related atmf cleanup
Commands
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ERASE STARTUP-CONFIG

erase startup-config

Overview

Syntax
Mode

Example

Related
Commands
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This command deletes the file that is set as the startup-config file, which is the
configuration file that the system runs when it boots up.

At the next restart, the device loads the default configuration file, default.cfg. If
default.cfg no longer exists, then the device loads with the factory default
configuration. This provides a mechanism for you to return the device to the
factory default settings.

erase startup-config
Privileged Exec

To delete the file currently set as the startup-config, use the command:

awpl us# erase startup-config

boot config-file backup
copy running-config
copy startup-config

show boot
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IP TFTP SOURCE-INTERFACE

ip tftp source-interface

Overview

Syntax

Default
Mode

Usage

Example

Related
Commands
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Use this command to manually specify the IP address that all TFTP requests
originate from. This is useful in network configurations where TFTP servers only
accept requests from certain devices, or where the server cannot dynamically
determine the source of the request.

Use the no variant of this command to stop specifying a source.

ip tftp source-interface [<interface>|<ip-add>]

no ip tftp source-interface

Parameter Description

<interface> The VLAN that TFTP requests originate from. The device will use
the IP address of this interface as its source IP address.

<i p-add> The IP address that TFTP requests originate from, in dotted
decimal format

There is no default source specified.
Global Configuration

This command is helpful in network configurations where TFTP traffic needs to
traverse point-to-point links or subnets within your network, and you do not want
to propagate those point-to-point links through your routing tables.

In those circumstances, the TFTP server cannot dynamically determine the source
of the TFTP request, and therefore cannot send the requested data to the correct
device. Specifying a source interface or address enables the TFTP server to send the
data correctly.

To specify that TFTP requests originate from the IP address 192.0.2.1, use the
following commands:
awpl us# configure term nal

awplus(config)# ip tftp source-interface 192.0.2.1

copy (filename)
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IPV6 TFTP SOURCE-INTERFACE

ipv6 tftp source-interface

Overview Use this command to manually specify the IPv6 address that all TFTP requests
originate from. This is useful in network configurations where TFTP servers only
accept requests from certain devices, or where the server cannot dynamically
determine the source of the request.

Use the no variant of this command to stop specifying a source.

Syntax ipv6 tftp source-interface [<interface>|<ipv6-add>]

no ipve tftp source-interface

Parameter Description

<interface> The VLAN that TFTP requests originate from. The device will use
the IPv6 address of this interface as its source IPv6 address.

<i pv6- add> The IPv6 address that TFTP requests originate from, in the format
x:x:x:x, for example, 2001:db8::8a2e:7334.

Default There is no default source specified.
Mode Global Configuration

Usage This command is helpful in network configurations where TFTP traffic needs to
traverse point-to-point links or subnets within your network, and you do not want
to propagate those point-to-point links through your routing tables.

In those circumstances, the TFTP server cannot dynamically determine the source
of the TFTP request, and therefore cannot send the requested data to the correct
device. Specifying a source interface or address enables the TFTP server to send the
data correctly.

Example To specify that TFTP requests originate from the IPv6 address 2001:db8::8a2e:7334,
use the following commands:

awpl us# configure term nal

awplus(config)# ipve tftp source-interface 2001: db8: : 8a2e: 7334

Related copy (filename)
Commands
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MKDIR

mkdir

Overview

Syntax

Mode

Usage

Example

Related
Commands
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This command makes a new directory.

nkdi r <nanme>

Parameter Description

<nane> The name and path of the directory that you are creating.

Privileged Exec

You cannot name a directory or subdirectory flash, nvs, usb, card, tftp, scp, sftp
or http. These keywords are reserved for tab completion when using various file
commands.

To make a new directory called i mages in the current directory, use the
command:

awpl us# mkdi r i nmages
cd

dir

pwd
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MOVE

move

Overview

Syntax

Mode

Examples

Related
Commands
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This command renames or moves a file.

nove <source-name> <desti nati on- nane>

Parameter Description

<sour ce- nane> The filename and path of the source file. See Introduction
on page 77 for valid syntax.

<desti nati on- nanme> The filename and path of the destination file. See
Introduction on page 77 for valid syntax.

Privileged Exec

To rename thefilet enp. cf g tost art up. cf g, use the command:
awpl us# nmove tenp.cfg startup.cfg

To move the filet enp. cf g from the root of the Flash filesystem to the directory
myconfi gs, use the command:

awpl us# move tenp.cfg nyconfigs/tenp.cfg

delete
edit
show file

show file systems
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MOVE DEBUG

move debug

Overview

Syntax

Mode

Example

Output

Related
Commands
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This command moves a specified debug file to a destination debug file.

nove debug {<desti nati on-nanme>| debug| fl ash| usb}

Parameter Description

<desti nati on-nane> The filename and path where you would like the debug
output moved to. See Introduction on page 77 for valid
syntax.

Privileged Exec

To move debug output into Flash memory with a filename “my-debug”, use the
following command:

To move debug output onto a USB storage device with a filename “my-debug”, use
the following command:

awpl us# nmove debug usb: ny- debug

Figure 2-5:  CLI prompt after entering the move debug command

| Enter source file name []:

copy debug
delete debug
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PWD

pwd

Overview
Syntax
Mode

Example

Related
Commands
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This command prints the current working directory.

pwd

Privileged Exec

To print the current working directory, use the command:

awpl us# pwd

cd
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RMDIR

rmdir

Overview

Syntax

Mode

Examples

Related
Commands
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This command removes a directory. This command only works on empty
directories, unless you specify the optional force keyword.

rodir [force] <name>

Parameter Description

force Optional keyword that allows you to delete directories that
are not empty and contain files or subdirectories.

<nane> The name and path of the directory.

Privileged Exec

Toremove the directory “images” from the top level of the Flash filesystem, use the
command:

awplus# rmdir flash:/images

To create a directory called “level1” containing a subdirectory called “level2”, and
then force the removal of both directories, use the commands:

awpl us# nkdir levell
awpl us# nkdir |evel 1/1evel 2

awplus# rndir force levell

cd

dir
mkdir
pwd
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SHOW AUTOBOOT

show autoboot

Overview This command displays the Autoboot configuration and status.
Syntax show aut oboot
Mode Privileged Exec

Example To show the Autoboot configuration and status, use the command:

show aut oboot

Output Figure 2-6:  Example output from the show autoboot command

awpl us#show aut oboot
Aut oboot confi guration

Aut oboot st at us . enabl ed
USB fil e autoboot.txt exists . yes

Restore i nformati on on USB

Aut oboot enabl e in autoboot.txt : yes
Restore rel ease file : GS980M5.4.9-1.1.rel (file exists)
Restore configuration file : network_1.cfg (file exists)

Figure 2-7:  Example output from the show autoboot command when an
external media source is not present

awpl us#show aut oboot

Aut oboot confi guration

Aut oboot st at us . enabl ed

Ext ernal nedi a source : USB not found.

Related autoboot enable

Commands
create autoboot

show boot
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FILE AND CONFIGURATION MANAGEMENT COMMANDS

SHOW BOOT

show boot

Overview

Syntax
Mode

Example

Output
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This command displays the current boot configuration. We recommend that the
currently running release is set as the current boot image.

show boot
Privileged Exec

To show the current boot configuration, use the command:

awpl us# show boot

Figure 2-8:  Example output from show boot when the current boot config is
on a USB storage device

awpl us#show boot

Boot configuration

Current software : GS980M5.4.9-1.1.rel

Current boot inmage : usb:/GS980M5.4.9-1.1.rel

Backup boot inmage : flash:/GS980M 5.4.9-0.1.rel

Def aul t boot config: flash:/default.cfg

Current boot config: usb:/my.cfg (file exists)

Backup boot config: flash:/backup.cfg (file not found)
Aut oboot st at us . enabl ed

Table 2-1: Parameters in the output from show boot

Parameter Description

Current software The current software release that the device is using.

Current boot image | The bootimage currently configured for use during the
next boot cycle.

Backup boot inmage The boot image to use during the next boot cycle if the
device cannot load the main image.

Def aul t boot The default startup configuration file. The device loads

config this configuration script if no file is set as the startup-
config file.

Current boot The configuration file currently configured as the

config startup-config file. The device loads this configuration file

during the next boot cycle if this file exists.
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FILE AND CONFIGURATION MANAGEMENT COMMANDS

SHOW BOOT
Table 2-1: Parameters in the output from show boot (cont.)
Backup boot confi g | The configuration file to use during the next boot cycle if
the main configuration file cannot be loaded.
Aut oboot st at us The status of the Autoboot feature; either enabled or
disabled.
Related autoboot enable
Commands .
boot config-file backup
boot system backup
show autoboot
C613-50322-01 Rev B Command Reference for GS980M Series 112

AlliedWare Plus™ Operating System - Version 5.4.9-1.x



FILE AND CONFIGURATION MANAGEMENT COMMANDS

SHOW FILE

show file

Overview

Syntax

This command displays the contents of a specified file.

show file <fil ename>

Parameter Description

Mode

Example

Related
Commands

C613-50322-01 Rev B

<fil enane> Name of a file on the local Flash filesystem, or name and
directory path of a file.

Privileged Exec

To display the contents of the file ol dconf i g. cf g, which is in the current
directory, use the command:

awpl us# show file oldconfig.cfg
edit
edit (filename)

show file systems
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SHOW FILE SYSTEMS

show file systems

Overview This command lists the filesystems and their utilization information where
appropriate.
Syntax show file systens
Mode Privileged Exec
Examples To display the filesystems, use the command:
awpl us# show file systens
Output Figure 2-9:  Example output from the show file systems command
awpl us#show file systens
Si ze(b) Free(b) Type Fl ags Prefixes SIDV Lel/Nwk Avail
208.2M 203.6M flash rw flash: static |ocal Y
- - system rw system virtual | ocal -
10. OM 9.8M debug rw debug: static | ocal Y
443.0K 403.0K nvs rw nvs: static |ocal Y
- - usbstick rw usb: dynami ¢ | ocal N
- - fserver rw fserver: dynam ¢ networ k N
- - tftp rw tftp: - net wor k -
- - scp rw scp: - net wor k -
- - sftp ro sftp: - net wor k -
- - http ro http: - net wor k -
- - rsync rw rsync: - net wor k -

Table 3: Parameters in the output of the show file systems command

Parameter Description

Si ze (B)

The total memory available to this filesystem. The units are given
after the value and are M for Megabytes or k for kilobytes.

Free (B)

The total memory free within this filesystem. The units are given
after the value and are M for Megabytes or k for kilobytes.

Type

The memory type used for this filesystem, such as:
flash

system

nvs

usbstick

tftp

scp

sftp

http.

Fl ags

C613-50322-01 Rev B

The file setting options: rw (read write), ro (read only).
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SHOW FILE SYSTEMS

Table 3: Parameters in the output of the show file systems command (cont.)

Parameter Description

Prefi xes The prefixes used when entering commands to access the
filesystems, such as:

flash

system

nvs

usb

tftp

scp

sftp

http.

S/ VI D The memory type: static, virtual, dynamic.

Lel / Ntwk Whether the memory is located locally or via a network
connection.

Avai | Whether the memory is accessible: Y (yes), N (no), - (not applicable)

Related edit

Commands edit (filename)

show file
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SHOW RUNNING-CONFIG

show running-config

Overview This command displays the current configuration of your device. Its output
includes all non-default configuration. The default settings are not displayed.

Syntax

C613-50322-01 Rev B

NOTE: You can control the output by entering | or > at the end of the command:

. To display only lines that contain a particular word, enter:

| include <word>

. To start the display at the first line that contains a particular word, enter:

| begin <word>

. To save the output to a file, enter:

> <fil enane>

show runni ng-config [full]|<feature>]

Parameter Description

full Display the running-config for all features. This is the default setting, so
it is the same as entering show running-config.

<f eat ure>

Display only the configuration for a single feature. The features
available depend on your device and will be some of the following list:

access-list ACL configuration

antivirus Antivirus configuration
application Application configuration
as-path Autonomous system path filter

configuration

as-path access-list

Configuration of ACLs for AS path filtering

atmf Allied Telesis Management Framework
configuration
bgp Border Gateway Protocol (BGP)

configuration

community-list

Community-list configuration

crypto Security-specific configuration

dhcp DHCP configuration

dpi Deep Packet Inspection configuration

entity Entity configuration

firewall Firewall configuration

interface Interface configuration. See show
running-config interface for further
options.
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SHOW RUNNING-CONFIG

Parameter Description

ip Internet Protocol (IP) configuration
ip pim dense-mode PIM-DM configuration

ip pim sparse-mode PIM-SM configuration

ip route IP static route configuration
ip-reputation IP Reputation configuration

ips IPS configuration

ipsec Internet Protocol Security (IPsec)

configuration

ipv6 Internet Protocol version 6 (IPv6)
configuration

ipv6 access-list IPv6 ACL configuration

ipv6 mroute IPv6 multicast route configuration
ipv6 prefix-list IPv6 prefix list configuration

ipv6 route IPv6 static route configuration
isakmp Internet Security Association Key

Management Protocol (ISAKMP)
configuration

key chain Authentication key management
configuration

[2tp-profile L2TP tunnel profile configuration
lldp LLDP configuration
log Logging utility configuration
malware-protection Malware protection configuration
nat Network Address Translation configuration
power-inline Power over Ethernet (PoE) configuration
policy-based-routing Policy-based routing (PBR) configuration
pppoe-ac PPPoE access concentrator configuration
prefix-list Prefix-list configuration
route-map Route-map configuration
router Router configuration
router-id Configuration of the router identifier for
this system

security-password Strong password security configuration
snmp SNMP configuration
ssh Secure Shell configuration
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SHOW RUNNING-CONFIG

Parameter Description
switch Switch configuration
web-control Web Control configuration

Mode Privileged Exec and Global Configuration

Example To display the current configuration of your device, use the command:

awpl us# show runni ng-config

Output Figure 2-10: Example output from show running-config

awpl us#show runni ng- confi g
|

;ser vi ce password-encryption
|

;10 banner notd

|

;Jser nane manager privilege 15 password 8 $1$bJoVec4D$IWQIGPr 7YqQoEXA0OGVasdEQ
|

;10 servi ce ssh

|

;servi ce tel net

|

;servi ce http

|

;10 clock tinezone

line con O
line vty 0 4
!

end

Related copy running-config

Commands . .
show running-config interface
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SHOW RUNNING-CONFIG INTERFACE

show running-config interface

Overview

Syntax

C613-50322-01 Rev B

This command displays the current configuration of one or more interfaces on the
device.

You can optionally limit the command output to display only information for a
given protocol or feature. The features available depend on your device and will be
a subset of the features listed in the table below.

show running-config interface [<interface-list>] [dotlx|ip
ignp|ip nmulticast|ip pimdense-node|ip pimsparse-node|ipv6
rip|lacp| nmstp|ospf|rip|rstp|stp]

Parameter Description

<interface-list> The interfaces or ports to display information about. An
interface-list can be:

« aVLAN (e.g.vlan2)
+ aswitchport (e.g. port1.0.4)
a static channel group (e.g. sa2)
+ adynamic (LACP) channel group (e.g. po2)
+ theloopback interface (lo)

a continuous range of interfaces separated by a hyphen
(e.g. vlan10-20)

« acomma-separated list (e.g.vlan1,vlan10-20). Do not mix
interface types in a list.

The specified interfaces must exist.

dot 1x Displays running configuration for 802.1X port
authentication for the specified interfaces.

| acp Displays running configuration for LACP (Link Aggregation
Control Protocol) for the specified interfaces.

ipignp Displays running configuration for IGMP (Internet Group
Management Protocol) for the specified interfaces.

ip multicast Displays running configuration for general multicast
settings for the specified interfaces.

i p pi msparse-node Displays running configuration for PIM-SM (Protocol
Independent Multicast - Sparse Mode) for the specified
interfaces.

i p pi mdense-nmode Displays running configuration for PIM-DM (Protocol
Independent Multicasting - Dense Mode) for the specified
interfaces.

nmst p Displays running configuration for MSTP (Multiple
Spanning Tree Protocol) for the specified interfaces.

ospf Displays running configuration for OSPF (Open Shortest
Path First) for the specified interfaces.
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Mode
Default

Examples

Output

Related
Commands

C613-50322-01 Rev B

Parameter Description

rip Displays running configuration for RIP (Routing Information
Protocol) for the specified interfaces.

ipve rip Displays running configuration for RIPng (RIP for IPv6) for
the specified interfaces.

rstp Displays running configuration for RSTP (Rapid Spanning
Tree Protocol) for the specified interfaces.

stp Displays running configuration for STP (Spanning Tree
Protocol) for the specified interfaces.

Privileged Exec and Global Configuration

Displays information for all protocols on all interfaces

To display the current running configuration of your device for ports 1 to 4, use the
command:

awpl us# show running-config interface portl1l.0.1-portl.0.4

To display the current running configuration of a device for vlan2, use the
command:

awpl us# show runni ng-config interface vlan2

Figure 2-11:  Example output from show running-config interface for a
switchport

awpl us#show runni ng-config interface portl.0.2
!
interface portl1.0.2

swi t chport

swi tchport nbde access
!

copy running-config

show running-config
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SHOW STARTUP-CONFIG

show startup-config

Overview This command displays the contents of the start-up configuration file, which is the
file that the device runs on start-up.

For information on filtering and saving command output, see the “Getting Started

with AlliedWare Plus” Feature Overview and Configuration Guide.

Syntax show startup-config

Mode Privileged Exec

Example To display the contents of the current start-up configuration file, use the

command:

show startup-config

Output Figure 2-12: Example output from the show startup-config command

awpl us#show st artup-config
|

servi ce password-encryption
|

no banner notd
|

|

no service ssh
!

servi ce tel net
!

service http

|

no clock tinmezone

line con O

line vty 0 4
!

end

user nane manager privilege 15 password 8 $1$bJoVec4D$IwOIGPr 7YqoExAOGVasdEO

Related boot config-file backup
Commands . .
copy running-config
copy startup-config
erase startup-config

show boot
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FILE AND CONFIGURATION MANAGEMENT COMMANDS
SHOW VERSION

show version

Overview This command displays the version number and copyright details of the current
AlliedWare Plus™ OS your device is running.

Syntax show version
Mode User Exec and Privileged Exec

Example To display the version details of your currently installed software, use the
command:

awpl us# show version

Related boot system backup

Commands show boot
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UNMOUNT

unmount

Overview

Syntax

Mode

Example

Related
Commands

Command
changes
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Use this command to unmount an external storage device. We recommend you
unmount storage devices before removing them, to avoid file corruption. This is
especially important if files may be automatically written to the storage device,
such as external log files or AMF backup files.

unmount usb

Parameter Description

usb Unmount the USB storage device.

Privileged Exec
To unmount a USB storage device and safely remove it from the device, use the
command:

awpl us# unnount usb

clear log external
log external
show file systems
show log config

show log external

Version 5.4.7-1.1: command added
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WRITE FILE

write file

Overview This command copies the running-config into the file that is set as the current
startup-config file. This command is a synonym of the write memory and copy
running-config startup-config commands.

Syntax wite [file]
Mode Privileged Exec

Example To write configuration data to the start-up configuration file, use the command:
awplus# wite file
Related copy running-config
Commands .
write memory

show running-config

C613-50322-01 Rev B Command Reference for GS980M Series 124
AlliedWare Plus™ Operating System - Version 5.4.9-1.x



FILE AND CONFIGURATION MANAGEMENT COMMANDS

WRITE MEMORY

write memory

Overview

Syntax
Mode

Example

Related
Commands
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This command copies the running-config into the file that is set as the current
startup-config file. This command is a synonym of the write file and copy
running-config startup-config commands.

wite [nmenory]

Privileged Exec

To write configuration data to the start-up configuration file, use the command:

awpl us# write nenory

copy running-config
write file

show running-config
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WRITE TERMINAL

write terminal

Overview This command displays the current configuration of the device. This command is a
synonym of the show running-config command.

Syntax wite term nal
Mode Privileged Exec

Example To display the current configuration of your device, use the command:

awpl us# wite term nal

Related show running-config
Commands
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User Access
Commands

Introduction

Overview

Command List
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This chapter provides an alphabetical reference of commands used to configure
user access.

“aaa authentication enable default local” on page 129

. “aaa local authentication attempts lockout-time” on page 130
. “aaa local authentication attempts max-fail” on page 131
. “aaa login fail-delay” on page 132
. “clear aaa local user lockout” on page 133
. “clear line console” on page 134
. “clear line vty” on page 135
. “enable password” on page 136
. “enable secret” on page 139
. “exec-timeout” on page 142
. “flowcontrol hardware (asyn/console)” on page 144
. “length (asyn)” on page 146
. “line” on page 147
. “privilege level” on page 149
. “security-password history” on page 150
. “security-password forced-change” on page 151
. “security-password lifetime” on page 152
. “security-password min-lifetime-enforce” on page 153
. “security-password minimum-categories” on page 154
. “security-password minimum-length” on page 155
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. “security-password reject-expired-pwd” on page 156
. “security-password warning” on page 157

. “service advanced-vty” on page 158

. “service password-encryption” on page 159

. “service telnet” on page 160

. “show aaa local user locked” on page 161

. “show privilege” on page 162

. “show security-password configuration” on page 163
. “show security-password user” on page 164

. “show telnet” on page 165

. “show users” on page 166

. “telnet” on page 167

. “telnet server” on page 168
. “terminal length” on page 169
. “terminal resize” on page 170
. “username” on page 171
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AAA AUTHENTICATION ENABLE DEFAULT LOCAL

aaa authentication enable default local

Overview This command enables local privilege level authentication.

Use the no variant of this command to disable local privilege level authentication.

Syntax aaa authentication enable default |ocal

no aaa authentication enabl e default
Default Local privilege level authentication is enabled by default.
Mode Global Configuration

Usage The privilege level configured for a particular user in the local user database is the

privilege threshold above which the user is prompted for an enable (Privileged
Exec mode) command.

Examples To enable local privilege level authentication, use the following commands:
awpl us# configure term nal
awpl us(config)# aaa authentication enable default |ocal
To disable local privilege level authentication, use the following commands:
awpl us# configure term nal

awplus(config)# no aaa authentication enabl e default

Related aaa authentication login

Commands .
enable (Privileged Exec mode)
enable password
enable secret
C613-50322-01 Rev B Command Reference for GS980M Series 129

AlliedWare Plus™ Operating System - Version 5.4.9-1.x



USER ACCESS COMMANDS

AAA LOCAL AUTHENTICATION ATTEMPTS LOCKOUT-TIME

aaa local authentication attempts
lockout-time

Overview

Syntax

Mode
Default

Usage

Examples

Related
Commands
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This command configures the duration of the user lockout period.
Use the no variant of this command to restore the duration of the user lockout
period to its default of 300 seconds (5 minutes).

aaa | ocal authentication attenpts |ockout-tine <lockout-tinme>

no aaa |local authentication attenpts |ockout-tine

Parameter Description

<l ockout -ti ne> <0-10000>. Time in seconds to lockout the user.

Global Configuration
The default for the lockout-time is 300 seconds (5 minutes).

While locked out all attempts to login with the locked account will fail. The lockout
can be manually cleared by another privileged account using the clear aaa local
user lockout command.

To configure the lockout period to 10 minutes (600 seconds), use the commands:

awpl us# configure term nal

awpl us(config)# aaa | ocal authentication attenpts | ockout-tine
600

To restore the default lockout period of 5 minutes (300 seconds), use the
commands:

awpl us# configure term nal

awplus(config)# no aaa | ocal authentication attenpts
| ockout -tine

aaa local authentication attempts max-fail
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AAA LOCAL AUTHENTICATION ATTEMPTS MAX-FAIL

aaa local authentication attempts max-fail

Overview

Syntax

Mode

Default

Usage

Examples

Related
Commands
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This command configures the maximum number of failed login attempts before a
user account is locked out. Every time a login attempt fails the failed login counter
is incremented.

Use the no variant of this command to restore the maximum number of failed
login attempts to the default setting (five failed login attempts).

aaa |l ocal authentication attenpts nax-fail <fail ed-I|ogins>

no aaa |l ocal authentication attenpts nmax-fail

Parameter Description

<fail ed-1o0gi ns> <1-32>.Number of login failures allowed before locking out a
user.

Global Configuration

The default for the maximum number of failed login attempts is five failed login
attempts.

When the failed login counter reaches the limit configured by this command that
user account is locked out for a specified duration configured by the aaa local
authentication attempts lockout-time command.

When a successful login occurs the failed login counter is reset to 0. When a user
account is locked out all attempts to login using that user account will fail.

To configure the number of login failures that will lock out a user account to two
login attempts, use the commands:

awpl us# configure termnal

awpl us(config)# aaa |ocal authentication attenpts max-fail 2

To restore the number of login failures that will lock out a user account to the
default number of login attempts (five login attempts), use the commands:

awpl us# configure term nal

awpl us(config)# no aaa local authentication attenpts max-fail

aaa local authentication attempts lockout-time

clear aaa local user lockout
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AAA LOGIN FAIL-DELAY

aaa login fail-delay

Overview

Syntax

Default
Mode

Example

Related
Commands
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Use this command to configure the minimum time period between failed login
attempts. This setting applies to login attempts via the console, SSH and Telnet.

Use the no variant of this command to reset the minimum time period to its default
value.

aaa login fail-delay <1-10>

no aaa login fail-delay

Parameter Description
<1-10> The minimum number of seconds required between login
attempts
1 second

Global configuration

To apply a delay of at least 5 seconds between login attempts, use the following
commands:
awpl us# configure term nal

awplus(config)# aaa login fail-delay 5

aaa authentication login
aaa local authentication attempts lockout-time

clear aaa local user lockout
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CLEAR AAA LOCAL USER LOCKOUT

clear aaa local user lockout

Overview

Syntax

Mode

Examples

Related
Commands
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Use this command to clear the lockout on a specific user account or all user
accounts.

cl ear aaa |l ocal user |ockout {usernane <username>|all}

Parameter Description

user name Clear lockout for the specified user.

<user nane>  Specifies the user account.

al | Clear lockout for all user accounts.

Privileged Exec

To unlock the user account ‘bob’ use the following command:
awpl us# clear aaa | ocal user |ockout usernanme bob
To unlock all user accounts use the following command:

awpl us# cl ear aaa |ocal user |ockout all

aaa local authentication attempts lockout-time
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CLEAR LINE CONSOLE

clear line console

Overview

Syntax

Mode

Example

Related
Commands
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This command resets a console line. If a terminal session exists on the line then the
terminal session is terminated. If console line settings have changed then the new
settings are applied.

clear line console O

Privileged Exec

To reset the console line (asyn), use the command:

awpl us# cl

ear line console O

awpl us# % The new settings for console |Iine 0 have been applied

clear line vty

flowcontrol hardware (asyn/console)

line

show users
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CLEAR LINE VTY

clear line vty

Overview

Syntax

Mode

Example

Related
Commands
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This command resets a VTY line. If a session exists on the line then it is closed.

clear line vty <0-32>

Parameter Description

<0- 32> Line number

Privileged Exec

To reset the first VTY line, use the command:

awpl us# clear line vty 1

privilege level
line
show telnet

show users
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ENABLE PASSWORD

enable password

Overview

Syntax

Default

Mode

Usage
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To set a local password to control access to various privilege levels, use the enable
password Global Configuration command. Use the enable password command to
modify or create a password to be used, and use the no enable password
command to remove the password.

Note that the enable secret command is an alias for the enable password
command, and the no enable secret command is an alias for the no enable
password command. Issuing a no enable password command removes a password
configured with the enable secret command. The enable password command is
shown in the running and startup configurations. Note that if the enable secret
command is entered then enable password is shown in the configuration.

enabl e password [<pl ai n>| 8 <hi dden>| | evel <1-15> 8 <hi dden>]

no enabl e password [l evel <1-15>]

Parameter Description

<pl ai n> Specifies the unencrypted password.
8 Specifies a hidden password will follow.
<hi dden> Specifies the hidden encrypted password. Use an encrypted

password for better security where a password crosses the network
or is stored on a TFTP server.

| evel Privilege level <1-15>. Level for which the password applies. You can
specify up to 16 privilege levels, using numbers 1 through 15. Level 1
is normal EXEC-mode user privileges for User Exec mode. If this
argument is not specified in the command or the no variant of the
command, the privilege level defaults to 15 (enable mode privileges)
for Privileged Exec mode. A privilege level of 7 can be set for
intermediate CLI security.

The privilege level for enable password is level 15 by default. Previously the default
was level 1.

Global Configuration

This command enables the Network Administrator to set a password for entering
the Privileged Exec mode when using the enable (Privileged Exec mode)
command. There are three methods to enable a password. In the examples below,
for each method, note that the configuration is different and the configuration file
output is different, but the password string to be used to enter the Privileged Exec
mode with the enable command is the same (mypasswd).

A user can now have an intermediate CLI security level set with this command for
privilege level 7 to access all the show commands in Privileged Exec mode and all
the commands in User Exec mode, but not any configuration commands in
Privileged Exec mode.
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Note that the enable password command is an alias for the enable secret
command and one password per privilege level is allowed using these commands.
Do not assign one password to a privilege level with enable password and another
password to a privilege level with enable secret. Use enable password or enable
secret commands. Do not use both on the same level.

The plain password is a clear text string that appears in the configuration file as
configured.
configure term nal

enabl e password nmypasswd

end

This results in the following show output:

awpl us#show run

Current configuration:
host nane awpl us

enabl e password nypasswd
!

interface | o

You can configure an encrypted password using the service password-encryption
command. First, use the enable password command to specify the string that you
want to use as a password (mypasswd). Then, use the service
password-encryption command to encrypt the specified string (mypasswd). The
advantage of using an encrypted password is that the configuration file does not
show mypasswd, it will only show the encrypted string fU7zHzuutY2SA.

configure termnal
enabl e password mnmypasswd
servi ce password-encryption
end

This results in the following show output:

awpl us#show run

Current configuration:

host nane awpl us

enabl e password 8 fU7zHzuut Y2SA
servi ce password-encryption

|

interface | o

You can configure an encrypted password using the HIDDEN parameter (8) with
the enable password command. Use this method if you already know the
encrypted string corresponding to the plain text string that you want to use as a
password. It is not required to use the service password-encryption command for
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this method. The output in the configuration file will show only the encrypted

string, and not the text string.

awpl us# configure term nal

awpl us(config)# enabl e password 8 fU7zHzuut Y2SA

awpl us(config)# end

This results in the following show output:

awpl us#show run
Current configuration:
host nane awpl us

enabl e password 8 fU7zHzuut Y2SA
!

interface |lo

enable (Privileged Exec mode)
enable secret

service password-encryption
privilege level

show privilege

username

show running-config
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Default
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To set a local password to control access to various privilege levels, use the enable
secret Global Configuration command. Use the enable secret command to modify
or create a password to be used, and use the no enable secret command to remove
the password.

Note that the enable secret command is an alias for the enable password
command, and the no enable secret command is an alias for the no enable
password command. Issuing a no enable password command removes a password
configured with the enable secret command. The enable password command is
shown in the running and startup configurations. Note that if the enable secret
command is entered then enable password is shown in the configuration

enabl e secret [<plain> 8 <hidden>|I|evel <0-15> 8 <hi dden>]

no enabl e secret [level <1-15>]

Parameter Description

<pl ai n> Specifies the unencrypted password.
8 Specifies a hidden password will follow.
<hi dden> Specifies the hidden encrypted password. Use an encrypted

password for better security where a password crosses the network
or is stored on a TFTP server.

| evel Privilege level <1-15>. Level for which the password applies. You can
specify up to 16 privilege levels, using numbers 1 through 15. Level 1
is normal EXEC-mode user privileges for User Exec mode. If this
argument is not specified in the command or the no variant of the
command, the privilege level defaults to 15 (enable mode privileges)
for Privileged Exec mode. A privilege level of 7 can be set for
intermediate CLI security.

The privilege level for enable secret is level 15 by default.
Global Configuration

This command enables the Network Administrator to set a password for entering
the Privileged Exec mode when using the enable (Privileged Exec mode)
command. There are three methods to enable a password. In the examples below,
for each method, note that the configuration is different and the configuration file
output is different, but the password string to be used to enter the Privileged Exec
mode with the enable command is the same (mypasswd).

A user can have an intermediate CLI security level set with this command for
privilege level 7 to access all the show commands in Privileged Exec mode and all
the commands in User Exec mode, but not any configuration commands in
Privileged Exec mode.

Command Reference for GS980M Series 139
AlliedWare Plus™ Operating System - Version 5.4.9-1.x



USER ACCESS COMMANDS
ENABLE SECRET

Using plain
passwords

Using encrypted
passwords

Using hidden
passwords

C613-50322-01 Rev B

Note that the enable secret command is an alias for the enable password
command and one password per privilege level is allowed using these commands.
Do not assign one password to a privilege level with enable password and another
password to a privilege level with enable secret. Use enable password or enable
secret commands. Do not use both on the same level.

The plain password is a clear text string that appears in the configuration file as
configured.

configure term nal
enabl e secret nypasswd

end

This results in the following show output:

awpl us#show run

Current configuration:
host nane awpl us

enabl e password nypasswd
!

interface | o

Configure an encrypted password using the service password-encryption
command. First, use the enable password command to specify the string that you
want to use as a password (mypasswd). Then, use the service
password-encryption command to encrypt the specified string (mypasswd). The
advantage of using an encrypted password is that the configuration file does not
show mypasswd, it will only show the encrypted string fU7zHzuutY2SA.

configure termnal
enabl e secret nypasswd
servi ce password-encryption
end

This results in the following show output:

awpl us#show run

Current configuration:

host nane awpl us

enabl e password 8 fU7zHzuut Y2SA
servi ce password-encryption

|

interface | o

Configure an encrypted password using the HIDDEN parameter (8) with the

enable password command. Use this method if you already know the encrypted
string corresponding to the plain text string that you want to use as a password. It
is not required to use the service password-encryption command for this method.
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The output in the configuration file will show only the encrypted string, and not

the text string:

awpl us# configure term nal

awpl us(config)# enable secret 8 fU7zHzuut Y2SA

awpl us(config)# end

This results in the following show output:

awpl us#show run
Current configuration:
host nane awpl us

enabl e password 8 fU7zHzuut Y2SA
!

interface |lo

enable (Privileged Exec mode)
enable secret

service password-encryption
privilege level

show privilege

username

show running-config
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C613-50322-01 Rev B

This command sets the interval your device waits for user input from either a
console or VTY connection. Once the timeout interval is reached, the connection is
dropped. This command sets the time limit when the console or VTY connection
automatically logs off after no activity.

The no variant of this command removes a specified timeout and resets to the
default timeout (10 minutes).

exec-tinmeout {<m nutes>} [<seconds>]

no exec-ti nmeout

Parameter Description

<m nut es> <0-35791> Required integer timeout value in minutes

<seconds> <0-2147483> Optional integer timeout value in seconds

The default for the exec-timeout command is 10 minutes and 0 seconds
(exec-timeout 10 0).

Line Configuration

This command is used set the time the telnet session waits for an idle VTY session,
before it times out. An exec-timeout 0 0 setting will cause the telnet session to
wait indefinitely. The command exec-timeout 0 0 is useful while configuring a
device, but reduces device security.

If no input is detected during the interval then the current connection resumes. If
no connections exist then the terminal returns to an idle state and disconnects
incoming sessions.

To set VTY connections to timeout after 2 minutes, 30 seconds if there is no
response from the user, use the following commands:

awpl us# configure term nal
awplus(config)# line vty 0 32
awpl us(config-line)# exec-timeout 2 30

To reset the console connection to the default timeout of 10 minutes 0 seconds if
there is no response from the user, use the following commands:

awpl us# configure term nal
awpl us(config)# line console 0O

awpl us(config-line)# no exec-ti meout

show running-config
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Use this command to enable RTS/CTS (Ready To Send/Clear To Send) hardware
flow control on a terminal console line (asyn port) between the DTE (Data Terminal
Equipment) and the DCE (Data Communications Equipment).

fl owcontrol hardware

no flowcontrol hardware
Line Configuration
Hardware flow control is disabled by default.

Hardware flow control makes use of the RTS and CTS control signals between the
DTE and DCE where the rate of transmitted data is faster than the rate of received
data. Flow control is a technique for ensuring that a transmitting entity does not
overwhelm a receiving entity with data. When the buffers on the receiving device
are full, a message is sent to the sending device to suspend the transmission until
the data in the buffers has been processed.

Hardware flow control can be configured on terminal console lines (e.g. asyn0). For
Reverse Telnet connections, hardware flow control must be configured to match

on both the Access Server and the Remote Device. For terminal console sessions,
hardware flow control must be configured to match on both the DTE and the DCE.
Settings are saved in the running configuration. Changes are applied after reboot,
clear line console, or after closing the session.

Use show running-config and show startup-config commands to view hardware
flow control settings that take effect after reboot for a terminal console line. See
the show running-config command output:

awpl us#show runni ng-confi g
!
line con 1

speed 9600

node out 2001

fl owcontrol hardware

Note that line configuration commands do not take effect immediately. Line
configuration commands take effect after one of the following commands or
events:

. issuing a clear line console command
. issuing a reboot command
. logging out of the current session
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Examples To enable hardware flow control on terminal console line asyn0, use the
commands:

awpl us# configure term nal
awpl us(config)# line console O

awplus(config-line)# flowontrol hardware

To disable hardware flow control on terminal console line asyn0, use the
commands:

awpl us# configure term nal
awpl us(config)# line console O
awpl us(config-line)# no flowontrol hardware

Related clear line console

Commands . .
show running-config

speed (asyn)

C613-50322-01 Rev B Command Reference for GS980M Series 145
AlliedWare Plus™ Operating System - Version 5.4.9-1.x



USER ACCESS COMMANDS
LENGTH (ASYN)

length (asyn)

Overview

Syntax

Mode

Default

Usage

Examples

Related
Commands
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Use this command to specify the number of rows of output that the device will
display before pausing, for the console or VTY line that you are configuring.

The no variant of this command restores the length of a line (terminal session)
attached to a console port or to a VTY to its default length of 22 rows.

| ength <0-512>

no | ength

Parameter Description

<0- 512> Number of lines on screen. Specify 0 for no pausing.

Line Configuration

The length of a terminal session is 22 rows. The no length command restores the
default.

If the output from a command is longer than the length of the line the output will
be paused and the ‘~More-' prompt allows you to move to the next screen full of
data.

A length of 0 will turn off pausing and data will be displayed to the console as long
as there is data to display.
To set the terminal session length on the console to 10 rows, use the command:

awpl us# configure term nal
awpl us(config)# line console O
awpl us(config-line)# length 10

Toreset the terminal session length on the console to the default (22 rows), use the
command:

awpl us# configure term nal

awplus(config)# line console O

awpl us(config-line)# no length

To display output to the console continuously, use the command:

awpl us# configure term nal
awpl us(config)# line console O

awplus(config-line)# length O

terminal resize

terminal length
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Use this command to enter line configuration mode for the specified VTYs or the
console. The command prompt changes to show that the device is in Line
Configuration mode.

line vty <first-line> [<last-I|ine>]

Parameter Description

<first-line> <0-32>Specify the first line number.

<last-line> <0-32>Specify the last line number.

consol e The console terminal line(s) for local access.

vty Virtual terminal for remote console access.

Global Configuration

This command puts you into Line Configuration mode. Once in Line Configuration
mode, you can configure console and virtual terminal settings, including setting
speed (asyn), length (asyn), privilege level, and authentication (login
authentication) or accounting (accounting login) method lists.

To change the console (asyn) port speed, use this line command to enter Line
Configuration mode before using the speed (asyn)command. Set the console
speed (Baud rate) to match the transmission rate of the device connected to the
console (asyn) port on your device.

Note that line configuration commands do not take effect immediately. Line
configuration commands take effect after one of the following commands or
events:

. issuing a clear line console command
. issuing a reboot command
. logging out of the current session

To enter Line Configuration mode in order to configure all VTYs, use the
commands:

awpl us# configure term nal
awplus(config)# line vty 0 32
awpl us(config-line)#

To enter Line Configuration mode to configure the console (asyn 0) port terminal
line, use the commands:

awpl us# configure termnal
awpl us(config)# line console 0O

awpl us(config-line)#
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Related accounting login
Commands .
clear line console
clear line vty
flowcontrol hardware (asyn/console)
length (asyn)
login authentication

privilege level

speed (asyn)
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Examples

Related
Commands
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This command sets a privilege level for VTY or console connections. The
configured privilege level from this command overrides a specific user’s initial
privilege level at the console login.

privilege |level <1-15>
Line Configuration

You can set an intermediate CLI security level for a console user with this command
by applying privilege level 7 to access all show commands in Privileged Exec and
all User Exec commands. However, intermediate CLI security will not show
configuration commands in Privileged Exec.

To set the console connection to have the maximum privilege level, use the
following commands:

awpl us# configure term nal

awpl us(config)# line console O

awplus(config-line)# privilege level 15

To set all VTY connections to have the minimum privilege level, use the following
commands:

awpl us# configure termnal
awplus(config)# line vty 0 5
awplus(config-line)# privilege level 1

To set all VTY connections to have an intermediate CLI security level, to access all
show commands, use the following commands:

awpl us# configure term nal
awpl us(config)# line vty 0 5

awpl us(config-line)# privilege level 7
enable password

line

show privilege

username
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This command specifies the number of previous passwords that are unable to be
reused. A new password is invalid if it matches a password retained in the
password history.

The no variant of the command disables this feature.

security-password history <0-15>

no security-password history

Parameter Description

<0- 15> The allowable range of previous passwords to match against. A
value of 0 will disable the history functionality and is equivalent to
the no security-password history command. If the history
functionality is disabled, all users’ password history is reset and all
password history is lost.

The default history value is 0, which will disable the history functionality.
Global Configuration

To restrict reuse of the three most recent passwords, use the command:
awpl us# configure term nal

awpl us(config)# security-password history 3
To allow the reuse of recent passwords, use the command:

awpl us# configure term nal

awpl us(config)# no security-password history

security-password forced-change
security-password lifetime
security-password min-lifetime-enforce
security-password minimum-categories
security-password minimum-length
security-password reject-expired-pwd
security-password warning

show running-config security-password
show security-password configuration

show security-password user
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security-password forced-change

Overview

Syntax

Default
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Example

Related
Commands
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This command specifies whether or not a user is forced to change an expired
password at the next login. If this feature is enabled, users whose passwords have
expired are forced to change to a password that must comply with the current
password security rules at the next login.

Note that to use this command, the lifetime feature must be enabled with the
security-password lifetime command and the reject-expired-pwd feature must be
disabled with the security-password reject-expired-pwd command.

The no variant of the command disables this feature.

security-password forced-change

no security-password forced-change
The forced-change feature is disabled by default.
Global Configuration

To force a user to change their expired password at the next login, use the
command:

awpl us# configure term nal

awpl us(config)# security-password forced-change

security-password history
security-password lifetime
security-password min-lifetime-enforce
security-password minimum-categories
security-password minimum-length
security-password reject-expired-pwd
security-password warning

show running-config security-password
show security-password configuration

show security-password user
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security-password lifetime

Overview

Syntax

This command enables password expiry by specifying a password lifetime in days.

Note that when the password lifetime feature is disabled, it also disables the
security-password forced-change command and the security-password warning
command.

The no variant of the command disables this feature.

security-password lifetime <0-1000>

no security-password lifetine

Parameter Description

Default
Mode

Example

Related
Commands

C613-50322-01 Rev B

<0- 1000> Password lifetime specified in days. A value of 0 will disable lifetime
functionality and the password will never expire. This is equivalent
to the no security-password lifetime command.

The default password lifetime is O, which will disable the lifetime functionality.
Global Configuration

To configure the password lifetime to 10 days, use the command:

awpl us# configure term nal

awpl us(config)# security-password lifetinme 10

security-password forced-change
security-password history
security-password min-lifetime-enforce
security-password minimum-categories
security-password minimum-length
security-password reject-expired-pwd
security-password warning

show running-config security-password
show security-password configuration

show security-password user

Command Reference for GS980M Series 152
AlliedWare Plus™ Operating System - Version 5.4.9-1.x



USER ACCESS COMMANDS

SECURITY-PASSWORD MIN-LIFETIME-ENFORCE

security-password min-lifetime-enforce

Overview
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Default
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Usage

Example

Related
Commands

Command
changes
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Use this command to configure a minimum number of days before a password can
be changed by a user. With this feature enabled, once a user sets the password, the
user cannot change it again until the minimum lifetime has passed.

Use the no variant of this command to remove the minimum lifetime.

security-password mn-lifetime-enforce <0-1000>

no security-password nin-lifetine-enforce

Parameter Description

<0-1000> The minimum number of days before a password can be changed

By default, no minimum lifetime is enforced.
Global Configuration

The minimum lifetime is helpful in conjunction with a security policy that prevents
people from re-using old passwords. For example, if you do not allow people to
re-use any of their last 5 passwords, a person can bypass that restriction by
changing their password 5 times in quick succession and then re-setting it to their
previous password. The minimum lifetime prevents that by preventing people
from changing their password in quick succession.

To force users to wait at least 2 days between changing passwords, use the
command:

awpl us(config)# security-password mn-lifetine-enforce 2

security-password forced-change
security-password history
security-password lifetime
security-password minimum-categories
security-password minimum-length
security-password reject-expired-pwd
security-password warning

show running-config security-password
show security-password configuration

show security-password user

Version 5.4.7-0.2: command added
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This command specifies the minimum number of categories that the password
must contain in order to be considered valid. The password categories are:

. uppercase letters: Ato Z
. lowercase letters:a to z
. digits:0to 9

. special symbols: all printable ASCII characters not included in the previous
three categories. The question mark (?) cannot be used as it is reserved for
help functionality.

Note that to ensure password security, the minimum number of categories should
align with the lifetime selected, i.e. the fewer categories specified the shorter the
lifetime specified.

security-password mini num cat egories <1-4>

Parameter Description

<1-4> Number of categories the password must satisfy, in the range 1 to 4.

The default number of categories that the password must satisfy is 1.

Global Configuration

To configure the required minimum number of character categories to be 3, use
the command:

awpl us# configure term nal

awpl us(config)# security-password m ni num categories 3

security-password forced-change
security-password history
security-password lifetime
security-password min-lifetime-enforce
security-password minimum-length
security-password reject-expired-pwd
security-password warning

show running-config security-password
show security-password configuration

show security-password user
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security-password minimum-length

Overview
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Default
Mode

Example

Related
Commands
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This command specifies the minimum allowable password length. This value is
checked against when there is a password change or a user account is created.

security-password mini numlength <1-23>

Parameter Description

<1-23> Minimum password length in the range from 1 to 23.

The default minimum password length is 1.
Global Configuration

To configure the required minimum password length as 8, use the command:
awpl us# configure term nal

awpl us(config)# security-password minimumlength 8

security-password forced-change
security-password history
security-password lifetime
security-password min-lifetime-enforce
security-password minimum-categories
security-password reject-expired-pwd
security-password warning

show running-config security-password
show security-password configuration

show security-password user
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security-password reject-expired-pwd

Overview

Syntax

Default
Mode

Example

Related
Commands
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This command specifies whether or not a user is allowed to login with an expired
password. Users with expired passwords are rejected at login if this functionality is
enabled. Users then have to contact the Network Administrator to change their
password.

CAUTION: Once all users’ passwords are expired you are unable to login to the device
again if the security-password reject-expired-pwd command has been executed. You
will have to reboot the device with a default configuration file, or load an earlier
software version that does not have the security password feature.

We recommend you never have the command line “security-password
reject-expired-pwd” in a default config file.

Note that when the reject-expired-pwd functionality is disabled and a user logs on
with an expired password, if the forced-change feature is enabled with
security-password forced-change command, a user may have to change the
password during login depending on the password lifetime specified by the
security-password lifetime command.

The no variant of the command disables this feature.

security-password reject-expired-pwd

no security-password reject-expired-pwd

The reject-expired-pwd feature is disabled by default.

Global Configuration

To configure the system to reject users with an expired password, use the

command:

awpl us# configure term nal

awpl us(config)# security-password reject-expired-pwd

security-password forced-change
security-password history
security-password lifetime
security-password min-lifetime-enforce
security-password minimum-categories
security-password minimum-length
security-password warning

show running-config security-password
show security-password configuration

show security-password user
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security-password warning

Overview This command specifies the number of days before the password expires that the
user will receive a warning message specifying the remaining lifetime of the
password.

Note that the warning period cannot be set unless the lifetime feature is enabled
with the security-password lifetime command.

The no variant of the command disables this feature.

Syntax security-password warni ng <0-1000>

no security-password warni ng

Parameter Description

<0- 1000> Warning period in the range from 0 to 7000 days. A value 0 disables
the warning functionality and no warning message is displayed for
expiring passwords. This is equivalent to the no security-password
warning command. The warning period must be less than, or equal
to, the password lifetime set with the security-password lifetime
command.

Default The default warning period is O, which disables warning functionality.
Mode Global Configuration

Example To configure a warning period of three days, use the command:
awpl us# configure term nal

awpl us(config)# security-password warning 3

Related security-password forced-change

Commands . .
security-password history
security-password lifetime
security-password min-lifetime-enforce
security-password minimum-categories
security-password minimum-length
security-password reject-expired-pwd
show running-config security-password

show security-password configuration

show security-password user
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USER ACCESS COMMANDS
SERVICE ADVANCED-VTY

service advanced-vty

Overview

Syntax

Default
Mode

Examples
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This command enables the advanced-vty help feature. This allows you to use TAB
completion for commands. Where multiple options are possible, the help feature
displays the possible options.

The no service advanced-vty command disables the advanced-vty help feature.

servi ce advanced-vty

no service advanced-vty
The advanced-vty help feature is enabled by default.
Global Configuration

To disable the advanced-vty help feature, use the command:
awpl us# configure term nal
awpl us(config)# no service advanced-vty

To re-enable the advanced-vty help feature after it has been disabled, use the
following commands:

awpl us# configure term nal

awpl us(config)# service advanced-vty
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USER ACCESS COMMANDS

SERVICE PASSWORD-ENCRYPTION

service password-encryption

Overview

Syntax

Mode

Example

Validation
Commands

Related
Commands
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Use this command to enable password encryption. This is enabled by default.
When password encryption is enabled, the device displays passwords in the
running config in encrypted form instead of in plain text.

Use the no service password-encryption command to stop the device from
displaying newly-entered passwords in encrypted form. This does not change the
display of existing passwords.

servi ce password-encryption

no servi ce password-encryption
Global Configuration

awpl us# configure termnal

awpl us(config)# service password-encryption

show running-config

enable password
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USER ACCESS COMMANDS
SERVICE TELNET

service telnet

Overview Use this command to enable the telnet server. The server is enabled by default.
Enabling the telnet server starts the device listening for incoming telnet sessions
on the configured port.

The server listens on port 23, unless you have changed the port by using the
privilege level command.

Use the no variant of this command to disable the telnet server. Disabling the
telnet server will stop the device listening for new incoming telnet sessions.
However, existing telnet sessions will still be active.

Syntax service telnet [ip|ipv6]

no service telnet [ip]ipv6]

Default The IPv4 and IPv6 telnet servers are enabled by default.
The configured telnet port is TCP port 23 by default.

Mode Global Configuration

Examples To enable both the IPv4 and IPv6 telnet servers, use the following commands:

awpl us# configure term nal

awpl us(config)# service tel net
To enable the IPv6 telnet server only, use the following commands:

awpl us# configure term nal

awpl us(config)# service telnet ipv6
To disable both the IPv4 and IPv6 telnet servers, use the following commands:

awpl us# configure term nal

awpl us(config)# no service tel net
To disable the IPv6 telnet server only, use the following commands:

awpl us# configure term nal
awpl us(config)# no service telnet ipv6
Related clear line vty
Commands
show telnet

telnet server
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USER ACCESS COMMANDS

SHOW AAA LOCAL USER LOCKED

show aaa local user locked

Overview

Syntax
Mode

Example

Output

Related
Commands
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This command displays the current number of failed attempts, last failure time and
location against each user account attempting to log into the device.

Note that once the lockout count has been manually cleared by another privileged
account using the clear aaa local user lockout command or a locked account
successfully logs into the system after waiting for the lockout time, this command
will display nothing for that particular account.

show aaa | ocal user | ocked

User Exec and Privileged Exec

To display the current failed attempts for local users, use the command:

awpl us# show aaa | ocal user | ocked

Figure 3-1:  Example output from the show aaa local user locked command

awpl us# show aaa | ocal user | ocked

Logi n Failures Latest failure From
bob 3 05/ 23/ 14 16:21:37 ttySO
manager 5 05/23/ 14 16:31:44 192.168.1.200

aaa local authentication attempts lockout-time
aaa local authentication attempts max-fail

clear aaa local user lockout
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USER ACCESS COMMANDS
SHOW PRIVILEGE

show privilege

Overview

Syntax
Mode

Usage

Example

Output

Related
Commands
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This command displays the current user privilege level, which can be any privilege
level in the range <1-15>. Privilege levels <1-6> allow limited user access (all User
Exec commands), privilege levels <7-14> allow restricted user access (all User Exec
commands plus Privileged Exec show commands). Privilege level 15 gives full user
access to all Privileged Exec commands.

show privil ege

User Exec and Privileged Exec

A user can have an intermediate CLI security level set with this command for
privilege levels <7-14> to access all show commands in Privileged Exec mode and
all commands in User Exec mode, but no configuration commands in Privileged

Exec mode.

To show the current privilege level of the user, use the command:

show privil ege

Figure 3-2:  Example output from the show privilege command

awpl us#show pri vil ege

Current privilege level is 15
awpl us#di sabl e

awpl us>show pri vi |l ege

Current privilege level is 1

privilege level
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USER ACCESS COMMANDS
SHOW SECURITY-PASSWORD CONFIGURATION

show security-password configuration

Overview This command displays the configuration settings for the various security
password rules.

Syntax show security-password configuration
Mode Privileged Exec

Example To display the current security-password rule configuration settings, use the
command:

awpl us# show security-password configuration

Output Figure 3-3:  Example output from the show security-password configuration

command
Security Password Configuration
M ni mum password length ........... ... .............. 8
M ni mum password character categories to match ..... 3
Nurmber of previously used passwords to restrict..... 4
Password lifetine ....... ... . . .. .. . ... 30 day(s)
Warni ng period before password expires ........... 3 day(s)
Rej ect expired password at login ................... Di sabl ed
Force changi ng expired password at login ......... Enabl ed

Related security-password forced-change

Commands . .
security-password history
security-password lifetime
security-password min-lifetime-enforce
security-password minimum-categories
security-password minimum-length
security-password reject-expired-pwd

security-password warning

show security-password user
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USER ACCESS COMMANDS
SHOW SECURITY-PASSWORD USER

show security-password user

Overview This command displays user account and password information for all users.
Syntax show security-password user
Mode Privileged Exec

Example To display the system users’ remaining lifetime or last password change, use the
command:

awpl us# show security-password user

Output Figure 3-4:  Example output from the show security-password user command

User account and password i nfornmation

User Nane Privil ege Last-PWD- Change Remai ni ng-1ifetine
manager 15 4625 day(s) ago No Expiry

bob15 15 0 day(s) ago 30 days

t ed7 7 0 day(s) ago No Expiry

m kel 1 0 day(s) ago No Expiry

Related security-password forced-change

Commands . .
security-password history
security-password lifetime
security-password min-lifetime-enforce
security-password minimum-categories
security-password minimum-length
security-password reject-expired-pwd

security-password warning

show security-password configuration
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USER ACCESS COMMANDS
SHOW TELNET

show telnet

Overview This command shows the Telnet server settings.
Syntax show tel net
Mode User Exec and Privileged Exec

Example To show the Telnet server settings, use the command:

awpl us# show t el net

Output Figure 3-5:  Example output from the show telnet command

Tel net Server Configuration

Tel net server . Enabl ed
Pr ot ocol . | Pv4, | Pv6
Por t . 23

Related clear line vty
Commands .
service telnet
show users

telnet server
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USER ACCESS COMMANDS
SHOW USERS

show users

Overview This command shows information about the users who are currently logged into
the device.
Syntax show users
Mode User Exec and Privileged Exec
Example To show the users currently connected to the device, use the command:
awpl us# show users
Output Figure 3-6:  Example output from the show users command
Li ne User Host(s) Idle Locati on Priv Idletinme Tineout
con O manager idle 00: 00: 00 ttySO 15 10 N A
vty O bob idle 00: 00: 03 172.16.11.3 1 0 5

C613-50322-01 Rev B

Table 1: Parameters in the output of the show users command

Parameter Description

Li ne Console port user is connected to.
User Login name of user.
Host ('s) Status of the host the user is connected to.
Idle How long the host has been idle.
Locati on URL location of user.
Priv The privilege level in the range 1 to 15, with 15 being the highest.
I dletine The time interval the device waits for user input from either a
console or VTY connection.
Ti meout The time interval before a server is considered unreachable.
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USER ACCESS COMMANDS
TELNET

telnet

Overview

Syntax

Mode

Examples
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Use this command to open a telnet session to a remote device.

tel net {<hostname>|[ip] <ipv4-addr>|[ipv6] <ipv6-addr>}
[ <port >]

Parameter Description

<host nane> The host name of the remote system.
ip Keyword used to specify the IPv4 address or host name of a remote
system.

<i pv4- addr > An IPv4 address of the remote system.

i pv6 Keyword used to specify the IPv6 address of a remote system

<i pv6- addr > Placeholder for an IPv6 address in the format x: X: : X: X, for
example, 2001: db8: : 8a2e: 7334

<port> Specify a TCP port number (well known ports are in the range 1-
1023, registered ports are 1024-49151, and private ports are 49152-
65535).

User Exec and Privileged Exec

To connect to TCP port 2602 on the device at 10.2.2.2, use the command:
awpl us# telnet 10.2.2.2 2602

To connect to the telnet server host . exanpl e, use the command:
awpl us# tel net host.exanple

To connect to the telnet server host . exanpl e on TCP port 100, use the
command:

awpl us# tel net host.exanple 100
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USER ACCESS COMMANDS
TELNET SERVER

telnet server

Overview

Syntax

Mode

Example

Related
Commands
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This command enables the telnet server on the specified TCP port. If the server is
already enabled then it will be restarted on the new port. Changing the port
number does not affect the port used by existing sessions.

tel net server {<1-65535>|default}

Parameter Description

<1- 65535> The TCP port to listen on.

def aul t Use the default TCP port number 23.

Global Configuration

To enable the telnet server on TCP port 2323, use the following commands:
awpl us# configure term nal

awplus(config)# tel net server 2323

show telnet
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USER ACCESS COMMANDS
TERMINAL LENGTH

terminal length

Overview

Syntax

Mode

Examples

Related
Commands
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Use the terminal length command to specify the number of rows of output that
the device will display before pausing, for the currently-active terminal only.

Use the terminal no length command to remove the length specified by this
command. The default length will apply unless you have changed the length for
some or all lines by using the length (asyn) command.

termnal |ength <l ength>

terminal no | ength [<length>]

Parameter Description

<l engt h> <0-512> Number of rows that the device will display on the
currently-active terminal before pausing.

User Exec and Privileged Exec

The following example sets the number of lines to 15:
awplus# termnal length 15
The following example removes terminal length set previously:

awpl us# termnal no length

terminal resize

length (asyn)
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USER ACCESS COMMANDS
TERMINAL RESIZE

terminal resize

Overview

Syntax
Mode

Usage

Examples

Related
Commands
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Use this command to automatically adjust the number of rows of output on the
console, which the device will display before pausing, to the number of rows
configured on the user’s terminal.

term nal resize
User Exec and Privileged Exec

When the user’s terminal size is changed, then a remote session via SSH or TELNET
adjusts the terminal size automatically. However, this cannot normally be done
automatically for a serial or console port. This command automatically adjusts the
terminal size for a serial or console port.

The following example automatically adjusts the number of rows shown on the
console:

awpl us# term nal resize

length (asyn)

terminal length
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USER ACCESS COMMANDS
USERNAME

username

Overview This command creates or modifies a user to assign a privilege level and a password.
NOTE: The default username privilege level of 1is not shown in running-config output.
Any username privilege level that has been modified from the default is shown.
Syntax usernanme <nanme> privil ege <1-15> [password [8] <password>]
user name <name> password [8] <password>

no user name <nanme>

Parameter Description

<nane> The login name for the user. Do not use punctuation marks such as single quotes (*‘),
double quotes (““), or colons ( :) with the user login name.

privil ege The user’s privilege level. Use the privilege levels to set the access rights for each user.

<1-15> A privilege level: either 1-14 (limited access) or 15 (full access). A user
with privilege level 1-14 can only access higher privilege levels if an
enable password has been configured for the level the user tries to
access and the user enters that password.
A user at privilege level 1 can access the majority of show
commands. A user at privilege level 7 can access the majority of
show commands including platform show commands. Privilege
Level 15 (to access the Privileged Exec command mode) is required
to access configuration commands as well as show commands in
Privileged Exec.

password A password that the user must enter when logging in.

8 Specifies that you are entering a password as a string that has
already been encrypted, instead of entering a plain-text password.
The running-config displays the new password as an encrypted
string even if password encryption is turned off.
Note that the user enters the plain-text version of the password
when logging in.

<passwor d> The user’s password. The password can be up to 23 characters in
length and include characters from up to four categories. The
password categories are:

+ uppercase letters: Ato Z
« lowercase letters:ato z
+ digits:0to 9

« special symbols: all printable ASCII characters not included in the
previous three categories. The question mark ? cannot be used as
it is reserved for help functionality.

Mode Global Configuration

Default The privilege level is 1 by default. Note the default is not shown in running-config
output.
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USER ACCESS COMMANDS
USERNAME

Usage

Examples

Related
Commands
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An intermediate CLI security level (privilege level 7 to privilege level 14) allows a
CLI user access to the majority of show commands, including the platform show
commands that are available at privilege level 1 to privilege level 6. Note that some
show commands, such as show running-configuration and show
startup-configuration, are only available at privilege level 15.

To create the user “bob” with a privilege level of 15, for all show commands
including show running-configuration and show startup-configuration and to
access configuration commands in Privileged Exec command mode, and the
password “bobs_secret”, use the commands:

awpl us# configure term nal

awpl us(config)# username bob privilege 15 password bobs_secret

To create a user “junior_admin” with a privilege level of 7, which will have
intermediate CLI security level access for most show commands, and the password
“show_only”, use the commands:

awpl us# configure term nal

awpl us(config)# usernane junior_admn privilege 7 password
show only

enable password
security-password minimum-categories

security-password minimum-length
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GUI Commands

Introduction

Overview This chapter provides an alphabetical reference of commands used to configure
the GUI.

For more information, see Getting Started with the Device GUI on Switches.

Command List - “atmf topology-gui enable” on page 174
. “gui-timeout” on page 175
. “http port” on page 177
. “http secure-port” on page 178
. “log event-host” on page 179
. “service http” on page 180

. “show http” on page 181
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GUI COMMANDS
ATMF TOPOLOGY-GUI ENABLE

atmf topology-gui enable

Overview

Syntax

Default

Mode

Usage

Example

Related
Commands
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Use this command to enable the operation of Vista Manager EX on the Master
device.

Vista Manager EX delivers state-of-the-art monitoring and management for your
Autonomous Management Framework™ (AMF) network, by automatically creating
a complete topology map of switches, firewalls and wireless access points (APs).
An expanded view includes third-party devices such as security cameras.

Use the no variant of this command to disable operation of Vista Manager EX.

atnf topol ogy-gui enable
no atnf topol ogy-gui enable

Disabled by default on AMF Master and member nodes. Enabled by default on
Controllers.

Global Configuration mode

To use Vista Manager EX, you must also enable the HTTP service on all AMF nodes,
including all AMF masters and controllers. The HTTP service is enabled by default
on AlliedWare Plus switches and disabled by default on AR-Series firewalls. To
enable it, use the commands:

Nodel# configure termnal

Nodel(config)# service http

On one master in each AMF area in your network, you also need to configure the
master to send event notifications to Vista Manager EX. To do this, use the
commands:

Nodel# configure termnal

Nodel(config)# |l og event-host <ip-address> atnf-topol ogy-event

To enable Vista Manager EX on NodeT, use the following commands:
Nodel# configure termnal

Nodel(config)# atnf topol ogy-gui enable
To disable Vista Manager EX on Node1, use the following commands:

Nodel# configure termnal

Nodel(config)# no atnf topol ogy-gui enable

atmf enable
gui-timeout
log event-host

service http
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GUI COMMANDS
GUI-TIMEOUT

gui-timeout

Overview

Syntax

Default
Mode

Usage

Examples

Output

Use this command to configure an idle timeout period for a GUI session. The time
can be set in minutes and/or seconds.

Use the no variant of this command to disable the GUI session idle timeout.

gui -ti meout <m nutes> [<seconds>]

no gui-ti meout

Parameter Description

<m nut es> Specifies the idle time in minutes from 0 through 35791
<seconds> Specifies the idle time in seconds from 0 through 2147483
Disabled

Global Configuration

The GUI uses the configured timeout period (set in either minutes and/or seconds)
to determine when a GUI session should be closed. Once the GUI timeout has
expired, you will need to login to reactivate your session.

To enter seconds only, enter 0 for minutes, followed by a space, and then enter the
seconds.

If the GUI timeout is disabled, a GUI session will remain active until you terminate
it. No idle time will be configured.

The same timeout period will apply to all GUI sessions logged into a specific
stand-alone device or stack.

Use this command to configure the GUI timeout period for 3 minutes and 30
seconds for a GUI session.

awpl us# gui-tinmeout 3 30

Use this command to configure the GUI timeout period for 0 minutes and 61
seconds for a GUI session.

awpl us# gui-timeout 0 61
Use this command to disable the GUI timeout period.

awpl us# no gui-ti meout

Figure 4-1:  Example output from gui-timeout

awpl us#confi gure term nal
awpl us(confi g) #gui -ti meout 3 30
The new gui-timeout settings [3 min 30 sec] will apply to new sessions only
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GUI COMMANDS

GUI-TIMEOUT
Related show running-config
Commands
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GUI COMMANDS
HTTP PORT

http port

Overview

Syntax

Default
Mode

Usage

Example

Related
Commands

Command
changes
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Use this command to change the HTTP port used to access the web-based device
GUI, or to disable HTTP management.

Use the no variant of this command to return to using the default port, which is 80.

http port {<1-65535>| none}
no http port

Parameter Description

<1- 65535> The HTTP port number

none Disable HTTP management. You may want to do this if you need
to use port 80 for a different service or you do not need to use
HTTP at all.

The default port for accessing the GUI is port 80.
Global Configuration

Do not configure the HTTP port to be the same as the HTTPS port.

Note that the device will redirect from HTTP to HTTPS unless you have disabled
HTTPS access, which we do not recommend doing.

To set the port to 8080, use the commands:

awpl us# configure term nal

awpl us(config)# http port 8080
To return to using the default port of 80, use the commands:

awpl us# configure term nal

awpl us(config)# no http port
To stop users from accessing the GUI via HTTP, use the commands:

awpl us# configure term nal

awpl us(config)# http port none

http secure-port
service http

show http

Version 5.4.7-2.4: command added on AR-Series devices

Version 5.4.8-0.2: command added on AlliedWare Plus switches
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GUI COMMANDS
HTTP SECURE-PORT

http secure-port

Overview

Syntax

Default
Mode

Usage

Example

Related
Commands

Command
changes
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Use this command to change the HTTPS port used to access the web-based device
GUI, or to disable HTTPS management.

Use the no variant of this command to return to using the default port, which is
443,

http secure-port {<1-65535>| none}

no http secure-port

Parameter Description

<1- 65535> The HTTPS port number
none Disable HTTPS management. Do not do this if you want to use
Vista Manager EX or the GUI.

The default port for accessing the GUI is port 443.
Global Configuration

Do not configure the HTTPS port to be the same as the HTTP port.
Note that if you are using Vista Manager EX and need to change the HTTPS port,

you must use certificate-based authorization in Vista Manager EX. See the Vista
Manager EX Installation and User Guide for instructions.

To set the port to 8443, use the commands:

awpl us# configure termnal

awpl us(config)# http secure-port 8443
To return to using the default port of 443, use the commands:

awpl us# configure term nal

awpl us(config)# no http secure-port
To stop users from accessing the GUI via HTTPS, use the commands:

awpl us# configure termnal

awpl us(config)# http secure-port none

http port
service http

show http

Version 5.4.7-1.1: command added on AR-Series devices
Version 5.4.7-2.4: none parameter added

Version 5.4.8-0.2: command added on AlliedWare Plus switches
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GUI COMMANDS
LOG EVENT-HOST

log event-host

Overview

Syntax

Default
Mode

Usage

Example

Related
Commands
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Use this command to set up an external host to log AMF topology events through
Vista Manager. This command is run on the Master device.

Use the no variant of this command to disable log events through Vista Manager.

| og event-host [<ipv4-addr>|<ipv6-addr>] atnf-topol ogy-event

no | og event - host [ <i pv4-addr >| <i pv6-addr>] atnf-topol ogy-event

Parameter Description

<i pv4- addr > ipv4 address of the event host

<i pv6- addr > ipv6 address of the event host

Log events are disabled by default.
Global Configuration

Event hosts are set so syslog sends the messages out as they come.

Note that there is a difference between log event and log host messages:

. Log event messages are sent out as they come by syslog

. Log host messages are set to wait for a number of messages (20) to send
them out together for traffic optimization.

To enable Node 1 to log event messages from host IP address 192.0.2.31, use the

following commands:

Nodel# configure termnal

Nodel(config)# | og event-host 192.0.2.31 atnf-topol ogy-event

To disable Node 1 to log event messages from host IP address 192.0.2.31, use the
following commands:

Nodel# configure termnal

Nodel(config)# no | og event-host 192.0. 2. 31 atnf-topol ogy-event

atmf topology-gui enable
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GUI COMMANDS
SERVICE HTTP

service http

Overview Use this command to enable the HTTP (Hypertext Transfer Protocol) service.
This service is required to support Vista Manager EX™ and the device GUI.

Use the no variant of this command to disable the HTTP feature.

Syntax service http

no service http
Default Enabled
Mode Global Configuration

Example To enable the HTTP service, use the following commands:
awpl us# configure term nal
awpl us(config)# service http
To disable the HTTP service, use the following commands:
awpl us# configure termnal

awpl us(config)# no service http

Related http port

Commands
http secure-port

show http
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GUI COMMANDS
SHOW HTTP

show http

Overview
Syntax
Mode

Example

Output

Related
Commands
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This command shows the HTTP server settings.
show http
User Exec and Privileged Exec

To show the HTTP server settings, use the command:

awpl us# show http

Figure 4-2:  Example output from the show http command

awpl us#show http
HTTP Server Configuration

HTTP server . Enabl ed
Por t . 80

clear line vty

service http
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System
Configuration and
Monitoring
Commands

Introduction

Overview This chapter provides an alphabetical reference of commands for configuring and
monitoring the system.

Command List

“banner exec” on page 184

. “banner login (system)” on page 186

. “banner motd” on page 188

. “clock set” on page 190

. “clock summer-time date” on page 191

. “clock summer-time recurring” on page 193
. “clock timezone” on page 195

. “debug core-file” on page 196
. “ecofriendly led” on page 197
. “ecofriendly Ipi” on page 198
. “findme” on page 200

. “findme trigger” on page 202
. “hostname” on page 203

. “no debug all” on page 205

. “reboot” on page 207

. “reload” on page 208

. “show clock” on page 209
. “show cpu” on page 211
. “show cpu history” on page 214

. “show debugging” on page 216
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. “show ecofriendly” on page 217

. “show interface memory” on page 218

. “show memory” on page 220

. “show memory allocations” on page 222
. “show memory history” on page 224

. “show memory pools” on page 225

. “show memory shared” on page 226

. “show process” on page 227

. “show reboot history” on page 229

. “show router-id” on page 230

. “show system” on page 231

. “show system environment” on page 232
. “show system interrupts” on page 233

. “show system mac” on page 234

. “show system serialnumber” on page 235
. “show tech-support” on page 236

. “speed (asyn)” on page 238

. “terminal monitor” on page 240
. “undebug all” on page 241
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BANNER EXEC

banner exec

Overview

Syntax

Default

Mode

Examples

C613-50322-01 Rev B

This command configures the User Exec mode banner that is displayed on the
console after you login. The banner exec default command restores the User Exec
banner to the default banner. Use the no banner exec command to disable the
User Exec banner and remove the default User Exec banner.

banner exec <banner-text>
banner exec default

no banner exec

By default, the AlliedWare Plus™ version and build date is displayed at console
login, such as:

| AlliedWare Plus (TM 5.4.9 01/07/19 12: 00: 00

Global Configuration

To configure a User Exec mode banner after login (in this example, to tell people to
use the enable command to move to Privileged Exec mode), enter the following
commands:

awpl us#confi gure term nal

awpl us(confi g) #banner exec Use enable to nove to Priv Exec node
awpl us(confi g) #exi t

awpl us#exi t

awpl us | ogi n: nmanager
Passwor d:

Use enable to nove to Priv Exec node

awpl us>

To restore the default User Exec mode banner after login, enter the following
commands:

awpl us#configure term na

awpl us(confi g) #banner exec defaul t
awpl us(confi g) #exi t

awpl us#exi t

awpl us | ogi n: manager
Passwor d:

Al'li edWware Plus (TM 5.4.9 01/07/19 12: 00: 00

awpl us>
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BANNER EXEC
To remove the User Exec mode banner after login, enter the following commands:
Related banner login (system)
Commands
banner motd
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BANNER LOGIN (SYSTEM)

banner login (system)

Overview

Syntax

Default
Mode

Examples
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This command configures the login banner that is displayed on the console when
you login. The login banner is displayed on all connected terminals. The login
banner is displayed after the MOTD (Message-of-the-Day) banner and before the
login username and password prompts.

Use the no banner login command to disable the login banner.

banner | ogin

no banner | ogin
By default, no login banner is displayed at console login.
Global Configuration

To configure a login banner of “Authorised users only” to be displayed when you
login, enter the following commands:

awpl us#confi gure term nal
awpl us(confi g) #banner | ogi n
Type CNTL/D to finish.

Aut hori sed users only

awpl us(confi g) #exi t
awpl us#exi t

Aut hori sed users only

awpl us | ogi n: manager
Passwor d:

AlliedWare Plus (TM 5.4.9 01/07/19 12: 00: 00

awpl us>

To remove the login banner, enter the following commands:

awpl us#confi gure term nal

awpl us(confi g)#no banner | ogin
awpl us(confi g) #exi t

awpl us#exi t

awpl us | ogi n: nmanager
Passwor d:

AlliedwWware Plus (TM 5.4.9 01/07/19 12:00: 00

awpl us>
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BANNER LOGIN (SYSTEM)

Related banner exec

Commands
banner motd
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BANNER MOTD

banner motd

Overview

Syntax

Default

Mode

Examples
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Use this command to create or edit the text MotD (Message-of-the-Day) banner
displayed before login. The MotD banner is displayed on all connected terminals.
The MotD banner is useful for sending messages that affect all network users, for
example, any imminent system shutdowns.

Use the no variant of this command to delete the MotD banner.

banner notd <npotd-text>

no banner notd

Parameter Description

<nmot d-text>  The text to appear in the Message of the Day banner.

By default, the device displays the AlliedWare Plus™ OS version and build date
when you login.

Global Configuration

To configure a MotD banner of “System shutdown at 6pm today” to be displayed
when you log in, enter the following commands:

awpl us>enabl e

awpl us#confi gure term nal

Enter configuration commands, one per line. End with CNTL/Z.
awpl us(confi g) #banner notd System shutdown at 6pm t oday

awpl us(confi g) #exi t

awpl us#exi t

Syst em shut down at 6pm t oday
awpl us | ogi n: manager

Passwor d:

AlliedWare Plus (TM 5.4.9 01/07/19 12: 00: 00

awpl us>

To delete the login banner, enter the following commands:
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BANNER MOTD

Related banner exec

Commands .
banner login (system)
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CLOCK SET

clock set

Overview

Syntax

Mode

Usage

Example

Related
Commands
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This command sets the time and date for the system clock.

cl ock set <hh:mm ss> <day> <nont h> <year>

Parameter Description

<hh: mm ss> Local time in 24-hour format

<day> Day of the current month, from 1 to 31
<nmont h> The first three letters of the current month
<year > Current year, from 2000 to 2035

Privileged Exec
Configure the timezone before setting the local time. Otherwise, when you change
the timezone, the device applies the new offset to the local time.

NoTE: If Network Time Protocol (NTP) is enabled, then you cannot change the time or
date using this command. NTP maintains the clock automatically using an external
time source. If you wish to manually alter the time or date, you must first disable NTP.

To set the time and date on your system to 2pm on the 2nd of October 2016, use
the command:

awpl us# cl ock set 14:00:00 2 oct 2016

clock timezone
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CLOCK SUMMER-TIME DATE

clock summer-time date

Overview

Syntax

Mode

Examples
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This command defines the start and end of summertime for a specific year only,
and specifies summertime’s offset value to Standard Time for that year.

The no variant of this command removes the device’s summertime setting. This
clears both specific summertime dates and recurring dates (set with the clock
summer-time recurring command).

By default, the device has no summertime definitions set.

cl ock summer-tine <timezone-nane> date <start-day>
<start-nonth> <start-year> <start-tine> <end-day> <end- nont h>
<end-year> <end-time> <1-180>

no clock sumer-tine

Parameter Description

<ti mezone- nane> A description of the summertime zone, up to 6 characters long.

dat e Specifies that this is a date-based summertime setting for just
the specified year.

<start-day> Day that the summertime starts, from 1 to 31.

<start-nont h> First three letters of the name of the month that the
summertime starts.

<start-year> Year that summertime starts, from 2000 to 2035.

<start-time> Time of the day that summertime starts, in the 24-hour time
format HH:MM.

<end- day> Day that summertime ends, from 1 to 31.

<end- nont h> First three letters of the name of the month that the

summertime ends.

<end- year > Year that summertime ends, from 2000 to 2035.

<end-ti nme> Time of the day that summertime ends, in the 24-hour time
format HH:MM.

<1- 180> The offset in minutes.

Global Configuration

To set a summertime definition for New Zealand using NZST (UTC+12:00) as the
standard time, and NZDT (UTC+13:00) as summertime, with the summertime set to
begin on the 25th of September 2016 and end on the 2nd of April 2017:

awpl us(config)# clock sumrer-tine NZDT date 25 sep 2: 00 2016 2
apr 2:00 2017 60

To remove any summertime settings on the system, use the command:

awpl us(config)# no clock sumer-tinme
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CLOCK SUMMER-TIME DATE

Related clock summer-time recurring

Commands .
clock timezone

C613-50322-01 Rev B Command Reference for GS980M Series 192
AlliedWare Plus™ Operating System - Version 5.4.9-1.x



SYSTEM CONFIGURATION AND MONITORING COMMANDS
CLOCK SUMMER-TIME RECURRING

clock summer-time recurring

Overview This command defines the start and end of summertime for every year, and
specifies summertime’s offset value to Standard Time.

Syntax

C613-50322-01 Rev B

The no variant of this command removes the device’s summertime setting. This
clears both specific summertime dates (set with the clock summer-time date
command) and recurring dates.

By default, the device has no summertime definitions set.

cl ock summer-tine <timezone-name> recurring <start-week>
<start-day> <start-nmonth> <start-time> <end-week> <end- day>
<end- nont h> <end-ti me> <1-180>

no clock sumer-tine

Parameter Description

<ti mezone- A description of the summertime zone, up to 6 characters long.
name>
recurring Specifies that this summertime setting applies every year from

now on.

<start-week>

Week of the month when summertime starts, in the range 1-5. The
value 5 indicates the last week that has the specified day in it for
the specified month. For example, to start summertime on the last
Sunday of the month, enter 5 for <start-week> and sun for
<start-day>.

<start-day>

Day of the week when summertime starts. Valid values are mon,
tue, wed, thu, fri, sat or sun.

<start-nont h>

First three letters of the name of the month that summertime
starts.

<start-tine>

Time of the day that summertime starts, in the 24-hour time
format HH:MM.

<end- week>

Week of the month when summertime ends, in the range 1-5.The
value 5 indicates the last week that has the specified day in it for
the specified month. For example, to end summertime on the last
Sunday of the month, enter 5 for <end-week> and sun for <end-
day>.

<end- day>

Day of the week when summertime ends. Valid values are mon,
tue, wed, thu, fri, sat or sun.

<end- nmont h>

First three letters of the name of the month that summertime
ends.

<end-ti ne>

Time of the day that summertime ends, in the 24-hour time format
HH:MM.

<1-180>

The offset in minutes.
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CLOCK SUMMER-TIME RECURRING

Mode Global Configuration

Examples To seta summertime definition for New Zealand using NZST (UTC+12:00) as the
standard time, and NZDT (UTC+13:00) as summertime, with summertime set to
start on the last Sunday in September, and end on the 1st Sunday in April, use the
command:

awpl us(config)# clock sumer-time NZDT recurring 5 sun sep 2: 00
1 sun apr 2:00 60

To remove any summertime settings on the system, use the command:
awpl us(config)# no clock sunmer-tine

Related clock summer-time date

Commands .
clock timezone
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CLOCK TIMEZONE

clock timezone

Overview

Syntax

Mode

Usage

Examples

Related
Commands

C613-50322-01 Rev B

This command defines the device’s clock timezone. The timezone is set as a offset
to the UTC.

The no variant of this command resets the system time to UTC.

By default, the system time is set to UTC.

cl ock timezone <timezone-nanme> {m nus| pl us}
[ <0- 13>| <0- 12>: <00- 59>]

no clock tinezone

Parameter Description

<ti mezone- nane> A description of the timezone, up to 6 characters long.

m nusor pl us The direction of offset from UTC. The minus option
indicates that the timezone is behind UTC. The plus option
indicates that the timezone is ahead of UTC.

<0- 13> The offset in hours or from UTC.

<0- 12>: <00- 59> The offset in hours or from UTC.

Global Configuration

Configure the timezone before setting the local time. Otherwise, when you change
the timezone, the device applies the new offset to the local time.

To set the timezone to New Zealand Standard Time with an offset from UTC of +12
hours, use the command:
awpl us(config)# clock timezone NZST plus 12

To set the timezone to Indian Standard Time with an offset from UTC of +5:30
hours, use the command:

awpl us(config)# clock timezone |IST plus 5:30
To set the timezone back to UTC with no offsets, use the command:

awpl us(config)# no clock tinmezone

clock set
clock summer-time date

clock summer-time recurring
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DEBUG CORE-FILE

debug core-file

Overview

Syntax

Default
Mode

Usage

Example

Related
Commands

Command
changes
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Use this command to enable the generation of crash core files.

Use the no variant of this command to disable the generation of crash core files.

debug core-file

no debug core-file

Enabled.

Global Configuration

Core files may contain raw memory content, so therefore may not be acceptablein
a security certified network. Use the no debug core-files command to prevent

such core files from being generated.

To prevent the generation of core files, use the commands:

awpl us# configure term nal

awpl us(config)# no debug core-file

show system

Version 5.4.9-1.0: command added
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ecofriendly led

Overview Use this command to enable the eco-friendly LED (Light Emitting Diode) feature,
which turns off power to the port LEDs.

You can also use the front-panel eco-switch button to enable or disable the
eco-friendly feature. Using this button overrides the configuration set with the
ecofriendly led command.

Use the no variant of this command to disable the eco-friendly LED feature.

Syntax ecofriendly |ed

no ecofriendly |ed
Default The eco-friendly LED feature is disabled by default.
Mode Global Configuration

Usage When theeco-friendly LED featureis enabled, a changein port status will not affect
the display of the associated LED. When the eco-friendly LED feature is disabled
and power is returned to port LEDs, the LEDs will correctly show the current state
of the ports.

Foran example of how to configure a trigger to turn off power to port LEDs, see the
Triggers Feature Overview and Configuration Guide.
Examples To enable the eco-friendly LED feature which turns off power to all port LEDs, use
the following commands:
awpl us# configure term nal
awpl us(config)# ecofriendly |ed
To disable the eco-friendly LED feature, use the following command:
awpl us# configure termnal

awpl us(config)# no ecofriendly Ied

Related show ecofriendly
Commands

C613-50322-01 Rev B Command Reference for GS980M Series 197
AlliedWare Plus™ Operating System - Version 5.4.9-1.x


http://www.alliedtelesis.com/documents/triggers-feature-overview-and-configuration-guide

SYSTEM CONFIGURATION AND MONITORING COMMANDS

ECOFRIENDLY LPI

ecofriendly lpi

Syntax

Default

Mode

Usage

Examples
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LPl is a feature of the IEEE 802.3az Energy Efficient Ethernet (EEE) standard. LPI
lowers power consumption of switch ports during periods of low link utilization
when connected to IEEE 802.3az compliant host devices. If no data is sent then the
switch port can enter a sleep state, called Low Power Idle (LPI), to conserve power
used by the switch.

Use the no variant of this command to disable the eco-friendly LPI feature.

ecofriendly | pi

no ecofriendly |pi
The eco-friendly LPI feature is disabled by default.

Interface Configuration for a switch port, or Interface Configuration for a range of
switch ports.

For an example of how to configure a trigger to enable the eco-friendly LPI feature,
see the Triggers Feature Overview and Configuration Guide.

All ports configured for LPI must support LPI in hardware and must be configured
to auto negotiate by default or by using the speed and duplex commands as
needed.

To enable the eco-friendly LPI feature on a switch port, port1.0.2, use the following
commands:

awpl us# configure term nal
awplus(config)# interface portl.0.2
awplus(config-if)# ecofriendly Ipi

To enable the eco-friendly LPI feature on a range of switch ports, port1.0.2-
port1.0.4, use the following commands:

awpl us# configure termnal

awpl us(config)# interface portl.0.2-portl.0.4

awpl us(config-if)# ecofriendly I pi

To disable the eco-friendly feature on port1.0.2, use the following commands:
awpl us# configure term nal

awpl us(config)# interface portl.0.2

awpl us(config-1f)# no ecofriendly Ipi
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ECOFRIENDLY LPI

Related duplex

Commands .
ecofriendly led
show ecofriendly
show interface
speed
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FINDME

findme

Overview

Syntax

Default
Mode

Usage

Example
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Use this command to physically locate a specific device from a group of similar
devices. Activating the command causes a selected number of port LEDs to
alternately flash green then amber (if that device has amber LEDs) at a rate of 1 Hz.

Use the no variant of this command to deactivate the Find Me feature prior to the
timeout expiring.

findme [interface <port-list>] [timeout <duration>]

no findne

Parameter Description

interface <port-Ilist> Theports toflash. The port list can be:
« aswitch port, e.g. port1.0.4

« acontinuous range of ports separated by a hyphen,
e.g.port1.0.1-1.0.4

a comma-separated list of ports and port ranges,
e.g. port1.0.1,port1.0.5-1.0.6.

ti meout <duration> How long the LEDs flash, in seconds, in the range 5 to
3600 seconds.

By default all port LEDs flash for 60 seconds.
Privileged Exec

Running the findme command causes the device’s port LEDs to flash. An optional
timeout parameter specifies the flash behavior duration. Normal LED behavior is
restored automatically after either the default time, or a specified time has elapsed,
or a no findme command is used. You can specify which interface or interfaces are
flashed with the optional interface parameter.

To activate the Find Me feature for the default duration (60 seconds) on all ports,
use the following command:
awpl us# findme

To activate the Find Me feature for 120 seconds on all ports, use the following
command:

awpl us# findnme tinmeout 120

To activate the Find Me feature for the default duration (60 seconds) on switch port
interfaces port1.0.2 through port1.0.4, use the following command:

awpl us# findme interface portl1.0.2-1.0.4

In the example above, ports 2 to 4 will flash 4 times and then all ports will flash
twice. Each alternate flash will be amber (if that device has amber LEDs). This
pattern will repeat until timeout (default or set) or no findme commands are used.
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FINDME
To deactivate the Find Me feature, use the following command:
awpl us# no findnme
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FINDME TRIGGER

findme trigger

Overview

Syntax

Default
Mode

Usage

Example

Related
Commands

C613-50322-01 Rev B

When this command is enabled, the LED flashing functionality of the find-me
command is applied whenever any or all of the selected parameter conditions is
detected.
Use the no variant to remove the findme trigger function for the selected
parameter.
findme trigger {all|loopprot|thrash-limt}
no findme trigger {all]|loopprot|thrash-limt}
al | Enable the find-me function whenever any of the listed parameter
conditions are detected
| ooppr ot Enable the findme function whenever a loop protection condition
is detected.
thrash-1imt Enable the findme function whenever a MAC address
thrash-limiting condition is detected.
The findme trigger function is disabled.
Global config
Note that findme trigger is not available if you have set the switch to take the
following actions in response to an event:
. For loop detection, the actions log-only and none
. For MAC address thrash-limiting, the actions learn-disable and none.
To enable action LED flashing for the loop protection function:
awpl us# findnme trigger | oopprot
findme

loop-protection loop-detect
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HOSTNAME

hostname

Overview

Syntax

Default
Mode

Usage

Example
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This command sets the name applied to the device as shown at the prompt. The
hostname is:

. displayed in the output of the show system command
. displayed in the CLI prompt so you know which device you are configuring
. stored in the MIB object sysName

Use the no variant of this command to revert the hostname setting to its default.
For devices that are not part of an AMF network, the default is “awplus”.

host nane <host nane>

no host nane [ <host name>]

Parameter Description

<host nane> Specifies the name given to a specific device. This is also referred to as
the Node name in AMF output screens.

awpl us

Global Configuration

Within an AMF network, any device without a user-defined hostname will
automatically be assigned a name based on its MAC address.

To efficiently manage your network using AMF, we strongly advise that you devise
a naming convention for your network devices and apply an appropriate
hostname to each device.

The name must also follow the rules for ARPANET host names. The name must start
with a letter, end with a letter or digit, and use only letters, digits, and hyphens.
Refer to RFC 1035.

To set the system name to HQ Sal es, use the command:

awpl us# configure term nal

awpl us(config)# hostnane HQ Sal es

This changes the prompt to:

HQ Sal es(config) #

To revert to the default hostname awpl us, use the command:
HQ Sal es(config)# no hostnane

This changes the prompt to:

awpl us(config)#
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HOSTNAME
NoTE: When AMF is configured, running the no hostname command will apply a
hostname that is based on the MAC address of the device node, for example,
node_0000_5e00_5301.
Related show system
Commands
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NO DEBUG ALL

no debug all

Overview

Syntax

Default
Mode

Example
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This command disables the debugging facility for all features on your device. This
stops the device from generating any diagnostic debugging messages.

You can optionally disable the debugging facility for only the given protocol or
feature. The features available depend on your device and will be a subset of the
features listed in the Syntax section below.

no debug all [bgp|ipv6| dot1x| nsm ospf| pi m dense-node| pi m
sparse-node| ri p| vrrp]

Parameter Description

bgp Turns off all debugging for BGP (Border Gateway Protocol).

dot 1x Turns off all debugging for IEEE 802.1X port-based network
access- control.

i pv6 Turns off all debugging for IPv6 (Internet Protocol version 6).

nsm Turns off all debugging for the NSM (Network Services
Module).

ospf Turns off all debugging for OSPF (Open Shortest Path First).

pi m dense- nbde Turns off all debugging for PIM (Protocol Independent
Multicast) Dense Mode.

pi m spar se- node  Turns off all debugging for PIM (Protocol Independent

Multicast) Sparse Mode.
rip Turns off all debugging for RIP (Routing Information Protocol).
vrrp Turns off all debugging for VRRP (Virtual Router Redundancy
Protocol).

The debugging facility is disabled by default.
Global Configuration and Privileged Exec

To disable debugging for all features, use the command:
awpl us# no debug all

To disable all 802.1X debugging, use the command:
awpl us# no debug all dot 1x

To disable all IPv6 debugging, use the command:

awpl us# no debug all ipv6

To disable all NSM debugging, use the command:

awpl us# no debug all nsm
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NO DEBUG ALL

Related
Commands

Command
changes

C613-50322-01 Rev B

To disable all RIP debugging, use the command:

awpl us# no debug all rip

undebug all

Version 5.4.7-1.1: RIP parameter added
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SYSTEM CONFIGURATION AND MONITORING COMMANDS
REBOOT

reboot

Overview This command halts the device and performs a cold restart (also known as reload).
It displays a confirmation request before restarting.

Syntax reboot

rel oad
Mode Privileged Exec
Usage The reboot and reload commands perform the same action.

Examples To restart the device, use the command:

awpl us# reboot
reboot systen? (y/n): vy
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SYSTEM CONFIGURATION AND MONITORING COMMANDS
RELOAD

reload

Overview This command performs the same function as the reboot command.
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SYSTEM CONFIGURATION AND MONITORING COMMANDS

SHOW CLOCK

show clock

Overview

Syntax
Mode

Example

Output

C613-50322-01 Rev B

This command displays the system'’s current configured local time and date. It also
displays other clock related information such as timezone and summertime
configuration.

show cl ock

User Exec and Privileged Exec

To display the system’s current local time, use the command:

awpl us# show cl ock

Figure 5-1:  Example output from the show clock command for a device using
New Zealand time

Local Tine: Mn, 17 Cct 2016 13:56: 06 +1200

UTC Ti me: Mon, 17 Cct 2016 01:56: 06 +0000

Ti mezone: NZST

Ti mezone Offset: +12:00

Summer tine zone: NzZDT

Summer tine starts: Last Sunday in Septenber at 02:00: 00
Summer tine ends: First Sunday in April at 02:00: 00
Summer tine offset: 60 mins

Sunmmer time recurring: Yes

Table 1: Parameters in the output of the show clock command

Parameter Description

Local Tinme Current local time.

UTC Ti me Current UTC time.

Ti mezone The current configured timezone name.

Ti mezone O f set Number of hours offset to UTC.

Summer time zone The current configured summertime zone name.

Summer tinme starts | Dateand time set as the start of summer time.

Sunmmer tinme ends Date and time set as the end of summer time.

Summer tinme of fset | Number of minutes that summer time is offset from the
system’s timezone.

Summer tinme Whether the device will apply the summer time settings
recurring every year or only once.
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SYSTEM CONFIGURATION AND MONITORING COMMANDS
SHOW CLOCK

Related clock set

Commands .
clock summer-time date
clock summer-time recurring
clock timezone
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SYSTEM CONFIGURATION AND MONITORING COMMANDS

SHOW CPU

show cpu

Overview

Syntax

Mode

Examples

C613-50322-01 Rev B

This command displays a list of running processes with their CPU utilization.

For information on filtering and saving command output, see the “Getting Started
with AlliedWare Plus” Feature Overview and Configuration Guide.

show cpu [sort {thrds|pri]|sleep|runtine}]

Parameter Description

sort Changes the sorting order using the following fields. If you do not
specify a field, then the list is sorted by percentage CPU
utilization.
t hrds Sort by the number of threads.
pri Sort by the process priority.
sl eep Sort by the average time sleeping.
runtime Sort by the runtime of the process.

User Exec and Privileged Exec

To show the CPU utilization of current processes, sorting them by the number of
threads the processes are using, use the command:

awpl us# show cpu sort thrds
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SYSTEM CONFIGURATION AND MONITORING COMMANDS

SHOW CPU
Output Figure 5-2:  Example output from show cpu
CPU aver ages:
1 second: 12% 20 seconds: 2% 60 seconds: 2%
System | oad aver ages:
1 minute: 0.03, 5 minutes: 0.02, 15 minutes: 0.00
Current CPU | oad:
userspace: 6% kernel: 4% interrupts: 1%iowaits: 0%
user processes
pi d nane thrds cpu% pri state sleep%runtinme
1544 hostd 1 2.8 20 run 0 120
1166 exfx 17 1.8 20 sl eep 0 3846
1284 ai sexec 44 0.9 -2 sleep 0 2606
1init 1 0.0 20 sl eep 0 120
9772 sh 1 0.0 20 sl eep 0 0
9773 corerotate 1 0.0 20 sl eep 0 0
853 sysl 0g- ng 1 0.0 20 sl eep 0 356
859 kl ogd 1 0.0 20 sl eep 0 1
910 i netd 1 0.0 20 sl eep 0 3
920 port map 1 0.0 20 sl eep 0 0
931 crond 1 0.0 20 sl eep 0 1
1090 openhpi d 11 0.0 20 sl eep 0 233
1111 hpi |l ogd 1 0.0 20 sl eep 0 0
1240 hsl 1 0.0 20 sl eep 0 79
1453 aut hd 1 0.0 20 sl eep 0 85
Table 2: Parameters in the output of the show cpu command
Parameter Description
CPU aver ages Average CPU utilization for the periods stated.
System | oad The average number of processes waiting for CPU time for the
aver ages periods stated.
Current CPU Current CPU utilization specified by load types.
| oad
pi d Identifier number of the process.
name A shortened name for the process
t hrds Number of threads in the process.
cpu% Percentage of CPU utilization that this process is consuming.
pri Process priority state.
state Process state; one of “run’, “sleep”, “zombie”, and “dead".
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SYSTEM CONFIGURATION AND MONITORING COMMANDS

SHOW CPU
Table 2: Parameters in the output of the show cpu command (cont.)

Parameter Description

sl eep% Percentage of time that the process is in the sleep state.

runti me The time that the process has been running for, measured in
jiffies. A jiffy is the duration of one tick of the system timer
interrupt.

Related show memory
Commands

show memory allocations

show memory history

show memory pools

show process

C613-50322-01 Rev B
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SYSTEM CONFIGURATION AND MONITORING COMMANDS

SHOW CPU HISTORY

show cpu history

Overview

Syntax
Mode

Usage

Examples

Output

C613-50322-01 Rev B

This command prints a graph showing the historical CPU utilization.

For information on filtering and saving command output, see the “Getting Started
with AlliedWare Plus” Feature Overview and Configuration Guide.

show cpu history
User Exec and Privileged Exec

This command'’s output displays three graphs of the percentage CPU utilization:

. per second for the last minute, then
. per minute for the last hour, then
. per 30 minutes for the last 30 hours.

To display a graph showing the historical CPU utilization of the device, use the
command:

show cpu history

Figure 5-3:  Example output from the show cpu history command

Per second CPU | oad history

100
90
80
70
60
50
40
30
20 *

lo EEE S S S S S S S I S S S S S

S S O e S e o o I I I
d dest

Newest
CPU | oad% per second (last 60 seconds)
* = average CPU | oad%
Command Reference for GS980M Series 214

AlliedWare Plus™ Operating System - Version 5.4.9-1.x



http://www.alliedtelesis.com/documents/getting-started-alliedware-plus-feature-overview-and-configuration-guide
http://www.alliedtelesis.com/documents/getting-started-alliedware-plus-feature-overview-and-configuration-guide

SYSTEM CONFIGURATION AND MONITORING COMMANDS
SHOW CPU HISTORY

Related show memory

Commands .
show memory allocations
show memory pools
show process
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SYSTEM CONFIGURATION AND MONITORING COMMANDS

SHOW DEBUGGING

show debugging

Overview

Syntax
Mode

Example

Output

C613-50322-01 Rev B

This command displays all debugging options in alphabetical order, indicating

whether debugging is enabled or disabled for each feature.

For information on filtering and saving command output, see the “Getting Started

with AlliedWare Plus” Feature Overview and Configuration Guide.
show debuggi ng
User Exec and Privileged Exec

To find out what debugging is enabled, use the command:

show debuggi ng

Figure 5-4:  Example output from the show debugging command

awpl us#show debuggi ng

AAA debuggi ng status:
Aut henti cati on debugging is off
Accounting debugging is off

% DHCP Snoopi ng service is disabled
802. 1X debuggi ng st at us:

EPSR debuggi ng st at us:

EPSR | nfo debugging is off
EPSR Message debugging is off
EPSR Packet debugging is off
EPSR St ate debugging is off

| GW Debuggi ng st at us:
| GW Decoder debugging is off
| GW Encoder debugging is off

Command Reference for GS980M Series
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SYSTEM CONFIGURATION AND MONITORING COMMANDS

SHOW ECOFRIENDLY

show ecofriendly

Overview

Syntax
Mode

Example

Output

C613-50322-01 Rev B

This command displays the switch’s eco-friendly configuration status. The
ecofriendly led configuration status are shown in the show ecofriendly output.

show ecofriendly
Privileged Exec and Global Configuration

To display the switch’s eco-friendly configuration status, use the following
command:

awpl us# show ecofriendly

Figure 5-5:  Example output from the show ecofriendly command

awpl us#show ecofri endl y
Front panel port LEDs nor mal

Energy efficient ethernet

Por t Narme Configured Status
portl1l.0.1 Port 1 of f -
port1.0.2 of f of f
port1.0.3 of f -
port1.0.4 Port 4 of f -
port1.0.5 of f -

Table 3: Parameters in the output of the show ecofriendly command

Parameter Description

nor nal The eco-friendly LED feature is disabled and port LEDs
show the current state of the ports. This is the default
setting.

of f The eco-friendly LED feature is enabled and power to

the port LEDs is disabled.

Por t Displays the port number as assigned by the switch.

Nane Displays the port name if a name is configured for a
port number.

Confi gur ed Because LPI is not supported, this entry always shows
“off” or a dash (-).

St at us Because LPI is not supported, this entry always shows
“off” or a dash (-).
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SYSTEM CONFIGURATION AND MONITORING COMMANDS

SHOW INTERFACE MEMORY

show interface memory

Overview

Syntax

Mode

Example

Output

C613-50322-01 Rev B

This command displays the shared memory used by either all interfaces, or the
specified interface or interfaces. The output is useful for diagnostic purposes by
Allied Telesis authorized service personnel.

For information on filtering and saving command output, see the “Getting Started
with AlliedWare Plus” Feature Overview and Configuration Guide.

show i nterface nmenory

show i nterface <port-list> nenory

Parameter Description

<port-list> Displayinformation about only the specified port or ports. The port
list can be:

- aswitchport (e.g. port1.0.4)
- astatic channel group (e.g. sa2)
« adynamic (LACP) channel group (e.g. po2)

« acontinuous range of ports separated by a hyphen (e.g.
port1.0.1-1.0.4)

« acomma-separated list (e.g. port1.0.1,port1.0.3-1.0.4). Do not mix
port types in the same list.

User Exec and Privileged Exec

To display the shared memory used by all interfaces, use the command:
awpl us# show i nterface nmenory

To display the shared memory used by port1.0.1 and port1.0.3 to port1.0.4, use the
command:

awpl us# show i nterface portl.0.1,portl.0.3-portl.0.4 nenory

Figure 5-6:  Example output from the show interface memory command

awpl us#show i nterface menory
VI an bl ocki ng state shared menory usage
Interface shm d Byt es Used nattch St at us
portl1.0.1 491535 512 1
port1.0.2 393228 512 1
port1.0.3 557073 512 1
lo 425997 512 1
pol 1179684 512 1
po2 1212453 512 1
sa3 1245222 512 1
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SYSTEM CONFIGURATION AND MONITORING COMMANDS
SHOW INTERFACE MEMORY

Figure 5-7:  Example output from show interface <port-list> memory for a list

of interfaces

awpl us#show i nterface portl1.0.1,port1.0.3-portl.0.4 nenory
VI an bl ocking state shared nmenory usage

Interface shm d Byt es Used nattch St at us
portl1.0.1 589842 512 1
port1.0.3 688149 512 1
port1.0.4 327690 512 1

Related show interface brief

Commands .
show interface status
show interface switchport
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SYSTEM CONFIGURATION AND MONITORING COMMANDS

SHOW MEMORY

show memory

Overview

Syntax

Mode

Example

Output

C613-50322-01 Rev B

This command displays the memory used by each process that is currently running
For information on filtering and saving command output, see the “Getting Started
with AlliedWare Plus” Feature Overview and Configuration Guide.

show menory [sort {size| peak]|stk}]

Parameter Description

sort Changes the sorting order for the list of processes. If you do not
specify this, then the list is sorted by percentage memory
utilization.

si ze Sort by the amount of memory the process is
currently using.

peak Sort by the amount of memory the process is
currently using.

st k Sort by the stack size of the process.

User Exec and Privileged Exec

To display the memory used by the current running processes, use the command:

awpl us# show menory

Figure 5-8:  Example output from show memory

Table 4: Parameters in the output of the show memory command

Parameter Description

St ack nemnber Stack member number.
RAM t ot al Total amount of RAM memory free.
free Available memory size.
buffers Memory allocated kernel buffers.
pi d Identifier number for the process.
name Short name used to describe the process.
menf/o Percentage of memory utilization the process is currently using.
si ze Amount of memory currently used by the process.
peak Greatest amount of memory ever used by the process.
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SYSTEM CONFIGURATION AND MONITORING COMMANDS
SHOW MEMORY

Table 4: Parameters in the output of the show memory command (cont.)

Parameter Description

dat a Amount of memory used for data.

stk The stack size.

Related show memory allocations

Commands .
show memory history
show memory pools
show memory shared
C613-50322-01 Rev B Command Reference for GS980M Series 221

AlliedWare Plus™ Operating System - Version 5.4.9-1.x



SYSTEM CONFIGURATION AND MONITORING COMMANDS

SHOW MEMORY ALLOCATIONS

show memory allocations

Overview

Syntax

Mode

Example

Output

C613-50322-01 Rev B

This command displays the memory allocations used by processes.

For information on filtering and saving command output, see the “Getting Started
with AlliedWare Plus” Feature Overview and Configuration Guide.

show nmenory al | ocations [ <process>]

Parameter Description

<process> Displays the memory allocation used by the specified process.

User Exec and Privileged Exec

To display the memory allocations used by all processes on your device, use the
command:

show nmenory al | ocati ons

Figure 5-9:  Example output from the show memory allocations command

awpl us#show nenory al |l ocati ons
Menory all ocations for im

Current 15093760 (peak 15093760)

Statically allocated nenory:

- bi nary/ exe : 1675264
- libraries : 8916992
- bss/ gl obal data : 2985984
- stack : 139264

Dynami cal |y al |l ocated nenory (heap):

- total allocated : 1351680

- in use : 1282440

- non- mmapped : 1351680
- maxi numtotal all ocated : 1351680
- total free space : 69240

- rel easabl e : 68968

- space in freed fasthins : 16
Cont ext

filenane:!line al | ocat ed freed
+ lib.c:749 484
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SYSTEM CONFIGURATION AND MONITORING COMMANDS
SHOW MEMORY ALLOCATIONS

Related show memory

Commands .
show memory history
show memory pools
show memory shared
show tech-support
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SYSTEM CONFIGURATION AND MONITORING COMMANDS

SHOW MEMORY HISTORY

show memory history

Overview

Syntax
Mode

Usage

Examples

Output

Related
Commands

C613-50322-01 Rev B

This command prints a graph showing the historical memory usage.

For information on filtering and saving command output, see the “Getting Started

with AlliedWare Plus” Feature Overview and Configuration Guide.
show menory history
User Exec and Privileged Exec

This command’s output displays three graphs of the percentage memory
utilization:

. per second for the last minute, then
. per minute for the last hour, then
. per 30 minutes for the last 30 hours.

To show a graph displaying the historical memory usage, use the command:

awpl us# show menory history
Figure 5-10: Example output from the show memory history command

show memory allocations
show memory pools
show memory shared

show tech-support
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SYSTEM CONFIGURATION AND MONITORING COMMANDS

SHOW MEMORY POOLS

show memory pools

Overview

Syntax

Mode

Example

Output

Related
Commands

C613-50322-01 Rev B

This command shows the memory pools used by processes.

For information on filtering and saving command output, see the “Getting Started
with AlliedWare Plus” Feature Overview and Configuration Guide.

show nmenory pool s [<process>]

Parameter Description

<process> Displays the memory pools used by the specified process.

User Exec and Privileged Exec

To shows the memory pools used by processes, use the command:

awpl us# show menory pool s

Figure 5-11: Example output from the show memory pools command

awpl us#show nenory pool s
Menory pools for im

Current 15290368 (peak 15290368)

Statically allocated nenory:

- bi nary/ exe : 1675264
- libraries : 8916992
- bss/ gl obal data : 2985984
- stack : 139264

Dynami cal |y al |l ocated nenory (heap):

- total allocated : 1548288
- in use : 1479816
- non- nmapped : 1548288
- maxi mumtotal allocated : 1548288
- total free space : 68472
- rel easabl e : 68200
- space in freed fasthins : 16

show memory allocations
show memory history

show tech-support

Command Reference for GS980M Series 225
AlliedWare Plus™ Operating System - Version 5.4.9-1.x


http://www.alliedtelesis.com/documents/getting-started-alliedware-plus-feature-overview-and-configuration-guide
http://www.alliedtelesis.com/documents/getting-started-alliedware-plus-feature-overview-and-configuration-guide

SYSTEM CONFIGURATION AND MONITORING COMMANDS

SHOW MEMORY SHARED

show memory shared

Overview

Syntax
Mode

Example

Output

Related
Commands

C613-50322-01 Rev B

This command displays shared memory allocation information. The output is
useful for diagnostic purposes by Allied Telesis authorized service personnel.

For information on filtering and saving command output, see the “Getting Started
with AlliedWare Plus” Feature Overview and Configuration Guide.

show nenory shared
User Exec and Privileged Exec

To display information about the shared memory allocation used on the device,
use the command:

show nmenory shared

Figure 5-12: Example output from the show memory shared command

awpl us#show nenory shared
Shared Menory St at us

Segnent allocated = 39
Pages al |l ocat ed = 39
Pages resi dent = 11

Shared Menory Limits

Maxi mum nunber of segnents 4096
Maxi mum segnent size (kbytes) 32768
Maxi mum total shared nenory (pages) = 2097152

M ni mrum segnent size (bytes) =1

show memory allocations
show memory history

show memory
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SYSTEM CONFIGURATION AND MONITORING COMMANDS

SHOW PROCESS

show process

Overview

Syntax

Mode

Usage

Example

Output

C613-50322-01 Rev B

This command lists a summary of the current running processes.

For information on filtering and saving command output, see the “Getting Started
with AlliedWare Plus” Feature Overview and Configuration Guide.

show process [sort {cpu| nent]

Parameter Description
sort Changes the sorting order for the list of processes.
cpu Sorts the list by the percentage of CPU utilization.
nmem Sorts the list by the percentage of memory
utilization.

User Exec and Privileged Exec
This command displays a snapshot of currently-running processes. If you want to
see CPU or memory utilization history instead, use the commands show cpu

history or show memory history.

To display a summary of the current running processes, use the command:

awpl us# show process

Figure 5-13:  Example output from the show process command

CPU aver ages:

1 second: 8% 20 seconds: 5% 60 seconds: 5%

System | oad aver ages:

1 mnute: 0.04, 5 minutes: 0.08, 15 minutes: 0.12
Current CPU | oad:

userspace: 9% kernel: 9% interrupts: 0%iowaits: 0%
RAM tot al : 514920 kB; free: 382600 kB; buffers: 16368 kB

user processes

pi d nane thrds cpu% nmen? pri state sleep%
962 pss 12 0 6 25 sleep 5
1 init 1 0 0 25 sl eep 0
797 sysl og- ng 1 0 0 16 sleep 88

kernel threads

pi d nane cpu% pri state sleep%
71 aiol0 0 20 sleep O
3 events/O 0 10 sleep 98
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SYSTEM CONFIGURATION AND MONITORING COMMANDS
SHOW PROCESS

Table 5: Parameters in the output from the show process command

Parameter Description

CPU aver ages | Average CPU utilization for the periods stated.
System | oad The average number of processes waiting for CPU time for the
aver ages periods stated.
Current CPU Current CPU utilization specified by load types
| oad
RAM t ot al Total memory size.
free Available memory.
buf fers Memory allocated to kernel buffers.
pid Identifier for the process.
name Short name to describe the process.
t hrds Number of threads in the process.
cpu% Percentage of CPU utilization that this process is consuming.
mentb Percentage of memory utilization that this process is consuming.
pri Process priority.
state Process state; one of “run”, “sleep”, “stop”, “zombie”; or “dead”.
sl eep% Percentage of time the process is in the sleep state.
Related show cpu
Commands .
show cpu history
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SYSTEM CONFIGURATION AND MONITORING COMMANDS
SHOW REBOOT HISTORY

show reboot history

Overview Use this command to display the device’s reboot history.
Syntax show reboot history
Mode User Exec and Privileged Exec
Example To show the reboot history, use the command:
awpl us# show reboot history
Output Figure 5-14: Example output from the show reboot history command
awpl us#show r eboot hi story
<dat e> <ti nme> <type> <descri pti on>
2016-10-10 01:42: 04 Expected User Request
2016-10-10 01:35:31 Expected User Request
2016-10-10 01:16:25 Unexpected Rebooting due to critical process (network/nsm
failurel
2016-10-10 01:11: 04 Unexpected Rebooting due to critical process (network/nsm
failurel
2016-10-09 19:56:16 Expected User Request
2016-10-09 19:51: 20 Expected User Request
Table 6: Parameters in the output from the show reboot history command
Parameter Description
Unexpect ed A non-intended reboot.
Expect ed A planned or user-triggered reboot.
User request User initiated reboot via the CLI.
Related show tech-support
Commands

C613-50322-01 Rev B
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SYSTEM CONFIGURATION AND MONITORING COMMANDS

SHOW ROUTER-ID

show router-id

Overview
Syntax
Mode

Example

Output

C613-50322-01 Rev B

Use this command to show the Router ID of the current system.
show router-id
User Exec and Privileged Exec

To display the Router ID of the current system, use the command:

awpl us# show router-id

Figure 5-15:  Example output from the show router-id command

awpl us>show router-id
Router ID: 10.55.0.2 (automatic)
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SYSTEM CONFIGURATION AND MONITORING COMMANDS

SHOW SYSTEM

show system

Overview

Syntax
Mode

Example

Output

This command displays general system information about the device, including
the hardware, memory usage, and software version. It also displays location and
contact details when these have been set.

For information on filtering and saving command output, see the “Getting Started
with AlliedWare Plus” Feature Overview and Configuration Guide.

show system
User Exec and Privileged Exec

To display configuration information, use the command:

show system

Figure 5-16: Example output from show system

System St at us

Upti nme

Current software
Sof t war e versi on
Buil d date

Syst em Nane
awpl us

Syst em Cont act

Syst em Locati on

RAM Total: 471332 kB Free: 364200 kB
Fl ash: 98.8MB Used: 2.5 MB Avail abl e: 93.2MB

Envi ronnent Status : Nor nal

Tue May 08 04:57:17 2019

Board ID Bay Board Nane Rev Seri al nunber

0 days 04: 26: 02

Boot | oader version : 6.2.8

GS980M 5. 4.8-2.0.rel
5.4.8-2.0
Fri Apr 13 00:29:23 UTC 2019

Current boot config: flash:/default.cfg (file exists)

Related
Commands

C613-50322-01 Rev B

show system environment
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SYSTEM CONFIGURATION AND MONITORING COMMANDS
SHOW SYSTEM ENVIRONMENT

show system environment

Overview

This command displays the current environmental status of your device and any

attached PSU, XEM, or other expansion option. The environmental status covers

information about temperatures, fans, and voltage.

For information on filtering and saving command output, see the “Getting Started

with AlliedWare Plus” Feature Overview and Configuration Guide.

Syntax show system environnent

Mode User Exec and Privileged Exec

Example Todisplay the system’s environmental status, use the command:

show system envi ronnent

Output Figure 5-17: Example output from show system environment

1

© 00 ~NOO O~ WwN

Overal |

awpl us#show syst em envi r onnent
Envi ronnent Monitoring Status

St at us: Nor nal

Resource ID: 1 Nane: ATGS980M 52
ID Sensor (Units)

Fan: Fan 1 (Rpnm 3719 2025 -

Vol tage: 1.35V (Volts) 1. 352 1. 209 1. 482
Vol tage: 0.99V (Vol ts) 1.028 0. 891 1. 090
Vol tage: 3.3V (Volts) 3.334 2. 960 3.613
Vol tage: 1.8V (Volts) 1. 826 1. 597 1. 964
Vol t age: 12.0V (Vol ts) 12. 012 10. 767 13. 166
Tenp: Renotel (Degrees O 22 -11 62
Tenp: System (Degrees C) 31 -11 69
Tenp: Renote2 (Degrees O 24 -11 60

Reading Low Limt High Limt Status

QRLRIQLQQRRRIQ

Related show system
Commands

C613-50322-01 Rev B
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SYSTEM CONFIGURATION AND MONITORING COMMANDS

SHOW SYSTEM INTERRUPTS

show system interrupts

Overview Use this command to display the number of interrupts for each IRQ (Interrupt
Request) used to interruptinputlines on a PIC (Programmable Interrupt Controller)
on your device.

For information on filtering and saving command output, see the “Getting Started
with AlliedWare Plus” Feature Overview and Configuration Guide.
Syntax show systeminterrupts
Mode User Exec and Privileged Exec
Example Todisplay information about the number of interrupts for each IRQ in your device,
use the command:
show systeminterrupts
Output Figure 5-18: Example output from the show system interrupts command
awpl us#show system i nterrupts
CPUO
1: 2040274 G C 27 Edge Disabled 1 i proc_gti nmer
2: 5705 G C 105 Level Enabled 0 serial
4: 1 G C 104 Level Enabled 0 ehci _hcd: usbl, ohci hcd: ush2
5: 0 G C 117 Level Enabled 0 18008000. i 2¢c
6: 0 G C 118 Level Enabled 0 3200000.i 2c
7: 3 G C 116 Level Enabled 0 gpio_ccg
8: 48961 G C 221 Level Enabled 0 | i nux-ker nel - bde
9: 0 pca953x 0 Edge Enabl ed 0 pl uggabl e- det ect
Err: 0
Related show system environment
Commands

C613-50322-01 Rev B
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SYSTEM CONFIGURATION AND MONITORING COMMANDS
SHOW SYSTEM MAC

show system mac

Overview This command displays the physical MAC address of the device.
Syntax show system nac
Mode User Exec and Privileged Exec

Example To display the physical MAC address enter the following command:

awpl us# show system nac

Output Figure 5-19: Example output from the show system mac command

awpl us#show syst em mac
eccd. 6d9d. 4eed (system

Related
Commands
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SYSTEM CONFIGURATION AND MONITORING COMMANDS

SHOW SYSTEM SERIALNUMBER

show system serialnumber

Overview

Syntax
Mode

Example

Output

C613-50322-01 Rev B

This command shows the serial number information for the device.

For information on filtering and saving command output, see the “Getting Started
with AlliedWare Plus” Feature Overview and Configuration Guide.

show system seri al nunber
User Exec and Privileged Exec

To display the serial number information for the device, use the command:

awpl us# show system seri al nunber

Figure 5-20: Example output from the show system serial number command

awpl us#show syst em seri al nunber
45AX5300X
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SYSTEM CONFIGURATION AND MONITORING COMMANDS

SHOW TECH-SUPPORT

show tech-support

Overview

Syntax

C613-50322-01 Rev B

This command generates system and debugging information for the device and
saves it to a file.

This command is useful for collecting a large amount of information so that it can
then be analyzed for troubleshooting purposes. The output of this command can
be provided to technical support staff when reporting a problem.

You can optionally limit the command output to display only information for a
given protocol or feature. The features available depend on your device and will be
a subset of the features listed in the table below.

show t ech-support

{[all]|atnf]|auth|bgp|card| dhcpsn|epsr|firewall|ignp|ip|ipve|lmd
| openfl ow| ospf| ospf 6| pinrip|ripng|stack|stp|systemntacacs+|
update]} [outfile <filenane>]

Parameter Description

al | Display full information

at nf Display ATMF-specific information

aut h Display authentication-related information

bgp Display BGP-related information

card Display Chassis Card specific information

dhcpsn Display DHCP Snooping specific information

epsr Display EPSR specific information

firewall Display firewall specific information

i gnp Display IGMP specific information

ip Display IP specific information

i pv6 Display IPv6 specific information

m d Display MLD specific information

openf | ow Display information related to OpenFlow

ospf Display OSPF related information

ospf 6 Display OSPF6 specific information

pi m Display PIM related information

rip RIP related information

ri png Display RIPNG specific information

st ack Display stacking device information

stp Display STP specific information

system Display general system information
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SHOW TECH-SUPPORT

Default

Usage

Mode

Examples
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Parameter Description

tacacs+ Display TACACS+ information

updat e Display resource update specific information

| Output modifier

> Output redirection
>> Output redirection (append)
outfile Output file name

<fil enane> Specifies a name for the output file. If no name is specified, this file
will be saved as: tech-support.txt.gz.

Captures all information for the device.

By default the output is saved to the file ‘tech-support.txt.gz’ in the current
directory. If this file already exists in the current directory then a new file is
generated with the time stamp appended to the file name, for example
‘tech-support20161009.txt.gZ’, so the previous file is retained.

The command generates a large amount of output, which is saved to a file in
compressed format. The output file name can be specified by outfile option. If the
output file already exists, a new file name is generated with the current time stamp.
If the output filename does not end with “.gz", then “.gz" is appended to the
filename. Since output files may be too large for Flash on the device we
recommend saving files to external memory or a TFTP server whenever possible to
avoid device lockup. This method is not likely to be appropriate when running the
working set option of AMF across a range of physically separated devices.

Privileged Exec

To produce the output needed by technical support staff, use the command:

awpl us# show t ech-support
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SPEED (ASYN)

speed (asyn)

Overview

Syntax

Default
Mode

Usage

Example
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This command changes the console speed from the device. Note that a change in
console speed is applied for subsequent console sessions. Exit the current session
to enable the console speed change using the clear line console command.

speed <consol e-speed-i n-bps>

Parameter Description

<consol e- speed-i n-bps> Console speed Baud rate in bps (bits per second).

1200 1200 Baud

2400 2400 Baud

9600 9600 Baud

19200 19200 Baud

38400 38400 Baud

57600 57600 Baud

115200 115200 Baud

The default console speed baud rate is 9600 bps.
Line Configuration

This command is used to change the console (asyn) port speed. Set the console
speed to match the transmission rate of the device connected to the console (asyn)
port on your device.

To set the terminal console (asyn0) port speed from the device to 57600 bps, then
exit the session, use the commands:

awpl us# configure term nal

awpl us(config)# line console O
awpl us(config-line)# speed 57600
awpl us(config-line)# exit

awpl us(config)# exit

awpl us# exit

Then log in again to enable the change:
awpl us | ogi n:

Passwor d:

awpl us>
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SPEED (ASYN)

Related clear line console

Commands .
line
show running-config
show startup-config
speed
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TERMINAL MONITOR

terminal monitor

Overview

Syntax

Default
Mode

Examples

Related
Commands

Command
changes
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Use this command to display debugging output on a terminal.
To display the cursor after a line of debugging output, press the Enter key.

Use the command terminal no monitor or no terminal monitor to stop
displaying debugging output on the terminal. Alternatively, you can use the
timeout option to stop displaying debugging output on the terminal after a set
time.

termnal monitor [<1-60>]

term nal no nonitor

no term nal nonitor

Parameter Description
<1- 60> Set a timeout between 1 and 60 seconds for terminal output.
Disabled

User Exec and Privileged Exec

To display debugging output on a terminal, enter the command:

awpl us# term nal nonitor

To display debugging on the terminal for 60 seconds, enter the command:
awpl us# term nal nonitor 60

To stop displaying debugging output on the terminal, use the command:

awpl us# no term nal nonitor

All debug commands

Version 5.4.8-0.2: no terminal monitor added as an alias for terminal no monitor
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UNDEBUG ALL

undebug all

Overview This command applies the functionality of the no debug all command.
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Pluggables and
Cabling Commands

Introduction

Overview

Command List
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This chapter provides an alphabetical reference of commands used to configure
and monitor Pluggables and Cabling, including:

. Optical Digital Diagnostic Monitoring (DDM) to help find fiber issues when
links go down

For more information, see the Pluggables and Cabling Feature Overview and
Configuration Guide.

“clear fiber-monitoring interface” on page 243
. “clear test cable-diagnostics tdr” on page 244

. “debug fiber-monitoring” on page 245

. “fiber-monitoring action” on page 247

. “fiber-monitoring baseline” on page 249

. “fiber-monitoring enable” on page 251

. “fiber-monitoring interval” on page 252

. “fiber-monitoring sensitivity” on page 253

. “show system fiber-monitoring” on page 255

. “show system pluggable” on page 258

. “show system pluggable detail” on page 260
. “show system pluggable diagnostics” on page 263
. “show test cable-diagnostics tdr” on page 265
. “test cable-diagnostics tdr interface” on page 266
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PLUGGABLES AND CABLING COMMANDS
CLEAR FIBER-MONITORING INTERFACE

clear fiber-monitoring interface

Overview

Syntax

Default
Mode

Usage

Example

Related
Commands

Command
changes
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Use this command to clear the Active Fiber Monitoring state of a port. It clears the
alarm, baseline and history and starts monitoring from the beginning. It does not
change the configuration.

clear fiber-nonitoring interface <port>

Parameter Description
<port> The name of the port to reset Active Fiber Monitoring on.
n/a

Privileged Exec

Normally, you do not need to clear the Active Fiber Monitoring state of a port. If the
issue resolves itself and the monitored optical power returns to the baseline, the
alarm clears automatically.

However, you may need to clear the Active Fiber Monitoring state if the optical
power level reduces for a known reason, causing the port to be stuck in the alarm
state. In this situation, the alarm will not clear automatically, because Active Fiber
Monitoring does not update the baseline when the port is in the alarm state, for
security reasons.

To clear the Active Fiber Monitoring state for interface port1.0.49, use the
command:

awpl us# clear fiber-nonitoring interface portl.0.49

show system fiber-monitoring

Version 5.4.8-0.2: command added
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CLEAR TEST CABLE-DIAGNOSTICS TDR

clear test cable-diagnostics tdr

Overview
Syntax
Mode

Examples

Related
Commands
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Use this command to clear the results of the last cable test that was run.
clear test cabl e-diagnostics tdr
Privileged Exec

To clear the results of a previous cable-diagnostics test use the following
commands:

awpl us# cl ear test cabl e-diagnostics tdr

show test cable-diagnostics tdr

test cable-diagnostics tdr interface
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PLUGGABLES AND CABLING COMMANDS

DEBUG FIBER-MONITORING

debug fiber-monitoring

Overview

Syntax

Default
Mode

Usage

Example
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Use this command to enable debugging of active fiber monitoring on the specified
ports.

Use the no variant of this command to disable debugging on all ports or the
specified ports.

debug fiber-nonitoring interface <port-Ilist>

no debug fiber-nonitoring [interface <port-list>]

Parameter Description

<port-list> The list of fiber ports to enable or disable debugging for, as a
single port, a comma separated list or a hyphenated range.

Debugging of active fiber monitoring is disabled by default.
User Exec/Privileged Exec

While debugging is enabled by this command for a port, all the optical power
readings for the port are sent to the console.

To enable debugging messages for active fiber monitoring of port1.0.49 to be sent
to the console, use the commands:

awpl us# debug fiber-nonitoring interface portl.0.49

awpl us# termnal nonitor

To disable debugging messages for active fiber monitoring on port1.0.49, use the
command:

awpl us# no debug fiber-nonitoring interface port1.0.49
To disable all debugging messages for active fiber monitoring, use the command:

awpl us# no debug fi ber-nonitoring
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DEBUG FIBER-MONITORING

Output Figure 6-1:  Example output from debug fiber-monitoring

awpl us#t

01: 42: 52
01:42: 54
01: 42: 56
01: 42: 58

01:43: 01

Basel i ne:

Basel i ne:

Basel i ne:

Basel i ne:

Basel i ne:

erm nal nonitor

awpl us Pl uggabl e[ 522] :
1709 Threshol d: 1357
awpl us Pl uggabl e[ 522] :
1709 Threshol d: 1357
awpl us Pl uggabl e[ 522] :
1710 Threshol d: 1358
awpl us Pl uggabl e[ 522] :
1710 Threshol d: 1358
awpl us Pl uggabl e[ 522] :
1709 Threshol d: 1357

% War ni ng: Consol e | oggi ng enabl ed
awpl us#01: 42: 50 awpl us Pl uggabl e[ 522] :
Readi ng: 1748 Basel i ne: 1708 Thr eshol d: 1356

Fi ber - noni t or

Fi ber - noni t or

Fi ber - noni t or

Fi ber - noni t or

Fi ber - noni t or

awpl us#debug fi ber-nonitoring interface portl.0.49

port2.0.1: Channe

port2.0.1: Channel:
port2.0.1: Channel:
port2.0.1: Channel:

port2.0.1: Channel:

01

Fi ber-monitor port2.0.1: Channel:1

Readi ng:
Readi ng:
Readi ng:
Readi ng:

Readi ng:

1717

1780

1685

1701

1733

Related

Commands
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show system fiber-monitoring
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PLUGGABLES AND CABLING COMMANDS

FIBER-MONITORING ACTION

fiber-monitoring action

Overview

Syntax

Default
Mode

Usage

Example
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Use this command to specify an action to be taken if the optical power received on
the port changes from the baseline by the amount specified in the
fiber-monitoring sensitivity command.

Use the no variant of this command to remove the specified action or all actions
from the port.

fiber-nmonitoring action [trap] [shutdown] [continuous]

no fiber-nonitoring action [trap| shutdown]

Parameter Description

trap Send an SNMP notification.
shut down Shutdown the port.
conti nuous Make the action or actions happen continuously (every polling

interval) while the sensor is in the alarm state. Otherwise, the
action only happens when the alarm is triggered or cleared.

By default a log message is generated, but no additional action is performed.
Interface Configuration mode for a fiber port.

If fiber monitoring is enabled and this command is not used to set an action, a
change in received power on a fiber port only generates a log message.

To set the device to send an SNMP trap when port1.0.49 or port1.0.52 receive
reduced power and when that reduced-power alarm is cleared, use the
commands:

awplus(config)# interface portl.0.49-portl.0.52
awplus(config-if)# fiber-nonitoring action trap

To set the device to send an SNMP trap when port1.0.49 or port1.0.52 receive
reduced power, and every polling interval after that until the alarm is cleared, use
the commands:

awpl us(config)# interface portl.0.49-portl.0.52
awpl us(config-i1f)# fiber-nmonitoring action trap conti nuous

To set the device to send an SNMP trap and to shut down the port when port1.0.49
or port1.0.52 receive reduced power, use the commands:

awplus(config)# interface portl.0.49-portl.0.52

awplus(config-if)# fiber-nmonitoring action trap shutdown
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To set the device to stop shutting down the port if port1.0.49 or port1.0.52 receive
reduced power, use the commands:

awplus(config)# interface portl.0.49-portl.0.52
awplus(config-if)# no fiber-nonitoring action shutdown
If the device is set to send an SNMP trap for those ports, it will continue to do so.

To set the device not to perform any action when it receives reduced power on
port1.0.49 or port1.0.52, except sending a log message, use the commands:

awplus(config)# interface portl.0.49-portl.0.52
awplus(config-if)# no fiber-monitoring action

Related fiber-monitoring sensitivity

Commands . oo
show system fiber-monitoring

Command Version 5.4.8-0.2: continuous parameter added
changes
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FIBER-MONITORING BASELINE

fiber-monitoring baseline

Overview

Syntax

Default

Mode

Usage
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Use this command to configure how the baseline value for comparison is
calculated for active fiber monitoring on the port.

Note that alarm generation will not commence until the link has been up for a full
averaging period.

Use the no variant of this command to set the fiber-monitoring baseline to its
default value.

fi ber-nonitoring baseline average <12-150> [interval <2-86400>]
fi ber-nonitoring baseline fixed <1-65535>

no fiber-nonitoring baseline

Parameter Description

aver age Set the baseline optical power received to be based on the
<12-150> moving average of the specified number of most recent
(non-zero) values. Default is to use this setting and 12 values.

i nterval Optionally, specify the optical power polling interval for

<2- 86400> determining the baseline, in seconds. By default, the baseline
polling interval is the same as the monitoring polling interval,
which is 5 seconds by default.
If specified, this baseline interval should be larger than the
monitoring interval.
Even if you specify a baseline interval, Active Fiber Monitoring will
use the monitoring interval to calculate the initial baseline
average. This means the first x baseline readings will be taken at
the monitoring interval, where x is the number of readings
specified in the average parameter.
See Usage below for more information.

fixed Set the baseline to a fixed level of received optical power in
<1- 65535> 0.0001mW. Not recommended—see Usage below.

The default is a moving average of the last 12 values, taken at the same interval as
the monitoring interval. The monitoring interval is set using the fiber-monitoring
interval command. If the monitoring interval is set to its default of 5 seconds, the
fiber-monitoring baseline default will be the average over the last minute.

Interface Configuration for a fiber port

There are two ways to configure the baseline. The first is to choose a number of
readings to average. This is the default and recommended method. The second is
to set a fixed value in units of x0.000TmW.

If a fixed value is required, the easiest way to choose a value is to enable fiber
monitoring on the port and use the show system fiber-monitoring command to
see what readings you can expect.
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FIBER-MONITORING BASELINE

Example

Related
Commands

Command
changes
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CAuTION: We do not recommend setting a fixed value because gradual change over
time caused by temperature fluctuations, etc. could lead to unnecessary alarms.

If you use the averaging method, you can optionally specify how often Active Fiber
Monitoring polls the cable to determine the baseline. This allows Active Fiber
Monitoring to update the baseline less often than it polls the device for
monitoring.

In order to prevent the theoretical possibility of slow clamping, you can set the
baseline interval to a large value, so that the baseline average is only updated with
the current reading (for example) once per day or once per hour.

As fiber attenuation can be affected by ambient temperature, take care if changing
the baseline interval in environments with large daily temperature fluctuations.
To set the baseline optical power to a moving average of the last 30 monitoring
readings on port1.0.49 and port1.0.52, use the command:

awplus(config)# interface portl.0.49-portl.0.52

awpl us(config-if)# fiber-nonitoring baseline average 30

To calculate the baseline based on 12 values taken 24 hours (86400 seconds) apart,
instead of using the monitoring interval, use the command:

awplus(config)# interface portl.0.49-portl.0.52

awpl us(config-if)# fiber-nonitoring baseline average 12
i nterval 86400

To set the baseline to its default, averaging the last 12 readings, use the command:
awpl us(config)# interface portl.0.49-portl.0.52

awpl us(config-if)# no fiber-nonitoring baseline

fiber-monitoring interval

fiber-monitoring sensitivity

Version 5.4.8-0.2: interval parameter added
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FIBER-MONITORING ENABLE

fiber-monitoring enable

Overview

Syntax

Default
Mode

Examples

Related
Commands
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Use this command to enable active fiber monitoring on a fiber port. If the port can
support fiber monitoring but does not have the correct SFP or fiber type installed,
the configuration will be saved, and monitoring will commence when a supported
SFPis inserted. Disabling and re-enabling fiber monitoring on a port resets the
baseline calculation.

Use the no variants of this command to disable active fiber monitoring on the
interface, or to remove all the configuration and state for the ports, respectively.

fiber-nonitoring enable
no fiber-nonitoring enable

no fiber-nonitoring

Active fiber monitoring is disabled by default.

Interface Configuration mode for a fiber port

To enable active fiber monitoring on port1.0.49 and port1.0.52, use the
commands:

awplus(config)# interface portl.0.49-portl.0.52
awplus(config-if)# fiber-nmonitoring enabl e

To disable fiber monitoring on the ports, use the commands:
awplus(config)# interface portl.0.49-portl.0.52

awpl us(config-if)# no fiber-nonitoring enable

To remove all fiber-monitoring configuration and state for the ports, use the
commands:

awplus(config)# interface portl.0.49-portl.0.52
awplus(config-i1f)# no fiber-nonitoring
fiber-monitoring action

fiber-monitoring sensitivity

show system fiber-monitoring
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FIBER-MONITORING INTERVAL

fiber-monitoring interval

Overview

Syntax

Default
Mode

Example

Related
Commands
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Use this command to configure the fiber monitoring polling interval in seconds for
the port. The optical power will be read every <interval> seconds and compared
against the calculated threshold values to see if a log message or other action is
required.

Use the no variant of this command to reset the polling interval to the default (5
seconds).
fiber-nonitoring interval <2-60>

no fiber-nonitoring interval

Parameter Description

<2- 60> Optical power polling interval in seconds.

The interval is set to 5 seconds by default.

Interface configuration mode for a fiber port.

To set the fiber monitoring polling interval for port1.0.49 to 30 seconds, use the
commands:

awplus(config)# interface portl.0.49

awpl us(config-if)# fiber-nonitoring interval 30

To reset the fiber monitoring polling interval back to the default (5s), use the
commands:

awpl us(config)# interface portl.0.49

awpl us(config-if)# no fiber-nonitoring interval

fiber-monitoring baseline

show system fiber-monitoring
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FIBER-MONITORING SENSITIVITY

fiber-monitoring sensitivity

Overview

Syntax

Default
Mode

Usage

Example

Related
Commands

C613-50322-01 Rev B

Use this command to configure the sensitivity of the alarm thresholds on the port
for active fiber monitoring.

Use the no variant of this command to reset the sensitivity to the default.

fiber-nonitoring sensitivity (I ow nmedi uni hi gh| hi ghest| fi xed
<25-65535>) | rel ati ve <0.01-10. 0>

no fiber-nonitoring sensitivity

Parameter Description

| ow Low sensitivity (+/-2 dB)

medi um Medium sensitivity (1 dB) (default)

hi gh High sensitivity (the greater of 0.5 dB and 0.0025 mW)
hi ghest The highest sensitivity available: 0.0025mW

fi xed<25-65535> Fixed sensitivity at the specified level in 0.0001 mW.
rel ati ve <0. 01-10. 0> Relative sensitivity at the specified level in dB.

The default is medium sensitivity.
User Exec/Privileged Exec

Alog message is generated and configured actions are taken if the received optical
power drops below the baseline value by the sensitivity configured with this
command.

The sensitivity can be configured to one of four pre-defined levels in decibels or to
a fixed absolute delta in units of 0.0001mW. The alarm thresholds can be seen in
the show system fiber-monitoring output. The maximum absolute sensitivity
configurable is 0.0025 mW. Note that 0.0025 mW equates to a reduction of
approximately 1dB at the maximum attenuation of an AT-SPLX10/1.

To set the fiber monitoring sensitivity for port1.0.49 to a relative sensitivity of 0.1
dB, use the commands:

awplus(config)# interface portl.0.49

awplus(config-if)# fiber-nmonitoring sensitivity relative 0.1

To reset the fiber monitoring sensitivity to the default (medium), use the
commands:

awpl us(config)# interface portl.0.49

awpl us(config-if)# no fiber-nonitoring sensitivity
fiber-monitoring action

fiber-monitoring baseline
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show system fiber-monitoring
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SHOW SYSTEM FIBER-MONITORING

show system fiber-monitoring

Overview

Syntax
Mode

Example

Output

C613-50322-01 Rev B

Use this command to display settings and current status for Active Fiber
Monitoring.

show system fi ber-nonitoring
User Exec and Privileged Exec

To display configuration and status for active fiber monitoring on ports, use the
command:

show system fi ber-nonitoring

Figure 6-2:  Example output from show system fiber-monitoring

awpl us#show sys fi ber-nonitoring
Fi ber Monitoring Status
Readi ng units 0.0001mV

Interface portl.0.49

St at us: enabl ed
Support ed: Support ed pl uggabl e
Debuggi ng: di sabl ed
I nterval : 2 seconds
Sensitivity: 1.00dB
Basel i ne type: average of |ast 35 values greater than 50
St at us:
Basel i ne val ue: 496
Al arm threshol d: 393
Al arm no

Last 12 Readi ngs: 498 498 498 498 498 498 498 498 498 498 498 498
M ni mum r eadi ng: 486
Maxi mum r eadi ng: 498

Interface portl.0.52

St at us: enabl ed
Support ed: Supported pl uggabl e
Debuggi ng: di sabl ed
I nterval : 2 seconds
Sensitivity: 1.00dB
Basel i ne type: average of |ast 30 values greater than 50
St at us:
Basel i ne val ue: 0
Alarmthreshold: O
Al arm no

Last 12 Readings: 0 0 0 0 00O OO 0O0O0O
M ni mum readi ng: 0

Maxi mum readi ng: 0O
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Related
Commands

C613-50322-01 Rev B

Table 6-1: Parameters in the output from show system fiber-monitoring

Readi ng units

The units for optical power readings in the rest of the
display, e.g. 0.000TmW.

St at us Whether active fiber monitoring is enabled or disabled for
this port.

Support ed Whether the pluggable inserted in this port supports
active fiber monitoring.

Debuggi ng Whether debugging of active fiber monitoring is enabled
or disabled for this port.

I nt erval The configured interval between readings of optical
power on this port.

Sensitivity The configured sensitivity threshold for optical power

changes on this port.

Basel i ne type

How the baseline optical power level is calculated: either
the average of the specified number of previous readings
or a specified fixed value in 0.000TmW.

St at us

Current values for the following parameters.

Basel i ne val ue

The baseline value, calculated according to the configured
baseline method, in 0.0001TmW.

Alarm t hreshol d

The current threshold for a change in optical power,
calculated according to the configured sensitivity method,
that will result in action.

Al ar m

Whether the optical power at the most recent reading
fallen below the threshold.

Last 12 readings

The last 12 optical power values measured, in 0.0001mW,
with oldest value first.

M ni mum r eadi ng

The lowest optical power reading since the fiber
pluggable was last inserted, or since active fiber
monitoring was last enabled on the port.

Maxi mum r eadi ng

The highest optical power reading since the fiber
pluggable was last inserted, or since active fiber
monitoring was last enabled on the port.

debug fiber-monitoring
fiber-monitoring action
fiber-monitoring baseline

fiber-monitoring enable
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SHOW SYSTEM FIBER-MONITORING

fiber-monitoring interval

fiber-monitoring sensitivity
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SHOW SYSTEM PLUGGABLE

show system pluggable

Overview This command displays brief pluggable transceiver information showing the
pluggable type, the pluggable serial number, and the pluggable port on the
device. Different types of pluggable transceivers are supported in different models
of device. See your Allied Telesis dealer for more information about the models of
pluggables that your device supports.

Syntax show system pluggable [<port-Ilist>]

Parameter Description

<port-list> The portsto display information about. The port list can be:
« aswitch port (e.g. port1.0.49)

- acontinuous range of ports separated by a hyphen (e.g.
portport1.0.49-port1.0.52)

« acomma-separated list of ports and port ranges (e.g.
port1.0.49,port1.0.52)

Mode User Exec and Privileged Exec

Example To display brief information about all installed pluggable transceivers, use the
command:

awpl us# show system pl uggabl e

Output Figure 6-3:  Example output from show system pluggable

awpl us#show syst em pl uggabl e
Syst em Pl uggabl e | nformation

Por t Vendor Devi ce Seri al Nunber Dat ecode Type
portl1.0.49 ATI AT- SPSX A03240R151300867 15032801 1000BASE- SX
portl.0.52 ATI AT- SPSX A03240R111800076 15032801 1000BASE- SX

Table 7: Parameters in the output from the show system pluggable command

Parameter Description

Por t Specifies the port number for the installed pluggable
transceiver.

Vendor Specifies the vendor’s name for the installed pluggable
transceiver.

Devi ce Specifies the device name for the installed pluggable
transceiver.
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SHOW SYSTEM PLUGGABLE

Table 7: Parameters in the output from the show system pluggable command

Parameter Description

Serial Number Specifies the serial number for the installed pluggable
transceiver.

Dat ecode Specifies the manufacturing datecode for the installed
pluggable transceiver. Checking the manufacturing
datecode with the vendor may be useful when
determining Laser Diode aging issues. For more
information, see "Troubleshooting Fiber and Pluggable
Issues”in the "Pluggables and Cabling" Feature Overview
and Configuration Guide.

Type Specifies the device type for the installed pluggable
transceiver.

Related show system environment

Commands .
show system pluggable detail
show system pluggable diagnostics
C613-50322-01 Rev B Command Reference for GS980M Series 259

AlliedWare Plus™ Operating System - Version 5.4.9-1.x


https://www.alliedtelesis.com/documents/pluggables-and-cabling-feature-overview-and-configuration-guide
https://www.alliedtelesis.com/documents/pluggables-and-cabling-feature-overview-and-configuration-guide

PLUGGABLES AND CABLING COMMANDS
SHOW SYSTEM PLUGGABLE DETAIL

show system pluggable detail

Overview

Syntax

Mode

Usage

C613-50322-01 Rev B

This command displays detailed pluggable transceiver information showing the
pluggable type, the pluggable serial number, and the pluggable port on the
device. Different types of pluggable transceivers are supported in different models
of device. See your Allied Telesis dealer for more information about the models of
pluggables that your device supports.

For information on filtering and saving command output, see the “Getting Started
with AlliedWare Plus” Feature Overview and Configuration Guide.

show system pl uggabl e [ <port-list>] detail

Parameter Description

<port-list> The portsto display information about. The port list can be:
a switch port (e.g. port1.0.49)

a continuous range of ports separated by a hyphen (e.g.
portport1.0.49-port1.0.52)

a comma-separated list of ports and port ranges (e.g.
port1.0.49,port1.0.52)

User Exec and Privileged Exec

In addition to the information about pluggable transceivers displayed using the
show system pluggable command (port, manufacturer, serial number,
manufacturing datecode, and type information), the show system pluggable
detail command displays the following information:

. SFP Laser Wavelength: Specifies the laser wavelength of the installed
pluggable transceiver

. Single mode Fiber: Specifies the link length supported by the pluggable
transceiver using single mode fiber

. OM1 (62.5u m) Fiber: Specifies the link length, in meters (m) or kilometers
(km) supported by the pluggable transceiver using 62.5 micron multi-mode
fiber.

. OM2 (50 m) Fiber: Specifies the link length (in meters or kilometers)
supported by the pluggable transceiver using 50 micron multi-mode fiber.

Diagnostic Calibration: Specifies whether the pluggable transceiver
supports DDM or DOM Internal or External Calibration.

- Internal is displayed if the pluggable transceiver supports DDM or
DOM Internal Calibration.

- External is displayed if the pluggable transceiver supports DDM or
DOM External Calibration.

- a dash (-) is displayed if neither Internal Calibration or External

Calibration is supported.
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SHOW SYSTEM PLUGGABLE DETAIL

Example

Output
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. Power Monitoring: Displays the received power measurement type, which
can be either OMA(Optical Module Amplitude) or Avg(Average Power)
measured in pW.

NOTE: For parameters that are not supported or not specified, a hyphen is displayed
instead.

To display detailed information about the pluggable transceivers installed in a
particular port on the device, use a command like:

awpl us# show system pl uggabl e port1.0.49 detail

To display detailed information about all the pluggable transceivers installed on
the device, use the command:

awpl us# show system pl uggabl e detail

Figure 6-4:  Example output from show system pluggable detail for a port

awpl us#show syst em pl uggabl e port1.0.49 detail
Syst em Pl uggabl e | nformati on Det ai |

port1.0. 49

Vendor Nane: ATI

Devi ce Nane: AT- SPSX

Devi ce Revi si on: A

Devi ce Type: 1000BASE- SX
Serial Nunber: A02420N0607J0023
Manuf act uri ng Dat ecode: 060704

SFP Laser \Wavel engt h: 850nm

Li nk Length Supported
Si ngl e Mode Fi ber : -
OML (62.5um Fiber: 150m
Ow (50um Fiber : 300m
OVB (50um) Fiber : -
Di agnostic Calibration: Ext er nal
Power Monitoring: Aver age

Table 6-1: Parameters in the output from show system pluggable detail

Parameter Description

Por t Specifies the port the pluggable transceiver is installed in.

Vendor Name Specifies the vendor’s name for the installed pluggable
transceiver.

Devi ce Name Specifies the device name for the installed pluggable
transceiver.

Devi ce Revi sion Specifies the hardware revision code for the pluggable
transceiver. This may be useful for troubleshooting because
different devices may support different pluggable
transceiver revisions.
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Table 6-1: Parameters in the output from show system pluggable detail (cont.)

Parameter Description

Devi ce Type Specifies the device type for the installed pluggable
transceiver.

Serial Number Specifies the serial number for the installed pluggable
transceiver.

Manuf act uri ng Specifies the manufacturing datecode for the installed
Dat ecode pluggable transceiver. Checking the manufacturing
datecode with the vendor may be useful when
determining Laser Diode aging issues. For more
information, see “Troubleshooting Fiber and Pluggable
Issues”in the "Pluggables and Cabling" Feature Overview
and Configuration Guide.

SFP Laser Specifies the laser wavelength of the installed pluggable
Wavel engt h transceiver.

Si ngl e Mbde Fi ber | Specifies the link length supported by the pluggable
transceiver using single mode fiber.

OML (62. 5um Specifies the link length (in pum - micron) supported by the
Fi ber pluggable transceiver using 62.5 micron multi-mode fiber.

Ow (50um Fi ber Specifies the link length (in um - micron) supported by the
pluggable transceiver using 50 micron multi-mode fiber.

Di agnosti c Specifies whether the pluggable transceiver supports DDM
Calibration or DOM Internal or External Calibration:

Internal is displayed if the pluggable transceiver supports
DDM or DOM Internal Calibration.

External is displayed if the pluggable transceiver supports
DDM or DOM External Calibration.

- is displayed if neither Internal Calibration or External
Calibration is supported.

Power Monitoring Displays the received power measurement type, which can
be either OMA (Optical Module Amplitude) or Avg
(Average Power) measured in pW.

Related show system environment

Commands
show system pluggable
show system pluggable diagnostics
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PLUGGABLES AND CABLING COMMANDS
SHOW SYSTEM PLUGGABLE DIAGNOSTICS

show system pluggable diagnostics

Overview

Syntax

Mode

Usage

Examples

C613-50322-01 Rev B

This command displays diagnostic information about pluggable transceivers that
support Digital Diagnostic Monitoring (DDM).

Different types of pluggable transceivers are supported in different models of
device. See your device’s Datasheet for more information about the models of
pluggables that your device supports.

For information on filtering and saving command output, see the “Getting Started
with AlliedWare Plus” Feature Overview and Configuration Guide.

show system pl uggabl e [ <port-1list>] diagnostics

Parameter Description

<port-list> The portsto display information about. The port list can be:
« aswitch port (e.g. port1.0.49)

- acontinuous range of ports separated by a hyphen (e.g.
portport1.0.49-port1.0.52)

« acomma-separated list of ports and port ranges (e.g.
port1.0.49,port1.0.52)

User Exec and Privileged Exec

Diagnostic monitoring features allow you to monitor real-time parameters of the
pluggable transceiver, such as optical output power, optical input power,
temperature, laser bias current, and transceiver supply voltage. Additionally, RX
LOS (Loss of Signal) is shown when the received optical level is below a preset
threshold. Monitor these parameters to check on the health of all transceivers,
selected transceivers or a specific transceiver installed in a device.

To display detailed information about all pluggable transceivers installed on a
standalone device, use the command:

awpl us# show system pl uggabl e di agnostics
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SHOW SYSTEM PLUGGABLE DIAGNOSTICS

Output Figure 6-5:  Example output from the show system pluggable diagnostics
command on a device

awpl us#show syst em pl uggabl e di agnosti cs

Syst em Pl uggabl e I nfornmati on Di agnostics

port1.0. 49 St at us Al ar ns VMr ni ngs

Readi ng Al arm Max M n WMr ni ng Max M n
Tenp: (Degrees C) 44.871 - 100.00 -40.00 - 95.000 -30.00
Vcc: (Volts) 3. 3043 - 3.4650 3.1350 - 3.4000 3.2000
Tx Bias: (m) 3. 468 - 13.264 0.000 - 10.264 0.264
Tx Power: (my 0. 2376 - 0.7943 0.0562 - 0.6310 0.0708
Rx Power: (my 0. 2104 - 1.0000 0.0126 - 0.7943 0.0200
Rx LCS: Rx Up

Table 7: Parameters in the output from the show system pluggables
diagnostics command

Parameter Description

Tenp (Degrees C) | Shows the temperature inside the transceiver.
Vcc (Volts) Shows voltage supplied to the transceiver.
Tx Bias (mA) Shows current to the Laser Diode in the transceiver.
Tx Power (mA Shows the amount of light transmitted from the transceiver.
Rx Power (m# Shows the amount of light received in the transceiver.
Rx LOS Rx Loss of Signal. This indicates whether:
« lightis being received (Rx Up) and therefore the link is up,
or
+ lightis not being received (Rx Down) and therefore the
link is down
Related show system environment
Commands
show system pluggable
show system pluggable detail
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SHOW TEST CABLE-DIAGNOSTICS TDR

show test cable-diagnostics tdr

Overview

Syntax
Mode

Examples

Output

Related
Commands

C613-50322-01 Rev B

Use this command to display the results of the last cable-diagnostics test that was
run using the TDR (Time Domain Reflectometer) on a fixed copper cable port.

The displayed status of the cable can be either:

. OK

. Open

. Short (within-pair)
. Short (across-pair)
. Error

show test cabl e-di agnostics tdr
Privileged Exec

To show the results of a cable-diagnostics test use the following command:

show test cabl e-di agnostics tdr

Figure 6-6:  Example output from the show test cable-diagnostics tdr

command
Por t Pair Length St at us
1.0.1 A - K
B - (0.4
C - K
D - K

clear test cable-diagnostics tdr

test cable-diagnostics tdr interface
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TEST CABLE-DIAGNOSTICS TDR INTERFACE

test cable-diagnostics tdr interface

Overview

Syntax

Mode

Example

Related
Commands

C613-50322-01 Rev B

Use this command to apply the Cable Fault Locator’s cable-diagnostics tests to
twisted pair data cables for a selected port. The tests will detect either correct,
short circuit, or open, circuit terminations. For more information on running the
CFL, see the Pluggables and Cabling Feature Overview and Configuration Guide.

The test can take several seconds to complete. See the related show command to
display the test results.

A new test can only be started if no other test is in progress. CFL cannot runon a
port that is currently supplying power via PoE.

The displayed status of the cable can be either, OK, Short (within-pair), or Open.
The “Open” or “Short” status is accompanied with the distance from the source
port to the incorrect termination.

test cabl e-diagnostics tdr interface <interface>

Parameter Description

cable-diagnostics The cable diagnostic tests.

tdr Time Domain Reflectometry.

i nterface Selects the interface to test.

<interface> Interface number of the port to be tested, e.g. port1.0.2.

Privileged Exec

Torun a cable test on the cable inserted into port1.0.1 use the following command:
awpl us# test cabl e-diagnostics tdr interface portl.0.1
You will receive the following message:

Link will go down while test is in progress. Continue? (y/n): y
Select y to continue.

awpl us# y
You will then receive the following message:

Test started. This will take several seconds to conplete. Use
"show test cabl e-diagnostics tdr” to print results.

clear test cable-diagnostics tdr

show test cable-diagnostics tdr
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Logging Commands

Introduction

Overview

Command List

C613-50322-01 Rev B

This chapter provides an alphabetical reference of commands used to configure
logging. See the Logging Feature Overview and Configuration Guide for more
information about the different types of log and how to filter log messages.

. “clear exception log” on page 269

. “clear log” on page 270

. “clear log buffered” on page 271

. “clear log external” on page 272

. “clear log permanent” on page 273

. “copy buffered-log” on page 274

. “copy permanent-log” on page 275

. “default log buffered” on page 276

. “default log console” on page 277
. “default log email” on page 278
. “default log external” on page 279

. “default log host” on page 280

. “default log monitor” on page 281
. “default log permanent” on page 282
. “log buffered” on page 283
. “log buffered (filter)” on page 284
. “log buffered exclude” on page 287
. “log buffered size” on page 290
. “log console” on page 291
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LOGGING COMMANDS

. “log console (filter)” on page 292

. “log console exclude” on page 295
. “log email” on page 298

. “log email (filter)” on page 299

. “log email exclude” on page 302

. “log email time” on page 305

. “log external” on page 307

. “log external (filter)” on page 309

“log external exclude” on page 312
. “log external rotate” on page 315
. “log external size” on page 317
“log facility” on page 318
. “log host” on page 320
. “log host (filter)” on page 322
“log host exclude” on page 325
. “log host source” on page 328
. “log host startup-delay” on page 329
“log host time” on page 331
. “log monitor (filter)” on page 333
. “log monitor exclude” on page 336
“log permanent” on page 339
. “log permanent (filter)” on page 340
. “log permanent exclude” on page 343
“log permanent size” on page 346
. “log-rate-limit nsm” on page 347
. “log trustpoint” on page 348
“show counter log” on page 349
. “show exception log” on page 350
. “show log” on page 351
“show log config” on page 353

Ill

. “show log external” on page 355
. “show log permanent” on page 356
“show running-config log” on page 358

. “unmount” on page 359
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CLEAR EXCEPTION LOG

clear exception log

Overview This command resets the contents of the exception log, but does not remove the
associated core files.

Syntax clear exception |og
Mode Privileged Exec

Example awpl us# clear exception |og
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CLEAR LOG

clear log

Overview This command removes the contents of the buffered and permanent logs.
Syntax clear |og
Mode Privileged Exec

Example To delete the contents of the buffered and permanent log use the command:
awpl us# cl ear 1og
Related clear log buffered
Commands
clear log permanent

show log
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CLEAR LOG BUFFERED

clear log buffered

Overview This command removes the contents of the buffered log.
Syntax clear |og buffered
Mode Privileged Exec

Example To delete the contents of the buffered log use the following commands:

awpl us# clear |og buffered

Related default log buffered
Commands log buffered
log buffered (filter)
log buffered size
log buffered exclude
show log

show log config
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CLEAR LOG EXTERNAL

clear log external

Overview Use this command to delete the external log file from the USB storage device it is
stored on.

If the external log is rotating between multiple files, this command deletes all
those files, not just the most recent one.
Syntax clear |og external

Mode Privileged Exec

Example To delete the external log file, use the command:

awpl us# clear |og external

Related default log external

Commands
log external
log external (filter)
log external exclude
log external rotate
log external size
show log config
show log external
unmount

Command Version 5.4.7-1.1: command added
changes
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CLEAR LOG PERMANENT

clear log permanent

Overview
Syntax
Mode

Example

Related
Commands
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This command removes the contents of the permanent log.
cl ear | og pernanent
Privileged Exec

To delete the contents of the permanent log use the following commands:

awpl us# cl ear | og permanent

default log permanent
log permanent

log permanent (filter)
log permanent exclude
log permanent size
show log config

show log permanent
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COPY BUFFERED-LOG

copy buffered-log

Overview

Syntax

Mode

Example

Related
Commands

Command
changes
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Use this command to copy the buffered log to an internal or external destination.

copy buffered-1o0g <destination-nanme>

Parameter Description

<desti nati on-nane> The filename and path for the destination file. See
Introduction on page 77 for valid syntax.

Privileged Exec

To copy the buffered log file into a folder in Flash named “buffered-log” and name
the file “buffered-log.log”, use the command:
awpl us# copy buffered-l1og flash:/buffered-Iog/buffered-I|og.Iog

To copy the buffered log file onto a USB storage device and name the file
“buffered-log.log”, use the command:

awpl us# copy buffered-1og usb:/buffered-1o0g.lo0g

log buffered
show file systems

show log

Version 5.4.7-1.1: command added
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COPY PERMANENT-LOG

copy permanent-log

Overview

Syntax

Mode

Example

Related
Commands

Command
changes
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Use this command to copy the permanent log to an internal or external
destination.

copy permanent-|og <desti nation-name>

Parameter Description

<desti nati on-nane> The filename and path for the destination file. See
Introduction on page 77 for valid syntax.

Privileged Exec

To copy the permanent log file into a folder in Flash named “perm-log” and name
the file “permanent-log.log”, use the command:

awpl us# copy permanent-1og flash:/perml og/ pernmanent-1og.Iog

To copy the permanent log file onto a USB storage device and name the file
“permanent-log.log”, use the command:

awpl us# copy pernmanent -l og ush:/permanent-I|og. | og

log permanent
show file systems

show log permanent

Version 5.4.7-1.1: command added
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DEFAULT LOG BUFFERED

default log buffered

Overview

Syntax
Default
Mode

Example

Related
Commands
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This command restores the default settings for the buffered log stored in RAM. By

default the size of the buffered log is 50 kB and it accepts messages with the
severity level of “warnings” and above.

default 1 og buffered
The buffered log is enabled by default.

Global Configuration

To restore the buffered log to its default settings use the following commands:

awpl us# configure term nal

awpl us(config)# default |og buffered

clear log buffered
log buffered

log buffered (filter)
log buffered size

log buffered exclude
show log

show log config
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DEFAULT LOG CONSOLE

default log console

Overview

Syntax

Mode

Example

Related
Commands
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This command restores the default settings for log messages sent to the terminal
when a log console command is issued. By default all messages are sent to the
console when a log console command is issued.

default | og console
Global Configuration

To restore the log console to its default settings use the following commands:
awpl us# configure term nal

awpl us(config)# default | og console

log console
log console (filter)
log console exclude

show log config
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DEFAULT LOG EMAIL

default log email

Overview

Syntax

Mode

Example

Related
Commands
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This command restores the default settings for log messages sent to an email
address. By default no filters are defined for email addresses. Filters must be
defined before messages will be sent. This command also restores the remote
syslog server time offset value to local (no offset).

default 1 og email <enunil -address>

Parameter Description

<emui | - address> The email address to send log messages to

Global Configuration
To restore the default settings for log messages sent to the email address
adm n@l | i edt el esi s. comuse the following commands:

awpl us# configure termnal

awpl us(config)# default log email adnin@lliedtel esis.com

log email

log email (filter)
log email exclude
log email time

show log config
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DEFAULT LOG EXTERNAL

default log external

Overview Use this command to restore the default settings for the external log. By default,
the size of the external log is 50 kB, it rotates through 1 additional file, and it
accepts messages with a severity level of notices and above.

Note that this command does not clear the configured filename for the external
log.
Syntax default |og external

Mode Global Configuration

Example To restore the default settings for the external log, use the commands:
awpl us# configure term nal

awpl us(config)# default |og external

Related clear log external

Commands
log external
log external (filter)
log external exclude
log external rotate
log external size
show log config
show log external
unmount

Command Version 5.4.7-1.1: command added
changes

C613-50322-01 Rev B Command Reference for GS980M Series 279
AlliedWare Plus™ Operating System - Version 5.4.9-1.x



LOGGING COMMANDS
DEFAULT LOG HOST

default log host

Overview

Syntax

Mode

Example

Related
Commands
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This command restores the default settings for log sent to a remote syslog server.
By default no filters are defined for remote syslog servers. Filters must be defined
before messages will be sent. This command also restores the remote syslog server
time offset value to local (no offset).

default | og host <ip-addr>

Parameter Description

<i p- addr > The IP address of a remote syslog server

Global Configuration

To restore the default settings for messages sent to the remote syslog server with
IP address 10. 32. 16. 21 use the following commands:

awpl us# configure termnal

awpl us(config)# default |1og host 10.32.16.21

log host

log host (filter)
log host exclude
log host source
log host time

show log config
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DEFAULT LOG MONITOR

default log monitor

Overview This command restores the default settings for log messages sent to the terminal
when a terminal monitor command is used.

Syntax default |og nonitor
Default All messages are sent to the terminal when a terminal monitor command is used.
Mode Global Configuration

Example To restore the log monitor to its default settings use the following commands:
awpl us# configure term nal

awpl us(config)# default |og nonitor

Related log monitor (filter)

Commands .
log monitor exclude
show log config
terminal monitor
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DEFAULT LOG PERMANENT

default log permanent

Overview

Syntax
Default
Mode

Example

Related
Commands
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This command restores the default settings for the permanent log stored in Flash.
By default, the size of the permanent log is 50 kB and it accepts messages with the

severity level of war ni ngs and above.
default | og pernanent
The permanent log is enabled by default.

Global Configuration

To restore the permanent log to its default settings use the following commands:

awpl us# configure term nal

awpl us(config)# default | og permanent

clear log permanent
log permanent

log permanent (filter)
log permanent exclude
log permanent size
show log config

show log permanent
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LOG BUFFERED

log buffered

Overview This command configures the device to store log messages in RAM. Messages
stored in RAM are not retained on the device over a restart. Once the buffered log
reaches its configured maximum allowable size old messages will be deleted to
make way for new ones.

Syntax | og buffered

no | og buffered
Default The buffered log is configured by default.
Mode Global Configuration
Examples To configured the device to store log messages in RAM use the following

commands:

awpl us# configure term nal

awpl us(config)# log buffered

To configure the device to not store log messages in a RAM buffer use the
following commands:

awpl us# configure term nal

awpl us(config)# no | og buffered

Related clear log buffered
Commands copy buffered-log
default log buffered
log buffered (filter)
log buffered size
log buffered exclude

show log

show log config
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LOG BUFFERED (FILTER)

log buffered (filter)

Overview Use this command to create a filter to select messages to be sent to the buffered
log. Selection can be based on the priority/ severity of the message, the program
that generated the message, the logging facility used, a sub-string within the
message or a combination of some or all of these.

The no variant of this command removes the corresponding filter, so that the
specified messages are no longer sent to the buffered log.

Syntax |og buffered [l evel <level >] [program<program nane>] [facility
<facility>] [nmsgtext <text-string>]

no log buffered [l evel <level>] [program <program nane>]
[facility <facility>] [nmsgtext <text-string>]

Parameter Description

| evel Filter messages to the buffered log by severity level.
<l evel > The minimum severity of message to send to the buffered log. The level can be specified as
one of the following numbers or level names, where 0 is the highest severity and 7 is the
lowest severity:
0| ener genci es System is unusable
llalerts Action must be taken immediately
2| critical Critical conditions
3lerrors Error conditions
4| war ni ngs Warning conditions
5] noti ces Normal, but significant, conditions
6| i nf or mati onal Informational messages
7| debuggi ng Debug-level messages
pr ogram Filter messages to the buffered log by program. Include messages from a specified program in

the buffered log.

<pr ogr am The name of a program to log messages from. You can enter either one of the following

name> predefined program names (depending on your device model), or another program name
that you find in the log output. The pre-defined names are not case sensitive but other
program names from the log output are.

rip Routing Information Protocol (RIP)
ripng Routing Information Protocol - next generation (RIPng)
ospf Open Shortest Path First (OSPF)
ospfv3 Open Shortest Path First (OSPF) version 3 (OSPFv3)
bgp Border Gateway Protocol (BGP)
rsvp Resource Reservation Protocol (RSVP)
pi mdm Protocol Independent Multicast - Dense Mode (PIM-DM)
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Parameter Description

pi msm Protocol Independent Multicast - Sparse Mode (PIM-SM)
pi msnv6 PIM-SM version 6 (PIM-SMv6)
dot 1x IEEE 802.1X Port-Based Access Control
| acp Link Aggregation Control Protocol (LACP)
stp Spanning Tree Protocol (STP)
rstp Rapid Spanning Tree Protocol (RSTP)
st p Multiple Spanning Tree Protocol (MSTP)
i m Integrated Management Interface (IMI)
i msh Integrated Management Interface Shell (IMISH)
epsr Ethernet Protection Switched Rings (EPSR)
irdp ICMP Router Discovery Protocol (IRDP)
rmon Remote Monitoring
| ooppr ot Loop Protection
poe Power-inline (Power over Ethernet)
dhcpsn DHCP snooping (DHCPSN)
facility Filter messages to the buffered log by syslog facility.

<facility> Specify one of the following syslog facilities to include messages from in the buffered log:

kern Kernel messages
user Random user-level messages
mai | Mail system
daenon System daemons
aut h Security/authorization messages
sysl og Messages generated internally by syslogd
| pr Line printer subsystem
news Network news subsystem
uucp UUCP subsystem
cron Clock daemon
aut hpriv Security/authorization messages (private)
ftp FTP daemon
nmegt ext Select messages containing a certain text string.
<t ext - A text string to match (maximum 128 characters). This is case sensitive, and must be the last
string> text on the command line.
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LOG BUFFERED (FILTER)

Default

Mode

Examples

Related
Commands

C613-50322-01 Rev B

By default the buffered log has a filter to select messages whose severity level is
“notices (5)” or higher. This filter may be removed using the no variant of this
command.

Global Configuration
To add a filter to send all messages generated by EPSR that have a severity of

notices or higher to the buffered log, use the following commands:

awpl us# configure term nal

awplus(config)# |l og buffered | evel notices program epsr

To add a filter to send all messages containing the text “Bridging initialization” to
the buffered log, use the following commands:

awpl us# configure term nal

awplus(config)# log buffered nmsgtext Bridging initialization

To remove a filter that sends all messages generated by EPSR that have a severity
of notices or higher to the buffered log, use the following commands:

awpl us# configure term nal

awpl us(config)# no |l og buffered | evel notices program epsr

To remove a filter that sends all messages containing the text “Bridging
initialization” to the buffered log, use the following commands:

awpl us# configure term nal

awpl us(config)# no | og buffered nsgtext Bridging initialization

clear log buffered
default log buffered
log buffered

log buffered size

log buffered exclude
show log

show log config
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LOG BUFFERED EXCLUDE

log buffered exclude

Overview

Syntax

Use this command to exclude specified log messages from the buffered log. You
can exclude messages on the basis of:

. the priority/severity of the message

. the program that generated the message

. the logging facility used

. a sub-string within the message, or

. a combination of some or all of these.

Use the no variant of this command to stop excluding the specified messages.

| og buffered exclude [l evel <level>] [program <program nane>]
[facility <facility>] [msgtext <text-string>]

no | og buffered exclude [l evel <level>] [program
<program nane>] [facility <facility>] [nsgtext <text-string>]

Parameter Description

C613-50322-01 Rev B

| evel Exclude messages of the specified severity level.
<l evel > The severity level to exclude. The level can be specified as one of the following numbers or
level names, where 0 is the highest severity and 7 is the lowest severity:
0| emer genci es System is unusable
llalerts Action must be taken immediately
2| critical Critical conditions
3lerrors Error conditions
4| war ni ngs Warning conditions
5] noti ces Normal, but significant, conditions
6| i nf or mati onal Informational messages
7| debuggi ng Debug-level messages
pr ogram Exclude messages from a specified program.
<pr ogr am The name of a program. You can enter either one of the following predefined program names
nane> (depending on your device model), or another program name that you find in the log output.
The pre-defined names are not case sensitive but other program names from the log output
are.
rip Routing Information Protocol (RIP)
ripng Routing Information Protocol - next generation (RIPng)
ospf Open Shortest Path First (OSPF)
ospfv3 Open Shortest Path First (OSPF) version 3 (OSPFv3)
bgp Border Gateway Protocol (BGP)
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Parameter Description

rsvp Resource Reservation Protocol (RSVP)
pi mdm Protocol Independent Multicast - Dense Mode (PIM-DM)
pi msm Protocol Independent Multicast - Sparse Mode (PIM-SM)
pi msmv6 PIM-SM version 6 (PIM-SMv6)
dot 1x IEEE 802.1X Port-Based Access Control
| acp Link Aggregation Control Protocol (LACP)
stp Spanning Tree Protocol (STP)
rstp Rapid Spanning Tree Protocol (RSTP)
nst p Multiple Spanning Tree Protocol (MSTP)
im Integrated Management Interface (IMI)
imsh Integrated Management Interface Shell (IMISH)
epsr Ethernet Protection Switched Rings (EPSR)
i rdp ICMP Router Discovery Protocol (IRDP)
rnon Remote Monitoring
| ooppr ot Loop Protection
poe Power-inline (Power over Ethernet)
dhcpsn DHCP snooping (DHCPSN)
facility Exclude messages from a syslog facility.

<facility> Specify one of the following syslog facilities to exclude messages from:

kern Kernel messages
user Random user-level messages
mai | Mail system
daenon System daemons
aut h Security/authorization messages
sysl og Messages generated internally by syslogd
| pr Line printer subsystem
news Network news subsystem
uucp UUCP subsystem
cron Clock daemon
aut hpri v Security/authorization messages (private)
ftp FTP daemon
msgt ext Exclude messages containing a certain text string.
<t ext - A text string to match (maximum 128 characters). This is case sensitive, and must be the last
string> text on the command line.
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Default No log messages are excluded
Mode Global configuration
Example Toremove messages that contain the string “example of irrelevant message”, use
the following commands:

awpl us# configure term nal

awpl us(config)# | og buffered exclude nmsgtext exanple of
irrel evant nessage

Related clear log buffered
Commands default log buffered
log buffered
log buffered (filter)
log buffered size
show log

show log config
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LOG BUFFERED SIZE

log buffered size

Overview

Syntax

Mode

Example

Related
Commands
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This command configures the amount of memory that the buffered log is
permitted to use. Once this memory allocation has been filled old messages will be
deleted to make room for new messages.

| og buffered size <50-250>

Parameter Description

<50- 250> Size of the RAM log in kilobytes

Global Configuration

To allow the buffered log to use up to 100 kB of RAM use the following commands:

awpl us# configure term nal

awpl us(config)# log buffered size 100

clear log buffered
copy buffered-log
default log buffered
log buffered

log buffered (filter)
log buffered exclude
show log

show log config
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log console

Overview

Syntax

Mode

Examples

Related
Commands
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This command configures the device to send log messages to consoles. The
consolelog is configured by default to send messages to the device’s main console
port.

Use the no variant of this command to configure the device not to send log
messages to consoles.

| og consol e

no | og consol e
Global Configuration

To configure the device to send log messages use the following commands:

awpl us# configure term nal

awpl us(config)# | og consol e

To configure the device not to send log messages in all consoles use the following
commands:

awpl us# configure termnal

awpl us(config)# no | og consol e

default log console
log console (filter)
log console exclude

show log config
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LOG CONSOLE (FILTER)

log console (filter)

Overview

Syntax

This command creates a filter to select messages to be sent to all consoles when
the log console command is given. Selection can be based on the priority/severity
of the message, the program that generated the message, the logging facility
used, a sub-string within the message or a combination of some or all of these.

| og consol e [l evel <level>] [program<programname>] [facility
<facility>] [nmBgtext <text-string>]

no | og console [l evel <level>] [program <program nane>]
[facility <facility>] [nBgtext <text-string>]

Parameter Description

| evel Filter messages by severity level.

<l evel > The minimum severity of message to send. The level can be specified as one of the following
numbers or level names, where 0 is the highest severity and 7 is the lowest severity:

0| emer genci es System is unusable
llalerts Action must be taken immediately
2| critical Critical conditions
3lerrors Error conditions
4| war ni ngs Warning conditions
5| noti ces Normal, but significant, conditions
6| i nf or mati onal Informational messages
7| debuggi ng Debug-level messages
program Filter messages by program. Include messages from a specified program.

<pr ogr am The name of a program to log messages from. You can enter either one of the following

name> predefined program names (depending on your device model), or another program name
that you find in the log output. The pre-defined names are not case sensitive but other
program names from the log output are.

C613-50322-01 Rev B

rip Routing Information Protocol (RIP)

ripng Routing Information Protocol - next generation (RIPng)
ospf Open Shortest Path First (OSPF)

ospfv3 Open Shortest Path First (OSPF) version 3 (OSPFv3)

bgp Border Gateway Protocol (BGP)

rsvp Resource Reservation Protocol (RSVP)

pi mdm Protocol Independent Multicast - Dense Mode (PIM-DM)
pi msm Protocol Independent Multicast - Sparse Mode (PIM-SM)
pi msnmv6 PIM-SM version 6 (PIM-SMv6)
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Parameter Description

dot 1x IEEE 802.1X Port-Based Access Control
| acp Link Aggregation Control Protocol (LACP)
stp Spanning Tree Protocol (STP)
rstp Rapid Spanning Tree Protocol (RSTP)
st p Multiple Spanning Tree Protocol (MSTP)
im Integrated Management Interface (IMI)
imsh Integrated Management Interface Shell (IMISH)
epsr Ethernet Protection Switched Rings (EPSR)
i rdp ICMP Router Discovery Protocol (IRDP)
rnon Remote Monitoring
| ooppr ot Loop Protection
poe Power-inline (Power over Ethernet)
dhcpsn DHCP snooping (DHCPSN)

facility Filter messages by syslog facility.

<facility> Specify one of the following syslog facilities to include messages from:

kern Kernel messages

user Random user-level messages

mai | Mail system

daenon System daemons

aut h Security/authorization messages

sysl og Messages generated internally by syslogd

| pr Line printer subsystem

news Network news subsystem

uucp UUCP subsystem

cron Clock daemon

aut hpri v Security/authorization messages (private)

ftp FTP daemon
msgt ext Select messages containing a certain text string.
<t ext - A text string to match (maximum 128 characters). This is case sensitive, and must be the last
string> text on the command line.

Default By default the console log has a filter to select messages whose severity level is

C613-50322-01 Rev B

critical orhigher. This filter may be removed using the no variant of this
command. This filter may be removed and replaced by filters that are more

selective.
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LOG CONSOLE (FILTER)

Mode

Examples

Related
Commands
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Global Configuration

To create afilter to send all messages containing the text “Bridging initialization”
to console instances where the log console command has been entered, use the
following commands:

awpl us# configure term nal
awpl us(config)# log console nsgtext "Bridging initialization"

To remove a filter that sends all messages generated by EPSR that have a severity
of notices or higher to consoles, use the following commands:

awpl us# configure term nal

awpl us(config)# no | og consol e | evel notices program epsr

To remove a default filter that includes sending critical, alert and emergency
level messages to the console, use the following commands:

awpl us# configure termnal

awpl us(config)# no log console level critical

default log console
log console
log console exclude

show log config
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LOG CONSOLE EXCLUDE

log console exclude

Overview Use this command to prevent specified log messages from being sent to the

console, when console logging is turned on. You can exclude messages on the

basis of:
. the priority/severity of the message
. the program that generated the message

. the logging facility used
. a sub-string within the message, or
. a combination of some or all of these.

Use the no variant of this command to stop excluding the specified messages.

Syntax | og consol e exclude [level <level>] [program <program name>]

[facility <facility>] [nsgtext <text-string>]

no | og consol e exclude [l evel <l evel >] [program<program nane>]
[facility <facility>] [nsgtext <text-string>]

Parameter Description
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| evel Exclude messages of the specified severity level.
<l evel > The severity level to exclude. The level can be specified as one of the following numbers or
level names, where 0 is the highest severity and 7 is the lowest severity:
0| emer genci es System is unusable
llalerts Action must be taken immediately
2| critical Critical conditions
3lerrors Error conditions
4| war ni ngs Warning conditions
5| noti ces Normal, but significant, conditions
6| i nf or mati onal Informational messages
7| debuggi ng Debug-level messages
program Exclude messages from a specified program.
<pr ogr am The name of a program. You can enter either one of the following predefined program names
name> (depending on your device model), or another program name that you find in the log output.
The pre-defined names are not case sensitive but other program names from the log output
are.
rip Routing Information Protocol (RIP)
ripng Routing Information Protocol - next generation (RIPng)
ospf Open Shortest Path First (OSPF)
ospfv3 Open Shortest Path First (OSPF) version 3 (OSPFv3)
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Parameter Description

bgp Border Gateway Protocol (BGP)
rsvp Resource Reservation Protocol (RSVP)
pi m dm Protocol Independent Multicast - Dense Mode (PIM-DM)
pi msm Protocol Independent Multicast - Sparse Mode (PIM-SM)
pi msnv6 PIM-SM version 6 (PIM-SMv6)
dot 1x IEEE 802.1X Port-Based Access Control
| acp Link Aggregation Control Protocol (LACP)
stp Spanning Tree Protocol (STP)
rstp Rapid Spanning Tree Protocol (RSTP)
st p Multiple Spanning Tree Protocol (MSTP)
i m Integrated Management Interface (IMI)
i msh Integrated Management Interface Shell (IMISH)
epsr Ethernet Protection Switched Rings (EPSR)
irdp ICMP Router Discovery Protocol (IRDP)
rnon Remote Monitoring
| ooppr ot Loop Protection
poe Power-inline (Power over Ethernet)
dhcpsn DHCP snooping (DHCPSN)
facility Exclude messages from a syslog facility.

<facility> Specify one of the following syslog facilities to exclude messages from:

kern Kernel messages
user Random user-level messages
mai | Mail system
daenon System daemons
aut h Security/authorization messages
sysl og Messages generated internally by syslogd
| pr Line printer subsystem
news Network news subsystem
uucp UUCP subsystem
cron Clock daemon
aut hpri v Security/authorization messages (private)
ftp FTP daemon
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LOG CONSOLE EXCLUDE

Parameter Description

msgt ext Exclude messages containing a certain text string.
<t ext - A text string to match (maximum 128 characters). This is case sensitive, and must be the last
string> text on the command line.

Default Nolog messages are excluded
Mode Global configuration

Example Toremove messages that contain the string “example of irrelevant message”, use
the following commands:

awpl us# configure term nal

awpl us(config)# | og consol e exclude nsgtext exanpl e of
irrel evant nessage

Related default log console

Commands
log console
log console (filter)
show log config
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LOG EMAIL

log email

Overview

Syntax

Default

Mode

Example

Related
Commands
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This command configures the device to send log messages to an email address.
The email address is specified in this command.

| og email <email - address>

Parameter Description

<emui | -address>  The email address to send log messages to

By default nofilters are defined for email log targets. Filters must be defined before
messages will be sent.

Global Configuration
To have log messages emailed to the email address

adm n@l | i edt el esi s. comuse the following commands:

awpl us# configure term nal

awplus(config)# log email admi n@lliedtel esis.com

default log email
log email (filter)
log email exclude
log email time

show log config
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LOG EMAIL (FILTER)

log email (filter)

Overview This command creates a filter to select messages to be sent to an email address.
Selection can be based on the priority/ severity of the message, the program that
generated the message, the logging facility used, a sub-string within the message
or a combination of some or all of these.

The no variant of this command configures the device to no longer send log
messages to a specified email address. All configuration relating to this log target
will be removed.

Syntax |og email <emmil-address> [level <level>] [program
<program nane>] [facility <facility>] [nmsgtext <text-string>]

no log email <emmil-address> [l evel <level>] [program
<program nane>] [facility <facility>] [nmsgtext <text-string>]

Parameter Description

<emai | - The email address to send logging messages to

addr ess>

| evel Filter messages by severity level.

<l evel > The minimum severity of message to send. The level can be specified as one of the following

numbers or level names, where 0 is the highest severity and 7 is the lowest severity:

0| ener genci es System is unusable
llalerts Action must be taken immediately
2|critical Critical conditions
3lerrors Error conditions
4| war ni ngs Warning conditions
5| noti ces Normal, but significant, conditions
6| i nf ormati onal Informational messages
7| debuggi ng Debug-level messages
program Filter messages by program. Include messages from a specified program.

<pr ogr am The name of a program to log messages from. You can enter either one of the following

name> predefined program names (depending on your device model), or another program name
that you find in the log output. The pre-defined names are not case sensitive but other
program names from the log output are.

rip Routing Information Protocol (RIP)
ri png Routing Information Protocol - next generation (RIPng)
ospf Open Shortest Path First (OSPF)
ospfv3 Open Shortest Path First (OSPF) version 3 (OSPFv3)
bgp Border Gateway Protocol (BGP)
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Parameter Description

rsvp Resource Reservation Protocol (RSVP)
pi mdm Protocol Independent Multicast - Dense Mode (PIM-DM)
pi msm Protocol Independent Multicast - Sparse Mode (PIM-SM)
pi msmv6 PIM-SM version 6 (PIM-SMv6)
dot 1x IEEE 802.1X Port-Based Access Control
| acp Link Aggregation Control Protocol (LACP)
stp Spanning Tree Protocol (STP)
rstp Rapid Spanning Tree Protocol (RSTP)
nst p Multiple Spanning Tree Protocol (MSTP)
im Integrated Management Interface (IMI)
imsh Integrated Management Interface Shell (IMISH)
epsr Ethernet Protection Switched Rings (EPSR)
i rdp ICMP Router Discovery Protocol (IRDP)
rnon Remote Monitoring
| ooppr ot Loop Protection
poe Power-inline (Power over Ethernet)
dhcpsn DHCP snooping (DHCPSN)
facility Filter messages by syslog facility.

<facility> Specify one of the following syslog facilities to include messages from:

kern Kernel messages
user Random user-level messages
mai | Mail system
daenon System daemons
aut h Security/authorization messages
sysl og Messages generated internally by syslogd
| pr Line printer subsystem
news Network news subsystem
uucp UUCP subsystem
cron Clock daemon
aut hpri v Security/authorization messages (private)
ftp FTP daemon
msgt ext Select messages containing a certain text string.
<t ext - A text string to match (maximum 128 characters). This is case sensitive, and must be the last
string> text on the command line.
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Mode

Examples

Related
Commands
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Global Configuration

To create afilter to send all messages generated by EPSR that have a severity of
notices or higher to the email address admin@homebase.com, use the following
commands:

awpl us# configure term nal

awpl us(config)# log email adm n@onebase. com | evel notices
program epsr

To create a filter to send all messages containing the text “Bridging initialization”,
to the email address admin@homebase.com, use the following commands:

awpl us# configure term nal
awplus(config)# | og email admi n@onebase. comnsgt ext "Bri dgi ng
initialization"

To create a filter to send messages with a severity level of informational and
above to the email address admin@alliedtelesis.com, use the following
commands:

awpl us# configure term nal

awplus(config)# log email adm n@lliedtel esis.comlevel
i nformati onal

To stop the device emailing log messages emailed to the email address
admin@alliedtelesis.com, use the following commands:

awpl us# configure termnal
awpl us(config)# no log email adni n@onebase. com

To remove a filter that sends all messages generated by EPSR that have a severity
of notices or higher to the email address admin@homebase.com, use the
following commands:

awpl us# configure term nal

awplus(config)# no log email adnmi n@onebase. com | evel notices
program epsr

To remove a filter that sends messages with a severity level of informational and
above to the email address admin@alliedtelesis.com, use the following
commands:

awpl us# configure term nal

awpl us(config)# no log email adm n@lliedtel esis.comlevel
i nf or mati onal

default log email
log email

log email exclude
log email time

show log config
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log email exclude

Overview

Syntax

Use this command to prevent specified log messages from being emailed, when
the device is configured to send log messages to an email address. You can
exclude messages on the basis of:

. the priority/severity of the message

. the program that generated the message
. the logging facility used

. a sub-string within the message, or

. a combination of some or all of these.

Use the no variant of this command to stop excluding the specified messages.

log emai|l exclude [l evel <level>] [program <progran nane>]
[facility <facility>] [nsgtext <text-string>]

no |l og email exclude [level <level>] [program <program nane>]
[facility <facility>] [nsgtext <text-string>]

Parameter Description

| evel Exclude messages of the specified severity level.
<l evel > The severity level to exclude. The level can be specified as one of the following numbers or
level names, where 0 is the highest severity and 7 is the lowest severity:
0| emer genci es System is unusable
llalerts Action must be taken immediately
2| critical Critical conditions
3lerrors Error conditions
4| war ni ngs Warning conditions
5| noti ces Normal, but significant, conditions
6| i nf or mati onal Informational messages
7| debuggi ng Debug-level messages
program Exclude messages from a specified program.
<pr ogr am The name of a program. You can enter either one of the following predefined program names
name> (depending on your device model), or another program name that you find in the log output.
The pre-defined names are not case sensitive but other program names from the log output
are.
rip Routing Information Protocol (RIP)
ripng Routing Information Protocol - next generation (RIPng)
ospf Open Shortest Path First (OSPF)
ospfv3 Open Shortest Path First (OSPF) version 3 (OSPFv3)
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Parameter Description

bgp Border Gateway Protocol (BGP)
rsvp Resource Reservation Protocol (RSVP)
pi m dm Protocol Independent Multicast - Dense Mode (PIM-DM)
pi msm Protocol Independent Multicast - Sparse Mode (PIM-SM)
pi msnv6 PIM-SM version 6 (PIM-SMv6)
dot 1x IEEE 802.1X Port-Based Access Control
| acp Link Aggregation Control Protocol (LACP)
stp Spanning Tree Protocol (STP)
rstp Rapid Spanning Tree Protocol (RSTP)
st p Multiple Spanning Tree Protocol (MSTP)
i m Integrated Management Interface (IMI)
i msh Integrated Management Interface Shell (IMISH)
epsr Ethernet Protection Switched Rings (EPSR)
irdp ICMP Router Discovery Protocol (IRDP)
rnon Remote Monitoring
| ooppr ot Loop Protection
poe Power-inline (Power over Ethernet)
dhcpsn DHCP snooping (DHCPSN)
facility Exclude messages from a syslog facility.

<facility> Specify one of the following syslog facilities to exclude messages from:

kern Kernel messages
user Random user-level messages
mai | Mail system
daenon System daemons
aut h Security/authorization messages
sysl og Messages generated internally by syslogd
| pr Line printer subsystem
news Network news subsystem
uucp UUCP subsystem
cron Clock daemon
aut hpri v Security/authorization messages (private)
ftp FTP daemon
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Parameter Description

msgt ext Exclude messages containing a certain text string.
<t ext - A text string to match (maximum 128 characters). This is case sensitive, and must be the last
string> text on the command line.

Default Nolog messages are excluded
Mode Global configuration

Example Toremove messages that contain the string “example of irrelevant message”, use
the following commands:

awpl us# configure term nal

awpl us(config)# | og email excl ude nsgt ext exanpl e of irrel evant
nessage

Related defaultlog email

Commands .
log email
log email (filter)
log email time
show log config
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log email time

Overview This command configures the time used in messages sent to an email address. If
the syslog server is in a different time zone to your device then the time offset can
be configured using either the utc-offset parameter option keyword or the
local-offset parameter option keyword, where utc-offset is the time difference
from UTC (Universal Time, Coordinated) and local-offset is the difference from
local time.

Syntax |og email <emmil-address> tine {local|local-offset|utc-offset
{pl us| m nus}<0- 24>}

Parameter Description

<emai | - addr ess> The email address to send log messages to

time Specify the time difference between the email recipient and the
device you are configuring.

| ocal The device is in the same time zone as the email recipient

| ocal - of f set The device is in a different time zone to the email recipient. Use
the plus or minus keywords and specify the difference (offset)
from local time of the device to the email recipient in hours.

ut c- of f set The device is in a different time zone to the email recipient. Use
the plus or minus keywords and specify the difference (offset)
from UTC time of the device to the email recipient in hours.

pl us Negative offset (difference) from the device to the email
recipient.

m nus Positive offset (difference) from the device to the email
recipient.

<0- 24> World Time zone offset in hours

Default The default is local time.
Mode Global Configuration

Usage Use the local option if the email recipient is in the same time zone as this device.
Messages will display the time as on the local device when the message was
generated.

Use the offset option if the email recipient is in a different time zone to this device.
Specify the time offset of the email recipient in hours. Messages will display the
time they were generated on this device but converted to the time zone of the
email recipient.
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Related
Commands
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To send messages to the email addresst est @one. comin the same time zone
as the device’s local time zone, use the following commands:

awpl us# configure term nal
awplus(config)# | og email admi n@ase.comtinme local O

To send messages to the email address adm n@ase. comwith the time
information converted to the time zone of the email recipient, which is 3 hours
ahead of the device’s local time zone, use the following commands:

awpl us# configure termnal

awpl us(config)# |l og emai | admi n@ase. comtinme | ocal - of fset plus
3

To send messages to the email address user @ enot e. comwith the time
information converted to the time zone of the email recipient, which is 3 hours
behind the device’s UTC time zone, use the following commands:

awpl us# configure term nal

awpl us(config)# log email user @enote.comtinme utc-offset mnus
3

default log email
log email

log email (filter)
log email exclude

show log config
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log external

Overview

Syntax

Default
Mode

Usage

Example

Related
Commands

C613-50322-01 Rev B

Use this command to enable external logging. External logging sends syslog
messages to a file on a USB storage device.

If the file does not already exist on the storage device, it (and any specified
subdirectory) will be automatically created. If the file already exists, messages are
appended to it.

Use the no variant of this command to disable external logging.

| og external <fil enanme>

no | og external

Parameter Description

<fil enane> The file and optionally directory path to store the log messages in.
See Introduction on page 77 for valid syntax.

External logging is disabled by default.
Global Configuration

We strongly recommend using ext3 or ext4 as the file system on the external
storage device. These file systems have a lower risk of file corruption occurring if
the switch or firewall loses power.

You should also unmount the storage device before removing it from the switch
or firewall, to avoid corrupting the log file. To unmount the device, use the
unmount command.

To save messages to a file called “messages.log” in a directory called “log” on a USB
storage device, use the command:

awpl us# configure term nal

awplus(config)# | og external usb:/log/ messages. | og

clear log external
default log external
log external (filter)
log external exclude
log external rotate
log external size
show log config
show log external

unmount
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Command Version 5.4.7-1.1: command added
changes
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log external (filter)

Overview

Use this command to create a filter to select messages to be sent to the external
log. You can include messages based on:

. the priority/severity of the message

. the program that generated the message
. the logging facility used

. a sub-string within the message, or

. a combination of some or all of these.

The no variant of this command removes the corresponding filter, so that the
specified messages are no longer sent to the external log.

Syntax |og external [level <level>] [program<programnanme>] [facility

<facility>] [nmBgtext <text-string>]

no |l og external [level <level>] [program <program nane>]
[facility <facility>] [nBgtext <text-string>]

Parameter Description

C613-50322-01 Rev B

| evel Filter messages to the external log by severity level.
<l evel > The minimum severity of message to send to the external log. The level can be specified as
one of the following numbers or level names, where 0 is the highest severity and 7 is the
lowest severity:
0| emer genci es System is unusable
llalerts Action must be taken immediately
2| critical Critical conditions
3lerrors Error conditions
4| war ni ngs Warning conditions
5| noti ces Normal, but significant, conditions
6| i nf or mat i onal Informational messages
7| debuggi ng Debug-level messages
program Filter messages to the external log by program. Include messages from a specified program in
the external log.
<pr ogr am The name of a program to log messages from. You can enter either one of the following
name> predefined program names (depending on your device model), or another program name
that you find in the log output. The pre-defined names are not case sensitive but other
program names from the log output are.
rip Routing Information Protocol (RIP)
ripng Routing Information Protocol - next generation (RIPng)
ospf Open Shortest Path First (OSPF)
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Parameter Description

ospfv3 Open Shortest Path First (OSPF) version 3 (OSPFv3)

bgp Border Gateway Protocol (BGP)

rsvp Resource Reservation Protocol (RSVP)

pi mdm Protocol Independent Multicast - Dense Mode (PIM-DM)
pi msm Protocol Independent Multicast - Sparse Mode (PIM-SM)
pi m smv6 PIM-SM version 6 (PIM-SMv6)

dot 1x IEEE 802.1X Port-Based Access Control

| acp Link Aggregation Control Protocol (LACP)

stp Spanning Tree Protocol (STP)

rstp Rapid Spanning Tree Protocol (RSTP)

st p Multiple Spanning Tree Protocol (MSTP)

im Integrated Management Interface (IMI)

imsh Integrated Management Interface Shell (IMISH)

epsr Ethernet Protection Switched Rings (EPSR)

i rdp ICMP Router Discovery Protocol (IRDP)

rnon Remote Monitoring

| ooppr ot Loop Protection

poe Power-inline (Power over Ethernet)

dhcpsn DHCP snooping (DHCPSN)

facility

Filter messages to the external log by syslog facility.

<facility>

C613-50322-01 Rev B

Specify one of the following syslog facilities to include messages from in the log:

kern Kernel messages

user Random user-level messages

mai | Mail system

daenon System daemons

aut h Security/authorization messages

sysl og Messages generated internally by syslogd
| pr Line printer subsystem

news Network news subsystem

uucp UUCP subsystem

cron Clock daemon

aut hpriv Security/authorization messages (private)
ftp FTP daemon
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Parameter Description

msgt ext Select messages containing a certain text string.
<t ext - A text string to match (maximum 128 characters). This is case sensitive, and must be the last
string> text on the command line.

Default By default the external log has a filter to select messages whose severity level is
“notices (5)” or higher. This filter may be removed using the no variant of this
command.

Mode Global Configuration
Examples To add afilter to send all messages generated by EPSR that have a severity of

notices or higher to the external log, use the following commands:

awpl us# configure term nal

awplus(config)# | og external |evel notices program epsr

To add a filter to send all messages containing the text “Bridging initialization” to
the external log, use the following commands:

awpl us# configure term nal

awplus(config)# log external msgtext Bridging initialization

To remove a filter that sends all messages generated by EPSR that have a severity
of notices or higher to the external log, use the following commands:

awpl us# configure term nal

awpl us(config)# no | og external |evel notices program epsr

To remove a filter that sends all messages containing the text “Bridging
initialization” to the external log, use the following commands:

awpl us# configure term nal

awpl us(config)# no | og external nsgtext Bridging initialization

Related clear log external

Commands
default log external
log external
log external exclude
log external rotate
log external size
show log config
show log external
unmount

Command Version 5.4.7-1.1: command added
changes
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log external exclude

Overview

Syntax

Use this command to exclude specified log messages from the external log. You
can exclude messages on the basis of:

. the priority/severity of the message

. the program that generated the message

. the logging facility used

. a sub-string within the message, or

. a combination of some or all of these.

Use the no variant of this command to stop excluding the specified messages.

| og external exclude [level <level>] [program <program nane>]
[facility <facility>] [msgtext <text-string>]

no | og external exclude [level <level>] [program
<program nane>] [facility <facility>] [nsgtext <text-string>]

Parameter Description
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| evel Exclude messages of the specified severity level.
<l evel > The severity level to exclude. The level can be specified as one of the following numbers or
level names, where 0 is the highest severity and 7 is the lowest severity:
0| emer genci es System is unusable
llalerts Action must be taken immediately
2| critical Critical conditions
3lerrors Error conditions
4| war ni ngs Warning conditions
5] noti ces Normal, but significant, conditions
6| i nf or mati onal Informational messages
7| debuggi ng Debug-level messages
pr ogram Exclude messages from a specified program.
<pr ogr am The name of a program. You can enter either one of the following predefined program names
nane> (depending on your device model), or another program name that you find in the log output.
The pre-defined names are not case sensitive but other program names from the log output
are.
rip Routing Information Protocol (RIP)
ripng Routing Information Protocol - next generation (RIPng)
ospf Open Shortest Path First (OSPF)
ospfv3 Open Shortest Path First (OSPF) version 3 (OSPFv3)
bgp Border Gateway Protocol (BGP)

Command Reference for GS980M Series 312
AlliedWare Plus™ Operating System - Version 5.4.9-1.x



LOGGING COMMANDS
LOG EXTERNAL EXCLUDE

Parameter Description

rsvp Resource Reservation Protocol (RSVP)
pi mdm Protocol Independent Multicast - Dense Mode (PIM-DM)
pi msm Protocol Independent Multicast - Sparse Mode (PIM-SM)
pi msmv6 PIM-SM version 6 (PIM-SMv6)
dot 1x IEEE 802.1X Port-Based Access Control
| acp Link Aggregation Control Protocol (LACP)
stp Spanning Tree Protocol (STP)
rstp Rapid Spanning Tree Protocol (RSTP)
nst p Multiple Spanning Tree Protocol (MSTP)
im Integrated Management Interface (IMI)
imsh Integrated Management Interface Shell (IMISH)
epsr Ethernet Protection Switched Rings (EPSR)
i rdp ICMP Router Discovery Protocol (IRDP)
rnon Remote Monitoring
| ooppr ot Loop Protection
poe Power-inline (Power over Ethernet)
dhcpsn DHCP snooping (DHCPSN)
facility Exclude messages from a syslog facility.

<facility> Specify one of the following syslog facilities to exclude messages from:

kern Kernel messages
user Random user-level messages
mai | Mail system
daenon System daemons
aut h Security/authorization messages
sysl og Messages generated internally by syslogd
| pr Line printer subsystem
news Network news subsystem
uucp UUCP subsystem
cron Clock daemon
aut hpri v Security/authorization messages (private)
ftp FTP daemon
msgt ext Exclude messages containing a certain text string.
<t ext - A text string to match (maximum 128 characters). This is case sensitive, and must be the last
string> text on the command line.
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Default No log messages are excluded
Mode Global Configuration
Example Toremove messages that contain the string “example of irrelevant message”, use
the following commands:

awpl us# configure term nal

awplus(config)# | og external exclude nmsgtext exanple of
irrel evant nessage

Related clear log external

Commands
default log external
log external
log external (filter)
log external rotate
log external size
show log config

show log external

unmount

Command Version 5.4.7-1.1: command added
changes
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log external rotate

Overview

Syntax

Default

Mode

Usage

Example

Related
Commands
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Use this command to configure the number of files that the external log can rotate
through.

Use the no variant of this command to return to the default.

| og external rotate <0-255>

no |l og external rotate

Parameter Description

<0- 255> The number of additional files to rotate through. Note that the
device rotates between the initial file and the number of
additional files specified by this value - see the Usage section
below.

The default is 1, which rotates between the initial file and 1 additional file (for
example, rotates between messages.log and messages.log.1)

Global Configuration
The device rotates between the initial file and the number of additional files

specified by this command. For example, the diagram below shows how setting
rotate to 2 makes the device rotate through 3 files.

Start of logging First rotation Second rotation Subsequent rotation

messages.log messages.log messages.log messages.log
renamed to
log
messages.log.1 messages.log.1 messages.log.1 L external
size
renamed to
messages.log.2 messages.log.2
deleted

Note that if you set rotate to 0, and the external log file becomes full, then the
device deletes the full log file and creates a new (empty) file of the same name to
save messages into. For this reason, we recommend setting rotate to at least 1.

To set the rotation value to 2, and therefore rotate between 3 files, use the
commands:

awpl us# configure term nal

awpl us(config)# log external rotate 2

clear log external
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default log external
log external

log external (filter)
log external exclude
log external size
show log config
show log external

unmount

Command Version 5.4.7-1.1: command added
changes
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log external size

Overview

Syntax

Default
Mode

Example

Related
Commands

Command
changes
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Use this command to configure the total amount of size that the external log is
permitted to use, in kilobytes. The maximum possible depends on the storage
device’'s file system.

Note that if you are rotating between multiple files, this is the maximum size of all
files, not of each individual file. For example, if you are rotating between 2 files (log
external rotate 1), each file will have a maximum size of 25 kBytes by default.

Use the no variant of this command to return to the default size.

| og external size [<50-4194304>]

no | og external size

Parameter Description

<50-4194304> The total amount of size that the external log is permitted to use,
in kilobytes.

50 kBytes
Global Configuration

To configure a total log size of 100 kBytes, use the commands:

awpl us# configure termnal

awpl us(config)# log external size 100

clear log external
default log external
log external

log external (filter)
log external exclude
log external rotate
log external size
show log config
show log external

unmount

Version 5.4.7-1.1: command added
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log facility

Overview

Syntax

Default
Mode

Usage
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Use this command to assign a facility to all log messages generated on this device.
This facility overrides any facility that is automatically generated as part of the log
message.

Use the no variant of this command to remove the configured facility.
log facility {kern|user| il |daenon| aut h| sysl og| | pr| news| uucp|

cron|aut hpriv|ftp|local O]local 1|l ocal 2|l ocal 3|l ocal 4| | ocal 5
| ocal 6| | ocal 7}

no log facility
None. The outgoing syslog facility depends on the log message.
Global Configuration

Specifying different facilities for log messages generated on different devices can
allow messages from multiple devices sent to a common server to be
distinguished from each other.

Ordinarily, the facility values generated in log messages have meanings as shown
in the following table. Using this command will override these meanings, and the
new meanings will depend on the use you put them to.

Table 7-1: Ordinary meanings of the facility parameter in log messages

Facility Description

kern Kernel messages
user User-level messages
mai | Mail system
daenon System daemons
aut h Security/authorization messages
sysl og Messages generated internally by the syslog daemon
| pr Line printer subsystem
news Network news subsystem
uucp UNIX-to-UNIX Copy Program subsystem
cron Clock daemon
aut hpri v Security/authorization (private) messages
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Table 7-1: Ordinary meanings of the facility parameter in log messages (cont.)

Facility Description

ftp FTP daemon

| ocal <0.. 7> The facility labels above have specific meanings, while the
local facility labels are intended to be put to local use. In
AlliedWare Plus, some of these local facility labels are used
in log messages. In particular, local5 is assigned to log
messages generated by UTM Firewall security features.

Example To specify a facility of local6, use the following commands:
awpl us# configure term nal
awplus(config)# log facility |ocal 6

Related show log config
Commands

C613-50322-01 Rev B Command Reference for GS980M Series 319
AlliedWare Plus™ Operating System - Version 5.4.9-1.x



LOGGING COMMANDS
LOG HOST

log host

Overview

Syntax

Mode

Usage

Examples

Related
Commands
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This command configures the device to send log messages to a remote syslog
server via UDP port 514. The IP address of the remote server must be specified. By
default no filters are defined for remote syslog servers. Filters must be defined
before messages will be sent.

Use the no variant of this command to stop sending log messages to the remote
syslog server.

| og host <ipv4-addr> [secure]
| og host <ipv6-addr>

no | og host <ipv4-addr>|<i pv6-addr>

Parameter Description

<i pv4- addr > Specify the source IPv4 address, in dotted decimal notation (A.B.C.D).

<i pv6- addr > Specify the source IPv6 address, in X:X:X:X notation.

secure Optional value to create a secure log destination. This option is only
valid for IPv4 hosts.

Global Configuration

Use the optional secure parameter to configure a secure IPv4 syslog host. For
secure hosts, syslog over TLS is used to encrypt the logs. The certificate received
from the remote log server must have an issuer chain that terminates with the root
CA certificate for any of the trustpoints that are associated with the application.

The remote server may also request that a certificate is transmitted from the local
device. In this situation the first trustpoint added to the syslog application will be
transmitted to the remote server.

For detailed information about securing syslog, see the PKI Feature Overview_and
Configuration_Guide.

To configure the device to send log messages to a remote secure syslog server with
IP address 10.32.16.99, use the following commands:

awpl us# configure term nal

awpl us(config)# |l og host 10.32.16.99 secure

To stop the device from sending log messages to the remote syslog server with IP
address 10.32.16.99, use the following commands:

awpl us# configure term nal

awpl us(config)# no | og host 10.32.16.99

default log host
log host (filter)
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log host exclude

log host source

log host startup-delay
log host time

log trustpoint

show log config
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log host (filter)

Overview This command creates a filter to select messages to be sent to a remote syslog
server. Selection can be based on the priority/severity of the message, the program
that generated the message, the logging facility used, a substring within the
message or a combination of some or all of these.

The no variant of this command configures the device to no longer send log
messages to a remote syslog server. The IP address of the syslog server must be
specified. All configuration relating to this log target will be removed.

Syntax | og host <ip-addr> [l evel <level>] [program <program name>]
[facility <facility>] [nmsgtext <text-string>]

no | og host <ip-addr> [l evel <level>] [program <program nane>]
[facility <facility>] [msgtext <text-string>]

Parameter Description

<i p-addr>  TheIP address of a remote syslog server.

| evel Filter messages by severity level.

<l evel > The minimum severity of message to send. The level can be specified as one of the following
numbers or level names, where 0 is the highest severity and 7 is the lowest severity:

0| ener genci es System is unusable
llalerts Action must be taken immediately
2|critical Critical conditions
3lerrors Error conditions
4| war ni ngs Warning conditions
5| noti ces Normal, but significant, conditions
6| i nf ormati onal Informational messages
7| debuggi ng Debug-level messages
program Filter messages by program. Include messages from a specified program.

<pr ogr am The name of a program to log messages from. You can enter either one of the following

name> predefined program names (depending on your device model), or another program name
that you find in the log output. The pre-defined names are not case sensitive but other
program names from the log output are.

rip Routing Information Protocol (RIP)
ri png Routing Information Protocol - next generation (RIPng)
ospf Open Shortest Path First (OSPF)
ospfv3 Open Shortest Path First (OSPF) version 3 (OSPFv3)
bgp Border Gateway Protocol (BGP)
rsvp Resource Reservation Protocol (RSVP)
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Parameter Description

pi mdm Protocol Independent Multicast - Dense Mode (PIM-DM)
pi msm Protocol Independent Multicast - Sparse Mode (PIM-SM)
pi m smv6 PIM-SM version 6 (PIM-SMv6)
dot 1x IEEE 802.1X Port-Based Access Control
| acp Link Aggregation Control Protocol (LACP)
stp Spanning Tree Protocol (STP)
rstp Rapid Spanning Tree Protocol (RSTP)
st p Multiple Spanning Tree Protocol (MSTP)
im Integrated Management Interface (IMI)
imsh Integrated Management Interface Shell (IMISH)
epsr Ethernet Protection Switched Rings (EPSR)
i rdp ICMP Router Discovery Protocol (IRDP)
rnon Remote Monitoring
| ooppr ot Loop Protection
poe Power-inline (Power over Ethernet)
dhcpsn DHCP snooping (DHCPSN)
facility Filter messages by syslog facility.

<facility> Specify one of the following syslog facilities to include messages from:

kern Kernel messages
user Random user-level messages
mai | Mail system
daenon System daemons
aut h Security/authorization messages
sysl og Messages generated internally by syslogd
| pr Line printer subsystem
news Network news subsystem
uucp UUCP subsystem
cron Clock daemon
aut hpri v Security/authorization messages (private)
ftp FTP daemon
msgt ext Select messages containing a certain text string.
<t ext - A text string to match (maximum 128 characters). This is case sensitive, and must be the last
string> text on the command line.
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Mode

Examples

Related
Commands
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Global Configuration

To create afilter to send all messages generated by EPSR that have a severity of
notices or higher to a remote syslog server with IP address 10.32.16.21, use the
following commands:

awpl us# configure term nal
awpl us(config)# log host 10.32.16.21 | evel notices programepsr

To create a filter to send all messages containing the text “Bridging initialization”,
to a remote syslog server with IP address 10.32.16.21, use the following
commands:

awpl us# configure term nal
awpl us(config)# log host 10.32.16.21 nmsgtext "Bridging
initialization"

To create a filter to send messages with a severity level of informational and
above to the syslog server with IP address 10.32.16.21, use the following
commands:

awpl us# configure term nal
awplus(config)# | og host 10.32.16.21 |evel infornmational

To remove a filter that sends all messages generated by EPSR that have a severity
of notices or higher to a remote syslog server with IP address 10.32.16.21, use the
following commands:

awpl us# configure term nal

awpl us(config)# no | og host 10.32.16.21 |evel notices program
epsr

To remove a filter that sends all messages containing the text “Bridging
initialization”, to a remote syslog server with IP address 10.32.16.21, use the
following commands:

awpl us# configure termnal

awpl us(config)# no log host 10.32.16.21 nmsgtext "Bridging
initialization"
To remove a filter that sends messages with a severity level of informational and

above to the syslog server with IP address 10.32.16.21, use the following
commands:

awpl usawpl ul s# configure term nal

awpl us(config)# no log host 10.32.16.21 level informational

default log host
log host

log host exclude
log host source

log host time

show log config
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log host exclude

Overview

Syntax

Use this command to prevent specified log messages from being sent to the
remote syslog server, when log host is enabled. You can exclude messages on the
basis of:

. the priority/severity of the message

. the program that generated the message
. the logging facility used

. a sub-string within the message, or

. a combination of some or all of these.

Use the no variant of this command to stop excluding the specified messages.

| og host exclude [l evel <level>] [program <program nane>]
[facility <facility>] [nsgtext <text-string>]

no | og host exclude [l evel <level>] [program <progranm nane>]
[facility <facility>] [nsgtext <text-string>]

Parameter Description

| evel Exclude messages of the specified severity level.
<l evel > The severity level to exclude. The level can be specified as one of the following numbers or
level names, where 0 is the highest severity and 7 is the lowest severity:
0| emer genci es System is unusable
llalerts Action must be taken immediately
2| critical Critical conditions
3lerrors Error conditions
4| war ni ngs Warning conditions
5| noti ces Normal, but significant, conditions
6| i nf or mati onal Informational messages
7| debuggi ng Debug-level messages
program Exclude messages from a specified program.
<pr ogr am The name of a program. You can enter either one of the following predefined program names
name> (depending on your device model), or another program name that you find in the log output.
The pre-defined names are not case sensitive but other program names from the log output
are.
rip Routing Information Protocol (RIP)
ripng Routing Information Protocol - next generation (RIPng)
ospf Open Shortest Path First (OSPF)
ospfv3 Open Shortest Path First (OSPF) version 3 (OSPFv3)
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Parameter Description

bgp Border Gateway Protocol (BGP)
rsvp Resource Reservation Protocol (RSVP)
pi m dm Protocol Independent Multicast - Dense Mode (PIM-DM)
pi msm Protocol Independent Multicast - Sparse Mode (PIM-SM)
pi msnv6 PIM-SM version 6 (PIM-SMv6)
dot 1x IEEE 802.1X Port-Based Access Control
| acp Link Aggregation Control Protocol (LACP)
stp Spanning Tree Protocol (STP)
rstp Rapid Spanning Tree Protocol (RSTP)
st p Multiple Spanning Tree Protocol (MSTP)
i m Integrated Management Interface (IMI)
i msh Integrated Management Interface Shell (IMISH)
epsr Ethernet Protection Switched Rings (EPSR)
irdp ICMP Router Discovery Protocol (IRDP)
rnon Remote Monitoring
| ooppr ot Loop Protection
poe Power-inline (Power over Ethernet)
dhcpsn DHCP snooping (DHCPSN)
facility Exclude messages from a syslog facility.

<facility> Specify one of the following syslog facilities to exclude messages from:

kern Kernel messages
user Random user-level messages
mai | Mail system
daenon System daemons
aut h Security/authorization messages
sysl og Messages generated internally by syslogd
| pr Line printer subsystem
news Network news subsystem
uucp UUCP subsystem
cron Clock daemon
aut hpri v Security/authorization messages (private)
ftp FTP daemon
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Parameter Description

msgt ext Exclude messages containing a certain text string.
<t ext - A text string to match (maximum 128 characters). This is case sensitive, and must be the last
string> text on the command line.

Default Nolog messages are excluded
Mode Global configuration

Example Toremove messages that contain the string “example of irrelevant message”, use
the following commands:

awpl us# configure term nal

awpl us(config)# |l og host exclude msgtext exanple of irrel evant
nessage

Related defaultlog host

Commands
log host
log host (filter)
log host source
log host time
show log config
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log host source

Overview

Syntax

Default
Mode

Example

Related
Commands
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Use this command to specify a source interface or IP address for the device to send
syslog messages from. You can specify any one of an interface name, an IPv4
address or an IPv6 address.

This is useful if the device can reach the syslog server via multiple interfaces or
addresses and you want to control which interface/address the device uses.

Note that AlliedWare Plus does not support source interface settings on secure log
hosts (which are hosts configured using “log host <ip-address> secure”).

Use the no variant of this command to stop specifying a source interface or
address.

| og host source {<interface-nane>|<i pv4-addr>|<i pv6-addr >}

no | og host source

Parameter Description

<i nterface-name> Specify the source interface name. You can enter a VLAN, eth
interface or loopback interface.

<i pv4- addr > Specify the source IPv4 address, in dotted decimal notation
(A.B.C.D).
<i pv6- addr > Specify the source IPv6 address, in X:X:X:X notation.

None (no source is configured)
Global Configuration

To send syslog messages from 192.168.1.1, use the commands:
awpl us# configure term nal

awpl us(config)# |l og host source 192.168.1.1

default log host
log host

log host (filter)
log host exclude
log host time

show log config
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log host startup-delay

Overview

Syntax

Default

Mode

Example

Related
Commands
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Use this command to set the delay between the device booting up and it
attempting to connect to remote log hosts. This is to allow time for network
connectivity to the remote host to be established. During this period, the device
buffers log messages and sends them once it has connected to the remote host.

The startup delay begins when the message "syslog-ng starting up" appears in the
log.

If the default startup delay is not long enough for the boot and configuration
process to complete and the links to come up, you may see logging failure
messages on startup. In these cases, you can use the command to increase the
startup delay.

Use the no variant of this command to return to the default delay values.

| og host startup-delay [delay <1-600>] [nessages <1-5000>]

no | og host startup-delay

Parameter Description

del ay <1-600> The time, in seconds, from when syslog starts before the
device attempts to filter and transmit the buffered
messages to remote hosts.

nmessages <1-5000> The maximum number of messages that the device will
buffer during the delay period.

By default the system will buffer up to 2000 messages and wait 120 seconds from
when syslog starts before attempting to filter and transmit the buffered messages
to remote hosts.

Global Configuration

To increase the delay to 180 seconds, use the commands:

awpl us# configure term nal

awpl us(config)# |l og host startup-delay delay 180

default log host
log host (filter)
log host exclude
log host source
log host time
log trustpoint

show log config
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Command Version 5.4.8-0.2: defaults changed
changes
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log host time

Overview

Syntax

Default
Mode

Usage

Examples
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This command configures the time used in messages sent to a remote syslog
server. If the syslog server is in a different time zone to your device then the time
offset can be configured using either the utc-offset parameter option keyword or
the local-offset parameter option keyword, where utc-offset is the time
difference from UTC (Universal Time, Coordinated) and local-offset is the
difference from local time.

| og host <emmil-address> time {local |l ocal -of fset| utc-offset
{pl us| m nus} <0-24>}

Parameter Description

<emai | - addr ess> The email address to send log messages to

time Specify the time difference between the email recipient and the
device you are configuring.

| ocal The device is in the same time zone as the email recipient

| ocal - of f set The device is in a different time zone to the email recipient. Use
the plus or minus keywords and specify the difference (offset)
from local time of the device to the email recipient in hours.

ut c- of f set The device is in a different time zone to the email recipient. Use
the plus or minus keywords and specify the difference (offset)
from UTC time of the device to the email recipient in hours.

pl us Negative offset (difference) from the device to the syslog server.
m nus Positive offset (difference) from the device to the syslog server.
<0- 24> World Time zone offset in hours

The default is local time.
Global Configuration

Use the local option if the remote syslog server is in the same time zone as the
device. Messages will display the time as on the local device when the message
was generated.

Use the offset option if the email recipient is in a different time zone to this device.
Specify the time offset of the remote syslog server in hours. Messages will display
the time they were generated on this device but converted to the time zone of the
remote syslog server.

To send messages to the remote syslog server with the IP address 10. 32. 16. 21
in the same time zone as the device's local time zone, use the following
commands:

awpl us# configure termnal

awpl us(config)# log host 10.32.16.21 time local O
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Related
Commands
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To send messages to the remote syslog server with the IP address 10. 32. 16. 12
with the time information converted to the time zone of the remote syslog server,
which is 3 hours ahead of the device’s local time zone, use the following
commands:

awpl us# configure term nal

awpl us(config)# log host 10.32.16.12 tinme |local -offset plus 3

To send messages to the remote syslog server with the IP address 10. 32. 16. 02
with the time information converted to the time zone of the email recipient, which
is 3 hours behind the device’s UTC time zone, use the following commands:

awpl us# configure term nal

awplus(config)# | og host 10.32.16.02 tine utc-offset mnus 3

default log host
log host

log host (filter)
log host exclude
log host source

show log config
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log monitor (filter)

Overview

Syntax

This command creates a filter to select messages to be sent to the terminal when
the terminal monitor command is given. Selection can be based on the
priority/severity of the message, the program that generated the message, the
logging facility used, a sub-string within the message or a combination of some or
all of these.

log nonitor [l evel <level>] [program<programnane>] [facility
<facility>] [nmBgtext <text-string>]

no log nonitor [level <level>] [program <program nane>]
[facility <facility>] [nBgtext <text-string>]

Parameter Description

| evel Filter messages by severity level.

<l evel > The minimum severity of message to send. The level can be specified as one of the following
numbers or level names, where 0 is the highest severity and 7 is the lowest severity:

0| ener genci es System is unusable
llalerts Action must be taken immediately
2| critical Critical conditions
3lerrors Error conditions
4| war ni ngs Warning conditions
5| noti ces Normal, but significant, conditions
6| i nf or mati onal Informational messages
7| debuggi ng Debug-level messages
pr ogram Filter messages by program. Include messages from a specified program.

<pr ogr am The name of a program to log messages from. You can enter either one of the following

name> predefined program names (depending on your device model), or another program name
that you find in the log output. The pre-defined names are not case sensitive but other
program names from the log output are.

C613-50322-01 Rev B

rip Routing Information Protocol (RIP)

ripng Routing Information Protocol - next generation (RIPng)
ospf Open Shortest Path First (OSPF)

ospfv3 Open Shortest Path First (OSPF) version 3 (OSPFv3)

bgp Border Gateway Protocol (BGP)

rsvp Resource Reservation Protocol (RSVP)

pi m dm Protocol Independent Multicast - Dense Mode (PIM-DM)
pi msm Protocol Independent Multicast - Sparse Mode (PIM-SM)
pi msnmv6 PIM-SM version 6 (PIM-SMv6)

Command Reference for GS980M Series 333
AlliedWare Plus™ Operating System - Version 5.4.9-1.x



LOGGING COMMANDS
LOG MONITOR (FILTER)

Parameter Description

dot 1x IEEE 802.1X Port-Based Access Control
| acp Link Aggregation Control Protocol (LACP)
stp Spanning Tree Protocol (STP)
rstp Rapid Spanning Tree Protocol (RSTP)
st p Multiple Spanning Tree Protocol (MSTP)
im Integrated Management Interface (IMI)
imsh Integrated Management Interface Shell (IMISH)
epsr Ethernet Protection Switched Rings (EPSR)
i rdp ICMP Router Discovery Protocol (IRDP)
rnon Remote Monitoring
| ooppr ot Loop Protection
poe Power-inline (Power over Ethernet)
dhcpsn DHCP snooping (DHCPSN)

facility Filter messages by syslog facility.

<facility> Specify one of the following syslog facilities to include messages from:

kern Kernel messages
user Random user-level messages
mai | Mail system
daenon System daemons
aut h Security/authorization messages
sysl og Messages generated internally by syslogd
| pr Line printer subsystem
news Network news subsystem
uucp UUCP subsystem
cron Clock daemon
aut hpri v Security/authorization messages (private)
ftp FTP daemon
msgt ext Select messages containing a certain text string.
<t ext - A text string to match (maximum 128 characters). This is case sensitive, and must be the last
string> text on the command line.

Default By default there is a filter to select all messages. This filter may be removed and
replaced by filters that are more selective.

Mode Global Configuration
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To create afilter to send all messages that are generated by authentication and
have a severity of info or higher to terminal instances where the terminal monitor
command has been given, use the following commands:

awpl us# configure term nal
awplus(config)# log monitor level info program auth

To remove a filter that sends all messages generated by EPSR that have a severity
of notices or higher to the terminal, use the following commands:

awpl us# configure termnal
awpl us(config)# no log nonitor |evel notices program epsr

To remove a default filter that includes sending everything to the terminal, use the
following commands:

awpl us# configure term nal

awpl us(config)# no log nonitor |evel debugging

default log monitor
log monitor exclude
show log config

terminal monitor
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log monitor exclude

Overview

Use this command to prevent specified log messages from being displayed on a
terminal, when terminal monitor is enabled. You can exclude messages on the

basis of:
. the priority/severity of the message
. the program that generated the message

. the logging facility used
. a sub-string within the message, or
. a combination of some or all of these.

Use the no variant of this command to stop excluding the specified messages.

Syntax | og consol e exclude [level <level>] [program <program name>]

[facility <facility>] [nsgtext <text-string>]

no | og consol e exclude [l evel <l evel >] [program<program nane>]
[facility <facility>] [nsgtext <text-string>]

Parameter Description

C613-50322-01 Rev B

| evel Exclude messages of the specified severity level.
<l evel > The severity level to exclude. The level can be specified as one of the following numbers or
level names, where 0 is the highest severity and 7 is the lowest severity:
0| emer genci es System is unusable
llalerts Action must be taken immediately
2| critical Critical conditions
3lerrors Error conditions
4| war ni ngs Warning conditions
5| noti ces Normal, but significant, conditions
6| i nf or mati onal Informational messages
7| debuggi ng Debug-level messages
program Exclude messages from a specified program.
<pr ogr am The name of a program. You can enter either one of the following predefined program names
name> (depending on your device model), or another program name that you find in the log output.
The pre-defined names are not case sensitive but other program names from the log output
are.
rip Routing Information Protocol (RIP)
ripng Routing Information Protocol - next generation (RIPng)
ospf Open Shortest Path First (OSPF)
ospfv3 Open Shortest Path First (OSPF) version 3 (OSPFv3)
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Parameter Description

bgp Border Gateway Protocol (BGP)
rsvp Resource Reservation Protocol (RSVP)
pi m dm Protocol Independent Multicast - Dense Mode (PIM-DM)
pi msm Protocol Independent Multicast - Sparse Mode (PIM-SM)
pi msnv6 PIM-SM version 6 (PIM-SMv6)
dot 1x IEEE 802.1X Port-Based Access Control
| acp Link Aggregation Control Protocol (LACP)
stp Spanning Tree Protocol (STP)
rstp Rapid Spanning Tree Protocol (RSTP)
st p Multiple Spanning Tree Protocol (MSTP)
i m Integrated Management Interface (IMI)
i msh Integrated Management Interface Shell (IMISH)
epsr Ethernet Protection Switched Rings (EPSR)
irdp ICMP Router Discovery Protocol (IRDP)
rnon Remote Monitoring
| ooppr ot Loop Protection
poe Power-inline (Power over Ethernet)
dhcpsn DHCP snooping (DHCPSN)
facility Exclude messages from a syslog facility.

<facility> Specify one of the following syslog facilities to exclude messages from:

kern Kernel messages
user Random user-level messages
mai | Mail system
daenon System daemons
aut h Security/authorization messages
sysl og Messages generated internally by syslogd
| pr Line printer subsystem
news Network news subsystem
uucp UUCP subsystem
cron Clock daemon
aut hpri v Security/authorization messages (private)
ftp FTP daemon
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Parameter Description

msgt ext Exclude messages containing a certain text string.
<t ext - A text string to match (maximum 128 characters). This is case sensitive, and must be the last
string> text on the command line.

Default Nolog messages are excluded
Mode Global configuration

Example Toremove messages that contain the string “example of irrelevant message”, use
the following commands:

awpl us# configure term nal

awpl us(config)# |l og nonitor exclude nsgtext exanple of
irrel evant nessage

Related defaultlog monitor

Commands . )
log monitor (filter)
show log config
terminal monitor
C613-50322-01 Rev B Command Reference for GS980M Series 338

AlliedWare Plus™ Operating System - Version 5.4.9-1.x



LOGGING COMMANDS
LOG PERMANENT

log permanent

Overview This command configures the device to send permanent log messages to Flash
memory on the device. The content of the permanent log is retained over a reboot.
Once the permanent log reaches its configured maximum allowable size old
messages will be deleted to make way for new messages.

The no variant of this command configures the device not to send any messages
to the permanent log. Log messages will not be retained over a restart.

Syntax | og per manent

no | og permanent
Mode Global Configuration

Examples To enable permanent logging use the following commands:

awpl us# configure term nal

awpl us(config)# | og permanent
To disable permanent logging use the following commands:

awpl us# configure termnal

awpl us(config)# no | og permanent

Related clearlog permanent
Commands

copy permanent-log
default log permanent
log permanent (filter)
log permanent exclude
log permanent size
show log config

show log permanent
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LOGGING COMMANDS
LOG PERMANENT (FILTER)

log permanent (filter)

Overview

This command creates a filter to select messages to be sent to the permanent log.
Selection can be based on the priority/ severity of the message, the program that
generated the message, the logging facility used, a sub-string within the message

or a combination of some or all of these.

The no variant of this command removes the corresponding filter, so that the
specified messages are no longer sent to the permanent log.

Syntax | og permanent [level <level>] [program <program name>]

[facility <facility>] [nmsgtext <text-string>]

no | og permanent [l evel <level>] [program <program nanme>]
[facility <facility>] [nmsgtext <text-string>]

Parameter Description

C613-50322-01 Rev B

| evel Filter messages sent to the permanent log by severity level.
<l evel > The minimum severity of message to send. The level can be specified as one of the following
numbers or level names, where 0 is the highest severity and 7 is the lowest severity:
0| ener genci es System is unusable
llalerts Action must be taken immediately
2| critical Critical conditions
3lerrors Error conditions
4| war ni ngs Warning conditions
5] noti ces Normal, but significant, conditions
6| i nf or mati onal Informational messages
7| debuggi ng Debug-level messages
pr ogram Filter messages by program. Include messages from a specified program.
<pr ogr am The name of a program to log messages from. You can enter either one of the following
name> predefined program names (depending on your device model), or another program name

that you find in the log output. The pre-defined names are not case sensitive but other
program names from the log output are.

rip Routing Information Protocol (RIP)

ripng Routing Information Protocol - next generation (RIPng)
ospf Open Shortest Path First (OSPF)

ospfv3 Open Shortest Path First (OSPF) version 3 (OSPFv3)

bgp Border Gateway Protocol (BGP)

rsvp Resource Reservation Protocol (RSVP)

pi mdm Protocol Independent Multicast - Dense Mode (PIM-DM)
pi msm Protocol Independent Multicast - Sparse Mode (PIM-SM)
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LOG PERMANENT (FILTER)

Parameter Description

pi msmv6 PIM-SM version 6 (PIM-SMv6)
dot 1x IEEE 802.1X Port-Based Access Control
| acp Link Aggregation Control Protocol (LACP)
stp Spanning Tree Protocol (STP)
rstp Rapid Spanning Tree Protocol (RSTP)
nst p Multiple Spanning Tree Protocol (MSTP)
im Integrated Management Interface (IMI)
imsh Integrated Management Interface Shell (IMISH)
epsr Ethernet Protection Switched Rings (EPSR)
i rdp ICMP Router Discovery Protocol (IRDP)
rnon Remote Monitoring
| ooppr ot Loop Protection
poe Power-inline (Power over Ethernet)
dhcpsn DHCP snooping (DHCPSN)

facility Filter messages by syslog facility.

<facility> Specify one of the following syslog facilities to include messages from:

kern Kernel messages
user Random user-level messages
mai | Mail system
daenon System daemons
aut h Security/authorization messages
sysl og Messages generated internally by syslogd
| pr Line printer subsystem
news Network news subsystem
uucp UUCP subsystem
cron Clock daemon
aut hpri v Security/authorization messages (private)
ftp FTP daemon
msgt ext Select messages containing a certain text string.
<t ext - A text string to match (maximum 128 characters). This is case sensitive, and must be the last
string> text on the command line.

Default By default the buffered log has a filter to select messages whose severity level is
noti ces (5) orhigher. This filter may be removed using the no variant of this
command.
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LOG PERMANENT (FILTER)

Mode Global Configuration
Examples To create a filter to send all messages generated by EPSR that have a severity of
not i ces or higher to the permanent log use the following commands:

awpl us# configure term nal

awpl us(config)# log permanent | evel notices program epsr

To create a filter to send all messages containing the text “Br i dgi ng
initialization”,tothepermanentlog use the following commands:

awpl us# configure term nal

awplus(config)# | og permanent nmsgtext Bridging initialization

Related clearlog permanent
Commands
default log permanent
log permanent
log permanent exclude
log permanent size
show log config

show log permanent
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LOGGING COMMANDS

LOG PERMANENT EXCLUDE

log permanent exclude

Overview Use this command to prevent specified log messages from being sent to the

permanent log. You can exclude messages on the basis of:
. the priority/severity of the message

. the program that generated the message

. the logging facility used

. a sub-string within the message, or

. a combination of some or all of these.

Use the no variant of this command to stop excluding the specified messages.

Syntax | og permanent exclude [l evel <level>] [program<program name>]

[facility <facility>] [msgtext <text-string>]

no | og permanent exclude [l evel <level>] [program
<program nane>] [facility <facility>] [nsgtext <text-string>]

Parameter Description
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| evel Exclude messages of the specified severity level.
<l evel > The severity level to exclude. The level can be specified as one of the following numbers or
level names, where 0 is the highest severity and 7 is the lowest severity:
0| emer genci es System is unusable
llalerts Action must be taken immediately
2| critical Critical conditions
3lerrors Error conditions
4| war ni ngs Warning conditions
5] noti ces Normal, but significant, conditions
6| i nf or mati onal Informational messages
7| debuggi ng Debug-level messages
pr ogram Exclude messages from a specified program.
<pr ogr am The name of a program. You can enter either one of the following predefined program names
nane> (depending on your device model), or another program name that you find in the log output.
The pre-defined names are not case sensitive but other program names from the log output
are.
rip Routing Information Protocol (RIP)
ripng Routing Information Protocol - next generation (RIPng)
ospf Open Shortest Path First (OSPF)
ospfv3 Open Shortest Path First (OSPF) version 3 (OSPFv3)
bgp Border Gateway Protocol (BGP)
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LOG PERMANENT EXCLUDE

Parameter Description

rsvp Resource Reservation Protocol (RSVP)
pi mdm Protocol Independent Multicast - Dense Mode (PIM-DM)
pi msm Protocol Independent Multicast - Sparse Mode (PIM-SM)
pi msmv6 PIM-SM version 6 (PIM-SMv6)
dot 1x IEEE 802.1X Port-Based Access Control
| acp Link Aggregation Control Protocol (LACP)
stp Spanning Tree Protocol (STP)
rstp Rapid Spanning Tree Protocol (RSTP)
nst p Multiple Spanning Tree Protocol (MSTP)
im Integrated Management Interface (IMI)
imsh Integrated Management Interface Shell (IMISH)
epsr Ethernet Protection Switched Rings (EPSR)
i rdp ICMP Router Discovery Protocol (IRDP)
rnon Remote Monitoring
| ooppr ot Loop Protection
poe Power-inline (Power over Ethernet)
dhcpsn DHCP snooping (DHCPSN)
facility Exclude messages from a syslog facility.

<facility> Specify one of the following syslog facilities to exclude messages from:

kern Kernel messages
user Random user-level messages
mai | Mail system
daenon System daemons
aut h Security/authorization messages
sysl og Messages generated internally by syslogd
| pr Line printer subsystem
news Network news subsystem
uucp UUCP subsystem
cron Clock daemon
aut hpri v Security/authorization messages (private)
ftp FTP daemon
msgt ext Exclude messages containing a certain text string.
<t ext - A text string to match (maximum 128 characters). This is case sensitive, and must be the last
string> text on the command line.
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LOG PERMANENT EXCLUDE

Default No log messages are excluded
Mode Global configuration
Example Toremove messages that contain the string “example of irrelevant message”, use
the following commands:

awpl us# configure term nal

awpl us(config)# | og pernmanent exclude nmsgtext exanple of
irrel evant nessage

Related clear log permanent
Commands
default log permanent
log permanent
log permanent (filter)
log permanent size

show log config

show log permanent
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LOG PERMANENT SIZE

log permanent size

Overview

Syntax

Mode

Example

Related
Commands
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This command configures the amount of memory that the permanent log is
permitted to use. Once this memory allocation has been filled old messages will be
deleted to make room for new messages.

| og permanent size <50-250>

Parameter Description

<50- 250> Size of the permanent log in kilobytes

Global Configuration
To allow the permanent log to use up to 100 kB of Flash use the following
commands:

awpl us# configure term nal

awpl us(config)# | og pernmanent size 100

clear log permanent
copy permanent-log
default log permanent
log permanent

log permanent (filter)
log permanent exclude
show log config

show log permanent
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LOG-RATE-LIMIT NSM

log-rate-limit nsm

Overview

Syntax

Default
Mode

Usage

Examples
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This command limits the number of log messages generated by the device for a
given interval.

Use the no variant of this command to revert to the default number of log
messages generated by the device of up to 200 log messages per second.
log-rate-limt nsm nmessages <nmessage-limt> interval
<time-interval >

no log-rate-limt nsm

Parameter Description

<message-limt> <1-65535>
The number of log messages generated by the device.

<tinme-interval > <0-65535>
The time period for log message generation in 1/100 seconds.
If an interval of 0 is specified then no log message rate limiting
is applied.

By default, the device will allow 200 log messages to be generated per second.
Global Configuration

This log rate limiting feature constrains the rate that log messages are generated
by the device. This makes sure that the device does not run out of memory from
generating a lot of log messages in extreme circumstances, such as if a packet
storm occurs.

Note that if within the given time interval, the number of log messages exceeds the
limit, then any excess log messages are discarded. At the end of the time interval,
a single log message is generated indicating that log messages were discarded
due to the log rate limit being exceeded.

If you expect that there will be a lot of discarded log messages due to log rate
limiting, then we recommend setting the time interval to no less than 100, which
means that there would only be one log message, indicating excessive log
messages have been discarded.

To limit the device to generate up to 300 log messages per second, use the
following commands:

awpl us# configure term nal

awplus(config)# log-rate-linmt nsm nmessages 300 interval 100

To return the device the default setting, to generate up to 200 log messages per
second, use the following commands:

awpl us# configure term nal

awpl us(config)# no log-rate-limt nsm

Command Reference for GS980M Series 347
AlliedWare Plus™ Operating System - Version 5.4.9-1.x



LOGGING COMMANDS
LOG TRUSTPOINT

log trustpoint

Overview

Syntax

Default
Mode

Usage

Example

Related
Commands
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This command adds one or more trustpoints to be used with the syslog
application. Multiple trustpoints may be specified, or the command may be
executed multiple times, to add multiple trustpoints to the application.

The no version of this command removes one or more trustpoints from the list of
trustpoints associated with the application.
| og trustpoint [<trustpoint-list>]

no log trustpoint [<trustpoint-list>]

Parameter Description

<trustpoint-list>  Specify one or more trustpoints to be added or deleted.

No trustpoints are created by default.
Global Configuration

The device certificate associated with first trustpoint added to the application will
be transmitted to remote servers. The certificate received from the remote server
must have an issuer chain that terminates with the root CA certificate for any of the
trustpoints that are associated with the application.

If no trustpoints are specified in the command, the trustpoint list will be
unchanged.

If no log trustpoint is issued without specifying any trustpoints, then all
trustpoints will be disassociated from the application.
You can add multiple trustpoints by executing the command multiple times:

awpl us# configure term nal
awplus(config)# log trustpoint trustpoint_1
awplus(config)# log trustpoint trustpoint_2

Alternatively, add multiple trustpoints with a single command:
awpl us(config)# log trustpoint trustpoint_2 trustpoint_3
Disassociate all trustpoints from the syslog application using the command:

awpl us(config)# log trustpoint trustpoint_ 2 trustpoint_3

log host

show log config
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LOGGING COMMANDS
SHOW COUNTER LOG

show counter log

Overview
Syntax
Mode

Example

Output

Related
Commands
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This command displays log counter information.
show counter |og
User Exec and Privileged Exec

To display the log counter information, use the command:

awpl us# show counter |og

Figure 7-1:  Example output from the show counter log command

Log counters

Total Received ......... 2328
Total Received PO ......... 0
Total Received PL  ......... 0
Total Received P2  ......... 1
Total Received P3  ......... 9
Total Received P4  ......... 32
Total Received P5 ......... 312
Total Received P6  ......... 1602
Total Received P7  ......... 372

Table 8: Parameters in output of the show counter log command

Parameter Description

Tot al Recei ved Total number of messages received by the log

Total Received PO Total number of Priority 0 (Emergency) messages
received

Tot al Recei ved P1 Total number of Priority 1 (Alert) messages received

Tot al Recei ved P2 Total number of Priority 2 (Critical) messages received

Tot al Recei ved P3 Total number of Priority 3 (Error) messages received

Tot al Received P4 Total number of Priority 4 (Warning) messages received

Tot al Recei ved P5 Total number of Priority 5 (Notice) messages received

Tot al Recei ved P6 Total number of Priority 6 (Info) messages received

Tot al Recei ved P7 Total number of Priority 7 (Debug) messages received

show log config
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LOGGING COMMANDS
SHOW EXCEPTION LOG

show exception log

Overview This command displays the contents of the exception log.
Syntax show exception | og
Mode User Exec and Privileged Exec

Example To display the exception log, use the command:

show exception | og

Output Figure7-2:  Example output from the show exception log command on a
device

awpl us#show excepti on | og

<date> <tine> <facility> <severity> <progranf<pi d>]>: <nmessage>

2019 Sep 29 06:07:24 |ocal 7. debug awpl us corehandl er : Process im (PID:775) signal
5, core dunped to /flash/im-exanple-5.4.9-1.4-1-1569737243-775.tQgz

Output Figure 7-3:  Example output from the show exception log command on a
device that has never had an exception occur

awpl us#show excepti on | og
<date> <tinme> <facility>. <severity> <progranf<pi d>]>: <nessage>
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LOGGING COMMANDS
SHOW LOG

show log

Overview This command displays the contents of the buffered log.

For information on filtering and saving command output, see the “Getting Started
with AlliedWare_Plus” Feature Overview and Configuration Guide.

Syntax show log [tail [<10-250>]]

Parameter Description

tail Display only the latest log entries.

<10- 250> Specify the number of log entries to display.

Default By default the entire contents of the buffered log is displayed.
Mode User Exec, Privileged Exec and Global Configuration

Usage If the optional tail parameter is specified, only the latest 10 messages in the
buffered log are displayed. A numerical value can be specified after the tail
parameter to select how many of the latest messages should be displayed.

The show log command is only available to users at privilege level 7 and above. To
set a user’s privilege level, use the command:

awpl us(config)# username <nanme> privil ege <1-15>

Examples To display the contents of the buffered log use the command:
awpl us# show | og
To display the 10 latest entries in the buffered log use the command:

awpl us# show |l og tail 10
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LOGGING COMMANDS
SHOW LOG

Output Figure 7-4:  Example output from show log

awpl us#show | og

<date> <tinme> <facility>. <severity> <progranf<pi d>]>: <nmessage>

2019 Apr 12 14:32:46 syslog.notice awpl us sysl og-ng[ 1151]: sysl og-ng starting up;
versi on='3.10. 1

2019 Apr 12 14:32:46 kern.warni ng awpl us kernel: pxa3xx-nand f10d0000. flash: This
platformcan't do DVA on this device

2019 Apr 12 14:32:46 kern.notice awplus kernel: 3 ofpart partitions found on MID
devi ce pxa3xx_nand- 0

2019 Apr 12 14:32:46 kern.notice awplus kernel: 4 ofpart partitions found on MID
device spi 1.0

2019 Apr 12 14:32:46 kern.notice awpl us kernel: Registering SWP/ SWPB emul ati on
handl er

2019 Apr 12 14:32:46 kern.notice awplus kernel: RAMD SK: squashfs fil esystem found
at block 0

2019 Apr 12 14:32:46 kern.notice awplus kernel: random real _init urandomread wth
98 bits of entropy avail able

2019 Apr 12 14:32:46 kern.notice awpl us kernel : ubi O0: attaching ntdO

Related clear log buffered
Commands copy buffered-log
default log buffered
log buffered
log buffered (filter)
log buffered size
log buffered exclude

show log config
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LOGGING COMMANDS
SHOW LOG CONFIG

show log config

Overview

Syntax
Mode

Example

Output

This command displays information about the logging system. This includes the
configuration of the various log destinations, such as buffered, permanent, syslog
servers (hosts) and email addresses. This also displays the latest status information

for each log destination.
show | og config
User Exec, Privileged Exec and Global Configuration

To display the logging configuration use the command:

show | og config

Figure 7-5:  Example output from show log config

PKI trustpoints:

Buf fered | og:
Status .........

Filters:
*1 Leve
Program. .. ..
Facility ....
Message text
2 Leve
Program. .. ..
Facility ....
Message text
Statistics ....
10: 36: 16)
Per manent | og:
Status ........

Filters:
1 Leve
Program. .. ..
Facility ....
Message text
*2 Leve
Program. .. ..
Facility ....
Message text
Statistics ....
10: 36: 16)
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Maxi mum si ze ...

Maxi mum si ze ...

Facility: default

exanpl e_t rust poi nt

enabl ed
100kb

. nhotices
. any

any

. informationa

. auth

. daenon

. any

. 1327 nessages received, 821 accepted by filter (2016 Cct 11

. enabl ed
60kb

. error
. any
. any
. any
. warni ngs
. dhcp
. any
"pool exhausted"

. 1327 nessages received, 12 accepted by filter (2016 Cct 11
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LOGGING COMMANDS
SHOW LOG CONFIG

In the above example the "* ' next to filter 1 in the buffered log configuration
indicates that this is the default filter. The permanent log has had its default filter
removed, so none of the filters are marked with **'.

NOTE: Terminal log and console log cannot be set at the same time. If console logging
is enabled then the terminal logging is turned off.

Related show counter log

Commands
show log

show log permanent
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LOGGING COMMANDS
SHOW LOG EXTERNAL

show log external

Overview

Syntax

Mode

Usage

Example

Related
Commands

Command
changes
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Use this command to display the contents of the external log, which is stored on a
USB storage device.

show | og external [tail [<10-250>]]

Parameter Description

tail Display only the latest log entries.

<10- 250> Specify the number of log entries to display.

Global Configuration

Privileged Exec

User Exec

If the optional tail parameter is specified, only the latest 10 messages in the

permanent log are displayed. A numerical value can be specified after the tail
parameter to change how many of the latest messages should be displayed.

To display the last 5 entries in the external log, use the command:

awpl us# show | og external tail 5

clear log external
default log external
log external

log external (filter)
log external exclude
log external rotate
log external size
show log config

unmount

Version 5.4.7-1.1: command added
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SHOW LOG PERMANENT

show log permanent

Overview

Syntax

Usage

Mode

Example

Output

This command displays the contents of the permanent log.

show | og pernmanent [tail [<10-250>]]

Parameter Description

tail Display only the latest log entries.

<10- 250> Specify the number of log entries to display.

If the optional tail parameter is specified only, the latest 10 messages in the
permanent log are displayed. A numerical value can be specified after the tail
parameter to change how many of the latest messages should be displayed.

User Exec, Privileged Exec and Global Configuration

To display the permanent log, use the command:

awpl us# show | og per manent

Figure 7-6:  Example output from show log permanent

2016 Feb 16 02:
fail' repeated
2016 Feb 16 02:
into portl.0.5
2016 Feb 16 02:
into portl.0.6
2016 Feb 16 02:
into portl.0.7
2016 Feb 16 02:
into portl.0.8
2016 Feb 16 02:
into portl1.0.9

awpl us#show | og per manent

<date> <time> <facility>. <severity> <prograni<pi d>] > <nessage>

20: 40 kern.err s_src@wpl us kernel: Last nessage 'RTNL: assertion

11 tinmes, suppressed by sysl og-ng on awpl us

52:38 local 6.crit awpl us Pl uggabl e[ 428]: Pl uggabl e AT- SP10SR i nserted
52:38 local 6.crit awpl us Pl uggabl e[ 428]: Pl uggabl e AT- SP10SR i nserted
52:38 local 6.crit awpl us Pl uggabl e[ 428]: Pl uggabl e AT- SP10SR i nserted
52:39 local 6.crit awpl us Pl uggabl e[ 428]: Pl uggabl e AT- SP10SR i nserted

52:39 local 6.crit awpl us Pl uggabl e[ 428]: Pl uggabl e AT- SP10SR i nserted

Related
Commands
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clear log permanent
copy permanent-log
default log permanent
log permanent

log permanent (filter)
log permanent exclude

log permanent size
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SHOW LOG PERMANENT

show log config
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SHOW RUNNING-CONFIG LOG

show running-config log

Overview This command displays the current running configuration of the Log utility.

Syntax show runni ng-config | og
Mode Privileged Exec and Global Configuration

Example To display the current configuration of the log utility, use the command:
awpl us# show runni ng-config | og

Related show log

Commands :
show log config
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LOGGING COMMANDS
UNMOUNT

unmount

Overview

Syntax

Mode

Example

Related
Commands

Command
changes
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Use this command to unmount an external storage device. We recommend you
unmount storage devices before removing them, to avoid file corruption. This is
especially important if files may be automatically written to the storage device,
such as external log files or AMF backup files.

unmount usb

Parameter Description

usb Unmount the USB storage device.

Privileged Exec
To unmount a USB storage device and safely remove it from the device, use the
command:

awpl us# unnount usb

clear log external
log external
show file systems
show log config

show log external

Version 5.4.7-1.1: command added
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Scripting
Commands

Introduction

Overview This chapter provides commands used for command scripts.

Command List - “activate” on page 361
. “echo” on page 362

. “wait” on page 363
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SCRIPTING COMMANDS
ACTIVATE

activate

Overview

Syntax

Mode

Usage

Examples

Related
Commands
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This command activates a script file.

activate [background] <script>

Parameter Description

background Activate a script to run in the background. A process that is running in
the background will operate as a separate task, and will not interrupt
foreground processing. Generally, we recommend running short,
interactive scripts in the foreground and longer scripts in the
background. The default is to run the script in the foreground.

<scri pt> The file name of the script to activate. The script is a command script
consisting of commands documented in this software reference.
Note that you must use either a . scp or a . sh filename extension for a
valid script text file, as described below in the usage section for this
command.

Privileged Exec

When a script is activated, the privilege level is set to 1 enabling User Exec
commands to run in the script. If you need to run Privileged Exec commands in
your script you need to add an enable (Privileged Exec mode) command to the
start of your script. If you need to run Global Configuration commands in your
script you need to add a configure terminal command after the enable command
at the start of your script.

The activate command executes the script in a new shell. A terminal length shell
command, such as terminal length 0 may also be required to disable a delay that
would pause the display.

A script must be a text file with a filename extension of either . sh or . scp only for
the AlliedWare Plus™ CLI to activate the script file. The . sh filename extension
indicates the file is an ASH script, and the . scp filename extension indicates the file
is an AlliedWare Plus™ script.

To activate a command script to run as a background process, use the command:

awpl us# activate background test.scp

configure terminal
echo
enable (Privileged Exec mode)

wait
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SCRIPTING COMMANDS
ECHO

echo

Overview

Syntax

Mode

Usage

Example

Output

Related
Commands

C613-50322-01 Rev B

This command echoes a string to the terminal, followed by a blank line.

echo <line>

Parameter Description

<line> The string to echo

User Exec and Privileged Exec

This command may be useful in CLI scripts, to make the script print user-visible
comments.

To echo the string Hel | o Wor | d to the console, use the command:

awpl us# echo Hello World

Hello World

activate

wait
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SCRIPTING COMMANDS
WAIT

wait
Overview

Syntax

Default
Mode

Usage

Example

Related
Commands
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This command pauses execution of the active script for the specified period of
time.

wait <del ay>

Parameter Description

<del ay> <1- 65335> Specify the time delay in seconds

No wait delay is specified by default.
Privileged Exec (when executed from a script not directly from the command line)

Use this command to pause script execution in an .scp (AlliedWare Plus™ script) or
an .sh (ASH script) file executed by the activate command. The script must contain
an enable command, because the wait command is only executed in the
Privileged Exec mode.

See an .scp script file extract below that will show port counters for interface
port1.0.2 over a 10 second interval:

enabl e
show i nterface portl.0.2
wait 10

show i nterface portl.0.2

activate
echo

enable (Privileged Exec mode)
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Interface
Commands

Introduction

Overview This chapter provides an alphabetical reference of commands used to configure
and display interfaces.

Command List - “description (interface)” on page 365
. “interface (to configure)” on page 366
. “platform jumboframe” on page 368

. “mtu” on page 369

. “service statistics interfaces counter” on page 370
. “show interface” on page 371

. “show interface brief” on page 374

. “show interface memory” on page 375

. “show interface status” on page 377

. “shutdown” on page 379
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INTERFACE COMMANDS
DESCRIPTION (INTERFACE)

description (interface)

Overview

Syntax

Mode

Example

Command
changes
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Use this command to add a description to a specific port or interface.

description <description>

Parameter Description

<descri pti on> Textdescribing the specific interface. Descriptions can contain any
printable ASCII characters (ASCII 32-126).

Interface Configuration

The following example uses this command to describe the device that a switch
port is connected to.

awpl us# configure term nal

awpl us(config)# interface portl.0.2
awpl us(config-if)# description Boardroom PC

Version 5.4.7-1.1: valid character set changed to printable ASCII characters
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INTERFACE COMMANDS
INTERFACE (TO CONFIGURE)

interface (to configure)

Overview

Syntax

Usage

Mode

Example
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Use this command to select one or more interfaces to configure.

interface <interface-list>

Parameter Description

<interface-list> Theinterfacesto configure. An interface-list can be:
« aVLAN (e.g.vlan2)
« aswitchport (e.g. port1.0.4)
+ astatic channel group (e.g. sa2)
« adynamic (LACP) channel group (e.g. po2)
« theloopback interface (lo)

+ acontinuous range of interfaces separated by a hyphen
(e.g.vlan10-20)

« acomma-separated list (e.g. vlan1,vlan10-20). Do not mix
interface types in a list.

The specified interfaces must exist.

Alocal loopback interface is one that is always available for higher layer protocols
to use and advertise to the network. Although a local loopback interface is
assigned an IP address, it does not have the usual requirement of connecting to a
lower layer physical entity. This lack of physical attachment creates the perception
of a local loopback interface always being accessible via the network.

Local loopback interfaces can be utilized by a number of protocols for various
purposes. They can be used to improve access to the device and also increase its
reliability, security, scalability and protection. In addition, local loopback interfaces
can add flexibility and simplify management, information gathering and filtering.

Global Configuration

The following example shows how to enter Interface mode to configure vlan1.
Note how the prompt changes.

awpl us# configure term nal
awpl us(config)# interface vlanl
awpl us(config-if)#

The following example shows how to enter Interface mode to configure the local
loopback interface.

awpl us# configure term nal
awplus(config)# interface lo

awpl us(config-if)#

Command Reference for GS980M Series 366
AlliedWare Plus™ Operating System - Version 5.4.9-1.x



INTERFACE COMMANDS
INTERFACE (TO CONFIGURE)

Related ip address (IP Addressing and Protocol)

Commands .
show interface

show interface brief
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INTERFACE COMMANDS
PLATFORM JUMBOFRAME

platform jumboframe

Overview This command enables the device to forward jumbo frames. See the Switching
Feature Overview and Configuration Guide for more information.

When jumbo frame support is enabled, the maximum size of packets that the
device can forward is 10218 bytes of payload.

Use the no variant of this command to remove jumbo frame support. This stops
the ports from forwarding packets larger than VLAN tagged frames (1522 bytes).

NOTE:

The figure above specifies the payload only. For an IEEE 802.1q frame, provision is
made (internally) for the following additional components:

. Source and Destination addresses
EtherType field

. Priority and VLAN tag fields

. FCS

These additional components increase the frame size (to 1522 bytes in the default
case).

Syntax pl atform junbofrane

no pl atform junboframe
Default By default, jumbo frames is off.
Mode Global Configuration

Usage You must save the configuration and restart the device after entering this
command for it to take effect. You can use the reboot command to restart the
device.

Example To enable the device to forward jumbo frames, use the following commands:

awpl us# configure term nal

awpl us(config)# platform junbofrane

Related show platform

Commands . .
show running-config
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INTERFACE COMMANDS
MTU

mtu

Overview

Syntax

Default
Mode

Usage

Examples

Related
Commands

Command
changes

C613-50322-01 Rev B

Use this command to set the Maximum Transmission Unit (MTU) size for interfaces,
where MTU is the maximum packet size that interfaces can transmit. The MTU size
setting is applied to both IPv4 and IPv6 packet transmission.

Use the no variant of this command to remove a previously specified Maximum
Transmission Unit (MTU) size, and restore the default MTU size. For example the
VLAN interface default is 1500 bytes.

mu <68-1582>

no ntu
The default MTU size, for example 1500 bytes for VLAN interfaces.
Interface Configuration

If a device receives an IPv4 packet for Layer 3 switching to another interface with
an MTU size smaller than the packet size, and if the packet has the ‘don’t
fragment' bit set, then the device will send an ICMP ‘destination unreachable’ (3)
packet type and a ‘fragmentation needed and DF set’ (4) code back to the source.
For IPv6 packets bigger than the MTU size of the transmitting interface, an ICMP
‘packet too big’ (ICMP type 2 code 0) message is sent to the source.

From version 5.4.7-1.1, if the MTU of a VLAN is set to less than 1500 bytes, all packet
forwarding to that VLAN will be done using the slow path forwarding (via the CPU).
This ensures that packets are fragmented correctly.

Note that show interface output will only show MTU size for VLAN interfaces.

To configure an MTU size of 1500 bytes on vlan2, use the commands:
configure termninal
interface vlan2

mu 1500

To restore the MTU size to the default MTU size of 1500 bytes on vlan2, use the
commands:

configure term nal
interface vl an2

no mu

show interface

Version 5.4.7-1.1: Behavior change when MTU set to less than 1500
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INTERFACE COMMANDS
SERVICE STATISTICS INTERFACES COUNTER

service statistics interfaces counter

Overview Use this command to enable the interface statistics counter.

Use the no variant of this command to disable the interface statistics counter.

Syntax service statistics interfaces counter

no service statistics interfaces counter
Default The interface statistics counter is enabled by default.
Mode Global Configuration

Example To enable the interface statistics counter, use the following commands:

awpl us# configure term nal

awpl us(config)# service statistics interfaces counter
To disable the interface statistics counter, use the following commands:

awpl us# configure term nal

awpl us(config)# no service statistics interfaces counter

Command Version 5.4.7-2.1: command added
changes
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INTERFACE COMMANDS
SHOW INTERFACE

show interface

Overview

Syntax

Mode

Usage

Example
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Use this command to display interface configuration and status.

For information on filtering and saving command output, see the “Getting Started
with AlliedWare Plus” Feature Overview and Configuration Guide.

show interface [<interface-list>]

Parameter Description

<interface-list> Theinterfaces or ports to display. An interface-list can be:
« aVLAN (e.g.vlan2)
+ aswitchport (e.g. port1.0.4)
- astatic channel group (e.g. sa2)
« adynamic (LACP) channel group (e.g. po2)
- the loopback interface (lo)

- acontinuous range of interfaces separated by a hyphen
(e.g.vlan10-20)

+ acomma-separated list (e.g. vlan1,vlan10-20). Do not mix
interface types in a list.

The specified interfaces must exist.

User Exec and Privileged Exec

Note that the output displayed with this command will show MTU (Maximum
Transmission Unit) size for VLAN interfaces, and MRU (Maximum Received Unit)
size for switch ports.

To display configuration and status information for all interfaces, use the
command:

awpl us# show i nterface
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INTERFACE COMMANDS
SHOW INTERFACE

Figure 9-1:  Example output from the show interface command

awpl us#show i nterface
Interface portl.0.1
Scope: both
Link is DOMN, admi nistrative state is UP
Thrash-limiting
Status Not Detected, Action |earn-disable, Tinmeout 1(s)
Hardware i s Ethernet, address is eccd. 6dff.d67d
i ndex 5001 nmetric 1 mru 1500
configured dupl ex auto, configured speed auto, configured polarity auto
<UP, BROADCAST, MULTI CAST>
SNWP | i nk-status traps: Disabled
i nput packets 1328, bytes 143605, dropped O, multicast packets O
out put packets 1847, bytes 218999, nulticast packets 1 broadcast packets 3
i nput average rate : 30 seconds 3.00 Kbps, 5 minutes 1.02 Kbps
out put average rate: 30 seconds 5.32 Kbps, 5 minutes 2.06 Kbps
i nput peak rate 8.19 Kbps at 2017/11/13 05: 09: 59
out put peak rate 17.05 Kbps at 2017/11/13 05: 11: 23
Time since |ast state change: 0 days 01: 37:41

To display configuration and status information for the loopback interface lo, use
the command:

show interface | o

Figure 9-2:  Example output from the show interface lo command

awpl us#show i nterface | o
Interface |l o
Scope: both
Link is UP, adnministrative state is UP
Har dwar e i s Loopback
index 1 netric 1
<UP, LOOPBACK, RUNNI NG
SNWP | i nk-status traps: Disabled
Rout er Advertisenment is disabl ed
Rout er Advertisenent default routes are accepted
Rout er Advertisenent prefix info is accepted
Time since |ast state change: 8 days 00: 01: 09

To display configuration and status information for interface vlan1, use the
command:

show i nterface vl anl
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INTERFACE COMMANDS
SHOW INTERFACE

Figure 9-3:  Example output from the show interface vlan1 command

awpl us#show i nterface vl anl
Interface vlanl
Link is UP, administrative state is UP
Hardware is VLAN, address is 0000.cd38. 026¢
| Pv4 address 192.168. 1. 1/ 24 broadcast 192. 168. 1. 255
i ndex 301 netric 1 ntu 1500
arp agei ng tineout 300
<UP, BROADCAST, RUNNI NG, MULTI CAST>
VRF Bi ndi ng: Not bound
SNWP | i nk-status traps: Disabled
Rout er Advertisenent is disabled
Rout er Advertisement default routes are accepted
Rout er Advertisenment prefix info is accepted
i nput packets 0, bytes 0, dropped O, multicast packets O
out put packets 9, bytes 612, multicast packets 0, broadcast packets 0
i nput average rate : 30 seconds O bps, 5 minutes 0 bps
out put average rate: 30 seconds O bps, 5 minutes 0 bps
out put peak rate 140 bps at 2018/ 04/ 10 16: 40: 56
Ti me since |ast state change: 8 days 19:09: 19

Related mtu

Commands . .
show interface brief

Command Version 5.4.7-2.1: average rate and peak rate added to output
changes
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INTERFACE COMMANDS
SHOW INTERFACE BRIEF

show interface brief

Overview

Syntax
Mode

Output

Related
Commands
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Use this command to display brief interface, configuration, and status information,
including provisioning information.

For information on filtering and saving command output, see the “Getting Started
with AlliedWare Plus” Feature Overview and Configuration Guide.

show i nterface brief
User Exec and Privileged Exec

Figure 9-4:  Example output from show interface brief

awpl us# show i nterface brief

Interface St at us Pr ot ocol
portl1.0.1 adm n up down
port1.0.2 adm n up down
port1.0.3 adm n up down
portl.0.4 adm n up down
port1.0.13 adm n up down
portl.0.14 adm n up down

l o adm n up runni ng
vl anl adm n up down

Table 9-1: Parameters in the output of show interface brief

Parameter Description

Interface The name or type of interface.

St at us The administrative state. This can be either admin up or admin
down.

Pr ot ocol The link state. This can be either down, running, or provisioned.

show interface

show interface memory
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INTERFACE COMMANDS
SHOW INTERFACE MEMORY

show interface memory

Overview

Syntax

Mode

Example

Output
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This command displays the shared memory used by either all interfaces, or the
specified interface or interfaces. The output is useful for diagnostic purposes by
Allied Telesis authorized service personnel.

For information on filtering and saving command output, see the “Getting Started
with AlliedWare Plus” Feature Overview and Configuration Guide.

show i nterface nmenory

show i nterface <port-list> nenory

Parameter Description

<port-list> Displayinformation about only the specified port or ports. The port
list can be:

- aswitchport (e.g. port1.0.4)
- astatic channel group (e.g. sa2)
« adynamic (LACP) channel group (e.g. po2)

« acontinuous range of ports separated by a hyphen (e.g.
port1.0.1-1.0.4)

« acomma-separated list (e.g. port1.0.1,port1.0.3-1.0.4). Do not mix
port types in the same list.

User Exec and Privileged Exec

To display the shared memory used by all interfaces, use the command:
awpl us# show i nterface nmenory

To display the shared memory used by port1.0.1 and port1.0.3 to port1.0.4, use the
command:

awpl us# show i nterface portl.0.1,portl.0.3-portl.0.4 nenory

Figure 9-5:  Example output from the show interface memory command

awpl us#show i nterface menory
VI an bl ocki ng state shared menory usage
Interface shm d Byt es Used nattch St at us
portl1.0.1 491535 512 1
port1.0.2 393228 512 1
port1.0.3 557073 512 1
lo 425997 512 1
pol 1179684 512 1
po2 1212453 512 1
sa3 1245222 512 1
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INTERFACE COMMANDS
SHOW INTERFACE MEMORY

Figure 9-6:  Example output from show interface <port-list> memory for a list

of interfaces

awpl us#show i nterface portl1.0.1,port1.0.3-portl.0.4 nenory
VI an bl ocking state shared nmenory usage

Interface shm d Byt es Used nattch St at us
portl1.0.1 589842 512 1
port1.0.3 688149 512 1
port1.0.4 327690 512 1

Related show interface brief

Commands .
show interface status
show interface switchport
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INTERFACE COMMANDS
SHOW INTERFACE STATUS

show interface status

Overview Use this command to display the status of the specified interface or interfaces.
Note that when no interface or interfaces are specified then the status of all
interfaces on the device are shown.

Syntax show interface [<port-list>] status

Parameter Description

<port-1list> The portsto display information about. The port list can be:
« aswitchport (e.g. port1.0.4)
+ a static channel group (e.g. sa2)
« adynamic (LACP) channel group (e.g. po2)

- acontinuous range of ports separated by a hyphen (e.g.
port1.0.1-1.0.4)

+ acomma-separated list (e.g. port1.0.1,port1.0.3-1.0.4). Do not mix
port types in the same list.

Examples To display the status of port1.0.1 to port1.0.3, use the commands:

awpl us# show i nterface portl.0.1-portl.0.3 status

Table 10: Example output from the show interface <port-list> status command

awpl us#show i nterface portl1.0.1-port1.0.3 status

Por t Nane St at us VI an Dupl ex Speed Type
portl1l.0.1 not connect 1 auto auto 1000BASE- T
port1.0.2 not connect 1 auto auto 1000BASE-T
port1.0.3 not connect 1 auto aut o 1000BASE-T

To display the status of all ports, use the commands:

awpl us# show interface status

Table 11: Example output from the show interface status command

awpl us#show i nterface status

Por t Name St at us VI an Dupl ex Speed Type

port1.0.1 Trunk_Net connect ed trunk a-full a-1000 1000BaseTX

port1.0.2 Access_Netl connect ed 1 full 1000 1000BaseTX

port1.0.3 Access_Net1l di sabl ed 1 auto aut o 1000BaseTX
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INTERFACE COMMANDS
SHOW INTERFACE STATUS

Table 12: Parameters in the output from the show interface status command

Parameter Description

Por t Name/Type of the interface.
Nane Description of the interface.
St at us The administrative and operational status of the interface; one of:

- disabled: the interface is administratively down.
« connect: the interface is operationally up.

+ notconnect: the interface is operationally down.

VI an VLAN type or VLAN IDs associated with the port:

«  When the VLAN mode is trunk, it displays trunk (it does not
display the VLAN IDs).

«  When the VLAN mode is access, it displays the VLAN ID.

«  When the VLAN mode is private promiscuous, it displays the
primary VLAN ID if it has one, and promiscuous if it does not
have a VLAN ID.

«  When the VLAN mode is private host, it displays the primary
and secondary VLAN IDs.

«  When the port is an Eth port, it displays none: there is no VLAN
associated with it.

+  When the VLAN is dynamically assigned, it displays the current
dynamically assigned VLAN ID (not the access VLAN ID), or
dynamic if it has multiple VLANs dynamically assigned.

Dupl ex The actual duplex mode of the interface, preceded by a- if it has
autonegotiated this duplex mode. If the port is disabled or not
connected, it displays the configured duplex setting.

Speed The actual link speed of the interface, preceded by a- if it has
autonegotiated this speed. If the port is disabled or not
connected, it displays the configured speed setting.

Type The type of interface, e.g. 1000BaseTX. For SFP bays, it displays
Unknown if it does not recognize the type of SFP installed, or Not
present if an SFP is not installed or is faulty.

Related show interface

Commands .
show interface memory
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INTERFACE COMMANDS
SHUTDOWN

shutdown

Overview

Syntax

Mode

Usage

Example
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This command shuts down the selected interface. This administratively disables
the link and takes the link down at the physical (electrical) layer.

Use the no variant of this command to disable this function and therefore to bring
the link back up again.

shut down

no shut down
Interface Configuration

If you shutdown an aggregator, the device shows the admin status of the
aggregator and its component ports as “admin down”. While the aggregator is
down, the device accepts shutdown and no shutdown commands on
component ports, but these have no effect on port status. Ports will not come up
again while the aggregator is down.

To shut down port1.0.1, use the commands:
awpl us# configure term nal
awplus(config)# interface portl1.0.1
awplus(config-if)# shutdown

To bring up port1.0.1, use the commands:
awpl us# configure term nal
awplus(config)# interface portl.0.1
awpl us(config-if)# no shutdown

To shut down vlan2, use the commands:

awpl us# configure term nal
awplus(config)# interface vlan2

awpl us(config-if)# shutdown

To bring up vlan2, use the commands:

awpl us# configure term nal

awpl us(config)# interface vlan2

awpl us(config-if)# no shutdown
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1 0 Port Mirroring and
Remote Mirroring
Commands

Introduction

Overview This chapter provides an alphabetical reference of commands used to configure
Port Mirroring and Remote Mirroring (also known as RSPAN).

For more information, see the Mirroring Feature Overview and Configuration

Guide.
Command List - “mirror interface” on page 381

. “remote-mirror interface” on page 383
. “show mirror” on page 385
. “show mirror interface” on page 386
. “show remote-mirror” on page 387
. “switchport remote-mirror-egress” on page 389
. “vlan mode remote-mirror-vlan” on page 390
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PORT MIRRORING AND REMOTE MIRRORING COMMANDS

MIRROR INTERFACE

mirror interface

Overview

Syntax

Mode

C613-50322-01 Rev B

Use this command to define a mirror port and mirrored (monitored) ports and
direction of traffic to be mirrored. The port for which you enter interface mode will
be the mirror port.

The destination port is removed from all VLANSs, and no longer participates in other
switching.

Use the no variant of this command to disable port mirroring by the destination
port on the specified source port.

Use the none variant of this command when using copy-to-mirror ACL and QoS
commands.

mrror interface <source-port-list> direction
{both|receive|transmt}

mrror interface none
no mrror interface <source-port-Ilist>

no mrror interface none

Parameter Description

<sour ce-port-1list> The source switch ports to mirror. A port-list can be:
+ aport (e.g.port1.0.2)

« acontinuous range of ports separated by a hyphen, e.g.
port1.0.1-port1.0.3

« acomma-separated list of ports and port ranges, e.g.
port1.0.1,port1.0.2-port1.0.4

The source port list cannot include dynamic or static
channel groups (link aggregators).

direction Specifies whether to mirror traffic that the source port
receives, transmits, or both.

bot h Mirroring traffic both received and transmitted by the
source port.

receive Mirroring traffic received by the source port.

transmt Mirroring traffic transmitted by the source port.

none Specify this parameter for use with the copy-to-mirror

parameter of:

- the ACL (Access Control List) access-list and ipv6
access-list commands or

- the QoS (Quiality of Service) default action command.
The none parameter lets you specify the destination port
(the analyzer port) for the traffic without specifying a
source mirror port.

Interface Configuration
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PORT MIRRORING AND REMOTE MIRRORING COMMANDS

MIRROR INTERFACE

Usage

Example

Related
Commands
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Use this command to send traffic to another device connected to the mirror port
for monitoring.

For more information, see the Mirroring Feature Overview and Configuration
Guide.

A mirror port cannot be associated with a VLAN. If a switch port is configured to be
a mirror port, it is automatically removed from any VLAN it was associated with.

This command can only be applied to a single mirror (destination) port, not to a
range of ports, nor to a static or dynamic channel group. Do not apply multiple
interfaces with an interface command before issuing the mirror interface
command. One interface may have multiple mirror interfaces.

Access control lists can be used to mirror a subset of traffic from the mirrored port
by using the copy-to-mirror parameter in hardware ACL commands.

To mirror traffic received and transmitted on port1.0.1 to destination port1.0.2, use
the commands:

awpl us# configure termnal
awpl us(config)# interface portl.0.2
awplus(config-if)# mrror interface portl.0.1 direction both

To enable use with the access-list (numbered hardware ACL for IP packets) ACLand
default-action QoS commands to destination port1.0.1 without specifying a source
port, use the commands:

awpl us# configure termnal
awplus(config)# interface portl.0.1
awplus(config-if)# mrror interface none

To mirror all received or transmitted TCP traffic to analyzer port1.0.1, use the
sample configuration snippet below:

awpl us#show runni ng-confi g

m s gos enabl e
access-|list 3000 copy-to-mirror tcp any any
access-group 3000
!
interface port1.0.1
mrror interface none

access-list (numbered hardware ACL for IP packets)
access-list (numbered hardware ACL for MAC addresses)
default-action

ipv6 access-list (named IPv6 hardware ACL)
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PORT MIRRORING AND REMOTE MIRRORING COMMANDS

REMOTE-MIRROR INTERFACE

remote-mirror interface

Overview

Syntax

Default
Mode

Usage
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Use this command on the source device to specify the source port whose traffic is
to be remote-mirrored (monitored), and the remote mirroring VLAN ID these
mirrored frames will be tagged with when they egress from the source device. The
port for which Interface Configuration mode is entered is the port via which the
mirrored traffic egresses the source device towards the remote destination device.

Use the no variant of this command to disable remote mirroring of the specified
mirrored port by the egress (destination) port on the source device.

renmote-mrror interface <port-list> direction
{both|receive|transmt} vlan <2-4090> [priority <O0-7>]

renote-mrror interface none vlan <2-4090> [priority <0-7>]

no renote-mrror interface <port-list> [direction
{receive|transmt}]

no renote-mrror interface none

Parameter Description

<port-list> The ports from which to mirror traffic. A port-list can be:
+ aport (e.g. port1.0.1)

+ acontinuous range of ports separated by a hyphen, e.g.
port1.0.1-port1.0.4

« acomma-separated list of ports and port ranges, e.g.
port1.0.1,port1.0.3-port1.0.4

direction Specifies whether to mirror traffic that the source port
receives, transmits, or both.

bot h Mirroring traffic both received and transmitted by the source
port.

recei ve Mirroring traffic received by the source port.

transmt Mirroring traffic transmitted by the source port.

2-4090 The VLAN ID of the remote mirroring VLAN that this mirrored
traffic is to be tagged with at the egress port on the source
device.

priority The 802.1p priority tag to apply to mirrored packets.

No ports are set to be remote mirrored by default.
Interface Configuration
To prevent unwanted processing of mirrored traffic, we recommend configuring

remote monitoring on the receiving device before configuring it on the source
device.

Command Reference for GS980M Series 383
AlliedWare Plus™ Operating System - Version 5.4.9-1.x



PORT MIRRORING AND REMOTE MIRRORING COMMANDS

REMOTE-MIRROR INTERFACE

Example

Related
Commands
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This command can only be used to configure a single egress port on the source
device, not a range of egress ports. Do not use the interface command with
multiple interfaces before using this remote-mirror interface command. One
egress (destination) port on the source device can transmit mirrored frames from
up to four remote mirrored (source) ports.

The egress port on the source device can be associated with other VLANs in
addition to the remote mirror VLAN, so it can function as an uplink for traffic from
multiple VLANs. This command does not change the VLAN associations of the
mirrored ports.

Only one port on the device can be configured as either a mirror port for port
mirroring (mirror interface command) or as an egress port on the source device
for remote mirroring (remote-mirror interface command).

All mirrored ports on a single device must use the same remote mirror VLAN and
priority.

Access control lists can be used to mirror a subset of traffic from the mirrored port
by using the copy-to-mirror parameter in hardware ACL commands.

To configure the source device to send all the traffic that it receives on
remote-mirrored port port1.0.2 out egress port port1.0.1 tagged with remote
mirroring VLAN ID 2, use the commands:

awpl us# configure term nal
awpl us(config)# interface portl.0.1

awplus(config-if)# remote-nmirror interface portl.0.2 direction
receive vlan 2

To stop port1.0.1 remote-mirroring traffic received on mirrored port port1.0.2, use
the commands:

awpl us# configure term nal
awpl us(config)# interface portl.0.1

awpl us(config-i1f)# no renote-mrror interface portl.0.2
direction receive

access-list (numbered hardware ACL for IP packets)
access-list (numbered hardware ACL for MAC addresses)
default-action

mirror interface

remote-mirror interface

show remote-mirror

switchport remote-mirror-egress

vlan mode remote-mirror-vlan
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SHOW MIRROR

show mirror

Overview
Syntax
Mode

Example

Output
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Use this command to display the status of all mirrored ports.
show mirror

User Exec and Privileged Exec

To display the status of all mirrored ports, use the following command:

awpl us# show mrror

Figure 10-1: Example output from the show mirror command

Mrror Test Port Nanme: portl.0.1
Mrror option: Enabled

Mrror direction: both

Moni tored Port Nane: portl.0.2
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SHOW MIRROR INTERFACE

show mirror interface

Overview

Syntax

Mode

Example

Output
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Use this command to display port mirroring configuration for a mirrored
(monitored) switch port.

show mirror interface <port>

Parameter Description

<port> The monitored switch port to display information about.

User Exec, Privileged Exec and Interface Configuration

To display port mirroring configuration for port1.0.2, use the following commands:
awpl us# configure term nal
awpl us(config)# interface portl.0.2

awpl us(config-1f)# show mrror interface portl.0.2

Figure 10-2: Example output from the show mirror interface command

Mrror Test Port Name: portl.0.1
Mrror option: Enabled

Mrror direction: both

Moni tored Port Nanme: portl.0.2
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SHOW REMOTE-MIRROR

show remote-mirror

Overview
Syntax
Mode

Example

Output
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Use this command to display information for remote-mirroring.

show renmote-mrror

User Exec

To display information about remote mirroring, use the command:

awpl us# show renmpte-mrror

Figure 10-3: Example output from show remote-mirror

Port: portl.0.3
VLAN: 259

Moni tored ports:
portl1l.0.1
direction: both

VLAN 259

User priority: O

Renote mirror VLANs:

awpl us#show renote-m rror
Renote mirror information:
Renote mirror destination:

Renote mirror egress ports:

Table 10-1: Parameters in the output from show remote-mirror

Parameter Description

Remote mrror
desti nation

On the source device, this displays information about:

« the egress port for the mirrored traffic on the source
device

« the remote mirroring VLAN ID this traffic is tagged with
on egress

« the user priority this traffic is tagged with on egress

Moni t ored ports

On the source device, this displays:
+ the ports being mirrored (monitored)

. the direction—whether both received traffic,
transmitted traffic or both are mirrored

+ 'none (via ACL)' if it is configured with the command
remote-mirror interface none to allow ACLs to select
the traffic to be mirrored
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Table 10-1: Parameters in the output from show remote-mirror (cont.)

Parameter Description

Renote m rror On the destination device, this displays :

egress ports « the remote mirror egress ports

« the remote mirror VLANSs they are associated with

Renpte m rror On source, destination and intermediate devices, this
VLANs displays a list of any VLANs configured in remote mirror
VLAN mode. To see a list of the ports associated with these
VLANSs, use the command show vlan brief.

Related remote-mirror interface

Commands . .
switchport remote-mirror-egress
vlan mode remote-mirror-vlan
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SWITCHPORT REMOTE-MIRROR-EGRESS

switchport remote-mirror-egress

Overview

Syntax

Default
Mode

Usage

Example

Related
Commands
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Use this command on the device receiving remote mirrored traffic to set the
remote mirroring egress port for the specified remote mirroring VLAN. This port
removes the remote mirror VLAN tagging before transmitting the mirrored traffic.
Ingress traffic on this port is disabled.

Use the no variant of this command to reset the port to no longer function as a
remote mirror egress port.

swi tchport renote-mirror-egress vlan <vlan-id>

no switchport renote-mrror-egress

Parameter Description

<vl an-i d> The port will transmit the mirrored traffic it receives from this
remote mirror VLAN.

There is no remote mirror egress port by default.
Interface Configuration for a switch port

To prevent unwanted processing of mirrored traffic, we recommend configuring
remote monitoring on the receiving device before configuring it on the source
device.

This command would typically be used for the port that transmits the
remote-mirrored traffic to a device that will analyze it. The port effectively
functions as an access port in the remote mirror VLAN, with the added feature of
not allowing ingress traffic on the port.

To set port1.0.2 on the destination device as the remote mirror egress port for
mirrored traffic that is tagged with VLAN ID 2, use the commands:

awpl us# configure term nal

awplus(config)# interface portl.0.2

awplus(config-if)# switchport remote-nirror-egress vlan 2
To unset port1.0.2 as a remote mirror egress port, use the commands:

awpl us# configure term nal
awplus(config)# interface portl.0.2

awpl us(config-if)# no switchport renote-mrror-egress

remote-mirror interface
show remote-mirror

vlan mode remote-mirror-vlan
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vlan mode remote-mirror-vian

Overview

Syntax

Default
Mode

Usage

Example

Related
Commands
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Use this command to create a single VLAN or a range of VLANSs in remote mirror
mode to be used for remote mirroring.

Use the no variant of this command to remove the remote mirror VLAN from the
VLAN database and its configurations.

vl an [ <vi d>| <vi d-range>] node renote-mrror-vlan

no vl an [<vi d>| <vi d-range>]

Parameter Description

<vi d> The VLAN ID of the remote mirroring VLAN to be created.
<vi d-range> The range of VLAN IDs for the remote mirroring VLANs to be
created.

There is no remote mirror VLAN by default.
VLAN Configuration

This remote mirror VLAN needs to be configured on the remote mirroring source
device, the destination (receiving) device, and any devices in between that are to
forward the mirrored traffic. We recommend configuring this on the receiving
device and intermediate devices before configuring the source device.

The remote mirror VLAN operates in a special mode— all traffic on the remote
mirror VLAN is flooded, and no learning or CPU processing is done for packets in
the VLAN. BPDU packets (link-local packets used to control features like spanning
tree or AMF) are dropped on remote mirror VLANSs.

Disabling the remote-mirroring VLAN on the source switch does not prevent the
mirrored packets from being sent with the remote-mirror VLAN tag. To stop the
mirroring, the command no remote-mirror interface must be used.

To create a VLAN with VLAN ID 3 in remote mirror VLAN mode, use the commands:
awpl us# configure term nal

awpl us(config)# vlan database

awplus(config-vlan)# vlan 3 node renote-nirror-vlan

To remove the remote mirror VLAN with ID 3, use the commands:

awpl us# configure term nal
awpl us(config)# vlan database

awpl us(config-vlan)# no vlian 3

remote-mirror interface

show remote-mirror
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switchport remote-mirror-egress
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Switching
Commands

Introduction

Overview

Command List
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This chapter provides an alphabetical reference of commands used to configure
switching.

For more information, see the Switching Feature Overview and Configuration
Guide.

. “backpressure” on page 395

. “clear loop-protection counters” on page 397

. “clear mac address-table dynamic” on page 398
. “clear mac address-table static” on page 400

. “clear port counter” on page 401

. “clear port-security intrusion” on page 402

. “debug loopprot” on page 405
. “debug platform packet” on page 406
. “duplex” on page 408

. “flowcontrol (switch port)” on page 409
. “linkflap action” on page 411
. “loop-protection loop-detect” on page 412
. “loop-protection action” on page 413
. “loop-protection action-delay-time” on page 414
. “loop-protection timeout” on page 415
. “mac address-table acquire” on page 416
. “mac address-table ageing-time” on page 417
. “mac address-table logging” on page 418
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. “mac address-table static” on page 419

. “mac address-table thrash-limit” on page 420

. “platform control-plane-prioritization rate” on page 421
. “platform jumboframe” on page 423

. “platform 12mc-table mode” on page 424

. “platform 12mc-overlap” on page 426

. “platform 13-vlan-hashing-algorithm” on page 427

. “platform load-balancing” on page 428

. “platform mac-vlan-hashing-algorithm” on page 430
. “platform multicast-ratelimit” on page 431

. “polarity” on page 432

. “show debugging loopprot” on page 433
. “show debugging platform packet” on page 434

. “show flowcontrol interface” on page 435

. “show interface err-disabled” on page 436

. “show interface switchport” on page 437

. “show loop-protection” on page 438

. “show mac address-table” on page 440

. “show mac address-table thrash-limit” on page 442
. “show platform” on page 443

. “show platform classifier statistics utilization brief” on page 446
. “show platform port” on page 449

. “show port-security interface” on page 452

. “show port-security intrusion” on page 453

. “show storm-control” on page 454

. “speed” on page 455

. “storm-control level” on page 457

. “switchport port-security” on page 458

. “switchport port-security aging” on page 459

. “switchport port-security maximum?” on page 460
. “switchport port-security violation” on page 461

. “thrash-limiting” on page 462
. “undebug loopprot” on page 463
. “undebug platform packet” on page 464
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backpressure

Overview

Syntax

Default

Mode

Usage

Examples
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This command provides a method of applying flow control to ports running in half
duplex mode. The setting will only apply when the link is in the half-duplex state.

You can disable backpressure on an interface using the off parameter or the no
variant of this command.

backpressure {on|off}

no backpressure

Parameters Description

on Enables half-duplex flow control.

of f Disables half-duplex flow control.

Backpressure is turned off by default. You can determine whether an interface has
backpressure enabled by viewing the running-config output; backpressure on is
shown for interfaces if this feature is enabled.

Interface Configuration

The backpressure feature enables half duplex Ethernet ports to control traffic flow
during congestion by preventing further packets arriving. Back pressure utilizes a
pre-802.3x mechanism in order to apply Ethernet flow control to switch ports that
are configured in the half duplex mode.

The flow control applied by the flowcontrol (switch port) command operates only
on full-duplex links, whereas back pressure operates only on half-duplex links.

If a port has insufficient capacity to receive further frames, the device will simulate
a collision by transmitting a CSMACD jamming signal from this port until the buffer
empties. The jamming signal causes the sending device to stop transmitting and
wait a random period of time, before retransmitting its data, thus providing time
for the buffer to clear. Although this command is only valid for switch ports
operating in half-duplex mode the remote device (the one sending the data) can
be operating in the full duplex mode.

To see the currently-negotiated duplex mode for ports whose links are up, use the
command show interface. To see the configured duplex mode (when different
from the default), use the command show running-config.

To enable back pressure flow control on interfacesport 1. 0. 1- port 1. 0. 2
enter the following commands:

awpl us# configure term nal
awpl us(config)# interface portl.0.1-port1.0.2

awpl us(config-if)# backpressure on
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To disable back pressure flow control oninterfaceport 1. 0. 2 enter the following
commands:

awpl us# configure term nal
awplus(config)# interface portl.0.2

awplus(config-if)# backpressure off

Validation show running-config

Commands .
show interface

Related duplex
Commands
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clear loop-protection counters

Overview Use this command to clear the counters for the Loop Protection counters.

Syntax clear |oop-protection [interface <port-list>] counters

Parameters Description

i nterface The interface whose counters are to be cleared.

<port-list> Aport, aportrange, oran aggregated link.

Mode Privileged Exec

Examples To clear the counter information for all interfaces:
awpl us# cl ear | oop-protection counters
To clear the counter information for a single port:

awpl us# clear | oop-protection interface portl.0.1 counters
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CLEAR MAC ADDRESS-TABLE DYNAMIC

clear mac address-table dynamic

Overview

Syntax

Mode

Usage

Examples
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Use this command to clear the filtering database of all entries learned for a selected
MAC address, an MSTP instance, a switch port interface or a VLAN interface.

cl ear mac address-table dynanic
[ address <mac-address>|interface <port> [instance <inst>]|
vl an <vi d>]

Parameter Description

addr ess Specify a MAC (Media Access Control) address to be cleared
<mac- addr ess> from the filtering database, in the format
HHHH.HHHH.HHHH.

interface <port>  Specify a switch port to be cleared from the filtering
database. The port can be:

- aswitchport (e.g. port1.0.4)
- astatic channel group (e.g. sa2)

« adynamic (LACP) channel group (e.g. po2)

i nstance <inst> Specify an MSTP (Multiple Spanning Tree) instance in the
range 1 to 63 to be cleared from the filtering database.

vl an <vi d> Specify a VID (VLAN ID) in the range 1 to 4094 to be cleared
from the filtering database.

Privileged Exec

Use this command with options to clear the filtering database of all entries learned
for a given MAC address, interface or VLAN. Use this command without options to
clear any learned entries.

Use the optional instance parameter to clear the filtering database entries
associated with a specified MSTP instance Note that you must first specify a switch
port interface before you can specify an MSTP instance.

Compare this usage and operation with the clear mac address-table static
command. Note that an MSTP instance cannot be specified with the command
clear mac address-table static.

This example shows how to clear all dynamically learned filtering database entries.

awpl us# cl ear mac address-table dynam c

This example shows how to clear all dynamically learned filtering database entries
when learned through device operation for the MAC address 0000.5E00.5302.

awpl us# cl ear mac address-tabl e dynam ¢ address 0000. 5E00. 5302
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This example shows how to clear all dynamically learned filtering database entries
when learned through device operation for a given MSTP instance 1 on switch port
interface port1.0.3.

awpl us# clear mac address-table dynamic interface portl.0.3
i nstance 1

Related clear mac address-table static

Commands
show mac address-table
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CLEAR MAC ADDRESS-TABLE STATIC

clear mac address-table static

Overview

Syntax

Mode

Usage

Examples

Related
Commands
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Use this command to clear the filtering database of all statically configured entries
for a selected MAC address, interface, or VLAN.

cl ear mac address-tabl e static [address <mac-address>|interface
<port>|vlan <vi d>]

Parameter Description

addr ess Specify a MAC (Media Access Control) address to be cleared
<mac- addr ess> from the filtering database, in the format
HHHH.HHHH.HHHH.

interface <port>  Specify the port from which statically configured entries are
to be cleared. The port can be

« aswitchport (e.g. port1.0.4)
- astatic channel group (e.g. sa2)

« adynamic (LACP) channel group (e.g. po2)

vl an <vi d> Specify a VID (VLAN ID) in the range 1 to 4094 to be cleared
from the filtering database.

Privileged Exec

Use this command with options to clear the filtering database of all entries made
from the CLI for a given MAC address, interface or VLAN. Use this command
without options to clear any entries made from the CLI.

Compare this usage with clear mac address-table dynamic command.

This example shows how to clear all filtering database entries configured through
the CLI.

awpl us# clear mac address-table static

This example shows how to clear all filtering database entries for a specific
interface configured through the CLI.

awpl us# cl ear mac address-table static interface portl1.0.3

This example shows how to clear filtering database entries configured through the
CLI for the MAC address 0000.5E00.5302.

awpl us# cl ear mac address-table static address 0000. 5E00. 5302

clear mac address-table dynamic
mac address-table static

show mac address-table
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clear port counter

Overview

Syntax

Mode

Example

Related
Commands
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Use this command to clear the packet counters of the port.

clear port counter [<port>]

Parameter Description

<port> The port number or range

Privileged Exec

To clear the packet counter for port1.0.1, use the command:

awpl us# clear port counter portl.0.1

show platform port
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CLEAR PORT-SECURITY INTRUSION

clear port-security intrusion

Overview

Syntax

Mode

Examples
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Use this command to clear the history of the port-security intrusion list on all ports,
or an individual port. If a port is not specified, the intrusion lists of all ports are
cleared. This command does not clear any MAC addresses the device has already
learned on the ports. If you want to clear MAC addresses on a switch port from the
filtering database, you can use the clear mac address-table dynamic command or
the clear mac address-table static command.

clear port-security intrusion [interface <port>]

Parameter Description

<port> Specify the switch port from which the history of violated address
entries will be cleared. The port can be a single switch port, (e.g.
port1.0.4), a static channel group (e.g. sa2), or a dynamic (LACP)
channel group (e.g. po2).

Privileged Exec

To see the port-security status on port1.0.2, use the following command:

awpl us# show port-security interface portl.0.2

Table 11-1: Example output from show port-security interface

awpl us#show port-security interface portl.0.2
Port Security configuration

Security Enabled : YES

Port Status : ENABLED

Vi ol ati on Mode : TRAP

Aging : OFF

Maxi mum MAC Addresses : 1

Total MAC Addresses : 1

Lock Status : LOCKED

Security Violation Count : 1

Last Viol ation Source Address : 801f.0200. 19da

To see the intrusion list on port1.0.2, use the following command:

awpl us# show port-security intrusion interface portl.0.2
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Table 11-2: Example output from show port-security intrusion

awpl us#show port-security intrusion interface portl.0.2
Port Security Intrusion List

Interface: portl.0.2 - 1 intrusion(s) detected
801f. 0200. 19da

To clear the history of port-security intrusion list on port1.0.2, use the following
command:

clear port-security intrusion interface portl.0.2
To see the port-security status on port1.0.2, use the following command:

show port-security interface portl.0.2

Table 11-3: Example output from show port-security interface

awpl us#show port-security interface portl.0.2
Port Security configuration

Security Enabled : YES

Port Status : ENABLED

Viol ati on Mbde : TRAP

Aging : OFF

Maxi mum MAC Addresses : 1

Total MAC Addresses : 1

Lock Status : LOCKED

Security Violation Count : 0O

Last Violati on Source Address : None

NOTE: Note that the port status is still locked while the history of port violation is
cleared from the database.

To see the intrusion list on port1.0.2, use the following command:

show port-security intrusion interface portl.0.2

Table 11-4: Example output from show port-security intrusion

awpl us#show port-security intrusion interface portl.0.2
Port Security Intrusion List

Interface: portl.0.2 - no intrusions detected

C613-50322-01 Rev B Command Reference for GS980M Series 403
AlliedWare Plus™ Operating System - Version 5.4.9-1.x



SWITCHING COMMANDS
CLEAR PORT-SECURITY INTRUSION

Related show port-security interface
Commands - .
show port-security intrusion
switchport port-security
switchport port-security aging
switchport port-security maximum

switchport port-security violation
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debug loopprot

Overview

Syntax

Mode

Example

Related
Commands
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This command enables Loop Protection debugging.

The no variant of this command disables Loop Protection debugging.

debug | oopprot {info|nmsg| pkt|state|nsmnall}
no debug | oopprot {info|nsg|pkt|state|nsnjall}

Parameter Description

info General Loop Protection information.

nsg Received and transmitted Loop Detection Frames (LDFs).

pkt Echo raw ASClI display of received and transmitted LDF packets to
the console.

state Loop Protection states transitions.

nsm Network Service Module information.

al | All debugging information.

Privileged Exec and Global Configuration

To enable debug for all state transitions, use the command:

awpl us# debug | oopprot state

show debugging loopprot
undebug loopprot
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DEBUG PLATFORM PACKET

debug platform packet

Overview

Syntax

Default

Mode

Usage

Examples
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This command enables platform to CPU level packet debug functionality on the
device.

Use the no variant of this command to disable platform to CPU level packet debug.
If the result means both send and receive packet debug are disabled, then any
active timeout will be canceled.

debug pl atform packet [recv] [send] [timeout <tinmeout>] [vlan
<vid>|all]

no debug pl atform packet [recv] [send]

Parameter Description

recv Debug packets received.

send Debug packets sent.

ti meout <tineout> Stop debug after a specified time. Specify the time in
seconds.

vl an <vi d> Specify aVID (VLAN ID) in the range 1 to 4094 to limit
debug to that VLAN.

al | Debug all VLANs (default setting).

A 5 minute timeout is configured by default if no other timeout duration is
specified.

Privileged Exec and Global Configuration
This command can be used to trace packets sent and received by the CPU. If a

timeout is not specified, then a default 5 minute timeout will be applied.

If atimeout of 0 is specified, packet debug will be generated until the no variant of
this command is used or another timeout value is specified. The timeout value
applies to both send and receive debug and is updated whenever the debug
platform packet command is used.

To enable both receive and send packet debug for the default timeout of 5
minutes, enter:

awpl us# debug pl atf or m packet

To enable receive packet debug for 10 seconds, enter:

awpl us# debug pl atform packet recv tineout 10

To enable send packet debug with no timeout, enter:

awpl us# debug pl atform packet send timeout O
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To enable VLAN packet debug for VLAN 1 with a timeout duration of 3 minutes,
enter:

awpl us# debug pl atform packet vlian 1 tinmeout 150
To disable receive packet debug, enter:

awpl us# no debug pl atform packet recv

Related show debugging platform packet

C d
ommands undebug platform packet
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DUPLEX

duplex

Overview

Syntax

Default
Mode

Usage

Examples

Related
Commands

C613-50322-01 Rev B

This command changes the duplex mode for the specified port.

To see the currently-negotiated duplex mode for ports whose links are up, use the
command show interface. To see the configured duplex mode (when different
from the default), use the command show running-config.

dupl ex {auto|full|half}

Parameter Description

aut o Auto-negotiate duplex mode.
full Operate in full duplex mode only.
hal f Operate in half duplex mode only.

By default, ports auto-negotiate duplex mode (except for 100Base-FX ports which
do not support auto-negotiation, so default to full duplex mode).

Interface Configuration

Switch ports in a static or dynamic (LACP) channel group must have the same port
speed and be in full duplex mode. Once switch ports have been aggregated into a
channel group, you can set the duplex mode of all the switch ports in the channel
group by applying this command to the channel group.

To specify full duplex for port1.0.4, enter the following commands:

awpl us# configure term nal

awpl us(config)# interface portl.0.4

awplus(config-if)# duplex full

To specify half duplex for port1.0.4, enter the following commands:

awpl us# configure term nal

awplus(config)# interface portl.0.4

awplus(config-if)# duplex half

To auto-negotiate duplex mode for port1.0.4, enter the following commands:
awpl us# configure term nal

awpl us(config)# interface portl.0.4

awpl us(config-if)# duplex auto

polarity
speed

show interface
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flowcontrol (switch port)

Overview

Syntax

Default
Mode

Usage
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Use this command to enable flow control, and configure the flow control mode for
the switch port.

Use the no variant of this command to disable flow control for the specified switch
port.

flowcontrol {send|receive} {off]|on}

no fl owcontrol

Parameter Description

receive When the port receives pause frames, it temporarily stops (pauses)
sending traffic.

on Enable the specified flow control.
of f Disable the specified flow control.
send When the port is congested (receiving too much traffic), it sends

pause frames to request the other end to temporarily stop (pause)
sending traffic.

By default, flow control is disabled.
Interface Configuration

The flow control mechanism specified by 802.3x is only for full duplex links. It
operates by sending PAUSE frames to the link partner to temporarily suspend
transmission on the link.

Flow control enables connected Ethernet ports to control traffic rates during
congestion by allowing congested nodes to pause link operation at the other end.
If one port experiences congestion, and cannot receive any more traffic, it notifies
the other port to stop sending until the condition clears. When the local device
detects congestion at its end, it notifies the remote device by sending a pause
frame. On receiving a pause frame, the remote device stops sending data packets,
which prevents loss of data packets during the congestion period.

Flow control is not recommended when running QoS or ACLs, because the
complex queuing, scheduling, and filtering configured by QoS or ACLs may be
slowed by applying flow control.

For half-duplex links, an older form of flow control known as backpressure is
supported. See the related backpressure command.

For flow control on async serial (console) ports, see the flowcontrol hardware
(asyn/console) command.
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Commands
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To enable flow control on port1.0.2 (receive only), use the commands:

awpl us# configure termnal

awpl us(config)# interface portl.0.2

awpl us(config-if)# flowontrol receive on

To enable flow control on port1.0.2 (send only), use the commands:
awpl us# configure term nal

awplus(config)# interface portl.0.2

awplus(config-if)# flowontrol send on

To disable flow control on port1.0.2 (receive only), use the commands:

awpl us# configure termnal

awpl us(config)# interface portl.0.2

awpl us(config-if)# flowontrol receive off

To disable flow control on port1.0.2 (send only), use the commands:
awpl us# configure term nal

awplus(config)# interface portl.0.2

awplus(config-if)# flowontrol send off

backpressure

show running-config

Command Reference for GS980M Series
AlliedWare Plus™ Operating System - Version 5.4.9-1.x

410



SWITCHING COMMANDS
LINKFLAP ACTION

linkflap action

Overview

Syntax

Default
Mode

Example

C613-50322-01 Rev B

Use this command to detect flapping on all ports. If more than 15 flaps occurin less
than 15 seconds the flapping port will shut down.

Use the no variant of this command to disable flapping detection at this rate.

I inkflap action [shutdown]

no |inkflap action

Parameter Description

i nkflap Global setting for link flapping.
action Specify the action for port.
shut down Shutdown the port.

Linkflap action is disabled by default.
Global Configuration

To enable the linkflap action command on the device, use the following
commands:

awpl us# configure term nal

awpl us(config)# linkflap action shutdown
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LOOP-PROTECTION LOOP-DETECT

loop-protection loop-detect

Overview

Syntax

Default

Mode

Usage

Example

Related
Commands
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Use this command to enable the loop-protection loop-detect feature and
configure its parameters.

Use the no variant of this command to disable the loop-protection loop-detect
feature.

| oop-protection |oop-detect [Idf-interval <period>]
[1df-rx-wi ndow <frames>] [fast-bl ock]

no | oop-protection | oop-detect

Parameter Description

| df -i nterval The time (in seconds) between successive loop-detect frames
being sent.

<peri od> Specify a period between 1 and 600 seconds. The default is 10
seconds.

| df - r x- wi ndow The number of transmitted loop detect frames whose details

are held for comparing with frames arriving at the same port.

<frames> Specify a value for the window size between 1 and 5 frames.
The default is 3 frames.

[ fast-bl ock] The fast-block blocks transmitting port to keep partial
connectivity.

The loop-protection loop-detect feature is disabled by default. The default interval
is 10 seconds, and the default window size is 3 frames.

Global Configuration

See the “Loop Protection” section in the Switching Feature Overview and
Configuration Guide for relevant conceptual, configuration, and overview
information prior to applying this command.

To enable the loop-detect mechanism on the switch, and generate loop-detect
frames once every 5 seconds, use the following commands:

awpl us# configure termnal

awpl us(config)# | oop-protection |oop-detect |df-interval 5

loop-protection action
loop-protection timeout

show loop-protection
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LOOP-PROTECTION ACTION

loop-protection action

Overview

Syntax

Default
Mode

Usage

Example

Related
Commands
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Use this command to specify the protective action to apply when a network loop
is detected on an interface.

Use the no variant of this command to reset the loop protection actions to the
default action, vlan-disable, on an interface.

| oop-protection action

{I'i nk-down| | og-onl y| port-di sabl e| vl an- di sabl e| none}

no | oop-protection action

Parameter Description

I'i nk- down Block all traffic on a port (or aggregated link) that detected the
loop, and take down the link.

| og-only Details of loop conditions are logged. No action is applied to the
port (or aggregated link).

port-di sabl e Blockall traffic on interface for which the loop occurred, but keep
the link in the up state.

vl an-di sabl e  Block all traffic for the VLAN on which the loop traffic was
detected. Note that setting this parameter will also enable ingress
filtering. This is the default action.

none Applies no protective action.

loop-protection action vlan-disable
Interface Configuration

See the “Loop Protection” section in the Switching Feature Overview and
Configuration Guide for relevant conceptual, configuration, and overview
information prior to applying this command.

To disable the interface port 1. 0. 2 and bring the link down when a network
loop is detected, use the commands:
awpl us# configure term nal

awplus(config)# interface portl.0.2

awpl us(config-if)# | oop-protection action |ink-down

loop-protection loop-detect
loop-protection timeout

show loop-protection
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LOOP-PROTECTION ACTION-DELAY-TIME

loop-protection action-delay-time

Overview

Syntax

Default
Mode

Example

Related
Commands
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Use this command to sets the loop protection action delay time for an interface to
specified values in seconds. The action delay time specifies the waiting period for
the action.

Use the no variant of this command to reset the loop protection action delay time
for an interface to default.

| oop-protection action-delay-tinme <0-86400>

no | oop-protection action

Parameter Description

<0- 86400> Time in seconds; 0 means action delay timer is disabled.

Action delay timer is disabled by default.
Interface Configuration

To configure a loop protection action delay time of 10 seconds on port1.0.4, use
the commands:

awpl us# configure term nal
awpl us(config)# interface portl.0.4

awpl us(config-if)# | oop-protection action-delay-tinme 10

loop-protection loop-detect
loop-protection timeout

show loop-protection
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loop-protection timeout

Overview

Syntax

Default
Mode

Usage

Example
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Use this command to specify the Loop Protection recovery action duration on an
interface.

Use the no variant of this command to set the loop protection timeout to the
default.

| oop-protection tineout <duration>

no | oop-protection tineout

Parameter Description

<duration>  The time (in seconds) for which the configured action will apply
before being disabled. This duration can be set between 0 and 86400
seconds (24 hours). The set of 0 means infinity so timeout does not
expire.

The default is 7 seconds.
Interface Configuration

See the “Loop Protection” section in the Switching_Feature Overview_and
Configuration_Guide for relevant conceptual, configuration, and overview
information prior to applying this command.

To configure a loop protection action timeout of 10 seconds for port1.0.4, use the
command:

awpl us# configure term nal

awplus(config)# interface portl.0.4

awplus(config-if)# | oop-protection timeout 10
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SWITCHING COMMANDS
MAC ADDRESS-TABLE ACQUIRE

mac address-table acquire

Overview Use this command to enable MAC address learning on the device.

Use the no variant of this command to disable learning.

Syntax mac address-table acquire

no mac address-table acquire
Default Learning is enabled by default for all instances.
Mode Global Configuration

Example awpl us# configure termnal

awpl us(config)# mac address-table acquire

C613-50322-01 Rev B Command Reference for GS980M Series
AlliedWare Plus™ Operating System - Version 5.4.9-1.x

416



SWITCHING COMMANDS

MAC ADDRESS-TABLE AGEING-TIME

mac address-table ageing-time

Overview

Syntax

Default
Mode

Examples
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Use this command to specify an ageing-out time for a learned MAC address. The
learned MAC address will persist for at least the specified time.

The no variant of this command will reset the ageing-out time back to the default
of 300 seconds (5 minutes).

nmac address-tabl e agei ng-ti me <agei ng-ti mer> none

no nmac address-tabl e ageing-tine

Parameter Description

<agei ng-timer> <10-1000000> The number of seconds of persistence.

none Disable learned MAC address timeout.

The default ageing time is 300 seconds.
Global Configuration

The following commands specify various ageing timeouts on the device:
awpl us# configure termnal

awpl us(config)# mac address-table ageing-time 1000

awpl us# configure term nal

awpl us(config)# mac address-tabl e agei ng-time none

awpl us# configure termnal

awpl us(config)# no mac address-tabl e ageing-tine
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mac address-table logging

Overview Use this command to create log entries when the content of the FDB (forwarding
database) changes. Log messages are produced when a MAC address is added to
or removed from the FDB.

CAuTION: MAC address table logging may impact the performance of the switch. Only
enable it when necessary as a debug tool.

Use the no variant of this command to stop creating log entries when the content
of the FDB changes.

Syntax nmac address-tabl e | ogging

no mac address-table | ogging
Default MAC address table logging is disabled by default.
Mode User Exec/Privileged Exec

Usage When MAC address table logging is enabled, the switch produces the following

messages:
Change Message format Example
MAC added MAC add <mac> <port> <vlan> MAC add eccd.6db5.68a7 port1.0.1 vlan2
MAC deleted MAC delete <mac> <port> <vlan> MAC delete eccd.6db5.68a7 port1.0.1 vian2
MAC aged out MAC age-out <mac> <port> <vlan> MAC age-out eccd.6db5.68a7 port1.0.1 vlan2

To see whether MAC address table logging is enabled, use the command show
running-config.

Example To create log messages when the content of the FDB changes, use the command:

awpl us# mac address-tabl e | oggi ng

Related show running-config
Commands
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mac address-table static

Overview

Syntax

Mode

Usage

Example

Related
Commands
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Use this command to statically configure the MAC address-table to forward or
discard frames with a matching destination MAC address.

mac address-tabl e stati c <mac-addr> {forward|di scard} interface
<port> [vlan <vid>]

no mac address-table static <mac-addr> {forward|discard}
interface <port> [vlan <vid>]

Parameter Description

<mac- addr > The destination MAC address in HHHH. HHHH. HHHH format.

i nterface Specify a switch port to be cleared from the filtering database. The
<port > port can be:

- aswitchport (e.g. port1.0.4)
- astatic channel group (e.g. sa2)

« adynamic (LACP) channel group (e.g. po2)

vl an <vid> ThelD ofaVLAN to apply the command to, in the range 1 to 4094. If
you do not specify a VLAN, the command applies to VLAN1.

Global Configuration

The mac address-table static command is only applicable to Layer 2 switched
traffic within a single VLAN. Do not apply the mac address-table static command
to Layer 3 switched traffic passing from one VLAN to another VLAN. Frames will not
be discarded across VLANs because packets are routed across VLANs. This
command only works on Layer 2 traffic.

awpl us# configure term nal

awpl us(config)# mac address-tabl e static 2222.2222. 2222 forward
interface portl1.0.4 vlian 3

clear mac address-table static

show mac address-table
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mac address-table thrash-limit

Overview

Syntax

Default
Mode
Usage

Example

Related
Commands
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Use this command to set the thrash limit on the device.

Thrashing occurs when a MAC address table rapidly “flips” its mapping of a single
MAC address between two switchports on the same VLAN. This is usually because
of a network loop.

Use the no variant of this command to return the thrash limit to its default setting.

mac address-table thrash-limt <rate>

no mac address-table thrash-limt

Parameter Description

<rat e> The maximum thrash rate at which limiting is applied. This rate can be set
to between 5 and 255 MAC thrashing flips per second. Once the thrash
limit rate is reached, the port is considered to be thrashing.

10 MAC thrashing flips per second
Global Configuration
Use this command to limit thrashing on the selected port range.

To apply a thrash limit of 20 MAC address flips per second:
awpl us# configure termnal

awpl us(config)# mac address-table thrash-limt 20

show interface
show mac address-table thrash-limit

thrash-limiting

Command Reference for GS980M Series 420
AlliedWare Plus™ Operating System - Version 5.4.9-1.x



SWITCHING COMMANDS

PLATFORM CONTROL-PLANE-PRIORITIZATION RATE

platform control-plane-prioritization rate

Overview

Syntax

Default
Mode

Usage
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The feature ensures that different traffic types can share the CPU effectively.

Use this command to set the maximum traffic rate on the CPU port to limit the data
rate to the CPU. This is to prevent the CPU becoming overloaded with unnecessary
data packets, which in turn could result in poor performance in situations such as
a CLI console lock up, or control packet loss following a broadcast storm.

Use the no variant of this command to restore the rate limiting on the CPU port to
the default.

Note that only integer values are accepted for rate limits.

Set the rate to 0 using platform control-plane prioritization rate to disable CPU
protection.

platformcontrol -plane-prioritization rate <rate-limt>

no platformcontrol -plane-prioritization rate

Parameter Description

<rate-limt> <1000-30000> 1000Kbps to 30000Kbps (1 Mbps to 30 Mbps).

30 Mbps
Global Configuration

Confirming default settings:

Use show platform to confirm the default rate limit settings displayed with
platform information:

awpl us# show platform
Disabling CPU protection:

To disable the CPU protection feature you can set the control plane prioritization
rate to 0:

awpl us# platformcontrol -plane-prioritization 0

Then you can confirm the CPU protection feature has been disabled using show
platform:

awpl us# show platform

Load Bal anci ng srt-dst-mac, src-dst-ip
Control -pl ane-prioritization Max O Mops
Junbof rane support of f
Enhanced node gos counters
VI an- st acki ng TPI D 0x8100
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Examples

Related
Commands
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To set the maximum traffic rate on the CPU port to 20 Mbps enter the following
command:

awpl us# configure term nal
awpl us(config)# platformcontrol -plane-prioritization 20000

Confirm the maximum traffic rate has been configured using the following show
command:

awpl us#show pl at f orm

Load Bal anci ng srt-dst-mac, src-dst-ip
Control -plane-prioritization Max 20 Mops

Junbof rane support of f

Enhanced node gos counters

VI an- st acki ng TPI D 0x8100

To reset the maximum traffic rate on the CPU port to the default enter the
following command:

awpl us# configure term nal

awpl us(config)# no platformcontrol-plane-prioritization

show platform

show running-config
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platform jumboframe

Overview This command enables the device to forward jumbo frames. See the Switching
Feature Overview and Configuration Guide for more information.

When jumbo frame support is enabled, the maximum size of packets that the
device can forward is 10218 bytes of payload.

Use the no variant of this command to remove jumbo frame support. This stops
the ports from forwarding packets larger than VLAN tagged frames (1522 bytes).

NOTE:

The figure above specifies the payload only. For an IEEE 802.1q frame, provision is
made (internally) for the following additional components:

. Source and Destination addresses
EtherType field

. Priority and VLAN tag fields

. FCS

These additional components increase the frame size (to 1522 bytes in the default
case).

Syntax pl atform junbofrane

no pl atform junboframe
Default By default, jumbo frames is off.
Mode Global Configuration

Usage You must save the configuration and restart the device after entering this
command for it to take effect. You can use the reboot command to restart the
device.

Example To enable the device to forward jumbo frames, use the following commands:

awpl us# configure term nal

awpl us(config)# platform junbofrane

Related show platform

Commands . .
show running-config
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PLATFORM L2MC-TABLE MODE

platform

Overview

Syntax

Default
Mode

Usage
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I2mc-table mode

Use this command to control the way in which hardware layer-2 multicast
forwarding entries are allocated to multicast groups. You can choose either to
share entries between groups when possible, or to allocate one entry per mulicast
group. Sharing entries minimizes how many hardware entries are used for L2
multicast forwarding.

Use the no variant of this command to return to the default, which is compact.

platform | 2nc-tabl e node {conpact|entry-per-group}

no platforml2nc-tabl e node

Parameter Description

comnpact Share hardware entries across similar groups

entry-per-group Allocate a distinct entry to each group

Compact
Global Configuration

This command controls the way in which hardware layer-2 multicast forwarding
entries are allocated to multicast groups. These hardware entries represent a set of
ports in a VLAN, to which a multicast group is being sent.More than one multicast
group may be sent to the same set of egress ports in a given VLAN at the same
time. If this is the case, then the default behaviour is to create just the one
hardware forwarding entry representing that set of egress ports on that VLAN, and
have multiple multicast groups share that one entry.The entry-per-group option
changes this behaviour, so that each multicast group has its own hardware entry
representing the egress ports to which it is being forwarded on a given VLAN. With
this option, if multiple groups are being forwarded to the same set of ports on a
particular VLAN, each group will have its own hardware entry, each comprising
that same set of ports.The default mode (compact) is usually well suited to a core
switch, which is forwarding many groups to a relatively few ports, and not often
changing which groups are sent to which ports.Because the usage of hardware
entries is minimized, this maximises the number of multicast groups that the
switch can forward.However, sometimes the entry-per-group mode is preferable,
especially in the following situations:

. If multicast data is being forwarded out through an aggregated link.

The hardware forwarding entries do not allocate data to aggregated links as
such; they just work with sets of individual ports, and cannot include
aggregations in their set of egress ports. If groups are being forwarded to an
aggregated link, a given forwarding entry will include just one port of that
aggregation. If multiple multicast groups share the same forwarding entry,
they will all be sent down the same single link in the aggregation. The
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multicast data will not be shared across the aggregated links, and therefore
the bandwidth of the aggregation will not be fully utilised.

If you change the mode to entry-per-group, then each group will have its
own forwarding entry, and a statistical process will put different members of
the aggregation into different forwarding entries. Therefore, the multicast
data will be statistically distributed across the links in the aggregation.

If the switch is forwarding a large number of groups to a large number of
ports in a dynamic environment, where end hosts are frequently joining and
leaving groups.

In compact mode, every time a group membership changes, the switch
needs to check to see if the mapping of groups to forwarding entries is still
optimized. If not, then it needs to rearrange the mapping, to return to an
optimized state. In a highly dynamic environment, this activity adds
significant processing overhead, and can lead to some disruption of
multicast forwarding if hardware entries are being frequently updated. In
this case, changing to entry-per-group mode removes the need to perform
frequent re-optimisations, thereby reducing processing overhead, and
avoiding such frequent updating of hardware entries.

Example To change to entry-per-group mode, use the commands:

C613-50322-01 Rev B

configure term nal

pl atform | 2nc-tabl e node entry-per-group
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SWITCHING COMMANDS
PLATFORM L2MC-OVERLAP

platform I2mc-overlap

Overview

Syntax

Mode
Default

Example

Related
Commands
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Use this command to enable checking for overlapping (shared) multicast entries,
so that shared entries are not deleted if they are still in use.

Use the no version of this command to disable checking for overlapping entries
before deletion.

pl atform | 2nc-overl ap

no platforml2nc-overl ap
Global Configuration
By default, Layer 2 multicast overlap checking is disabled.

To prevent the deletion of overlapping (shared) Layer 2 multicast entries, use the
command:

awpl us# configure term nal

awpl us(config)# platform| 2nct-overl ap

show platform
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SWITCHING COMMANDS

PLATFORM L3-VLAN-HASHING-ALGORITHM

platform I3-vlan-hashing-algorithm

Overview

Syntax

Default
Mode

Usage

Example

Related
Commands
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This command enables you to change the L3 VLAN hash-key-generating
algorithm.

The no variant of this command returns the hash-key algorithm to the default of
crc32l.

pl atform | 3-vl an- hashi ng-al gorithm
{crcl6l | crcl6u| crc32l|crc32u}

no platforml 3-vlan-hashi ng-al gorithm

Parameter Description

crclél The algorithm that will apply to the lower bits of CRC-16
crcléu The algorithm that will apply to the upper bits of CRC-16
crc32l The algorithm that will apply to the lower bits of CRC-32
crc32u The algorithm that will apply to the upper bits of CRC-32

The hash-key algorithm is crc32l by default.
Global configuration

Occasionally, when using the Multiple Dynamic VLAN feature, a supplicant cannot
be authenticated because a collision occurs within the VLAN L3 table. This can
happen when more than four different IP addresses produce the same hash-key.

When this situation occurs, collisions can sometimes be avoided by changing the
hashing algorithm from its default of crc32l. Several different algorithms may need
to be tried to rectify the problem.

You must restart the switch for this command to take effect.

Note that this command is intended for technical support staff, or advanced end
users.

To change the hash-key generating algorithm applying to the lower bits of CRC-16,
use the command:

awpl us# configure term nal

awpl us(config)# platforml 3-vl an-hashi ng-al gorithm crcl6l

platform mac-vlan-hashing-algorithm

show platform
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SWITCHING COMMANDS
PLATFORM LOAD-BALANCING

platform load-balancing

Overview

Syntax

Default

Mode

Usage
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This command determines which address fields are used as inputs into the load
balancing algorithm for aggregated links. The output from this algorithm is used
to select which individual path a given packet will traverse within an aggregated
link.

The no variant of this command removes the specified packet type from the
calculation.

pl at f orm | oad- bal anci ng [src-dst-mac] [src-dst-ip]
[src-dst-port]

no pl atforml oad-bal ancing [src-dst-mac] [src-dst-ip]
[src-dst-port]

Parameter Description

src-dst - mac The source and destination MAC addresses (Layer 2)

src-dst-ip The source and destination IP addresses (Layer 3)

src-dst-port The source and destination TCP/UDP port data (Layer 4). If you
include this option, make sure that src-dst-ip is also selected.

Includes the src-dst-mac and src-dst-ip addresses as inputs into the platform load
balancing algorithm.

Global configuration

Useful combinations of inputs are:

. MAC address and IP address (the default)

. MAC address only

. MAC address, IP address and Layer 4 port number

. IP address and Layer 4 port number

. IP address only

The following examples show how to configure each of these combinations.
Note the following restrictions:

. you can only stop using MAC addresses (src-dst-mac) if you still have IP
addresses (src-dst-ip) selected

. if you specify Layer 4 ports (src-dst-port), you should also specify IP
addresses (src-dst-ip)

Use the show platform command to verify this command'’s setting.
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SWITCHING COMMANDS
PLATFORM LOAD-BALANCING

Examples

Related
Commands
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To use MAC addresses and IP addresses, you do not have to enter any commands,
because this is the default. Note that this setting is not displayed in the show
running-config output. Use the show platform command to verify this setting.

To use MAC addresses only, remove IP addresses by using the commands:
awpl us# configure term nal
awpl us(config)# no platformload-bal ancing src-dst-ip

To use MAC addresses, IP addresses and Layer 4 port numbers, add Layer 4 port
numbers by using the commands:

awpl us# configure term nal
awpl us(config)# platforml oad-bal anci ng src-dst-port

To use IP addresses and Layer 4 port numbers, remove MAC addresses and add
Layer 4 port numbers by using the commands:

awpl us# configure termnal

awpl us(config)# no platforml oad-bal anci ng src-dst-mac
awpl us(config)# platformload-bal anci ng src-dst-port

To use IP addresses only, remove MAC addresses by using the commands:
awpl us# configure term nal

awpl us(config)# no platforml oad-bal anci ng src-dst-nac

show platform
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SWITCHING COMMANDS

PLATFORM MAC-VLAN-HASHING-ALGORITHM

platform mac-vlan-hashing-algorithm

Overview

Syntax

Default
Mode

Usage

Example

Related
Commands
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This command enables you to change the MAC VLAN hash-key-generating
algorithm.

The no variant of this command returns the hash-key algorithm to the default of
crc32l

pl at f orm mac- vl an- hashi ng-al gorithm
{crcl6l | crcl6u| crc32l|crc32u}

no pl atform mac-vl an- hashi ng-al gorithm

Parameter Description

crclel The algorithm that will apply to the lower bits of CRC-16
crcléu The algorithm that will apply to the upper bits of CRC-16
crc32l The algorithm that will apply to the lower bits of CRC-32
crc32u The algorithm that will apply to the upper bits of CRC-32

The hash-key algorithm is crc32l by default.
Global configuration

Occasionally, when using the Multiple Dynamic VLAN feature, a supplicant cannot
be authenticated because a collision occurs within the VLAN MAC table. This can
happen when more than four different MAC addresses produce the same
hash-key.

When this situation occurs, collisions can sometimes be avoided by changing the
hashing algorithm from its default of crc32I. Several different algorithms may need
to be tried to rectify the problem.

You must restart the switch for this command to take effect.

Note that this command is intended for technical support staff, or advanced end
users.
To change the hash-key generating algorithm applying to the lower bits of CRC-16,

use the command:

awpl us# configure term nal

awpl us(config)# platform mac-vl an-hashi ng-al gorithm crcl6l

platform I3-vlan-hashing-algorithm

show platform
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SWITCHING COMMANDS

PLATFORM MULTICAST-RATELIMIT

platform multicast-ratelimit

Overview

Syntax

Default
Mode

Usage

Example

Command
changes
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Use this command to set the maximum number of multicast packets to be
forwarded to the CPU (in packets per second). Setting the value to zero disables
rate limiting.

This command should be used with care. Increasing or removing the limit could
make the device less responsive under heavy multicast load.

Use the no variant of this command to return the limit to its default.

platformmulticast-ratelinmt <0-100>

no platformmulticast-ratelimt
10 packets per second (pps)
Global Configuration

If you find that the CPU load on your device from multicast traffic is higher than
desired, reducing this rate may reduce the CPU load.

If you need the device to process a large amount of multicast traffic, increasing this
rate may improve performance.

To set the rate to 30pps, use the commands:

configure terninal

platformnulticast-ratelinit 30

Version 5.4.8-1.1: default changed to 100pps on SBx908 GEN2, SBx8100, and x930
Series switches.
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POLARITY

polarity

Overview

Syntax

Default
Mode

Usage

Example
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This command sets the MDI/MDIX polarity on a copper-based switch port.

pol arity {auto| ndi|ndix}

Parameter Description

ndi Sets the polarity to MDI (medium dependent interface).
mdi x Sets the polarity to MDI-X (medium dependent interface crossover).
auto The switch port sets the polarity automatically. This is the default option.

By default, switch ports set the polarity automatically (auto).
Interface Configuration

We recommend the default auto setting for MDI/MDIX polarity. Polarity applies to
copper 10BASE-T, T00BASE-T, and 1000BASE-T switch ports; it does not apply to
fiber ports. See the “MDI/MDIX Connection Modes” section in the Switching
Feature Overview and Configuration Guide for more information.

To set the polarity for port1.0.4 to fixed MDI mode, use the following commands:

awpl us# configure term nal
awpl us(config)# interface portl.0.4
awplus(config-if)# polarity ndi

Command Reference for GS980M Series 432
AlliedWare Plus™ Operating System - Version 5.4.9-1.x


http://www.alliedtelesis.com/documents/switching-feature-overview-and-configuration-guide
http://www.alliedtelesis.com/documents/switching-feature-overview-and-configuration-guide

SWITCHING COMMANDS
SHOW DEBUGGING LOOPPROT

show debugging loopprot

Overview This command shows Loop Protection debugging information.
Syntax show debuggi ng | ooppr ot
Mode User Exec and Privileged Exec

Example To display the enabled Loop Protection debugging modes, use the command:

awpl us# show debuggi ng | ooppr ot

Related debug loopprot
Commands
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