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Getting the most from this Release Note

To get the best from this release note, we recommend using Adobe Acrobat Reader
version 8 or later. You can download Acrobat free from www.adobe.com/
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VST-VRT Software Version 3.6.1

Product family supported by this version:
AT-VST-VRT Vista Manager Virtual

Introduction

The virtual machine version of Vista Manager is called Vista Manager Virtual (VST-VRT).
VST-VRT includes the tools to simplify and centralize management and security of your
network. It provides an integrated graphical view for monitoring and management of
wired, wireless and third-party devices. The VST-VRT Web GUI allows you to manage the
virtual machine and to set up and access applications that run on it.

This release note describes Vista Manager Virtual running VST-VRT software version 3.6.1
and the new software features in this version.

You obtain the VST-VRT software from the Software Download area of the Allied Telesis
website. Log in using your assigned email address and password.

The VST-VRT upgrade is packaged as a .iso file. On the Software Download site, the
VST-VRT file is located in the Network Management Software product category, under the
Vista Manager 3.10.2 section. The file is named VST_VRT-3.6.1.iso.

This version of VST-VRT supports the following virtualization environments:

= Oracle VM VirtualBox version 5.2

m  Oracle VM VirtualBox version 6.1

For full system requirements for VST-VRT see the Vista Manager EX datasheet.

Application support in VST-VRT 3.6.1

VST-VRT version 3.6.1 includes the following:

SOFTWARE VERSION

VST-VRT Operating System 1.7.3
Vista Manager 3.10.2
Wireless Controller (AWC) 3.10.0
SNMP Trap Receiver 250
SNMP-Full 2.9.0
AMF Cloud 5.5.2-2.3
AMF Security 250
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What's New in VST-VRT 3.6.1

VST-VRT 3.6.1 includes the following support for new application versions, new features
and enhancements.

Vista Manager

The Vista Manager application was upgraded to version 3.10.2. For release notes and other
technical documents for Vista Manager, see the Vista Manager Virtual Technical Document
page on our website.

Wireless Controller (AWCQ)

The Wireless Controller (AWC) application was upgraded to version 3.10.0. For release
notes and other technical documents for Wireless Controller (AWC), see the Vista Manager
Virtual Technical Document page on our website.

SNMP

The SNMP (full SNMP) plug-in application was upgraded to 2.9.0. For release notes and
other technical documents for SNMP, see the Vista Manager Virtual Technical Document
page on our website.

AMF Cloud

The AMF Cloud application was upgraded to version 5.5.2-2.3. For release notes and other
technical documents for AMF Cloud, see the Vista Manager Virtual Technical Document
page on our website.

AMF Security (AMF-Sec)

The AMF Security application was upgraded to 2.5.0. For release notes and other technical
documents for AMF-Sec, see the Vista Manager Virtual Technical Documents page on our
website.
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Upgrading VST-VRT

This section describes how to:

m  “Backup application data” below

m  “Upgrade the VST-VRT operating system and GUI” below

m  “Upgrade Vista Manager, AMF Cloud, Trap Receiver and AMF Security applications”on
page 12

m  “Upgrade Wireless Controller (AWC) and SNMP (full) plug-in applications” on page 15

Backup application data

We recommend backing up application data for all applications regularly. You should also
backup all the application data before following this upgrade procedure. See the relevant
application’s user manual for information on how to backup an application.

If you are using the Wireless Controller (AWC) or the SNMP (full) plug-in applications,
you must back up these applications before proceeding. This is because the process
destroys and recreates the application instance. See “Upgrade Wireless Controller (AWC)
and SNMP (full) plug-in applications” on page 15 for information on backing up these
applications before you continue with following section.

Upgrade the VST-VRT operating system and GUI

To upgrade the VST-VRT operating system, follow these steps.

1. Get the latest version of the VST-VRT software from the Software Download Centre.
This will have a filename like VST_VRT-x.x.x.iso, where x.x.x is the version. Download it
to a directory that is visible to your VST-VRT virtual machine.

2. If you want to retain the current unsaved configuration of VST-VRT, login to the
VST-VRT GUI and click the Save button on the top right of the page. This stores the
current state of the applications. The upgrade process will reboot the VST-VRT.
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3.

4,

On the machine your virtual machine is running on, open Oracle VM VirtualBox
Manager.

File Machine Help

e S@ oD

Mew  Settings

@ General @ Preview

2.6 Name: AT-VST-VRT-X.X.X
Operating System:  Linux 2.6 [ 3.x [ 4.x (64-bit)

IE‘ System

Base Memory: 32758 MB

Processors: 4

Boot Order: Optical, Hard Disk

Acceleration:  VT-x/AMD-V, Nested Paging, PAE/
I, KVM Paravirtualization

@ Display

Video Memory: 16 MB
Graphics Controller: VMSVGA
Remote Desktop Server: Disabled
Recording: Disabled

Storage

Controller: IDE

IDE Secondary Device 0:  [Optical Drive] VST_VRT-x.x.x.iso (1.06 GB)
Controller: SATA

SATA Port 0: AT-VST-VRT-x.x. x-disk001, vdi (Narmal, 630.00 GB)

o Audio
Disabled
@ Network

(5 uss

USB Controller:  OHCI
Device Filters: 0 (0 active)

[} shared folders

Shut down your VST-VRT VM. To do this, right click on the VM, then select Close, and
ACPI Shutdown..

File Machine Help
5 oy
ﬁ%g Tools {f,} hd
New Settings D i Show
m » - @ General @ Preview
2.6 : -YST-VRT .3
@ settings.. QS 26 5 [ 4o (4618
% Clone.. Ctrl+0
Move... -
(R} Exportto OCl...
R § Hard Disk
HEMOVE MD-V, Nested Paging, PAE/
Group M Paravirtualization
EQ Show
16 MB
00 Pause VMSVGA
Disabled
@ Reset Disabled
@ Close 4 B Save State
Discard Saved State... §7 ACPI Shutdown )
Tl ctreL @ Power Off s (1,06 GE)
Refiesh AT-VST-VRT-x.x.x-disk001.vdi (Normal, 630.00 GEB)
Show in Explorer
F Create Shortcut on Desktop
8@ Sort
(Q Search Ctrl+F
Device Filters: 0 (0 active)
[] shared folders
C613-10587-00 REV A Release Note for VST-VRTv3.6.x 7
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5. Wait until the VM has finished shutting down. Its status will change to Powered Off.

& Oracle VM Virtual

File

i

Machine Help

T oo

6. Right click on the VM and select Settings.

O R OL

©

2]

D& oMW

7. Select the Storage tab of the Settings dialog.

Ctrl+S
Ctrl+O

Settings...
Clone...
Mowve...

Export to OCl...
Remove...

Group

Start 4
Pause
Reset

Close 4

Discard Saved State...
Show Log... Ctrl+L

Refresh

Show in Explorer
Create Shortcut on Desktop

Sort

Search Ctrl+F

General Storage
System Storage Devices Attributes
Controller: IDE Mame: |IDE

Display e‘ @@

(@) VST _VRT-x..x.050 Type: |PIIX4 =
Storage @ Controller: SATA Use Host IO Cache
Audio Bl AT-VST-VRT-x.x.x-disk00 L vdi
Network
Serial Ports
USB

Shared Folders

User Interface

@

Cancel

C613-10587-00 REV A
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AL Allied Telesis

8. Select your VST-VRT VM's optical drive. Make sure the Live CD/DVD checkbox is

checked..
£ ATVST-V
E General Storage
IEI System Storage Devices Attributes
|§| Dicnl @ Controller: IDE Optical Drive: _IDE Secondary Device 0
isplay
(=) VST_VRT-x.x.x.is0 e CD/DVD
Storage & Controller: SATA Information
(D] Audio AT-VSTVRT-x.x.x-disk00 1. vel WEs [=ge
Size: 1.06GB
Metwork Location:  C:\Users\andrewme'Downloadsiy...

Attached to:  AT-VST-VRT-x.x.x
Serial Ports

=
£
£ uss
[] Shared Folders
]

User Interface

9. C(lick on the Choose a virtual drive drop-down, and select Choose/Create Virtual
Optical Disk...

[2] Choose/Create a Virtual Optical Disk.

[ Choose a disk file.. s
VST_VRT-x x.x.is0

@ Remnove Disk from Virtual Drive

10. Click on Add to attach a new .iso file.

B AT-VST-VRT- < - Optical Disk Selector

Medium

Qe ©

Add  Create  Refresh

MName Virtual Size
v Attached

11. Browse to the location of the new VST-VRT-x.x.x.iso file. Select it and click Open.

¥ Please ch a virtual optical disk file

L * » ThisPC » Downloads v V] = Search Downloads

Organize * MNew folder ==~ M o

~ MNarme Date modified Type Size

7 Quick access

[ Deskiop ~ Today (2)
* Downloads |J VST_VRT-x x.x.iso Disc Image File 1,108,324 KB
Iﬁ Documents y |J VST_WRT-x x.x-new.iso Disc Image File 1,108,324 KB
File name: || v| All virtual optical disk files (*.dr

Earzd

C613-10587-00 REV A Release Note for VST-VRTv3.6.x 9
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12. In the Storage Tree view, you should now see the VST-VRT .iso is mounted.

£ AT-VST

General
System
Display
n Storage
Audio
Network
Serial Ports

USe

Shared Folders

ObhSPaGvyENE M

User Interface

Storage

Storage Devices

@ Controller: IDE
@ WST_VYRT-x.x.x-new.iso

@ Controller: SATA
AT-VST-VRT -3¢, . x-disk00 L. vdli

Attributes

Optical Drive:

Information
Type:
Size:
Location:
Attached to:

@

IDE Secondary Device 0
Live CD/OVD

Image
1.06 GB
C:\Users\andrewme\Downloads\V...

| ok |

Cancel

13. OPTIONAL: Upgrading VST-VRT will not change the name of your VM. If you want to
change the name to reflect the new software version, you can select the General tab
in the Settings dialog, and change the name manually.

& ATVSTV

E General

System
Display
D Storage
Audio
Network
Serial Ports
USE

Shared Folders

User Interface

OLH°SPHeENE

General

Basic Advanced Description

Disk Encryption

|Name: [ATvSTVRT-cx.x

Type: |Linux

Version: | Linux 2.6  3.x [ 4.x (64-bit)

Cancel

C613-10587-00 REV A

Release Note for VST-VRTv3.6.x



AL Allied Telesis

14. R

estart the VM. To do this, right click on the VM, then select Start and Normal Start.

W Oracle VM VirtualBox Manager

File Machine Help

e CY RIS

Mew Settings Discard  Start

= @ General @ Preview
2.6 () ) Settings.. Ctrl+S  AT-UST-VRT=x.x.x
Q Clone... T 2.6 [ 3.0 4. (64-bit)
d:l Move...
4 ME
® Bporttood.. AT-VST-VRT-X.X.X
i Remove.. al, Hard Disk
[AMD-V, Nested Paging, PAE/

5’ Group M Paravirtualization
&) Start ¥ > Normal Start

Pause % Headless Start

Reset r§> Detachable Start
© Close er: Disabled

Disabled

Discard Saved State..,
Show Log.. Ctrl+L

Refresh 'e 0 [Optical Drive] VST_VRT-x.x.x-new.iso (1.06 GE)
Show in Explarer AT-VSTVRT -3, %-disk00 1.vdi (Mormal, 630,00 GB)
@ Create Shortcut on Desktop
8@ Sort
p Search Ctrl+F

sy
USB Controller:  OHCI
Device Filters: 0 {0 active)

15. Once the VM is running, the upgrade of the VST-VRT software is complete.

W‘ Oracle VM VirtualBox Manager

File Machine Help

G v

16. To verify the currently running software version, login to your VST-VRT Web GUI,

n

avigate to the System > About page, and look at the details there. The Software

Version should agree with the VST-VRT Web GUI version.

C613-10587-00 REV A
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Upgrade Vista Manager, AMF Cloud, Trap Receiver
and AMF Security applications

VST-VRT version 3.4.1 and later (VST-VRT Operating System 1.5.1 and later) supports
simpler upgrade of these applications as a bundle. This ensures they are
compatible with each other and with the operating system version.

Before upgrading these applications:

m  “Upgrade the VST-VRT operating system and GUI” on page 6

= we recommend backing up application data for all applications regularly, and before
upgrading the applications.

Use the procedure in this section to dynamically upgrade these applications:

m  Vista Manager
= AMF Cloud
m  Trap Receiver plug-in

m  AMF Security

1. Inthe VST-VRT Dashboard page, click the Upgrade Instances button.

@ Network Infrastructure System Information

CPU 15.40% G

w User Management

Memory 168% G

System

Temp 38°

Vista Manager Fans Status: Active
Environment Status: Good

AMF Cloud
System ©30/06/2022, 2:15:03 pm
Time

AMF Security

Wireless Controller Deployed Applications Upgrade Instances

Trap Recelver Name Image CPU Load (%) Memory (MB) Storage (MB) State
SNMP Plug-in AMF-Sec-app @ sesc | l Running
0.08/100 227/ 32016 703 /10000
AT-AMF-app @ 8 AMF | Running m
0.02/100 101/32016 258 /10000
AT-AWC-app © @ awc | ' Running
0.10/100 570/ 32016 846 /10000 Efen
AT-FULLSNMP-app @ fullsnmp | | Running
0.03/100 431/ 32016 390 /10000 Z open
AT-Vista-app @ @ vista ' | Running z"ﬁﬁ'
0.77/100 4291 /32016 4608 /
204800

C613-10587-00 REV A
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2.

Make sure the correct version of the bundle file is displayed in the Upgrade to field at
the top left of the upgrade instances panel. If not, use the drop down list to select the
correct version.

Applications that can be upgraded are shown as selected. We recommend upgrading
them all.

Upgrade Instances X

Upgrade To: 2
VSTm -3 v
Current Target

Instance State Image Version Version Status Action
AT-AMF-app Running  AMF 5.5 5.5.5- This instance can be upgraded
AT-AWC-app Running  awc 3 3 This instance is running an image that cannot be upgraded to the

one in this bundle
AT-FULLSNMP- Running  fullsnmp 2. 2.4 This instance is running an image that cannot be upgraded to the
app one in this bundle
AMF-Sec-app Running  sesc 2 Z This instance can be upgraded
AT-Vista-app Running  vista 3 3 This instance can be upgraded

o=

Click the Upgrade Selected button and wait till upgrade is complete. The Status
column shows progress. They first stop, then change to the new version, then start.

It is important to save the state of the VST-VRT operating system after the upgrade.

The Save button in the top right corner of the screen is orange when there are
unsaved changes. Click on the button to save the changes.

dmin B save

I
b

Up time:

If you do not save and VST-VRT is rebooted, the upgraded applications will revert to the
old app images and fail to start. You will see 'configured image "<image-name>"
doesn't exist' messages if this happens.

Vista Manager EX may prompt you to migrate the database. Select Download

Database Backup to make a backup. Select Download Database Backup to make a
backup.

AV Allied Telesis Vista Manager™ EX

Vista Manager EX requires database migration

Your Vista Manager EX data will be migrated automatically.
Please download a backup of your current data before proceeding.

Download Database Backup Continue Migration

C613-10587-00 REV A
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6. Confirm you have successfully downloaded a backup file, then select Continue

Migration. If you get a browser error about the page becoming unreachable, then

refresh your browser.

AV Allied Telesis Vista Manager™ EX

Please confirm you have downloaded a backup

A Data may be lost during the migration process.
If you have not yet downloaded a database backup, please do so in
the previous page.

< Back Continue Migration

AV Allied Telesis Vista Manager™ EX
Migration in progress

0 Database migration in progress. Please wait for Vista Manager to restart.

7. Once the migration has completed, your connection may be lost. If this happens,
close your browser and reopen the application from the VST-VRT dashboard.

C613-10587-00 REV A Release Note for VST-VRTv3.6.x
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Upgrade Wireless Controller (AWC) and SNMP
(full) plug-in applications

Use this manual procedure to upgrade the following applications by destroying the old
and creating new instances.

Before upgrading these applications, “Upgrade the VST-VRT operating system and GUI” on
page 6.

For AWC and SNMP (full) applications, you cannot:

m upgrade these as part of a set
m use the upgrade procedure from versions earlier than VST-VRT 3.4.1.

m  use the Upgrade button in the VST-VRT GUI to upgrade.
Instead, use these procedures:

m  “Back up application data” below
m  “Destroy and recreate the application instances” on page 16
m  “Re-register plug-ins in Vista Manager”on page 18

m  “Restore application data from back-up” on page 19.

Back up application data

Before upgrading the Wireless Controller and SNMP Full applications, you must back up
their system data. The procedures for this are described in this section. We recommend
also backing up other applications. The procedures are similar.

Make sure that directories and filenames used for backup and restoration do not contain
any multibyte characters.

Back up system data for the Wireless Controller (AWC) plug-in

application

1. Loginto Vista Manager EX using an Admin account.

2. From the AWC Plug-in menu, select System Setting.

3. Tocreate a backup file for the log data in addition to the other data backup, check the
Include Log Data checkbox to the right of the Backup button under System

Maintenance (optional).

4. To start the back-up downloading, click the Backup button in the System
Maintenance section.

5. From your web browser's dialog box, save the backup file to your local computer.

The backup filename will be in the format:
"config_atawc-X.X.X_-YYYYMMDDhhmmss.zip"

Back up system data for the SNMP plug-in application

1. Login to Vista Manager EX using an Admin account.

C613-10587-00 REV A
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2. Click the SNMP Plug-in icon in the left menu of the Vista Manager application, then
click the System menu.

3. Inthe System Maintenance panel of the System Setting page, click the Backup
button. This creates a backup of application data.
Destroy and recreate the application instances

Follow these steps.

1. Inthe application page for each application, hover over the Instance Information icon
(i) and record information about the application from the Instance Information panel.
Record all the Network settings (Network Type, etc).

Wireless Controller

Network Infrastructure

User Management

Allied Telesis Autonomous Wave Control (AWC) is an advanced networ
performance while reducing deployment and operating costs. By auton
System responds to network configuration changes and bandwidth demands fi

For more information contact your local Allied Telesis sales representa

Image server poll interval: Disabled -

Instance Information: AT-AWC-app Configure

Compute ID (MB)
975
AL Network: Network Type: Virtual
etho VLAN ID: 1
AMF Cloud MAC: 02:75:3B:83:BE:C3
IPv4 Address:
AMF Security DHCP: true

2. Inthe application page, stop the application by clicking the Stop button.
3. Destroy the application by clicking the Destroy button.

4. Click the Activate button.

C613-10587-00 REV A Release Note for VST-VRTv3.6.x 16
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5. Inthe Application Configuration dialog box, fill in the storage and prerecorded
network data. The recommended storage values are:

AWC: 204 800 MB
SNMP Full: 102 400 MB

Application Configuration
Compute ID

Image Version

Storage Size (MB)
204800

Advanced Settings

Network 1 Network / 0 DNS Servers

Interface Type

Virtual e

External Network VLAN ID MAC Address (Optional)

1 02:75:3B:83:BE:C3

[ Use DHCP

+ Add Network

+ Add DNS Server

6. Click the Apply button. This creates a new version of the application instance. Wait a
few minutes for this to start and for the Open button to appear.

7. ltisimportant to save the state of the VST-VRT operating system after the upgrade.

The Save button in the top right corner of the screen is orange when there are
unsaved changes. Click on the button to save the changes.

Up time: 2 Admin B save

8. From the VST-VRT menu, navigate to the Vista Manager page and click the Open
button. If necessary, wait for Vista Manager EX to perform its initial set up.

9. Login to Vista Manager EX.

C613-10587-00 REV A Release Note for VST-VRTv3.6.x 17
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Re-register plug-ins in Vista Manager

If you
| |

are using these plug-ins in Vista Manager EX, you will need to reregister them:

Wireless Controller (AWC)
SNMP (Full)

Follow these steps for each of the plug-ins.

10. On the Vista Manager EX page, navigate to System Management > Plugins.

11. Click AWC Plug-in at the bottom left.

If

AV Allied Telesis  Vista Manager EX
System Management

About
Plugins

Configuration

Vista Manager's Certificate Fingerprints Regenerate Certificate

Network Configuration
SHA1

Resource Management
OF:03:9F:11:A3:E3:13:A5:BOE7:49:7D:D8:56:25: 1F:F7:52:31:F5

Database Management SHA256

41:A9:0F.61.FF.95.85:AE.87.5A:FO:EQ.CC.BF.5C.D9.5SAFF.DF.C4 7A:5F.0D:B5:45:37.0F 31.AS.AB.FEB2
Licenses

Plugins
Plugins

AWC Plug-in

+ Add Plugin

the plug-in is not registered, Vista Manager displays an error message like this:
AV Allied Telesis Vista Manager™ EX
Error occurred
error
Vista has d an error ting to the plugin

{"code""DEPTH_ZERO_SELF_SIGNED_CERT"}

12. Click on the plug-in name and then Edit.

@ manager ~

Plugins + Add Plugin
AWC Plug-in Delete Plug-in

C613-10587-00 REV A
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13. Check the certificate and click Save. A 'Plug-in updated' pop-up message confirms
this step.

Register Plugin *
Server URL
https./f 5443/ wireless_plugin

Please verify these certificate fingerprints match the ones the plugin is reporting.
See Vista Manager EX Installation Guide for more information.

Plugin Certificate Fingerprints:

SHAT
28:69:65:21:F5:16:1E:62:FF.CD:EE:D7-B9:6F:3B:A1:DC:81:35:CF

SHAZ56

D9:22:35 F57BA714:70:69:A6E8:19:55:0B.7E14. D5 27:52:0B:EB.TEAT:.CS4A:71:21:9D
90:32:ED:95

14. Repeats Step 11 to Step 13 for the SNMP (full) plug-in.

15. Restore system data for the plug-in application from the back-up file (“Restore
application data from back-up” below).

Restore application data from back-up

For the Wireless Controller and SNMP (Full) applications, you must use the following
procedures to restore the system data:

m  “Restore system data for the Wireless Controller plug-in” below
m  “Restore system data for the SNMP plug-in”on page 20

Note that for the applications upgraded as a set in this procedure “Upgrade Vista Manager,
AMF Cloud, Trap Receiver and AMF Security applications”on page 12, the data is restored
automatically.

Restore system data for the Wireless Controller plug-in
Note that restoring a backup file made on another platform is not supported.

To restore data from the back-up file for the Wireless Controller (AWC) plug-in application,
follow these steps:

1. Login to Vista Manager EX using an Admin account.

2. In the Vista Manager EX menu, navigate to AWC Plug-in > System Setting page.

C613-10587-00 REV A
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3. Click the Restore button in the System Maintenance section to open the Restore
dialog box.

4, Click the Select File button and select a backup file.
5. Click Run.
6. Click OK on the confirmation dialog box.

7. After the restoration process has finished, a dialog box shows that restoration is
complete. Click OK.

Note that the back-up cannot restore the following system information. Re-configure
these values as necessary:

«  Database Setting > Maximum Memory Usage

«  Network Map Setting > Wireless Client Update-Interval

Note that an email server and “from” address must be configured on the device in
order for email logs to work. Use the command mail from <email-address> server

<ip-address>, where the <email-address> is the ‘From: field on the sent email, and
the <ip-address> is the email’s destination SMTP server.

8. Set the external IP address for the plug-in application. To do this, in the Vista Manager
EX page, navigate to AWC Plug-in > System Setting.

In the IP Address Settings page, click the drop down list and select the AWC IP
address (don’t select ‘other’).

Click the Save button for that section.

Restore system data for the SNMP plug-in

To restore data from the backup of application data for the SNMP plug-in application,
follow these steps.

Log in to Vista Manager EX using an Admin account.

1. Inthe left menu of Vista Manager EX, click the SNMP plug-in icon, then click the
System menu.

2. Inthe System Setting page System Maintenance panel, click the Restore button.
This restores the data from the back-up into the SNMP plug-in application.
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