Technical Guide AV Allied Telesis

AR4000S-Cloud on Microsoft Hyper-V Installation
Guide

Installation Guide

Introduction

The AR4000S-Cloud is a virtual router appliance product that provides functions such as VPN and
firewall.

This installation guide enables you to install and configure your AR4000S-Cloud in a Microsoft
Hyper-V environment.

Microsoft Hyper V recommended system requirements

The recommended system requirements for the Hyper-V environment are as follows:

Physical Machine - the recommended requirements for physical servers that provide a Hyper-V
environment:

m CPU: Intel Core i7-8700K Processor (6 cores 3.70 GHz) or higher
®m  Memory: 32GB or more

m Storage: 32GB or more

m  Network interfaces: 1-12

m Host OS

® Windows 10
®  Windows Server 2019

®  Windows Server 2016

Allied\Ware Plus”
OPERATING SYSTEM
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Virtual Machine - the recommended requirements for allocating resources to the AT-AR4000S-Cloud
Virtual Machine:

m  CPU: 1 or more
®  Memory: 32GB or more
m Storage: 32GB or more

® Network interfaces: 1-12

For more details about the AR4000S-Cloud, please refer to the AR4000S-Cloud Datasheet.

Contents

T (oo U1 1] o PSSP PPRRRRR 1
Microsoft Hyper V recommended system requireMents ........coocceeeeiiiiiiieen s 1

PrOCEAUIE OVEIVIEW ... ettt e e e s e e e s e e e s s en e e e e e saann e e e e s sann e e e s saennneeesnannee 3
Select installation METhOA .........eiiiii e 3
Prepare the iMage file ........ e e e e e e e 4
Create the Virtual MacChing ........ooi i e s as 5
Configure the VIirtual SWICH ......cooiiiiiii e 12
Configure virtual Maching SEHHINGS .....cuiiiiiiii e 14

Basic operation Of thisS ProdUCT ... e 19
Starting the ProAUCT.........ooe e 19
SEOP ThE PrOAUCT ...ttt e e e e e e e e e e e e e e e e e e e e e e e e e e e e aannnns 19
ACCESSING The CONSOIE.....ooiiiei et e e e e e e e ae e e ee e e e e e e e s 20
FIrMWare UPAAte ........cooo ittt e e et e e e e e e e e e e e et ee e et e e e aeeeeeeeaeaaaaeaeaeesennnnes 21

C613-04153-00 REV A Introduction | Page 2


https://www.alliedtelesis.com/datasheet/virtual-utm-firewall/ar4000s-cloud
https://www.alliedtelesis.com/datasheet/virtual-utm-firewall/ar4000s-cloud

AR4000S-Cloud on Microsoft Hyper-V Installation Guide

Procedure overview

The general procedure for setting up this product on Hyper-V is as follows:
1. Selectinstallation method

Select the installation method for this product. You can install from either an ISO image or a VHD
image.

2. Prepare the image file

Download the ISO or VHD image file of this product to your Hyper-V host, depending on the
installation method you have chosen.

3. Create the virtual machine

Create a virtual machine on the Hyper-V host to run this product.

4, Configure the virtual switch

Create a virtual switch on the Hyper-V host and set up a virtual network.
5. Configure virtual machine settings

Change the settings of the created virtual machine for this product.

Select installation method

In a Hyper-V environment, you can select one of the following two installation methods for this
product.

Depending on the installation method you choose, this will determine:
m the image file to be used,
m the configuration of the virtual machine, and

m the firmware update method.

ISO image method

This method allows you to boot from the ISO image in the virtual DVD drive.

m  Set the ISO image of this product in the virtual DVD drive, and create a virtual HDD (hard disk) for
data storage on the user side.

®  The firmware will boot from the ISO image.

m Data such as configuration is saved in the virtual flash area that is automatically created in the
virtual HDD.

m The firmware is updated by changing the ISO image set in the virtual DVD drive from the Hyper-
V manager.
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VHD image method
This method allows you to use the VHD image as a virtual HDD (hard disk).

m The VHD image is used as a virtual HDD (hard disk), rather than using a virtual DVD drive.
m  The firmware boots from the firmware included in the VHD image.
m Data such as configuration is saved in the virtual flash area included in the VHD image.

B The firmware is updated by downloading the new ISO image, and executing the software-
upgrade command from the user interface (CLI or GUI).

Prepare the image file

Depending on your chosen installation method, download or copy the ISO or VHD image file to your
Hyper-V host.

Image files are distributed with names in the following format. The “X.Y.Z-A.B” section contains the
version.

ISO image file:
AR4000S-Cloud-X.Y.Z-A.B.iso

VHD image file:

AR4000S-Cloud-X.Y.Z-A.B.vhd
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Create the virtual machines required to run this product on the Hyper-V host.

1.

2.
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Start Hyper-V Manager from the Start menu.

If the Hyper-V host name (local server name) you are working on is not displayed in the left pane
of the Hyper-V Manager window, add it using the following procedure.

If the local server name is displayed, proceed to step 3.

Right-click Hyper-V Manager in the left pane and select Connect to Server from the context

menu.

=8 Hyper-V Manager

File Action View Help
«= = H
ﬁ Hyame e 1]
Connect to Server... Hyper-V' Manager provides the tools and information you can use
E L\\) to manage a virtualization server.
View ¥
Help oduction )

A virtualization server is a physical computer that provides the resources
required to run vitual machines. You can use Hyper-V Managerto
create, configure, and manage the virtual machines on a virualization
server.

You can use virtual machines to run different workloads. Each virtual
machine rung in an isolated execution environment, which gives you the
flexibility to run different operating systems and applications on one
physical computer.

In the Select Computer dialog, select Local Computer and click OK.

oy
\ad Select Computer

Connect to vitualization server

® Local computer

(O Another computer:

Cancel
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3. Right-click the local server name displayed in the left pane and select New > Virtual Machine

from the context menu.

24 Hyper-V Manager
File Action View Help

= 7@ HE

ﬁ Hyper-V Manager

Bar— oo

Quick Create...

New

Hyper-V Settings...

Virtual SAN Manager...

Edit Disk...
Inspect Disk...

Stop Service
Remove Server
Refresh

View

Help

Import Virtual Machine...

Virtual Switch Manager...

| | Virtual Machines

|
Virtual Machine... L\\,
Hard Disk...
Floppy Disk...

I

4. When the Before You Begin screen of the New Virtual Machine Wizard appears, click Next.
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3 Mew Virtual Machine Wizard

=] Before You Begin

Before You Begin

Specify Name and Location

Specify Generation

Assign Memory

Configure Networking

Connect Virtual Hard Disk
Installation Options

Summary

This wizard helps you create a virtual machine. You can use virtual machines in place of physical
computers for a variety of uses. You can use this wizard to configure the virtual machine now, and
you can change the configuration later using Hyper-V Manager.

To create a virtual machine, do one of the following:

« Click Finish to create a virtual machine that is configured with default values.
» Click Mext to create a virtual machine with a custom configuration.

[] Do not show this page again

Finish Cancel

Procedure overview | Page 6



AR4000S-Cloud on Microsoft Hyper-V Installation Guide

5. On the Specify Name and Location screen, enter the name of the virtual machine in the Name
field and click Next.

You can leave the default storage location for the virtual machine.

3 Mew Virtual Machine Wizard *

=] Specify Name and Location

Before You Begin Choose a name and location for this virtual machine.
Specify Name and Location The name is displayed in Hyper-V Manager. We recommend that you use a name that helps you easily
Specify Generation identify this virtual machine, such as the name of the guest operating system or workload.
Assign Memory Mame: |AT-AR4DDDS-CIOud|
Configure Networking ‘You can create a folder or use an existing folder to store the virtual machine. If you don't select a
Connect Virtual Hard Disk folder, the virtual machine is stored in the default folder configured for this server.
Installation Options [ store the virtual machine in a different location
Summary C:\ProgramDataWMicrosoft\Windows\Hyper-vy

A

< Previous Finish Cancel

6. On the Specify Generation screen, select Generation 1 and click Next.

3 Mew Virtual Machine Wizard *

=] Specify Generation

Before You Begin Choose the generation of this virtual machine.
Specify Name and Location ® Generation 1
Spedfy Generation This virtual machine generation supports 32-bit and 64-bit guest operating systems and provides

. virtual hardware which has been available in all previous versions of Hyper-V.
Assign Memory

Configure Networking O Generation 2

Connect Virtual Hard Disk This virtual machine_ generation provides _support for newer virtualization features, has UEFI-based
firmware, and requires a supported 64-bit guest operating system.

Installation Opti

B ISR & Once a virtual machine has been created, you cannot change its generation.

Summary

More about virtual machine generation support

< Previous Finish Cancel
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7. On the Assign Memory screen, enter the amount of memory to be allocated in the Startup
memory field and click Next. See the Microsoft Hyper V recommended system requirements
section for recommended system requirements.

Do not check “Use Dynamic Memory for this virtual machine”.

3 Mew Virtual Machine Wizard

]

Before You Begin

Specify Name and Location

Specify Generation

Configure Networking

Connect Virtual Hard Disk
Installation Options

Summary

Assign Memory

Specify the amount of memory to allocate to this virtual machine. You can specify an amount from 32
MB through 251658240 MB. To improve performance, specify more than the minimum amount
recommended for the operating system.

Startup memory: MB

[] Use Dynamic Memary for this virtual machine.

o When you dedde how much memory to assign to a virtual machine, consider how you intend to
use the virtual machine and the operating system that it will run.

Finish Cancel

8. On the Configure Networking screen, leave the Connection field set to Not Connected and
click Next. You will configure the network later.
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3 Mew Virtual Machine Wizard

& ] Configure Networking

Before You Begin

Specify Name and Location

Specify Generation

Assign Memory

Connect Virtual Hard Disk
Installation Options

Summary

Each new virtual machine indudes a network adapter. You can configure the network adapter to use a
virtual switch, or it can remain disconnected.

Connection: | Not Connected ~

Finish Cancel
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9. The Connect Virtual Hard Disk screen has different steps depending on the installation method
you choose.

For the ISO image method:

m  Select Create a virtual hard disk. Specify the Name, enter the space to be allocated in the Size
field, and click Next. See the Microsoft Hyper V recommended system requirements section for
recommended system requirements.

Leave the Location as default.

3 Mew Virtual Machine Wizard *

Ex Connect Virtual Hard Disk

Before You Begin A virtual machine requires storage so that you can install an operating system. You can specify the

Specifyy Name and Location storage now or configure it later by modifying the virtual machine’s properties.

(® Create a virtual hard disk
Use this option to create a VHDX dynamically expanding virtual hard disk.

Specify Generation

Assign Memory

Configure Networking Name:  [AT-AR40005-Cloud.vhdx |

Connect Virtual Hard Disk Location: |C: ProgramDataMicrosoftiWindows\Wirtual Hard Disks\, | Browse. ..
Installation Options
Size: GB (Maximum: 64 TB)

Summary

(O) Use an existing virtual hard disk
Use this option to attach an existing virtual hard disk, either VHD or VHDX format.

C:\ProgramDataMicrosoft\Windows\Virtual Hard Disks),

(O Attach a virtual hard disk later
Use this option to skip this step now and attach an existing virtual hard disk later.

< Previous Finish Cancel
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m The Installation Options screen will be displayed. Select Install an operating system from a
bootable CD/DVD-ROM and select the ISO of this product in the Image file (.iso) field. Specify
the image file and click Next.

Note: This screen is not displayed in the VHD image method.

3 Mew Virtual Machine Wizard *

& ] Installation Options

Before You Begin ‘You can install an operating system now if you have access to the setup media, or you can install it
Specify Name and Location i
Specify Generation (O Install an operating system later

Assign Memory (®) Install an operating system from a bootable CD/DVD-ROM
Configure Networking Media

Connect Virtual Hard Disk

Installation Options (® Image file (.iso): |C: {Temp\AR400054AR40005-Cloud-5.5.3-0. 1.isd| Browse. ..

Summary

(O Install an operating system from a bootable floppy disk

< Previous Finish Cancel
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m Select Use an existing virtual hard disk. Click the Browse button, select the location of the VHD
image file, and click Next.

3 Mew Virtual Machine Wizard

Before You Begin

Specify Name and Location
Specify Generation

Assign Memory

Configure Networking

Connect Virtual Hard Disk

Summary

Ex Connect Virtual Hard Disk

A virtual machine requires storage so that you can install an operating system. You can specify the
storage now or configure it later by modifying the virtual machine’s properties.

(O Create a virtual hard disk
Use this option to create a VHDX dynamically expanding virtual hard disk.
AT-AR40005-Cloud. vhdx
C:\ProgramDataWMicrosoft\Windows \Wirtual Hard Disks),

32| GB (Maximum: 64 TB)

(®) Use an existing virtual hard disk
Use this option to attach an existing virtual hard disk, either VHD or VHDX format.

Location: |C: TempAR40005\AR40005-Cloud-5. 5. 2-1, 1.vhd| Browse. ..

(O Attach a virtual hard disk later
Use this option to skip this step now and attach an existing virtual hard disk later.

< Previous Finish Cancel

10. Review the summary on the Completing the New Virtual Machine Wizard screen. If there are
no problems, click Finish to close the wizard screen.

Note:
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The screen below is an example for the ISO image method.

3 Mew Virtual Machine Wizard

Before You Begin

Specify Name and Location

Specify Generation

Assign Memory

Configure Networking

Connect Virtual Hard Disk
Installation Options

Summary

& ] Completing the MNew Virtual Machine Wizard

*

‘You have successfully completed the New Virtual Machine Wizard. You are about to create the
following virtual machine.
Description:

MName: AT-AR40005-Cloud

Generation: Generation 1

Memory: 32763 MB

Metwork: Mot Connected

Hard Disk: C:'\ProgramDataMicrosoft\Windows\Virtual Hard Disks\AT-AR40005-Cloud. vhdx

Operating System:  Will be installed from C:{TempAR40005 AR 40005-Cloud-5.5.3-0. Liso

£ >
To create the virtual machine and dose the wizard, dick Finish.

< Previous Cancel
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11. The creation of the virtual machine is now complete.

The created virtual machine will now be displayed in the Virtual Machines pane of Hyper-V

Manager.

=4 Hyper-V Manager

File Action View Help

e=|7FE E

E Hyper-V Manager . .

E DONALDG-D10 Virtual Ma(hl/l:es

Mame State CPU Usage Assigned Memory  Uptime Status Configurati..
E AT-AR40005-Cloud Off 9.0
< >

Configure the virtual switch

Next, configure the virtual switch.

1. Right-click the Hyper-V host name (local server name) displayed in the left pane of Hyper-V
Manager and select Virtual Switch Manager from the context menu.

24 Hyper-V Manager
File Action View Help
o= xn=

ﬁ %p{er-\f Manager | | Mirteral Machi

Quick Create... :
MNew ¥

Import Virtual Machine...

Hyper-V Settings...

Virtual Switch Manager... |>,
Virtual SAN Manager...

Edit Disk...

Inspect Disk...

Stop Service
Remove Server
Refresh

View ¥

Help
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If the virtual switch containing the name of the network adapter used in this product is displayed
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in Virtual Switch on the left pane, select it and change the settings below.

If not, select New virtual network switch to create a new virtual switch and configure the

settings as shown below.

;E Virtual Switch Manager for DONALDG-D10

% Virtual Switches

<t Mew virtual network switch
e Default Switch

Diafalt 1

# Global Network Settings
4 MAC Address Range

00-15-50-42-33-00 to 00-15-50-A...

% Create virtual switch

What type of virtual switch do you want to create?

External

Private

Create Virtual Switch

Creates a virtual switch that can be used only by the virtual machines that run on this
physical computer, and between the virtual machines and the physical computer. An
internal virtual switch does not provide connectivity to a physical network connection.

;E Virtual Switch Manager for DONALDG-D10

% Virtual Switches
=% New virtual network switch
ot Default Switch

Default

=t vsw-internal
D-Link DGE-530T Gigabit Ether...
# Global Network Settings
4 MAC Address Range

00-15-50

15-50-A2-33-00 to 00-15-50-A...

it Virtual Switch Properties

Name:

|vsw-inhernal

Motes:

Connection type
What do you want to connect this virtual switch to?

(®) External network:
D-Link DGE-530T Gigabit Ethernet Adapter (rev.B) w

[] Allow management operating system to share this network adapter

(O Internal network
(O Private network

VLAN ID

Remove

Cancel

Apply

B Enter an appropriate virtual switch name in the Name field.

m  Under Connection type, select the appropriate option for the connection destination of the
virtual switch.

If you select External network, select the network adapter from the drop-down list.

After configuring the virtual switch, click OK to close the Virtual Switch Manager screen.
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Configure virtual machine settings

Next, configure the settings for the new virtual machine.

1.

Right-click the virtual machine in the Virtual Machines pane and select Settings from the context

menu.

Virtual Machines

MName

=] AT-AR4DD0S-Cloud

Checkpoints

State Assigne

CPU Usage

Connect...
Settings... l}
Start

Checkpoint

Move...
Export...
Rename...

Delete... it

Help

2. By default, Hyper-V virtual machines automatically synchronize with the time of the Hyper-V host.
You can disable automatic synchronization so that the virtual machine can synchronize its own
time. To do this, go to Management > Integration Services in the left pane, uncheck Time
synchronization under Services, and click Apply.
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AT-AR4D00S-Cloud v ]
# Hardware G |_'| Integration Services
!" Add Hardware
I BI0s Select the services that you want Hyper-V to offer to this virtual machine. To use the
[, services you select, they must be supported by the guest operating system.
. Security Examples of services that might not be available on the guest operating system indude
e Starane Drive disahled Volume Shadow Copy Services and operating system shutdown.
™ Men;ory ) Services
32768 MB Operating system shutdown
] Processor [Ml| Time synchronization
1 Virtual processor Data Exchange
= [ 1oE Controller 0 Heartbeat
. Hard Drive Backup (volume shadow copy)
AT-AR40005-Cloud. vhdx [] Guest services
= [ IDE Contraller 1
DVD Drive
AR40005-Clou 0. Liso
&l scs1 Contraller
4 Metwork Adapter
i com1
i comz2
[ Diskette Drive
# Management
gj_"| Name
AT-AR-40005-Cloud
r_"| Integration Services
Some services offered
t Checkpoints
Standard
E'-E' Smart Paging File Location
C\Proara s FE
Ct\Progra osoft\Win...

Cancel

Apply
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3. For the ISO image method only, select Hardware > BIOS in the left pane and confirm that CD is
at the top of the Startup order displayed.
If CD is not at the top, change the order with the buttons on the right and click Apply.

EE] Settings for AT-AR40005-Cloud on DONALDG-D10 - *
AT-AR40005-Cloud v 3]
% Hardware ~ @ BiOS
!" Add Hardware
[ IS Select the order in which boot devices are checked to start the operating system.
Boot from CD Startup order
. Security CD Move Up
Key Storage Drive disabled IDE
W Memory Legacy Metwork adapter Move Down
i Floppy
32758 MB
] Processor
1 Virtual processor
= [ e Conh’oll.er 0 o Use a legacy network adapter to perform a network-based installation of the
= Hard Drive quest operating system.

AT-AR40005-Cloud, vhdx
= [ IDE Contraller 1
', DVD Drive
AR40005-Cloud-5.5.3-0. Liso
&l scs1 Contraller
U Metwork Adapter
Mot connected
i com1
MNone
i comz
MNone
[ Diskette Drive
MNone
# Management
|ﬁ Name
AT-AR40005-Cloud
D Integration Services
Some services offered
(¥ Checkpoints
Standard
ﬁ Smart Paging File Location
C:\ProgramDataMicrosoftiWin...

Cancel Apply
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4. Select Hardware > Processors in the left pane. Enter the number of virtual CPUs to be allocated
in Number of virtual processors, and click Apply. See the Microsoft Hyper V recommended
system requirements section for recommended system requirements.
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Ej Settings for AT-AR40005-Cloud on DOMALDG-D10 -

AT-AR40005-Cloud

L

% Hardware

n Processor

!" Add Hardware
[ s10s
Boot from CD
. Security
Key Storage Drive disabled
Wl Memory
32758 MB
] Processor
2 Virtual processors
= [ IDE Contraller 0
- Hard Drive
AT-AR40005-Cloud, vhdx
= [ IDE Contraller 1
./ DVD Drive
AR40005-Cloud-5.5.3-0. Liso
&l scs1 Contraller
U Metwork Adapter
Mot connected
i com1
MNone
i comz2
MNone
[ Diskette Drive
MNone
# Management

|I__'| Name
AT-AR40005-Cloud
|'__'| Integration Services
Some services offered
(¥ Checkpoints
Standard
[=]=] 5 . " .
wa Smart Paging File Location
C:\ProgramDataMicrosoft\Win. ..

‘fou can modify the number of virtual processors based on the number of processors on
the physical computer. You can also modify other resource control settings.

Mumber of virtual processors: 25

Resource control
‘You can use resource controls to balance resources among virtual machines.

Virtual machine reserve (percentage): ljl

Percent of total system resources: 1]

Virtual machine limit (percentage):

Percent of total system resources: 25

Relative weight:

& Hyper-V is not configured to enable processor resource controls,

Learn more about Hyper-V processor configuration options.

o This virtual machine is configured with the following:

Sockets: 2

MUMA nodes per socket: 1

Virtual processors per NUMA node: 8
Memory per NUMA node: 31560 MB

Cancel
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5. Select Network Adapters in the left pane to display the Network Adapters screen.
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] Processor

2 Virtual processors

= [ IDE Contraller 0

- Hard Drive
AT-AR40005-Cloud, vhdx

= [ IDE Controller 1

() DVD Drive
AR40005-Cloud-5.5.3-0. Liso
&l scs1 Contraller
il Network Adapter

Mot connected

i com1
MNone

i comz
MNone

[ Diskette Drive
MNone

# Management

Name
AT-AR40005-Cloud
D Integration Services
Some services offered
(¥ Checkpoints
Standard
[=]=] 5 . " .
wa Smart Paging File Location
C:\ProgramDataMicrosoftiWin...

m Settings for AT-AR40005-Cloud on DONALDG-D10 - *
AT-AR4D00S-Cloud v ]
# Hardware G @ MNetwork Adapter
l" Add Hardware
I BI0s Specify the configuration of the network adapter or remove the network adapter.
Boot from CD Virtual switch:
. Security Mot connected w
Key Storage Drive disabled
VLAN ID
Wl Memory
32768 MB [] Enable virtual LA identification

Bandwidth Management
[] Enable bandwidth management

To remove the network adapter from this virtual machine, dick Remove.,

Remove

o Use a legacy network adapter instead of this network adapter to perform a
network-based installation of the guest operating system or when integration
services are not installed in the guest operating system.

Cancel Apply
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At first, Virtual switch is set to Not connected. Select the virtual switch name created in the virtual
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switch settings from the drop-down list and click Apply.
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EE] Settings for AT-AR40005-Cloud on DOMALDG-D10 -

AT-AR40005-Cloud

L

% Hardware

!" Add Hardware
[ s10s
Boot from CD
. Security
Key Storage Drive disabled
Wl Memory
32758 MB
] Processor
2 Virtual processors
= [ IDE Contraller 0
- Hard Drive
AT-AR40005-Cloud, vhdx
= [ IDE Contraller 1
', DVD Drive
AR40005-Cloud-5.5.3-0. Liso
&l scs1 Contraller
@ Metwork Adapter
vswHnternal
i com1
MNone
i comz
MNone
[ Diskette Drive
MNone
# Management

|ﬂ Name
AT-AR40005-Cloud
D Integration Services
Some services offered
(¥ Checkpoints
Standard
[=]=] 5 . " .
wa Smart Paging File Location
C:\ProgramDataMicrosoft\Win. ..

v

@ Metwork Adapter

Specify the configuration of the network adapter or remove the network adapter.
Virtual switch:
vswHnternal ~

VLAN ID
[] Enable virtual LA identification

Bandwidth Management
[] Enable bandwidth management

To remove the network adapter from this virtual machine, dick Remove.,

Remove
o Use a legacy network adapter instead of this network adapter to perform a

network-based installation of the guest operating system or when integration
services are not installed in the guest operating system.

Cancel Apply
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Basic operation of this product

This section covers basic operation methods, such as starting and stopping this product, accessing
the console, and upgrading or downgrading the firmware.

Starting the product

To start the device, right-click the virtual machine in the Virtual Machines pane of Hyper-V Manager,
and select Start from the context menu.

Virtual Machines

MName State CPU Usage Assignet

=] AT-AR240005 Cloud Off ]
Connect...

Settings...
Start |}
Checkpoint

< Move...

Checkpoints Ecports
Rename...

Delete... ftu

Help

Stop the product

To stop the device, right-click the virtual machine in the Virtual Machines pane of Hyper-V Manager,
and select Shut Down from the context menu.

Virtual Machines

F

MName State CPU Usage Assigned M
=] AT-AR240005 Cloud Running S |
Settings...
Turn Off...

Shut Down... |}

Save

<

Pause
Checkpoints Reset |

BE}, Automatic Checkpoint - AT-AR40005-C
o Now Checkpoint

Revert...

Move...
Export...

Rename...

Help
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Accessing the console

To access the console:

1. Right-click the virtual machine of this product in the Virtual Machines pane of Hyper-V Manager,
and select Connect from the context menu.

Virtual Machines
o

MName State CPU Usage Assigned M

=] AT-AR4DD0S-Cloud Running . coosn

Connect... L\\)
Settings...

Turn Off...
Shut Down...
Save
< |
Pause b
Checkpoints |

Reset
=¥ Automatic Checkpoirt - AT-AR40005-Clo
e Now Checkpoint

Revert...

Move...
Export...

Rename...

Help

2. Avirtual machine window opens and the console screen is displayed.

3 AT-AR40005-Cloud on DOMALDG-D10 - Virtual Machine Connection — O X
File  Action Media Clipboard View Help

D@0 nw o g
Started ripd.
Started pimnd.
Started vrrpd.
Started iptables.
Reached target Multi-User System.
Starting AWPlus. ..

Initializing HA processes:

atnf _agentd, atmfd, ddnsd, execd, hostd, hsl, imi
msm, ospfod, ospfd, pimbd, pimd, ripd, ripngd
rmon, sflowd, statmond, vrerpd

fAssigning Active Workload to HA processes:
hsl, nsm, ospfd, imi, ospf6d, pimbd, pimd
ripd, ripngd, rmond, sflowd, vrrpd

Loading default configuration
Warning: flash:/default.cfy does not exist, loading factory defaults.

done

awplus login:
Status: Running — [Q

The device can also be started and stopped by selecting Start or Shutdown from the Operation
menu of the virtual machine window.
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Firmware update

To update the firmware of this product, follow the steps below for the selected installation method.
When installing using the ISO image method

If the product was installed using the ISO image method, the ISO image file is also used when
updating the firmware. After you have prepared a new ISO image file, follow the steps below.

1. If the virtual machine of this product is running, stop the machine as described in the “Stop the
product” section.

2. Right-click the virtual machine of this product in the Virtual Machines pane of Hyper-V Manager,
and select Settings from the context menu.

3. Select Hardware > IDE Controller 1 > DVD Drive on the left pane, then specify the new ISO
image file in the Image file displayed and click OK to open the virtual machine settings screen.
Close.

Note: Firmware downgrades are not supported. For Image File, specify an ISO image file that is
newer than the version currently in use.

Ej Settings for AT-AR40005-Cloud on DONALDG-D10 - *
AT-AR4D00S-Cloud v ]
% Hardware ~ OVD Drive
!" Add Hardware
I BI0s Select the controller and location on the controller to attach the CD/DVD drive.
Boot from CD Controller: Location:
. Security IDE Controller 1 ~ | |0 (in use) ~
Key Storage Drive disabled X
Wl Memory PR
16000 MB Specify the media to use with your virtual CD/DVD drive.
n Processor ) Mone
2 Virtual processors @ Image fle:

= [ IDE Contraller 0
Hard Drive |C: \TemplAR 40005 AR 40005-Cloud-5.5.3-1. Liso|

AT-AR40005-Cloud. vhdx
= [ IDE Contraller 1
DVD Drive
AR40005-Cloud-5.5.3-1....
&l scs1 Contraller
4 Metwork Adapter
vswA4nterna To remove the virtual CD/DVD drive from this virtual machine, dick Remove.,

Browse...

L (_:OM 1 Remove

a—f‘ Smart Paging File Location

rogramDataMicrosoft\in

Cancel Apply

4. Start this product according to the procedure in “Starting the product”.

5. The product will start with the new version. This completes updating the firmware of this product
using the ISO image method.
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When installing using the VHD image method
Even if you installed using the VHD image method, the ISO image file is used when updating the

firmware.

Prepare a new ISO image file and then follow the steps below.
When using the Web GUI
1. Access the web GUI of this product.

2. From the menu on the left side of the screen, select System > File Management to open the file
management screen. Click the Upload button to upload the new ISO image file to this product.

Netw i

User Management

1% l 308.0K/3.9G

ffs fflash & Upload  Generate Tech Support
i Size{byt: 4

Name Modified — ize(bytes) Actions

B defauttcig 7/25/2023,1:14:39 AM 668 @Downioad | Delete

W o 7/22/2023, 2:33:00 AM
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3. Click the Browse button in Set Boot Release File on the File Management screen, and select
the new firmware.

Note: Firmware downgrades are not supported. Specify an ISO image file that is newer than the
version currently in use.

Dashboard

File Management

Wizard

irity

Set Boot Release File

Lice Features

Current: AR4000S-Cloud-5.5.3-0.1.iso [ Browse
Network Infrastructure

Network Services .
Set Boot Config File

LT T Current: flash:/default.cfg [0 Browse

Backup: Not Set [ Browse

Boot Management

‘

o

Select system file flash:/AR40005-Cloud-5.5.3-1.1.is0

flash:/AR4000S-Cloud-5.5.3-1.1.is0

Apply

!|

4. Press the Reboot button on the file management screen to restart this product.

Dashboard
File Management

Wizard

Security

Set Boot Release File

Licensed Features

Current: AR4000S-Cloud-5.5.3-1.1.is0 [ Browse
rk Infrastructure

Set Boot Config File

User Management

Current: flash:/default.cfg [ Browse

Backup: Not Set [ Browse

C613-04153-00 REV A Basic operation of this product | Page 23



Using the CLI
1. Access the command line interface (CLI) of this product and enter privileged exec mode.
awplus> enable

2. Download the new ISO image file to the product using the copy command. The following is an
example of downloading from an HTTP server with an ISO image file.

awplus# copy http://example.com/ISO-Images/AR40005-Cloud-5.5.2-0.3.1is0
flash:

3. Specify the ISO image file downloaded with the software-upgrade command.
Note: Firmware downgrades are not supported. For the software-upgrade command, specify an
ISO image file that is newer than the version currently in use.

awplus# software-upgrade AR4000S-Cloud-5.5.2-0.3.iso
Install this release to disk? (y/n): vy

Upgrade started, the change will take effect after rebooting the
device.

4. Restart with the reload command.

awplus# reload

reboot system? (y/n): vy

C613-04153-00 REV A

Allied Telesis NETWORK SMARTER

North America Headquarters | 19800 North Creek Parkway | Suite 100 | Bothell | WA 98011 | USA |T: +1 800 424 4284 | F: +1 425 481 3895
Asia-Pacific Headquarters | 11 Tai Seng Link | Singapore | 534182 | T: +65 6383 3832 | F: +65 6383 3830
EMEA & CSA Operations | Incheonweg 7 | 1437 EK Rozenburg | The Netherlands | T: +31 20 7950020 | F: +31 20 7950021

alliedtelesis.com

© 2023 Allied Telesis, Inc. Al rights reserved. Information in this document is subject to change without notice. All company names, logos, and product designs that are trademarks or registered trademarks are the property of their respective owners.



	Introduction
	Microsoft Hyper V recommended system requirements

	Procedure overview
	Select installation method
	Prepare the image file
	Create the virtual machine
	Configure the virtual switch
	Configure virtual machine settings

	Basic operation of this product
	Starting the product
	Stop the product
	Accessing the console
	Firmware update


