AV Allied Telesis

Use 802.1x EAP-TLS or PEAP-MS-CHAP v2 with
Microsoft® Windows® Server 2003 to Make a Secure

Network

Introduction

This document describes how to create a secure LAN, using two servers and an 802.1x-
compatible Allied Telesis switch. The servers are running Microsoft Windows Server 2003.

This How To note takes you step-by-step through the PEAP-MS-CHAP v2:
configuration required for PEAP-MS-CHAP v2 Protected Extensible
authentication, then through the steps required for Authentication Protocol—
EAP-TLS authentication. Microsoft Challenge
Handshake Authentication
By showing you how to configure each device, this Protocol version 2
How To note gives you the building blocks to create a
secure LAN. EAP-TLS:
Extensible Authentication
You can also use this fragment in a lab, for testing Protocol—TransportLayer
802.1x configurations. Security

What information will you find in this document?

"PEAP-MS-CHAP v2 Authentication" on page 2
"DCI-CA" on page 3
"RADIUS" on page 12
"802.1x Edge Switch" on page 19
"CLIENT 1" on page 20
"EAP-TLS Authentication" on page 24
"DCI-CA" on page 24
"RADIUS" on page 30
"CLIENT 1" on page 33

Which products and software versions does this information apply to?

Products:

Rapier, AT-8800, AT-8600, AT-8700XL, AT-8900, and AT-9900 series switches

AR750S, AR450S, and AR44xS series routers (802.1x supported on Eth and switch ports)
AR410 series routers (802.1x supported on Eth ports)

Software version: 2.7.1 and later

C613-16057-00 REV C www.alliedtelesis.com



PEAP-MS-CHAP v2 Authentication

The infrastructure for this example 802.1x secure LAN consists of three computers performing the
following roles:

A computer running Microsoft Windows Server 2003, Enterprise Edition, named DCI-CA, that
acts as a domain controller, a Domain Name System (DNS) server, and a certification authority
(CA).

A computer running Microsoft Windows Server 2003, Standard Edition, named RADIUS, that
acts as a Remote Authentication Dial-in User Service (RADIUS) server.

A computer running Microsoft Windows XP Professional Service Pack | (SPI), named
CLIENTI, that acts as an 802.1x client.

Additionally, an Allied Telesis switch acts as an 802.1x authenticator to provide connectivity to the
Ethernet intranet network segment for the 802.1x client (or supplicant).

802.1x authenticator port - port 1

ATI switch

=l 192.168.1.254 G 192.168.1.1 192.168.1.101
N XX

RADIUS server

Client 1
Ethernet 10/100

192.168.1.200

Figure 1: 802.1x LAN fragment
The four devices represent a network segment in a corporate intranet. In this example, all
computers on the LAN are connected to a common 802.1x authenticating Allied Telesis switch.

Private addresses of 192.168.1.0/24 are used on the LAN segment.

In this example all devices are configured with fixed addresses. To reconstruct this segment,
configure the computers in the order presented.
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DC1-CA

DC1-CA is a computer running Windows Server 2003, Enterprise Edition that is performing the
following roles:

A domain controller (DC) for the example.com domain, including Active Directory.
The enterprise root certification authority (CA) for the example.com domain.

A DNS server for the example.com DNS domain.

This PC uses Windows Server 2003, Enterprise Edition, so that you can configure autoenrollment
of user and workstation certificates for EAP-TLS authentication, as described in "EAP-TLS
Authentication" on page 24. Certificate autoenrollment and autorenewal make it easier to deploy
certificates and improve the security by automatically expiring and renewing certificates.

To configure DC1-CA for these services, perform the following steps:

» Perform basic installation and configuration

I. Install Windows Server 2003, Enterprise Edition, as a stand-alone server.

2. Click Start, right click My Computer, select Properties, click the Computer Name tab
and type DCI-CA in Computer Name. Click OK.

3. Configure the TCP/IP protocol with the IP address of 192.168.1.200 and the subnet mask of
255.255.255.0.

Ensure that the NIC card is plugged in.

» Configure the computer as a domain controller

During the Active Directory you may accept defaults (as shown below) or specify your own
preferences. You may be asked to insert the Windows Server 2003, CD ROM, and to restart the
machine.

I. Click Start, click Run, type dcpromo.exe, and then click OK to start the Active Directory
Installation Wizard.

2. In the Domain Controller Type page, select Domain controller for a new domain. Click
Next.

Active Directory Installstion Wizard

Domain Controller Type
Specilp the role pou wanl this server bo have

Do wou weard: this servet |o become a domain contiober lor a new domain o an
additional domain confroller fior an existing domain?

 |fioman corfsallr for & new domar]
Saact this option o ciaats & rew child dosmein, nevw domain e, o mew ot
Thes snrver will oo the fish domain controlier in ther e domain
" decdchtionnal diornasn contraller [of & st domen
/% Proceeding with this option will deletn all local sccounts: o this seve
Al cruplographic keys will be deleted and should be evposted belfore

Al ercropled dats, such as EFS-encrypted s or e-mal, should be decoppted
beloe contirumng or i will be permanantly macosssbls.

« fack Mt > Careal |

k' 7
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3. Select Domain in a new forest. Click Next.

Active Directory Installstion Wizard

Create Hew Domain
S elact which type of domain bo creste

Create a new

&
Bdwtﬂ'&uphmiﬂw in the first domain in wow eiganization o if pou want the new
domain lo be completely ndependent of your cument fomest.

£ vl chowmenin iy an esdsting dormain liee:
Ilmﬂhmminhadﬂﬂmmmmmm
FmMmMmﬂlamm
headky, o i com & a chid domain of the domain
mm'qiarri:lmﬂ.m

" Diomain e in an existing loest
IF yooia o't e Bher vy chomaie bo ke a child of an essting domain, sebec the
optior. This wil cseale a new domain ee that it separshe from any exising ey

< Back Carcel

4. In the Full DNS name for new domain field, type example.com. Click Next.

Active Directory Installstion Wizard

Hew Domain Hame
S pecify & namie lor this rew domain

Tupe: the full NS name for Hee e doman
ot example: hasdquaten. esample microsoft. com].

Eull DHS name fior mew domain

< Back Carcel

5. In the Domain NetBIOS name field, EXAMPLE appears. If not, type it in. Click Next.

Active Directory Installstion Wizard

HetBIDS Domain Mame
S pecify & NetfBID5 name fior the new domain

Thiz iz the: rame that umers of earbier versions of Windows: wall use bo identily the new
domain. Click Mext bo sooept the nams shown, o iype & new name.

Diomain NesBI5 name: [EaneLE]

< Back Carcel
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6. In the Database and Log Folders window, specify where you want to store the Active Directory
database. Click Next.

7. In the Shared System Volume window, specify the folder and its location to be shared as the
SYSVOL folder. Click Next.

8. In the DNS Registration Diagnostics window, select Install and configure the DNS server
on this computer to use this DNS server as its preferred DSN server. Click Next.

Active Directory Installstion Wizard

DNE Registration Disgnostics
Werily DNS support, or install DMS on this computer.

Diagnostic Results -
Thax registiation diagnostic: has Exeen wun 1 lime.

The wizard enccurdesed an enor whils g bo detesming the nama and addiess of
thes M5 gerwer vath which Hhis doman contnolier val be iegistered.

Fior moue information, inchuding steps to conect this problem. see Help

Datasls
The S04 quety for _kdap,_tep.de._madcs.example.com 1o find the pimaer DNS |
7 1 b comeched the poblem. Pesform the DNS diagnastic best again

13 :rﬁﬂﬂmﬁl:hMSwmmﬁm,aﬂmﬂﬁmmwﬁ

| will comect the: problem labes by configuing DS marual. [Advanced)

« ek et > Carcel |
k-]

9. In the Permissions window, select Permissions compatible only with Windows 2000 or
Windows Server 2003 operating systems. Click Next.

Active Directory Installstion Wizard

FPemissions
Selac defsuk parmizsions for unes snd group obiscts

Some serves plograms, such s Windows T Femole Access Service, iead infomation
shonsd on dosein confiolless.

™ Pesmissions compatble with pre ‘Wirdows 2000 server operating systems
Selact this: option i ou rn server progeams on prewindows 2000 serder opating
systems o on'Windows 2000 or Windows Server 2003 operating systems that ane
memmibe s of pea-Windows 2000 domsing.

._ﬁ Anonpmous: Lt can read infomation on this domain

[operatnyg sysamt
St iz option i jou pun server phogeamt only on Wirndows: 2000 o Wirdoee:
Serven 2003 operahing sysbern: that aoe members of Acthee Daechon domaing. Only
autherticaled users can read infmation on thiz domsin.

« Back Heudt > Cancel

10. In the Directory Services Restore Mode Administrator Password window, enter passwords for
the Administrator account. Click Next twice.
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» Install Certificate Services

. In Control Panel, open Add or Remove Programs, and then click Add/Remove
Windows Components.

2. In the Windows Components Wizard page, select Certificate Services, and then click
Next.

3. Inthe CA Type page, select Enterprise root CA. This is shown in the following figure. Click
Next.

Windows Components Wizard

CA Type
Select the type of CA you want to set up.

(& Enterprise root CA,

™ Enterprize subordinate Cé,
" Stand-alone root Cé,

" Stand-alone subordinate Ca

Diescription of CA type
The most trusted CA in an enterprise. Should be installed befare any other Ca.

I Use custom settings to generate the key pair and G certificate

< Back Cancel | Help |

4. Type Example CA in the Common name for this CA field, and then click Next. Accept
the default Certificate Database Settings. This is shown in the following figure.

Windows Components Wizard

Certificate Database Settings
Enter lozations for the certificate database, database log, and configuration
information.

LCertificate database:
IE:\WINDDWS\systemBZ\EertLog Browse...

Certifizate databaze log:
IE:\\A-"INDDWS\system32\EertLog Browse...

[~ Blore confiuration information in a shared folder
Shared folder:
I Browse...

iy

I~ | Rreserve existing certificate database

< Back I Mext » I Cancel | Help |

5. Click Next. Upon completion of the installation, click Finish. You may be asked to insert the
Windows Server 2003 CD-ROM.

Don’t worry about IIS not being installed, click OK and continue.
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» Add computers to the domain

I. Open the Active Directory Users and Computers snap-in (available from administrative
tools).

2. In the console tree, expand example.com.
3. Right-click Computers, click New, and then click Computer.
4. In the New Object - Computer dialog box, type RADIUS in Computer name. This is

shown in the following figure.

MNew Object - Computer B x|

Create in.  erample.com/Camputers

Computer name;
IF!:E«DIUS

Caormputer name [pre-windows 2000];
|FmDIUS

The following uzer or group can join this computer to a domain,
Uzer or group:

!Default: Domain Adming LChange. .. |

[ Assign this computer account az a pre“windows 2000 computer

[ ssign this computer account as a backup domain contraller

< Back I Hewut » I Cancel |

5. Click Next. In the Managed dialog box, click Next. In the New Object - Computer dialog
box, click Finish.

6. Repeat steps 3-5 to create the additional computer account called: CLIENT1 (with no spaces).

» Allow 802.1x access to computers
. Inthe Active Directory Users and Computers console tree, click the Computers folder,

right-click CLIENT1, click Properties, and then click the Dial-in tab.

2. Select Allow access and then click OK.
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» Add users to the domain

I. Inthe Active Directory Users and Computers console tree, right-click Users, click New,
and then click User.

2. Inthe New Object - User dialog box, type 802 1xUser in First name and type 802 1xUser
in User logon name. This is shown in the following figure.

New Object - User x|

9 Create in:  example.com/Users

First name: |8021 wUser Iriials:
Last name: I
Full name: |8l321 wUser

User logon name:
|8I321 wUser I @example.com L]

User logon name [pre-wWindows 2000):
[EXAMPLEY [B021 U ser

< Back | Next > I Cancel

3. Click Next.

4. In the New Object - User dialog box, type a password of your choice in Password and
Confirm password. Clear the User must change password at next logon check box. This
is shown in the following figure.

Hew Object -User =L x|

g Ciegle . example. comlseis

Pastwond |--------

Condim passwond Ju-ﬂ"u-

[ User must change passward ot nest logon
[ Uger caneol change passwod

I | Pagwiond never aspite:

[ Bccount is dsabled

Cancel |

5. Click Next to continue the installation. Strictly speaking, you should give the 802.1x account an
email address. However, if you are simply setting up for a test, that is not necessary.

6. Upon completion of the installation, click Finish.
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» Allow 802.1x access to users

I. In the Active Directory Users and Computers console tree, click the Users folder, right-
click 802 IxUser, click Properties, and then click the Dial-in tab.

2. Select Allow access and then click OK.

» Add groups to the domain

I. Inthe Active Directory Users and Computers console tree, right-click Users, click New,
and then click Group.

2. In the New Object - Group dialog box, type 8021xUsers in Group name, and then click
OK. This is shown in the following figure.

| New Object - Group ] x|

Q Createin:  example.comfUsers

Group name:
I 8021xUsers|

Group name (pre-Windows 2000):
I G021xUsers

~Groupscope | [ Grouptype
" Domain local ' Security
% Global " Distribution
€ Uriversal

oK I Cancel

» Add users to 8021xUsers group

I. In the details pane of the Active Directory Users and Computers, double-click
8021xUsers.

2. Click the Members tab, and then click Add.

3. In the Select Users, Contacts, or Computers dialog box, type 802 IxUser in Enter the
object names to select. This is shown in the following figure.

Select Users, Contacts, or Computers 21 x|

Select this object type:

IUsers or Other objects Object Types...

From this location:

Iexample.com Locations...

Enter the object names to select [examples):
8021 xuseq Check Names

FiG

Advanced... I 0K I Cancel l
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4. Click OK.

5. The 802IxUser user account is added to the 802 IxUsers group. This is shown in the following
figure.

8021xUsers Properties ed |

General Members IMembe; 0f | Managed By |

Members:
Name | Active Directory Folder
ﬁ 8021 xUser example.com/Users

HEMove l

0K | Cancel | Apply |

6. Click OK to save changes to the 8021xUsers group.

» Add the client computer to 8021xUsers group

Adding client computers to the 802 | xUsers group allows computer authentication. Computer
authentication is needed so that the computer can attach to the 802 | x network, obtain an IP address
configuration (if DHCP is being used), locate Active Directory domain controllers, download the latest
Computer Configuration Group Policy settings, and other computer startup processes.

I. Repeat steps | and 2 in the preceding "Add users to 802 IxUsers group" procedure.

2. In the Select Users, Contacts, or Computers dialog box, type clientl in Enter the
object names to select. This is shown in the following figure.

Seleck sers, Contacts, or Computers e _-. i |

Sedect thz object pe:

|U!818‘-'2l:([|ﬂ‘lal objects Object Types I
Ercum ez Boceations
|W'nph = Locations...

Erbes thee et namnes B0 safect [eramples)
clienit1 Check Hames

P

3. Click Object Types.
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4. Clear the Users check box, and then select the Computers check box. This is shown in the
following figure.

Select the types of objects you want to find.

Object types:

M 3 Other objects
D Contacts

=) Computers
O ﬁ Users

Cancel |

5. Click OK twice. The Client1 computer account is added to the 802 IxUsers group.

21
General  Members ]Memhel 0f| Managed By |
Members:
Name Active Directory Folder
40021 User example.com/Users
Q CLIENT1 example. com/Computers

0K | Cancel Apply |

6. Click OK to finish.
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RADIUS

RADIUS is a computer running Windows Server 2003, Standard Edition, that provides RADIUS
authentication and authorisation for the 802.1x Allied Telesis access switch. During this process the
server PC named RADIUS will join as a member to the example.com domain.

Whenever you restart the PC, remember to log into the EXAMPLE domain.

To configure RADIUS as a RADIUS server, perform the following steps:

» Perform basic installation and configuration

I. Install Windows Server 2003, Standard Edition.

2. For the intranet local area connection, configure the TCP/IP protocol with the IP address of
192.168.1.254, the subnet mask of 255.255.255.0, and the DNS server IP address of
192.168.1.200.

3. Click Start, right click My Computer, select Properties, type RADIUS in Computer
Name.

4. Click the Change button.
5. Type example.com in the Member of Domain field.

6. Click OK.

Computer Name Changes
ok
,“ :;"“

Enter the name and password of an account with permission
to join the domain.

User name: ‘ € administrator v |

Password: ‘ sesens ‘

i OK l[ Cancel ]

7. Enter the Administrator User name and password.
8. Click OK
9. Restart the machine.

10. Logout and login to the RADIUS server as "administrator" in the example.com domain. Domain
selection is available under login options.
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» Install and configure Internet Authentication Service

I. From Control Panel select Add or Remove Programs, click Add/Remove Windows
Component and install the part of Networking Services called Internet Authentication.

To install individual parts of Networking Services, click on the Details button, and select the
elements you require. You may be required to insert the Windows Server 2003, CD-ROM.

2. In the Administrative Tools folder, open the Internet Authentication Service snap-in.

3. Right-click Internet Authentication Service, and then click Register Server in Active
Directory. When the Register Internet Authentication Server in Active Directory
dialog box appears, click OK. This is shown in the following figure.

Register Internet Authentication Server in Active Dire ] x|

To enable 145 to authenticate users in the Active Directory, the computers running IAS must be
authorized to read users' dial-in properties from the domain.

Do you wish to authorize this computer to read users' dial-in properties from the example.com
domain?

Cancel I

A message should confirm registration and authorisation to refer to users properties. If you see the
following error, you need to make sure you are logged in as the example.com administrator.

aseror =]

The task was not completed. You may not have sufficient privileges in the example.com
! domain ko perform this task, Please make sure that you have appropriate privileges in
the domain to perform this task, or check with your network administrator,

» Create the certificates (Local Computer) console

Use the following steps to create an MMC console on your RADIUS server that contains the
Certificates (Local Computer) snap-in.

I. Click Start, click Run, type mmc, and then click OK.

2. On the Console File menu, click Add/Remove Snap-in, and then click Add.

3. Under Snap-in, double-click Certificates, click Computer account, and then click Next.
4

Select Local computer, click Finish, click Close, and then click OK. The Certificates (Local
Computer) snap-in is shown in the following figure.
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=
File Action VWiew Favorites ‘Window Help

<~ |&m| &2

'fi Console Root\Certificates (Local Computer) I

(1 Console Root Logical Store Mame. = I
i@ FCertific Comp | [ T

(O Trusted Root Certification Authorities

C]Enterprise Trust

[intermediate Certification Authorities

(7rusted Publishers

(untrusted Certificates

] Third-Party Root Certification Authorities

D]Trusted People
4

Note: PEAP with MS-CHAP v2 requires certificates on the RADIUS servers but not on the 802.1x clients.
Autoenrollment of computer certificates for the RADIUS servers can be used to simplify a deployment.
However, in this "PEAP-MS-CHAP v2 Authentication" section, a certificate is manually requested for the
RADIUS computer because the autoenrollment of the certificates is not yet configured. This is described in
"EAP-TLS Authentication" on page 24.

» Request computer certificate

I.  Right-click the Personal folder, click All Tasks, click Request New Certificate, and then
click Next.

2. Click Computer for the Certificate types, and then click Next.
3. Type RADIUS Certificate in Friendly name. This is shown in the following figure.
x|

Certificate Friendly Name and Description

‘You can provide a name and description that help you quickly identify a specific
certificate.

Type a friendly name and description for the new certificate.
Eriendly name:
| RADIUS Certicate

l;_)&ccrbtlun:

< Back I Mext > I Cancel I

4. Click Next. On the Completing the Certificate Request Wizard page, Click Finish.

5. A "The certificate request was successful" message is displayed. Click OK.
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6. You may wish to save mmc console settings as "certificates_local".

2x|
Save i [@MministlaﬂveTods I3 | e 5

My Recent
Documents

Desktop

My Documents

o

My Ct;mputel

File name: Icelliii:ales local ﬂ Save

Saveastype:  |Microsoft Management Console Files [“msc) ¥ | Cancel

» Add the 802.1x Allied Telesis switch as RADIUS client

I. Click Start, select Admin Tools, then select Internet Authentication Service.

2. In the console tree of the Internet Authentication Service snap-in, right-click RADIUS
Clients, and then click New RADIUS Client.

3. Inthe Name and Address page of the New RADIUS Client wizard, for Friendly name, type
8021xSwitch. In Client address (IP or DNS), type 192.168.1.1, and then click Next. This
is shown in the following figure.

New RADIUS Client ]

Name and Addiess

x

Type a fiiendly name and either an IP Address or DNS name for the client,

Eriendly name: |at|2mwitch
Client address (IP o DNS}

|192 16811 Yaiify... |

< Betk Nest » Cancel

Use 802.1x EAP-TLS or PEAP-MS-CHAP v2 with Microsoft® Windows® Server 2003 to Make a Secure Network 15



4. Click Next. In the Additional Information page of the New RADIUS Client wizard, for
Shared secret, type a shared secret for the 802.1x access switch, and then type it again in
Confirm shared secret. Tick Request must contain the Message Authenticator
attribute. This is shown in the following figure.

The shared secret entered here needs to match the shared secret on the configuration of the 802.1x
access switch. Refer to "802.1x Edge Switch" on page 19.

New RADIUS Client x|

Additional Information

If you are using remote access policies based on the client vendor attribute, specify the
wvendor of the RADIUS client.

ClientVendor:
[RaDIUS Standard =l

Shared secret: I xxxxxx

Confirm shared secret: I xxxxxx

v {Request must contain the Message Authenticator attibute!

< Back I Finish I Cancel

5. Click Finish.

» Create and configure remote access policy

I. In the console tree of the Internet Authentication Service snap-in, right-click Remote Access
Policies, and then click New Remote Access Policy.

2. On the Welcome to the New Remote Access Policy Wizard page, click Next.

3. On the Policy Configuration Method page, type 8021x Switch access to intranet in
Policy name. This is shown in the following figure.

New Remote Access Policy Wizard x|
Policy Configuration Method
The wizard can create a typical policy, or you can create a custom policy.

How do you want to set up this policy?

(% Use the wizard to set up a typical policy for a common scenatio

" Setup a custom policy

Type a name that describes this policy.

Policy name: vitch access to Intranet

Example: &uthenticate all VPN connections.

< Back I NMext > I Cancel
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4. Click Next. On the Access Method page, select Ethernet.This is shown in the following
figure.

New Remote Access Policy Wizard ] |

Access Method
Policy conditions are based on the method used to gain access to the network.

Select the method of access for which you want to create a palicy.

PN

Use for all VPN connections. To create a policy for a specific VPN type. go back to the
previous page, and select Set up a custom policy.

" Dialup

Use for dial-up connections that use a traditional phone line or an Integrated Services
Digital Network (ISDN] line.

" Wireless
Use for wireless LAN connections only.

Ethemet connections, such as connections that use a switch.

< Back I et > I Cancel |

5. Click Next. On the User or Group Access page, select Group.

6. Click Add. In the Select Groups dialog box, type 8021xUsers in the Enter the object
names to select box. Verify that example.com is listed in the From this location field. This is
shown in the following figure. If it’s not listed - click on the Locations button to select a
location.

20

Select this object type:

IBrnupa Object Types...

Erom this location:

Iexample,com Locations... I

Enter the object names to select (examples):

8021xUserd Check Names
Advanced.. oK I Cancel

pA

7. Click OK. The 802IxUsers group in the example.com domain is added to the list of groups on
the Users or Groups page. This is shown in the following figure.

New Remote Access Policy Wizard x|

User or Group Access
You can grant access to individual users, or you can grant access to selected
groups.

Grant access based on the following:

" User
User access permissions are specified in the user account.

+ Group
Individual user permissions overide group permissions.

Group name:
EXAMPLENBO21 xUsers Add..

Cancel
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8. Click Next. On the Authentication Methods page, select Protected EAP (PEAP) from
the Type drop down list.

New Remote Access Policy Wizard x|
Authentication Methods
EAP uses different types of security devices to authenticate users.

Select the EAP type for this policy.

Type:

Configure ...

< Back I Mext> I Cancel |

9. Click Next. On the Completing the New Remote Access Policy page, click Finish.
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802.1x Edge Switch

An Allied Telesis L3 switch takes on the 802.1x challenger role. The switch is used as a secure
access point, rather than using a wireless access point.

» Configure the Allied Telesis switch

I. Connect the console port of the switch to a Com port on a PC running a terminal emulator.

2. Login to your switch.

The login prompt appears on the terminal emulator. If the login prompt does not appear, press
[Enter] two or three times. When the switch boots for the first time it automatically creates an
account with manager privileges. The account has the login name “manager” and the password is
“friend”. Passwords are case sensitive.
At the login prompt, enter the login name and password.

Login: manager

Password: friend

The switch’s command prompt appears and you can now configure the switch using the command
line interface.

3. Name the switch:

set sys name="8021x authenticator"

4. Define an IP address for VLANI:
ena ip

add ip int=vlanl ip=192.168.1.1 mask=255.255.255.0

5. Define a RADIUS server and it's shared secret. The RADIUS server will be used for user
authentication:

add radius server=192.168.1.254 secret="secret"

6. Define 802.1x portauthentication. Port | is the authenticator for this example segment. In a real
network, configure multiple ports as required:

enable portauth

enable portauth port=1 type=authenticator

The shared secret entered here needs to match the shared secret on the "Add the 802. |x Allied
Telesis switch as RADIUS client" on page 15
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CLIENT 1

CLIENTT is a computer running Windows XP Professional SP1 that is acting as an 8021x Access
client. It will obtain access to intranet resources through the 802 1x Access Switch. To configure
CLIENT as an 802 1x Access client, perform the following steps:

» Perform basic installation and configuration

Use the following steps on CLIENT to install Windows XP Professional as a member computer
named CLIENTI of the example.com domain.

I. Connect CLIENT1 to a non-authenticating port on the Allied Telesis switch, and define a
valid network address - such as 192.168.1.101. You also need to define the DNS address,
192.168.1.200.

Internet Protocol (TCP/IP) Properties @
General
‘You can get IP settings assigned automatically if your network supports

this capability. Otherwise, you need to ask your network administrator for
the appropriate IP settings.

(O Obtain an IP address automatically
(® Use the following IP address:

1P address: [ 192.168. 1 . 101
Subnet mask: [255 285 . 256 . 0

Default gateway:

(® Use the following DNS server addresses:
Preferred DNS server: [ 192 .168. 1 . 200 |

Altemate DNS server:

2. Click Start, right click My Computer, select Properties, type CLIENT1 in Computer
Name, and then click the Change button.

System Properties @@

System Restore: Automatic Updates Remote
General Computer Name Hardware | Advanced
_’J Windows uses the following information to identify your computer
on the network.

Computer description: CLIENT1

For example: "Kitchen Computer' or "Mary's

Computer".
Full computer name: CLIENT1.example.com
Domain: example.com
To use the Network |dentification Wizard to join a Network ID
domain and create a local user account, click Network -

ID.

To rename this computer o join a domain, click Change.

i\, Changes will take effect after you restart this computer.

OK Cancel
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3. Type example.com in Member of Domain.

Computer Name Changes

You can change the name and the membership of this
computer. Changes may affect access to network resources.

Computer name:
CLIENT1 |

Full computer name:
CLIENTT.

Member of
) Domain:
| example.com| ‘

O Workgroup:
l ORKGROUP |

l 0K ][ Cancel ]

4. Click OK
5. Login.

Computer Name Changes

%

Enter the name and password of an account with permission
to join the domain.

User name: ‘ € administrator B

Password: ‘ sesese ‘

[ ok |[ concel |

6. Click OK twice, and restart the machine.

7. Login to example.com domain using the 802 1xUser name and password.

Log On to Windows

/3

985.2001 Computer Name Changes @

rporation

-
\1 J Welcome to the example.com domain.

User name: | 8021xUser |
Password: | ooooooooo| |
logonto:  |EXAMPLE v

[JLag on using dial-up connection

L K J [ Cancel ] [§hut Down...] [thions <

Note: After restart, you must log in as 802 I x User, NOT administrator.
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» Setup Local Area Connection Network Properties

Windows XP SPImust be installed in order to have PEAP support.

I. Click Start / Control Panel / Network and Internet Connections / Internet
Connections

2. On the Authentication tab, configure the LAN network properties for PEAP-MS-CHAP v2
authentication. The configuration is shown in the following figure. Click OK.

-4 Local Area Connection Properties @

| General | Authentication | Advanced

Select this option to provide authenticated network access for
Ethemet networks.

Enable IEEE 802.1x authentication for this network

| I iotected EAP [PEAP) v

Authenticate as computer when computer information is available

[[] Authenticate as guest when user or computer information is
unavailable

3. Now move CLIENT1 PC to the 802.1x authenticator port on the 802Ix Allied Telesis switch.
Our example uses porti.

4. Logout and login.

At this point you will test the 802.1x authentication using the PEAP method. Note that sometimes
this may take a few minutes.

Use 802.1x EAP-TLS or PEAP-MS-CHAP v2 with Microsoft® Windows® Server 2003 to Make a Secure Network 22



Confirmation of authenticated connection

You can verify the progress of 802.1x authentication by monitoring the Local Area Connection icon
on the Network Connections window. It should pass through an authenticating stage to a
connected stage. You can then verify basic connectivity from the command window by pinging other
devices in the intranet, such as 192.168.1.254 (RADIUS) and 192.168.1.200 (DCI-CA).

You can also check authentication on the Allied Telesis switch using the command:
sh portauth port=1

If needed, debugging can also be enabled using the command:
ena portauth debug=all port=1

To see all the relevant debug you may need to logout and login again as 802 IxUser—in the
example.com domain.

Another possible reason for authentication failure is the interaction between the Allied Telesis
switch and the RADIUS server. Check that you have configured the correct secret for the
RADIUS server.

You can also check RADIUS debugging. On the Allied Telesis switch, use the command:
ena radius debug=decode

On the RADIUS server you can use the event viewer, available from administrative tools.
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EAP-TLS Authentication

This section describes how to modify the previous configuration to use Extensible Authentication

Protocol-Transport Layer Security (EAP-TLS) authentication.

EAP-TLS authentication requires computer and user certificates on the 802.1x client, the addition

of EAP-TLS as an EAP type to the remote access policy for Local Area Connection access, and a
reconfiguration of the Local Area Connection.

DC1-CA

To modify DC1-CA so that it provides autoenrollment for computer and user certificates, perform

the following steps.

» Install Certificate Templates snap-in

I. Click Start, click Run, type mmc, and then click OK.

2. On the File menu, click Add/Remove Snap-in, and then click Add.
3. Under Snap-in, double-click Certificate Templates, click Close, and then click OK.
4. In the console tree, click Certificate Templates. All of the certificate templates will be
displayed in the details pane. This is shown in the following figure:
AT
) Fle Action View Favorites Window Help | _|®] x|
e~ | BEBE|2
B Template Display Mame | Minimum Supported CAs | &
Gt ndimiristrator Windows 2000
[@nutherticated Session Wirdows 2000
[plBasic er5 Wirdows 2000
CA Exchange Windows Server 2003, En...
G cep Encryption Windows 2000
(sl code sigring Windows 2000
[ computer Windows 2000
Cross Certification Authority VWindows Server 2003, En,,. —
@Dirutmy Email Replication Windows Server 2003, En, ..
[@Domin Controller Windows 2000
@Domain Cortroller Authenkication Wirdows Server 2003, En, .
Gslers Recovery Agent Windows 2000
Gdenrolimert agent Windows 2000
[@dEnroliment agent (Computer) Windows 2000
Exchange Enrallnent Agent {Offline request)  Windows 2000
[@Exthangc Signature Cnly Windows 2000 bt
| | v
:Manages certificate templates that can be used by enterprise certification au| |
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» Create certificate template for 802.1x users

I. In the details pane of the Certificate Templates snap-in, click the User template.

2. On the Action menu, click Duplicate Template. This is shown in the following figure.

{fi Lonsolel - [ Lonsole Koot Lertiiicate Iemplates)

e | acion Yew Favortes Mindow Hep
o= = Duplicate Templats

P ) |

JSETEY

[ Consc Al Tasks 3

| Minimum Supported Chs | :I

@ G Exchange Signature Only
Exchange User

IPSec

1PSec (Offline request)

Key Recovery Agent

RAS and IAS Server

Root Certification Authority
Rnuter (OFfline request)
Smﬂ'tcard Logon

Smartcard User

Subordinate Certification Autharity
Trust List Signing

Properties
Help

er
User Signature Only
Weh Server
Gl workstation Authentication
4

‘windows 2000
Windows 2000
Windows 2000
‘Windows 2000
Windows Server 2003, En...
windows Server 2003, En...
Windows 2000
‘Windows 2000
‘Windows 2000
‘Windows 2000
Windows 2000
‘Windows 2000

‘Windows 2000
‘Windows 2000
Windows Server 2003, En...

-

T

|Using Ithis kemplate as a base, creates a template that supports Windows Ser |

3. Inthe Template display Name field, type 802 1x User Certificate Template. This is shown

in the following figure.

Properties of New Template 21xl

|ssuance Requirements i Superseded Templates ] Extensions ] Security I
General I Request Handling ] Subject Name:

Template display name:
|8021% User Certificate Template

Mirirmum Supported CAs: Windows Server 2003, Enterprise Edition
Alter you apply changes to this tab, you can no longer change the template

Name.
Template name:
|8021 U serCentificateT emplate

Waliddity period:

[ hess o

Fenewal peniod:

I B | weeks i I

[V Publish certificate in Active Directory

o Do not automatically reenroll if a duplicate certificate: exists in Active

Directory

oK I Cancel Apply
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» Configure certificate template

I. Inthe Properties of New Template dialog box, make sure that the Publish Certificate in
Active Directory check box is selected.

2. Click the Security tab.
3. In the Group or user names field, click Domain Users.

4. In the Permissions for Domain Users list, select the Read, Enroll, and Autoenroll check
boxes. This is shown in the following figure.

2%
General | Request Handing | Subject Name |

Izsuance Requiements I SupmedadTetw\atesI Extensions ~ Security

Group or user names:

ﬁ Administiator [EXAMPLE \Administrator)

€7 Auiherticated Users

ﬁ Dromain drmins [EXAMPLEND omain Admins]

@ Diomain Users [EXAMPLEYD omain Users)

g! Enterprise Adming [EXAMPLEAE nterprise Admins)

Peimissions for Domain Users
Full Corttral

Read

Wiite

Enroll

Autoenroll

For special pemmissions o for advanced settings.
click Advanced.

5. If you are setting up for a test, click the Subject Name tab and ensure that Include e-mail
name in subject name and E-mail name boxes are cleared. This is shown in the following

figure.
Properties of New Template _?,5'
Issuance Requirements | Superseded Templates ] Extensions | Security I
General | Request Handling Subject Hame

" Supplyin the request
Select this option lo allow a vanely of subject name formats or if you do
not have access to the domain of which the subject iz a member.
Autoenroliment is not allowed if pou choase this option.

" Build from this Active Directory i

Select this oplion to enforce consistency among subject names and to
simplify cestificate administration.

Subjzct name format:
‘Ful\y distinguished nams ﬂ
T Inchude e-mail name in subject name

Include this information in altemnate subject name:
I Emai namel

I DNS name

¥ User piinicipal name [UPN]

I Service principal name [SPM)

ok [ coed ] ewb |

You need to clear these two boxes unless you either gave the 802.1xUser account a valid email
address, or did not choose to have autoenrollment of the user certificate distributed to the client.

6. Click OK.
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» Enable certificate template

I. Open the Certification Authority snap-in (from administrative tools).

2. In the console tree, expand Example CA, and then click Certificate Templates. This is
shown in the following figure.

{8 Certification Authority 101 x|

File Action Yiew Help
«- OE DB 2

Eﬂ Certification Authority (Local) | Mame | tntended Purpose |
=2 Example CA [@lDirectory Email Replication Ditectory Service Emai Replication
(03 Revoked Certificates omain Cantroller Authentication Client Authentication, Server Authenticatio. .
g e Certificates [EAEFS Recovery Agent File Recovery
(1 Pending Requests asic EFS Encrypting File System

) Failed R
,EI — s — omain Controller Clignt Authentication, Server Authentication
| Certificate Templates

Gzl wieb Server Server Authertication
omputer Client Authentication, Server Authentication
ser Encrypting File System, Secure Email, Clien. ..
[ subordinate Certification Authrity <l
Administrator Microsoft Trust List Signing, Encrypting File. ..

3.  On the Action menu, point to New, and then click Certificate Template to Issue.

4. Click 8021x User Certificate Template. This is shown in the following figure.

Il Enable Certificate Templates 21|
Select one or more Cedtificate Templates to enable on thiz Certification Autharity
[ Authenticated Session
@ C4 Exchange Pieate Kep Archival
@ CEP Encryption Cestificate Request Agent
Code Signing Code Signing
[ Crnss Certification Autharity <All>
Enroliment Agent Certificate Request Agent
@ Erroliment Agent (Computer) Cestificate Request Agent
@ E xchange Errollment Agent (Dffline request] Certificate Request Agent
@ E xchange Signature Only Secure Emal
[FAF vrhanas | lser Seriire Foal =
| 0K I Cancel I
5. Click OK.

6. Open the Active Directory Users and Computers snap-in (from administrative tools).

7. In the console tree, double-click Active Directory Users and Computers, right-click the
example.com domain, and then click Properties.

8. On the Group Policy tab, click Default Domain Policy, and then click Edit. This opens the
Group Policy Object Editor snap-in.
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9. In the console tree, expand Computer Configuration, Windows Settings, Security

Settings, and Public Key Policies, and then click Automatic Certificate Request
Settings. This is shown in the following figure.

'i',}. Group Policy Object Editor

=k

File  fction Wiew Help

o | aE BB 2
Defzulk Domain Policy [dol-ca.example.com] Policy | | Aukomatic Certificate Request  #
Q Computer Configuration ; S
1. (] Seftware Settings There are na itemns ko show in this view,
=1 [1 Windows Settings
=] seripts {Startupfshutdown)

=g Security Settings
[+-28 Account Policies
2t Local Policies
[#- &g Event Log
-8 Restricted Groups
@18 System Services
[
03}

=18 Registry
(28 File System —

Y wireless Metwork (IEEE 802.11) Policies

=] Public Key Policies

(L] Encrypting File System

B At omatic Certificate Request

(2 Trusted Root Certification Authorities

[ Erkarnsica Teock ¥
< | Wi | |

|Automatic Certificate Request Settings stare contains no automatic certificate requests, [ |

10. Right-click Automatic Certificate Request Settings, point to New, and then click

Automatic Certificate Request.

Il. On the Welcome to the Automatic Certificate Request Setup Wizard page, click

Next.

2. On the Certificate Template page, click Computer. This is shown in the following figure.

Automatic Certificate Request Setup Wizard x|
Certificate Template -Q'-"

The next time a computer logs on, a cerificate bazed on the template you select is < >

provided. e

A cerlificate template iz a set of predefined properties for certificates izsued to
computers. Select a kemplate from the following list.

Certificate tamplates:

Intended Puposes

ker Client &uthentication, Server duthenticatior
Domain Controller Client ication, Setver i

Enroliment Agent [Computer] Certificate Request Agent
IPSec IP secuity IKE intermediate

A4

3|

<Bock [ Wet> | | cancel |

3. Click Next. On the Completing the Automatic Certificate Request Setup Wizard

page, click Finish. The Computer certificate type now appears in the details pane of the Group
Policy Object Editor snap-in. This is shown in the following figure.
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i Group Policy Object Editor _ o] x|

File Action ‘iew Help
eo | Bm B8R 2

_=3° Default Domain Palicy [dc1-ca.example, com] Policy | | Automatic Certificate Request  /
Y Computer Configuration EComputer

(2 Software Settings

(23 Windaws Settings

=] scripts (StartupyShutdown)
Security Setkings

¢ Account Policies

[ g Local Policies

Event Log

({8 Restricted Groups

@ System Services

@ Reqgistry

-8 File System b

‘Wireless Metwork (IEEE 802,11 Policies

Public key Policies

(23 Encrypting File System
Automatic Certificate R

4]

4] | ol

|Aut0matic Certificate Request Settings store contains one automatic certif | |

4. In the console tree, expand User Configuration, Windows Settings, Security Settings,
and Public Key Policies. This is shown in the following figure.

" Group Policy Object Editor (=] S|

| B cton vew tep

e» O RB| 2 :
_‘?_;j' Defaulk Domain Policy [dol-ca.example com] Policy | Object Type
:] @ Computer Configuration L__'IEntafprise Trusk
(23 software Settings [E3 autoerrollment Settings
[ Windows Settings
& (] Administrative Templates
=1 ¢ User Configueation

ITJ (27 Software Settings

=[] Windows Settings

- oF Remote Installation Services
=] seripts (LogonfLogoff)
=[P Security Settings

B [ Folder Redirection
| B Intemet Explorer Maintenance
-] Administrative Templates

| | e

I5. In the details pane, double-click Autoenrollment Settings.

6. Click Enroll certificates automatically. Select the Renew expired certificates, update
pending certificates, and remove revoked certificates check box. Select the Update
certificates that use certificate templates check box. This is shown in the following figure.

Autoenroliment Settings Properties _?l 5]

Generd |

Enroll user and computer cerificates automatically

" Do not enroll centificates automatically
& Ervoll cerificates sutomatically

¥ Henew expied cerificates, update pending certificates, and remove
revoked cerlificates

[v Update certiicates that use certficate templates

ok |[ Comcel | toeh

17. Click OK.
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RADIUS

To modify RADIUS so that it uses EAP-TLS authentication, perform the following steps:

» Configure RADIUS to use EAP-TLS

I. Open the Internet Authentication Service snap-in (from administrative tools).
2. In the console tree, click Remote Access Policies.

3. Inthe details pane, double-click 802.1x access to intranet. The 802.1x access to intranet
Properties dialog box is displayed. This is shown in the following figure.

8021x Switch access to Intranet Properties 21xl

Settings |

Specily the conditions that connection requests must match.
Palicy conditions:

NAS Fort-Type matches B thernet ' AND
Windows-Groups matches "EXAMPLENBDZT sU sers"”

Add.. | Edit.. Remove

If connection requests match the conditions specified in this policy, the
associated profie will be applied to the connection.

Edit Profile...

Unless individual access permissions are specified in the user profile, this
policy controls access to the netwark,

If & connection request matches the specifisd conditions:
' Deny remote access permission

% Grant remote access permission

ok | cencel | e |

4. Click Edit Profile, and then click the Authentication tab.

5.  On the Authentication tab, click EAP Methods. The Select EAP Providers dialog box is
displayed. This is shown in the following figure.

Select EAP Providers e

EAP types are negotiated in the order in which they are isted.

I eve Up |

M ave Dawn

Cancel
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6. Click Add. The Add EAP dialog box is displayed. This is shown in the following figure.

Authentication methods:

:Smart Card or other certificat

MD5-Challenge

o< |

21 x|

Cancel

7. Click Smart Card or other certificate, and then click OK. The Smart Card or other
certificate type is added to the list of EAP providers. This is shown in the following figure.

Select EAP Providers

EAP types are negotiated in the order in which they are isted.

EAP types:

21|

Frotected EAP [PEAP

Smart Card or other certificate

Move Dawn

Remove | oK |

Cancel |

8. Click Edit. The Smart Card or other Certificate Properties dialog box is displayed. This

is shown in the following figure.

Smart Card or other Certificate Properties 21xl

This server identifies itzelf to callers before the connection is complated. Select
the certificate that pou want it to use az proof of identity.

Certificate jssued to: radius.example.com

Friendly name: RADIUS Certificate
lzsuer Example CA
E wpiration date: 22/02/2006 10:13:52 a.m.
ITI Cancel |

9. The properties of the computer certificate issued to the RADIUS computer are displayed. This
step verifies that |AS has an acceptable computer certificate installed to perform EAP-TLS

authentication. Click OK.
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10. Click Move Up to make the Smart Card or other certificate EAP provider the first in the list.

This is shown in the following figure.

Select EAP Providers ed [

EAP types are negotiated in the order in which they are isted.

EAP types:
Smart Card or other certificate

Protected EAF [PEAP)

Cancel |

sdd. | Edt. | Bemove | oK |

I'l. Click OK to save changes to EAP providers. Click OK to save changes to the profile settings.

12. Click OK to save changes to the remote access policy.

This will allow the 8021x access to intranet remote access policy to authorize 802.1x
connections using the EAP-TLS authentication method.
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CLIENT 1

To modify CLIENT1 so that it uses EAP-TLS authentication, perform the following steps:

» Configure CLIENTI to use EAP-TLS

I.  Update computer and user configuration Group Policy settings and obtain a computer and
user certificate for the 802.1x client computer immediately, by logging off and then logging
on. Otherwise type gpupdate at a command prompt.

Log On to Windows

Copyright & 1985-2001
Sadhies .

User name:
Password:

Log on ko:

| B021xser

|ExamPLE v|

[JLag on using diak-up connection

L a4 J l Cancel ] lghut Down...] [thions <<

After restart, you must log in as 802 | x User, NOT administrator.

You must be logged on to the domain, either via your previously created Local Area

Connection PEAP connection or by connecting using a non-authenticating port on the Allied
Telesis switch.

2. To check the CLIENT1 certificate, you can run mmc then add the snap-in for certificates -
current user.

This is shown in the following figure.

Add/Remove Snap-in EIEI

Standalone ] E stensions |

Use this page to add of remove a standalone Snap-n from the console.

Shap-ins added to: 'fﬂ Consale Root b

-ﬁ Certificates - Cumrent User

Description

0K ][ Cancel
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3. Then you can check the certificate under Personal >Certificates.

‘it Consolel - [Console Root\Certificates - Current User\Personal\Certificates] r;|@l®
% Bl Acion Vew Favarites Window Help =18|x]
e AE e BB @

] Console Raot Issued To Issued By Expiration Date Inbended Purposes
Elsoz1aser

o) Certificates - Current User Example CA 2j2zi2006 Clierit Autheritication. ..
[ Personal

3 Certificates
(2] Trusted Root Certificat
(L) Enterprise Trust
[ Intermediste Certificat
[ Active Directory User ¢
(1 Trusted Publishers
(2 Unbrusted Certificates
(2] Third-Party Roat Certi
(20 Trusted Peaple
(] Certificate Enroliment f

R S S R e

< > |£ >

| store contains 1 certificate.

4. To obtain properties for the Local Area Connection, click Start, click Control Panel,

double-click Network Connections, and then right-click Local Area Connection. Click
Properties.

5. Onthe Authentication tab, select Smart Card or other Certificate for the EAP type.
This is shown in the following figure.

- Local Area Connection Properties

W@g!&:{:aﬂ Authentication |

Select this option to provide authenticated network access for
Ethemet networks.

Enable IEEE 802.1x authentication for this network

[FXFNSll S mait Card or other Certificate v|

Authenticate as computer when computer information is available

[[] Authenticate as guest when user or computer information is
unavailable

[ 0K ][ Cancel ]

6. Click OK to exit.

7. The Local Area Connection reconnects using EAP-TLS authentication. Remember to
return CLIENT1 connection to an 802.1x authenticating port on the Allied Telesis switch. In
our example, this is port I.

If you want to monitor the authentication process, open the Network Connection window, before
you shift CLIENT] to the authenticated port.

8. Test connectivity again by pinging devices on the intranet and testing other access such as
intranet web server or file servers.
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Confirmation of authenticated connection

As

mentioned in the previous section, you can verify the progress of 802.1x authentication by

monitoring the Local Area Connection icon on the Network Connections window. It should
pass through an authenticating stage to a connected stage. You can then verify basic connectivity

fro

m the command window by pinging other devices in the intranet, such as 192.168.1.254

(RADIUS) and 192.168.1.200 (DCI-CA).

You can also check authentication on the Allied Telesis switch using the command:

sh portauth port=1

If needed, debugging can also be enabled with the command:

ena portauth debug=all port=1

To see all the relevant debug you may need to logout and login again as 802 IxUser, on the
example.com domain.

Another possible reason for authentication failure regards the interaction between the Allied
Telesis switch and the RADIUS server. Check that you have configured the correct secret for

the RADIUS server.
You can also check RADIUS debugging. On the Allied Telesis switch, use the command:

ena radius debug=decode

On the RADIUS server you can use the event viewer, available from administrative tools.
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