AV Allied Telesis

Create a VPN between an Allied Telesis Router
and a Cisco PIX Firewall

Introduction

Today’s network managers often need to incorporate other vendors’ equipment into their
networks, as companies change and grow. To support this challenge, Allied Telesis routers are
designed to inter-operate with a wide range of equipment.

This How To Note details one of the inter-operation solutions from Allied Telesis: creating
virtual private networks between Allied Telesis routers and Cisco PIX firewalls. It shows you
how to configure a VPN between a local Allied Telesis router and a remote Cisco PIX
firewall, step-by-step. On the Allied Telesis router, it uses the Site-To-Site VPN wizard for the
VPN configuration.

The wizard runs on selected AR400 Allied Telesis routers from the router’s web-based GUI

(graphical user interface). It asks you to enter a few details and from those it configures the
following settings:

encryption to protect traffic over the VPN
ISAKMP with a preshared key to manage the VPN
the firewall, to protect the LANs and to allow traffic to use the VPN

Network Address Translation (NAT), so that you can access the Internet from the private
LAN through a single public IP address. This Internet access does not interfere with the
VPN solution.

You can use the command line to set up an equivalent configuration on AR700 and other
ARA400 Series routers. See "The Allied Telesis router command script" on page 31 for a
complete list of the commands the configuration uses.
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Introduction

What information will you find in this document?

This How To Note begins with the following information:

"Related How To Notes" on page 2

"Which products and software version does it apply to!" on page 2
Then it describes the configuration, in the following sections:

"The network" on page 3

"How to configure the Allied Telesis router" on page 4

"Configuring the Cisco PIX" on page 12

"The Allied Telesis router command script” on page 31

"The Cisco PIX command script" on page 32

"The ISP command script" on page 34

Related How To Notes

Allied Telesis offers How To Notes with a wide range of VPN solutions, from quick and
simple solutions for connecting home and remote offices, to advanced multi-feature setups.
Notes also describe how to create a VPN between an Allied Telesis router and equipment
from a number of other vendors.

For a complete list of VPN How To Notes, see the Overview of VPN Solutions in How To Notes
in the How To Library at www.alliedtelesis.com/resources/literature/howto.aspx.

Which products and software version does it apply to?

The VPN wizard is available on the following Allied Telesis routers, running Software Version
2.9.1 or later:

AR415S
AR440S, AR441S, AR442S

You can use the command line to set up an equivalent configuration on AR700 and other
AR400 Series routers. See "The Allied Telesis router command script" on page 3| for a

complete list of the commands that the configuration uses.

We created this example with Cisco PIX Firewall Version 6.3(5).
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The network

The network

The following diagram shows the LANs used in this How To Note’s example, and their

interfaces and addresses.
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How to configure the Allied Telesis router

How to configure the Allied Telesis router

Before you Access the router via its GUI.

start Customise the router and set up vlan1 as the LAN interface. The site-to-site VPN wizard

always uses vlan1 as the local LAN for the VPN connection, so you must make sure an IP
interface is configured on vlan1 before running the wizard.

Create a security officer. If you use the Basic Setup wizard to customise the router, this
creates one security officer, with a username of “secoff”.

Set up the WAN interface appropriately for your connection type. This example shows
the steps for a fixed IP address on the WAN interface (as in the figure above).

The router setup of steps 1-4 is described in How To Use the Allied Telesis GUI to Customise the
Router and Set Up An Internet Connection, which is available from www.alliedtelesis.com/
resources/literature/howto.aspx.

In this example, the Allied Telesis router has the following settings:

Interface Address Mask
Allied Telesis router LAN vlan1 192.168.1.1 255.255.255.0
Allied Telesis router WAN eth0 100.100.100.1 255.255.255.252
Remote site’s WAN settings 200.200.200.1
Remote site’s LAN settings 192.168.2.1 255.255.255.0
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How to configure the Allied Telesis router

Create the
VPN tunnel I. Open the Configuration Wizards page

Log in as either the manager or the security officer. If you log in as the manager, the router
changes to secure mode when you finish the VPN wizard and at that stage prompts you to
log in again as the security officer.

The Site-To-Site VPN wizard is one of the options on the GUI’s Configuration Wizards page.
Make sure your browser’s pop-up blocker is disabled—the wizard needs to open pop-ups. If
you access the Internet through a proxy server, make sure your browser bypasses the proxy
for this address.

Bypass the proxy for the Allied Telesis Router GUI management IP address

If you access the Internet through a proxy, you need to bypass the proxy when browsing to
the Allied Telesis router. To do this:

I. Open your browser

2. Open the browser’s options

Use the browser’s Tools menu to open its options window. In IE 7, this is called Internet
Options.

3. Edit the proxy settings

Go to the connection settings for the LAN. To do this in |IE 7, click the Connections tab,
then the LAN settings button. This opens the following window.

Local Area Network (LAN) Settings 2=

—Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration,

[ Automatically detect settings

[ Use automatic configuration scripk

fddress I

—Proxy server

I IJse a proxy server For wour LAN {These settings will nok apply ko
dial-up ar ¥PN connections).

Address: |2DD.2DD.2DD.1 Part: IEEI .ﬂ.dvanced...l

¥ Bypass prosey server for local addresses

oK | Zancel |

Go to the proxy settings. To do this in IE 7, click the Advanced button.
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How to configure the Allied Telesis router

Enter the Allied Telesis Router address in the Exceptions section.

Proxy Settings ﬂﬂ
—Servers

ol Type Proxy address ko use Port

HTTE: 200,200,200, t |80
Secure: | 200.200.200.1 G
FTF: | 200.200.200.1 a0
Gopher: | 200.200.200.1 |0
Socks: I B I

¥ Use the same proxy server For all protacols

—Exceptions

Do ot use prosey server for addresses beginning with;
_‘..-ﬂ'.-.__"h-‘__

(| https:/192.168.2.1

IUse semicolons ( ;) to separate entries,

3

o4 I Zancel |

4. Browse to the Allied Telesis Router GUI address and log in

D allied Telesyn International - Mozilla Firefox

Elle Edit Wew Hstory Bookmarks Tools Help

=10 x|

<:EI - B - @ ﬁ_l‘ Ehttp:ﬂlgz.lﬁﬁ.l‘lf

"| D] "|Goog\e

Sy

. Getting Started E,' Latest Headlines

AT-AR4155 Router

Canfiguration Wizards

Welcome to the Configuration Wizards

lick a buttan ta run & configuration wizard.
5]

_ Set up basic router configuration such as user passwords and LAN settings,

@Unﬁgure & secure YPY connection to another site,

_ Set up the router to allow roaming users to access the LAM via secure YP connections, —

[ Always start with this Wizards page _

=
4

The GUI opens at this page the first time you configure your router. After initial configuration
it may open at the System Status page instead. If so, click on the Wizards button in the left-
hand menu to open the Configuration Wizards page.

Click on the Site-to-Site VPN button.
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5. Start the Site-to-Site VPN Wizard

X

2.168.1.1 - Site-to-5Site ¥PN Connection ! =10 _I

|»

Site-to-Site VPN Wizard

Welcome to the Site-to-Site ¥PN Connection Wizard

There are currently no wizard-created Site-to-Site YPN Connections configured on the router,
‘¥ou can use the wizard ko configure & new connection.

The wizard will automatically configure the underlying security settings (ISAKMP, IPSec, and
Firewall) for the connection, You can change these settings from the last page of the wizard,
Mote that the same settings must be configured on the corresponding Internet access device
at the remote site,

The ¥PN Connection settings will not be applied ko the router {and sawed to the file wiz.cfg)
unkil you click Apply at the last step, Your router's current settings will be saved ko the file
wizback.cfg before the VPN Connection settings are applied.

‘¥ou can safely abort at any time by clicking the Cancel button at the bottom of every page.

Click Next to continue,

[ Cancel | Next 3 —
El
| Done v
6. Name the VPN connection
2.168.1.1 - Site-to-5Site ¥PN Connection =10 5[
Site-to-Site YPN Wizard
Step 1 of 6: ¥PN Connection Name
Erter a name to uniquely identify the YPM Connection.
The name can be up ta 19 characters long, and any printable characters may be used,
including spaces, except that single and double quate characters are nat permitted.
¥PN Connection Name
AT-to-Cisco
Click Mext to continue.
[ Cancel & Back | Next 3
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How to configure the Allied Telesis router

The wizard starts by displaying a
welcome message.

Enter an appropriate
VPN Connection Name.

Click Next.

If you have multiple possible WAN
interfaces configured on the router, the
wizard allows you to select the
appropriate interface. In this example
there is only one WAN interface, so
the wizard selects it automatically and
moves directly to the remote site
settings.



How to configure the Allied Telesis router

7. Enter the remote site’s WAN IP address

) http://192.168.1.1 - Site-to-Site ¥PN Connection Wi (=] 3} Enter the PUbIIC IP address Of the Other
end of the tunnel. In this example, this
Site-to-Site VPN Wizard is 200.200.200.1
Step 3 of 6: Remote Site Public IP Address Note that you cah use the Ta.b key to
Snter theIFuhI\c h adddras;dnf thT Interr;‘aft al;EEbS\S dkawce at the remote site. If it is a move between ﬁelds When entering the
narically assigned IP address leave all fields blank.
e address, but you should not use the.
Remote Site Public IP Address H
200 .[200 . J200 i key (the period).
Click Next bo continue.
[ cancel K Back | Next 3
8. Enter the remote site’s LAN IP address
) http://192.168.1.1 - Site-to-Site YPN Connection Wi o] Enter the Cisco PIX firewall’'s LAN
subnet address and mask. In this
Site-to-Site VPN Wizard example, this is 192.168.2.0 and a mask
of 255.255.255.0.

Step 4 of b: Remote Site LAN Subnet

Enker the subnet address and mask of the LAM at the remote site that you want to access via
this YPM connection,

The LAN Subnet value must be a valid network address.

Remote Site LAN Subnet Remote Site LAN Subnet Mask

fioz fiss o o o5 . [ess [ess o

Click Next to continue,

[ cancel K Back | Next 3
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9. Enter the shared secret key

2.168.1.1 - Site-to-Site ¥PN Connection

=101 x|

Site-to-Site VPN Wizard

Step 5 of 6: Shared Secret Key

Enter the shared secret key that is to be used for encryption ower this WPN connection.

The key must be the same as that used at the remate site. Ik can be From 2 to 64 characters
long and is case sensitive, Any prinkable characters may be used, induding spaces, except
that single and double quate characters are not permitted. In the interests of security it is
strongly recommended that your secret key be at least 6 characters long.

Secret Key
|secretfkey

Click Mexk to continue.

‘ AT Cancel K( Back ‘ Next

2

10. Check the settings

2.168.1.1 - Site-to-Site ¥PN Connection Yizar

=10/x|

Site-to-Site VPN Wizard

Step 6 of b: Confirm YPN Connection Settings

Please check that the Following setting are correct before the PN Connection configuration is
applied to the router.

¥PN Connection Name
AT-to-Cisca

Remaote Site Public IP Address
200.200.200.1

Remaote Site LAN Subnet
192.165.2.0

Secret Key
secret-key

Remote Site LAN Subnet Mask
255,255.255.0

To modify any wizard settings use the Back button,
To apply these settings to the router click Apply,

To view or modify the underlying security settings For this ¥PN Connection dick the Advanced

Settings buttan.
‘ AV ‘ Cancel K( Back ‘ Apply )}

| Dane:
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How to configure the Allied Telesis router

Enter the secret key, which is an
alphanumeric string between 2 and 64
characters long. Both routers must use
the same secret key. On the Cisco PIX
firewall, this is the Preshared Key.

Check the summary. If necessary, use
the wizard’s Back button to return and
correct any settings you want to
change.

Once you are happy with the settings,
click Apply.



I 1. Finish the wizard

Security

1.'5'_?http:,s",s"192.163.1.l - WIZ_SS¥PN_Title - Mozilla Firefox

~=101x]

How to configure the Allied Telesis router

If you are logged in as the security

officer
Site-to-Site VPN Wizard

¥PN Connection Configuration Completed

‘¥ou can check the WPN Connection configuration by pinging a device on the remote LAN.

lick Finish ta exit back to the Wizards page.

Finish 3

Manager 2 http://192.168.1.1 - WIZ_SSVPN_Title - Microsoft Internet Explorer,

Site-to-Site VPN Wizard

CEX

¥PN Connection Configuration Completed

The router is now in Security Mode. To continue browsing the GUI you must now log
on as & Security OFficer user, To re-logon, close all browsers, then open a new browser
window and browse ko the router again,

‘fou can check the VPN Connection by pinging & device on the remote LAM,

Click Finish to exit,

[ Finish 3

officer, the GUI displays a completion
message. Click Finish to end the
Wizard and save the VPN settings.

If you are logged in as manager, the
GUI displays a message to warn you
that you will need to close your
browser and re-login as a security
officer (see below) once you have
finished the wizard.

Click Finish to end the Wizard and
save the VPN settings. The browser
now indicates that you no longer have
permission to view the GUI.

{&] Done  Internet

This error message occurs

2 Allied Telesyn International - Microsoft Internet Explorer, E\E”‘X| because you now need to Iog
File Edi ¥ew Favorites Took Help w
Qo - © - B B € 5w sormnss © )8 in as a security officer.

Address | ] heep: 192, 168.1.1] v B ks ®
AT-AR4155 Router
o
E E E -
Configuration Wizards ‘ eon
Serial Mo 03
= @ You are not authorized to view this
page
Vou might ot have permission ta view this dirsctary o pags using
the credentials you supplisd
If you believe you shauld be able to view this directary or page,
please try ta contact the Web site by using any e-mail address or
phone number that may be listed on the 182.165.1.1 home page.
You can click ) Search to laok for information on the Internet,
HTTP Errar 403 - Farhidden
Internet Explorer
[
Copyright @ 20035 Allied Telesyn International. All Rights Reserved.
& =] D Internet
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Connect to 192.168.1.1

=
‘ﬂ'\l \

allied Telesyn AT-AR4155

User name: ‘ secoff v |

Passward: ‘ weevecvecnsl |

[CIRemember my passward
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How to configure the Allied Telesis router

The router configuration is now complete. If required, you
can log in to the router again for further configuration or
monitoring. To do this, close your browser, open it again,
and browse to the router’s IP address.

If you used the Basic Setup wizard to configure the LAN
settings, the router will have one security officer, with a

username of “secoff”.

Login as the security officer.



Configuring the Cisco PIX

Configuring the Cisco PIX

To configure the Cisco PIX, perform the steps in the following sections:
"Accessing the Cisco PIX" on page 12
"Run the startup wizard" on page 17

"Run the VPN wizard" on page 23

Accessing the Cisco PIX

Before using the PIX GUI for configuration you may need to access the PIX console for initial
configuration, so you can reset a few things.

I. Configure the PIX console for initial setup

You will need to connect to the PIX console port using a terminal program such as
Hyperterm or Teraterm, at port baud rate 9600 bps. Connect power to the PIX and you
should see a Start Up sequence.

Enter ‘enable’ at the final prompt to reach privilege exec mode. A password may be
required. If you do not know the password, then you will need to follow the Password
recover procedure for PIX. Refer to http://www.cisco.com/application/pdf/paws/8529/
34.pdf

Enter the command: write erase
pixfirewall# write erase
The PIX displays a confirmation request. Press Enter to confirm.

Erase PIX configuration in flash memory? [confirm]

2. Reboot the PIX

Enter the command: reload

pixfirewall# reload

The PIX displays a confirmation request. Press Enter to confirm.

Proceed with reload? [confirm]
Pre-configure the PIX

When the PIX boots up, it prompts you to give it a password and IP address for the PIX
Device Manager (PDM) and some other settings. After this, you will be able to use the PDM
to configure the PIX, by browsing to its IP address. Note that this is called the Inside IP
address in the pre-configuration dialog.
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Configuring the Cisco PIX

The following output is an example of this pre-configuration dialog.

Pre-configure PIX Firewall now through interactive prompts [yes]?
Cannot select private keyyes
Enable password [<use current password>]: friend
Clock (UTC):
Year [2007]:
Month [Mar]:
Day [20]:
Time [18:27:07]: 17:32:00
Inside IP address: 192.168.2.1
Inside network mask: 255.255.255.0
Host name: ciscopix
Domain name: alliedtelesis.com
IP address of host running PIX Device Manager: 192.168.2.2

The following configuration will be used:

Enable password: friend

Clock (UTC): 17:32:00 Mar 20 2007

Inside IP address: 192.168.2.1

Inside network mask: 255.255.255.0

Host name: ciscopix

Domain name: alliedtelesis.com

IP address of host running PIX Device Manager: 192.168.2.2

Use this configuration and write to flash? yes
Building configuration...

Cryptochecksum: adf3a755 dec019cl 8378c3df 771a70d2
[OK]

Type help or '?' for a list of available commands.
ciscopix>

Bypass the proxy for the PIX management IP address

If you access the Internet through a proxy, you need to bypass the proxy when browsing to
the PIX Device Manager. To do this:

I. Open your browser

2. Open the browser’s options

Use the browser’s Tools menu to open its options window. In IE 7, this is called Internet
Options.
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Configuring the Cisco PIX

3. If necessary, edit the proxy settings

Go to the connection settings for the LAN. To do this in IE 7, click the Connections tab,
then the LAN settings button. This opens the following window.

Local Area Network {LAN) Settings d |

—Automatic configuration

Aukomatic configuration may owverride manual setkings, To ensure the
use of manual settings, disable aukomatic configuration,

[ Automatically detect settings

[ Use automatic configuration scripk

fddress I

—Proxy server

I IJse a proxy server For wour LAN {These settings will nok apply ko
dial-up ar ¥PN connections).

Address: |2DD.2DD.2DD.1 Part: IEEI .ﬂ.dvanced...l

¥ Bypass prosey server for local addresses

oK | Zancel |

Go to the proxy settings. To do this in IE 7, click the Advanced button.

Enter the PDM address in the Exceptions section.

Proxy Settings ﬂﬂ
—Servers

ol Type Prozey address bo use Part

HTTF: 200,200,200, t |80
Secure: | 200.200.200.1 |0
FTP: | 200.200.200.1 |80
Gopher: | 200,200,200.1 G
Socks: I : I

¥ Use the same proxy server for all protocols

—Exceptions

Do nat use proxy server for addresses beginning with:
e

ﬂ
=
IJse semicolons ¢ ; ) to separate entries.

oK I Cancel |

(| https:/i192.168.2.1
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Configuring the Cisco PIX

Browse to the PIX IP address and log in

This section describes how to access the PIX Device Manager (PDM), to configure the PIX.

I. Browse to the management address
First, browse to the management address. Note that it is a secure HTTPS address.

3 Cannot find server - Microsoft Internet Explo =10l x|

File Edit Miew Favorites Tools  Help ﬁ
dmEBack - = - (5 7t | ‘Qhsearch [GFavorites  (lfMedia =

Address https: /{192, 168.2.1 j #Eo | Links >

4| | ©
/&) Done I_ I_ I_ o Local intranet A

2. Accept the certificate

Secure HTTPS addresses require a certificate to be accepted, so click the Yes button at the
Security Alert.

Security Alert |

rir“'l Information you exchange with thiz zite cannot be viewed o
?. changed by others. However, there is a problen with the site's
: securty certificate.

& The zecurnty certificate was izzued by a company you have
not chosen to tust, Yiew the certificate ta determing whether
you want ta trust the certifving authority.

& The zecurty certificate haz expired or is not pet valid.

& The name on the zecurity certificate iz invalid or doez not
match the name of the zite

Do pou want to proceed?

Yes Wiew Certificate
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Configuring the Cisco PIX

3. Login

Log in. Note that you do not need a User Name. The password is the Enable password
that you set during the pre-configuration stage.

Enter Metwork Password 2lxl

Please type your uzer hame and passward.
Site: 159216821

Fealm Pl

User Hame I

Pazsword I ******

[ Save this password in pour password list

0K I Cancel

The PDM starts up.

3 Cisco PIX Device Manager Information Window - 192.168.2.1 - Microsoft Inte: 10l x|

| v

Cisco PIX'Device Manager 3.0

V30 ()
Gisto Srstems

Copyright € 2001 - 2005 Cisco Systems, Inc. »

Loading PIX Device Manager. Please wait ... T

=
4

|@ Opening page htkps: ({192, 168.2. 1 fpdm. bkl | | l_ l_ E |Unkn0wn Zone

4. Allow PDM to update the topology database

If necessary, PDM will display the following dialog box. Click Proceed.

Update Config x|

@ Thiz may be the first time that FDM has been used with thiz Pl unit. PDM must
update the topology database by sending PDM-specific conmmands to the Pl unit.
These commands pravide Pl with the locations of hosts or networks on each
interface. Theze commands do not change your zecurity policy on the Pl unit. If
you choose not to send PDM-specific commands to the Pl unit, PDM access will
be limited only to the Monitar tab.

Proceed

Cancel Details...
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Configuring the Cisco PIX

Run the startup wizard

I. Start the startup wizard

From the Wizards menu, select Startup Wizard. The wizard’s welcome page displays.

Cisco PIX Device Manager 3.0 - 192.168.2.1 - Startup Wizard x|

Startup Wizard Welcome to the Startup Wizard

The Cisea PIX Device Manager [PDM)] Startup Wizard assists you in getting pour Cisco Pl=
Firewall up and running. After you complete this wizard, pou will have a basic configuration that
enforces your security policies in vour network.

“Y'ou can run this wizard at any time. [t will contain the values from pour current configuration.

I Finish I Cance\l Help I

2. Choose whether or not to reset the configuration

We reset the configuration from the command line, so we do not want to reset it again.

Cisco PIX Device Manager 3.0 - 192.16 tartup wizard x|
Startup Wizard Starting ration

Choose the starting point far the configuration on the PL<.
+ Continue with the existing configuration.

" Resst the configuration to its Factary default values.

V| Do not change the inside interface’s [P addrese and|subnet mask.

<Back| Next > | Finizh | Cance\l Help |
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Configuring the Cisco PIX

3. Enter a name for the PIX and a domain name

Please specify the host name for the P 1f your Interet Service Provider [I5P) requires that
vour host uses DHCP, you may need to enter the device name given to you by your ISP as your
firewall Host Mame.

Pl Host Mame: ICISCDDIR

Dramnain Mame: Ial\iedtelesis.com

- Enable Password

The Enable Password iz used to adminizter the firewall by PO or the Command
Line Interface [CLIJ.

[~ Change Enable Password

ld Enable Fassword: I
e Enable Passwond: I
Cofirm Mew Enable Password: I

<BacK| Nexst » I Finish I Cance\l Help I

4. Specify how the PIX gets its public address from your ISP

92.16 Startup Wizard x|

DOutside Interface Configuration

‘r'ou will now decide how you want to configure your outside interface. “r'ou may want to check
with your ISP ta determine which option you should use.

Speed: auto - I

T IP Address
" Use PPPoE

The Pl will obtain itz IP address from a PPPaE server if you do not specify an [P
addrezz below. Be sure a PPPoE server iz configured by your ISP,

se DHCR
The Pl will obtain its [P address from a DHCP server. Be sure a DHCP server is
configured on your corporate network, or by your 15P.

" Gatic IP Address

|F &ddress: I
Subnet bask: I E‘

Default Gateway: I

<Back| Next » | Finish | Cance\l Help |
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5. Do not enable Easy VPN Remote

Configuring the Cisco PIX

You cannot use Easy VPN Remote when interoperating with an Allied Telesis router, so make
sure that the Enable Easy VPN Remote checkbox is not selected.

asy ¥PN Remote Configuration

The Pl can act as an Easy WPH Remaote device, enabling simplified deployment of YPMs to
remote locations. The P4 can form a secure VPN tunnel with & Cizco VPN 3000 Concentrator,
105-based router, or firewall acting as an Easy YPH Server and dynamically downloading
additional YPM policy settings. Please make sure the Group and U ser information you enter
below matches the information configured on vour Easp VPN Server.

™ Enable Easy ¥PN Remate

n

If wou will be using the DHCF server on the Pl to provide IP addresses to the hosts on
wour inzide network, select Client Mode. If the hosts has static |P addresses, select
Metwork Extension Mode:

& Clignt Mode " Network Extersion Mode
Frirmary
€ Use Group Passward Easy VPN Server

Secandany

[Group M ame;
Easy WPN Server:

Group Password:
1z ame:

1]

Canfirm Fassword:
sz Fassword:

{5 [Use 3 509 Certificate Confirm Passwnnd:

11111

<Back| Next > | Finizh | Cance\l Help |

6. Configure the Auto Update Server settings, if desired

In this example, we did not use the Auto Update Server.

Startup Wizard

The Pl can be remotely managed from an Auto Update Server. Thiz includes automatically
updating the Pl configuration, PIX image, and POM image a5 nesded.

[™ Enable Auta Update

 Auto Update UEL
Frotocal Ihttps o I Port; |443
Senver I Path; I/

Interface: I ingide -

Specily the user name and password to log into the Auto Update Server.

Wser Mames I

Password: I
Canfirmn Pazsword: I

Specify the device [D to uniguely identify the P1.

Device [0 Tyne: | Host name =1

Device |D: ICISCDDIH

<BacK| Nexst » I Finish I Cance\l Help I
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Configuring the Cisco PIX

7. Edit the interfaces, if necessary

Unless you need to edit an interface, click Next.

Other Interfaces Configuration

‘r'ou can configure the other interfaces on the PIX. Select an interface and click Edit

Enabled | Hardware 1D | Interface Mame | Security Level | IP Addiess | Subnet
‘ez ethemet] inzide 100 19216821 255,259
Yes ethermetl outside 1] DHCP OH

Edit... |

<Back| Next » | Finish | Cance\l Help |

8. Set up NAT or PAT

Set up Enhanced NAT, or Network Address and Port Translation (PAT). We used PAT.

MAT and PAT Conl ation

Select Part Address Translation [PAT] if you want the source [P ta be the same address for all
outbound zeszions. Select Metwork Addrezss Translation (MAT) if you want the source |P to use
one of the addresses from the global IP address pool. Select "Dio naot translate any addresses' if
wou do not want to tianslate the source 1P

Thig permits all traffic from the ingide i f to the ide i f

— NAT / PAT

& {lse Port Addiess Translation [PATF

% Use the IP address on the outside interface

" Speciy an P address I
" Use Network Address Translation [NAT]
Starting Global IP &ddress Poal: I

Ending Global [P Address Fodl: I
Subret kask: I El [mptional]

" Do not banslate any addresses.

<Back| Next > | Finish | Eance\l Help |
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Configuring the Cisco PIX

9. Configure the DHCP server, if desired

The PIX can act as a DHCP server for clients on the private LAN side.

DHCF Server Configuration

The Pli< can be a DHCP server and provide P addresses to the hosts on your inside network.
To configure the DHCP server on another interface besides the inside interface, please use the

PDM application.

¥ Enable DHCF server on the inside interface

 DHCF Address Pool

Starling |P Address: 19216822
Ending P Addiess: 192.168.2.34

~ DHCF P,

200.200.200.1 WINS Server 1:
DHS Server 2: WINS Server 2:

Domain Mame: Lease Length: 3600 SRCE

DS Server 1:

<Back| Next » | Finish | Cance\l Help |

10. Complete the wizard

Manager 3.0 - 192.168.2.1 - Startup Wizard

smm'"-‘mzam Startup Wizard Completed

‘fou have completed the Startup Wizard. To send vour changes to the FIX, click Finizh. If you
want to modify any of the data, click Back.

<Back| Nest > | Finizh | Cance\l Help |
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I 1. Check the PIX status

Configuring the Cisco PIX

The following screenshot of the PDM’s Home summary status page shows the PIX status

after completion of the general setup wizard.

Cisco PIX Device Manager 3.0 - 192.168.2.1

File Options  Tools  ‘Wizards Help
0
=) @
Hom: Configuration Monitoring Refresh
Device Information
Host Mame : cizcopix. alliedtelesiz.com
Pl Wersion: b.3[5) POM Verzion: 3.0[4]
Device Type . PEX 501 Total Memory: 16 MB
License: [Mot Applicable]  Total Flash: EMB
Licensed Features
Encryption: 3DES-AES Inzide Hosts: 10
Failower: [Mot Applicable]  [KE Peers: 10
Max Physical 5 I ax 5
Interfaces: Interfaces:
¥PM Status
IKE Tunnels: 1] IPSec Tunnels: 0

Syztem Resources Status
CPU

CPU Uzage [percent]

B

Save

Memary [ME]

Uszed: 10.876 Free: 5124 Tatal: 16

Device configuration loaded successfully.

<adrmir:

=10l

Cisco SvsTems

?
Help .
Interface Status
Interface IP Address/task | Link | Current Kbps
inside 192168.2.1/24 & up 5
outside 200.200.200.1/30 O up a

Select an interface to view input and output Kbps

Traffic Status
Connections Per Second Usage

M UDF: 0 TCP: 0 Total: 0

‘outzide’ Interface Traffic Usage (Kbps)

M Output Kbps: 1]

Input Kbps: 1]

N [15] iyl | 22:27-30 UTC Tue Mar 20 2007
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Configuring the Cisco PIX

Run the VPN wizard

This section describes how to set up the VPN to inter-operate with the Allied Telesis router.

I. Start the VPN wizard
Open the VPN wizard by selecting VPN Wizard from the Wizards menu.

* Cisco PIX Device Manager 3.0 - 192.168.2.1

File Fules Search  Options  Tools & -l Help
Startup Wizard. .,
@ YPM Wizard. ., E ?
Home onfiguration Save Help
Device Information Interface Status
’7H|:|st I ame : cizcopix. alliedtelesiz.com | Mterface | P Addre

2. Select Site to Site VPN

This example is a Site to Site VPN because it is connecting to a remote site VPN running
on an Allied Telesis device.

Welcome to the WPN Wizard. This wizard will help you create site-to-site WPM s which can be
uged to zecurely connect this P to another VPN device. or remote access VPN s which can be
used to securely connect mobile users and telecommuters ta this Pl

Select the twpe of YPN:

@ Site o Sit

" Remote Access VPN

Select the interface on which the YFM will be enabled:

outside - I

<BacK| Nexst » I Finish I Cance\l Help I
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Configuring the Cisco PIX

3. Enter the Allied Telesis router’s details

Enter the Allied Telesis router’s IP address, and the secret key that is shared by both routers.
The IP address is the router’s WAN interface address. The key is an alphanumeric string
between 2 and 64 characters long. On the Allied Telesis router, this is the shared secret
key.

¥PN Wizard x|

P Wi

Please specify the remote peer WPN device ta which this P2 will connect over the VPN, The
Pl and the remate peer device will authenticate each other before negatiating any [PSec tunnel
to pass traffic. The authentication iz done by configuring a shared password between the two
peers, or certificates issued by a tusted Certificate Autharity [C4]

Peer |P Address: 100.100.100.1

 Authentication

& Pieshared ke [**
Reenter ke [

 Cerlificate. The peer's identity is it

{3 FODN [Fully D uslfied Domeain Hame]

—

IR ddress

<Back| MNext > | Firneh | Can:ell Help I

4. Specify the IKE settings

The IKE settings for inter-operation with an Allied Telesis router are:

Encryption: 3DES
Authentication: SHA
DH Group: Group 2 (1024-bit)

Please specify the encryption algorithm, authentication algorithm, and Diffie-Helman group that
are used by the PI< when negotiating an [KE security association . Since the two parties have to
agree on the algorithms in order to talk ta each other, make sure the configuration of the ather
party iz the same as the P,

Encryption:

Authertication:

DH Group: Group 2 [1024-bit] -

< Back | Mext> | Firizh | Cancel Help
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Configuring the Cisco PIX

5. Specify the transform set

The transform set for inter-operation with an Allied Telesis router is:

Encryption: 3DES
Authentication: SHA
X|

Flease specify the encryption and authentication algarithms used by the IPSec VPN tunnel.
Since the bwo parties must use the zame algonthms to talk to each other, make sure the
configuration of the other party is the same as this PIx. This assumes the usage of ESP. If you
want ko use AH, pou can change it ater using the PR tab from the main PO window.

Encryption: IDES :l'

Authentication:

<Back| Next > | Finiish | Cance\l Help |

6. Specify the VPN traffic’s subnet at the PIX end (Local LAN)

From the Interface dropdown box select inside, then to select this address, click the right-

pointing arrow. The address is displayed in the Selected field, as shown in the following
screenshot.

VPN Wizard IPSec Traffic Selector

IPSec Traffic Selectar selects the traffic flows that are going to be pratected by the IPSec
tunnel. Packets that flow between the selected hosts/netwark s inside the Pl< [which yau
specify below] and the the selected hosts/networks at the remote site [which you will specify on
the next sereen) will be protected by the IPSec tunnel.

 On Local Site [protected by this Pl]

— Host/Metwork.
Selected:
© [Péddess £ Nane #Cy 192166, 2.0/24
Interface: | inside - I

IP address: 192168.20
<<
Mask: |255 256.255.0 El

Browse .. |

<Back| Next > | Finiish | Cance\l Help |
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Configuring the Cisco PIX

7. Specify the VPN traffic’s subnet at the Allied Telesis router’s end (Remote
LAN)

Fill in the IP address and mask for the Allied Telesis peer. Then select that address by clicking
the right-pointing arrow.

Click Finish.

Use thiz panel ta specify the hosts/networks at the remote site that are used in IPSec Traffic
Selector to zelect haffic flows ta be protected by the IPSec tunnel

. OnRemote Site

— Host/Netwark
% |P &ddress = Mame  Group

Interface: I outside - I

IP address: 192168.1.0
<4
Mask: |255 256.265.0 El

Browse .. |

Selected:

<Back| et > | Finish | Cance\l Help |

8. Set up a route to the remote LAN

The PDM displays a dialog box because it does not have a route to the remote VPN LAN.

Therefore, you need to divert to the Create Network wizard to set up a route. To do this,
click OK.

Add host /network?

@ PO cannot find 192.168.1.0 255, 285, 255.0 on interface outzide. “would pou like to
add thiz hozt ar nebwork, now’?

Ok Cancel
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9. Specify a name for the remote LAN

Create host/network x|

Basic Information

Flease zpecify an IP address of the host/network. that you want to add. Use Mask to tell how many bits in the [P
address are wildcards. For hosts, use 255,255,255, 255, or simply leave it blank. 5Specify where the host/netwark
resides in relation to the Pl interface. You may alzo aszociate a name with the hozt/network. |f pou do not
provide a name, PDM will use the default name of the IP address.

IP Address: I‘I 92.168.1.0

b ask: IW E‘
Interface: | outside |
Mame [Fecommended): IAIIiedLAN|

<Bac:k| Mext > | Firizh | Eancell Help |

10. Specify the next hop

The next hop is the Gateway IP Address at the ISP

Create host,/network x|

Static Route

The Pl does not know how to route packets for this host/network. Please specify the next hop gateway. |f pour
Pl relies an a dynamic routing protocal like RIF ta lear routing far this hast/netwark, please leave the following
option unchecked and go to the next page.

¥ Diefine Static Route

Gateway IP Address: |2UU.2UU.2UU.2 E‘
Metric: |1

[~ Mever ask me this question again

<Back| Mext » | Firist | Eancell Help |

Configuring the Cisco PIX
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Configuring the Cisco PIX

I 1. Click Finish to create the network

Create host,/network x|

Remind

Click Firizh button to create this host/network.

For most of the uzers there is no need to specify NAT [Metwork Address Translation) for
hogtz/networks connecting to the outzside [lowest securnity] interface. However, in some
extreme cases, you may have the address conflicts between internal and external network.
“You need to configure special address translation to zolve thiz problem. If this is pour caze,
pleaze refer to the manual for more details.

<Bac:k| [Hext > | Finizh | Eancell Help |

12. Confirm the address

The system returns you to the VPN Wizard to confirm the VPN's remote LAN network
address. Click the right-pointing arrow to select the defined address. Then click Finish to

complete the VPN setup wizard.

¥PN Wizard x|

VPN Wizard IPSec Traffic Selector [Continue]

Use thiz panel ta specify the hosts/networks at the remote site that are used in IPSec Traffic
Selector ta select traffic flows ta be protected by the IPSec tunnel.

 OnRemate Site

— Host/Network
Selected:

& |P Address = Name " Group [AliedlANA 192.160.1.0

Interface: | outside - I

IP address: 1921681.0
Mask: |255 256.255.0 El

Browse .. | ﬂ—l LI

<Back| et > | Finish | Cance\l Help |

Page 28 | AlliedWare™ OS How To Note: VPN with Cisco PIX



Configuring the Cisco PIX

I 3. Check the PIX status
The following screenshot shows the PDM’s Home summary status page again. At this stage
the VPN Status shows zero IKE/IPsec tunnels.

=10l

Cisco PIX Device Manager 3.0 - 192.168.2.1

File Options  Tools  ‘Wizards Help
q Cisco SysTems
= e @ 2
Hom: Configuration Monitoring Refresh Save Help .

Device Information Interface Status

Host Name : ciscopix.alliedtelesis.com Interface IP Address/task | Link | Current Kbps
Pl Version: 6.3(5) PDM Yersion: 3.0[4]) inzide 192.168.2.1/24 o up 7
Device Type . PEX 501 Total Memory: 16 MB s A 2 A0 T O w v
License: [Mot Applicable]  Total Flash: EMB
Licensed Features

Encryption: 3DES-AES Inzide Hosts: 10

Failower: [Mot Applicable]  [KE Peers: 10

Max Physical 5 I ax 5

Interfaces: Interfaces:

Select an interface to view input and output Kbps
¥PM Status Traffic Status
IKE Tunnels: 1] IPSec Tunnels: 0 Connections Per Second Usage

Syztem Resources Status
CRU CPU Uzage [percent]

M UDF: 0 TCP: 0 Total: 0

‘outzide’ Interface Traffic Usage (Kbps)

F eal time ‘outside’ Interface Traffic Usage [Kbps

Memary [ME] Input Kbps: 1]
Used: 10.942 Free: 5.058 Tatal: 16

Device configuration loaded successfully. <admin M [15) l@ E ﬁ 223210 UTC Tue Mar 20 2007
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Testing the tunnel

| 4. Ensure appropriate VPN routes are defined on the LAN PCs

The PIX device is probably your default gateway. If you have two gateways, use the command
prompt to set up a static route on the PC, to send traffic through the VPN to the remote
LAN.

[#%]command Prompt

matching destination routes are printed. The **' matches any string,
and "7’ matches any one char. Examples: 15%7.%_1_ 157 _%=_ 127 _=_ 23g:_
Diagnostic Motes:
Invalid MASK generates an error, that iz when (DEST & MASK> t*= DEST.
Example> route ADD 157.A4.8.8 MASK 155.8.8.8 157.55.88.1 IF 1
The route addition failed: The specified mask parameter is invalid.
{Destination & Mask) ¥*= Destination.

Examples:

> route PRINT
> route ADD 157.8.8.8 MASK 255.8.8.8 157.55.88.1 METRIC 3 IF 2
destination”™ “mask “gateway metric®™ ~
Interface”
If IF is not given, it tries to find the best interface for a given
gateway.
route PRINT
route PRINT 157 eee- Only prints those matching 15%7=
route DELETE 157.8.68.8
route PRINT

C:~Documents and Settingsz“~Administrator>route add 192.168.1.8 mask 255_255_2505G.
1922.168.2.1

C:\Documents and Settings“Administrator’>

Testing the tunnel

There are several options for testing the tunnel. If these checks show that your tunnel is not
working, see the How To Note How To Troubleshoot A Virtual Private Network (VPN).

I. Ping the LAN

The simplest way to test the tunnel is to ping from one LAN to the other. For example, from
the PC attached to the Allied Telesis router, ping the PC attached to the PIX.

If the Allied Telesis router has a dynamic IP address, note that you must initiate the tunnel

from the Allied Telesis end. This means pinging from a PC attached to the Allied Telesis
router, not from a PC attached to the PIX.

2. Check the PDM’s Home summary status page to see whether the tunnels
increment

Start some payload traffic from the PC at the Cisco end of the VPN to the LAN at the Allied
Telesis router's end. For example, try to access a web server on the remote LAN.

Then, to confirm that the VPN is up, check the PDM’s Home summary status page. The
number of IKE/IPsec tunnels should increment.
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The Allied Telesis router command script

The Allied Telesis router command script

This section gives the Allied Telesis router configuration. To display the router configuration,
log into its CLI and enter the command show config dynamic.

# System configuration
set system name="AlliedTelesis"

# User configuration

set user securedelay=600

set user=manager pass=3af00c6cadllf7ab5db4467b66ce503eff priv=manager lo=yes

set user=manager telnet=yes desc="Manager Account"

add user=secoff pass=c962b86f3da856a9a67221a7df2038eeff priv=securityOfficer
lo=yes

set user=secoff telnet=no netmask=255.255.255.255

# IP configuration

enable ip

ena ip dnsrelay

add ip int=vlanl ip=192.168.1.1

add ip int=eth0 ip=100.100.100.1 mask=255.255.255.252

add ip rou=0.0.0.0 mask=0.0.0.0 int=ethO next=100.100.100.2
add ip dns prim=200.200.200.2

# Firewall configuration

enable firewall

create firewall policy="guilan"

enable firewall policy="guilan" icmp_f=ping

add firewall policy="guilan" int=vlanl type=private

add firewall policy="guilan" int=ethO type=public

add firewall poli="guilan" nat=enhanced int=vlanl gblin=ethO

add firewall poli="guilan" ru=1l ac=allo int=eth0 prot=udp po=500
ip=100.100.100.1 gblip=100.100.100.1 gblp=500

add firewall poli="guilan" ru=2 ac=allo int=ethO0 prot=udp po=4500
ip=100.100.100.1 gblip=100.100.100.1 gblp=4500

add firewall poli="guilan" ru=3 ac=non int=eth0 prot=ALL enc=ips

add firewall poli="guilan" ru=4 ac=non int=vlanl prot=ALL
ip=192.168.1.1-192.168.1.254

set firewall poli="guilan" ru=4 rem=192.168.2.1-192.168.2.254

# DHCP (Post IP) configuration

enable dhcp

create dhcp poli="lan-dhcp" lease=259200

add dhcp poli="lan-dhcp" subn=255.255.255.0

add dhcp poli="lan-dhcp" rou=192.168.1.1

add dhcp poli="lan-dhcp" dnss=192.168.1.1

create dhcp ran="standard" poli="lan-dhcp" ip=192.168.1.2 num=50

# IPSEC configuration

create ipsec sas=0 key=isakmp prot=esp enc=3desouter hasha=sha

set ipsec sas=0 antir=true

create ipsec bund=0 key=isakmp string="0" expirys=3600

create ipsec pol="ethOallowISAKMP" int=eth0 ac=permit

set ipsec pol="ethOallowISAKMP" 1lp=500 tra=UDP

create ipsec pol="ethOallowISAKMPF" int=eth0 ac=permit

set ipsec pol="ethOallowISAKMPF" 1p=4500

create ipsec pol="wiz_AT-to-Cisco" int=ethO0 ac=ipsec key=isakmp bund=0
peer=200.200.200.1 isa="wiz_AT-to-Cisco"

set ipsec pol="wiz_AT-to-Cisco" lad=192.168.1.0 1lma=255.255.255.0
rad=192.168.2.0 rma=255.255.255.0

set ipsec pol="wiz_AT-to-Cisco" respondbadspi=TRUE

create ipsec pol="ethOallow" int=ethO ac=permit

enable ipsec
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# ISAKMP configuration

The Cisco PIX command script

create isakmp pol="wiz_AT-to-Cisco" pe=200.200.200.1 enc=3desouter key=0

natt=true

set isakmp pol="wiz_AT-to-Cisco" expirys=28800 gro=2

set isakmp pol="wiz_AT-to-Cisco" sendd=true sendn=true

enable isakmp

The Cisco PIX command script

This section gives the Cisco PIX configuration. To display the PIX configuration, log into its

CLI and enter the command show run.

PIX Version 6.3(5)

interface ethernet0 auto

interface ethernetl 100full

nameif ethernet0 outside security0
nameif ethernetl inside securityl100
enable password HIT1eAKSC1VRiKB9 encrypted
passwd 2KFQnbNIdI.2KYOU encrypted
hostname ciscopix

domain-name alliedtelesis.com

fixup protocol dns maximum-length 512
fixup protocol ftp 21

fixup protocol h323 h225 1720

fixup protocol h323 ras 1718-1719
fixup protocol http 80

fixup protocol rsh 514

fixup protocol rtsp 554

fixup protocol sip 5060

fixup protocol sip udp 5060

fixup protocol skinny 2000

fixup protocol smtp 25

fixup protocol sglnet 1521

fixup protocol tftp 69

names

name 192.168.1.0 alliedVPN

access-list inside_outbound_nat0O_acl permit ip 192.168.2.0 255.255.255.0

alliedvPN 255.255.255.0

access-1list outside_cryptomap_20 permit ip 192.168.2.0 255.255.255.0

alliedVPN 255.255.255.0
pager lines 24
mtu outside 1500
mtu inside 1500
ip address outside dhcp setroute
ip address inside 192.168.2.1 255.255.255.0
ip audit info action alarm
ip audit attack action alarm

pdm location 192.168.2.2 255.255.255.255 inside
pdm location alliedVPN 255.255.255.0 outside

pdm history enable
arp timeout 14400
global (outside) 10 interface

nat (inside) 0 access-1list inside_outbound_nat0_acl

nat (inside) 10 0.0.0.0 0.0.0.0 0 O

route outside alliedVPN 255.255.255.0 200.200.200.2 1

timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 rpc 0:10:00 h225 1:00:00
timeout h323 0:05:00 mgcp 0:05:00 sip 0:30:00 sip_media 0:02:00

timeout sip-disconnect 0:02:00 sip-invite 0:03:00
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timeout uauth 0:05:00 absolute

aaa-server TACACS+ protocol tacacs+

aaa-server TACACS+ max-failed-attempts 3

aaa-server TACACS+ deadtime 10

aaa-server RADIUS protocol radius

aaa-server RADIUS max-failed-attempts 3

aaa-server RADIUS deadtime 10

aaa-server LOCAL protocol local

http server enable

http 192.168.2.2 255.255.255.255 inside

no snmp-server location

no snmp-server contact

snmp-server community public

no snmp-server enable traps

floodguard enable

sysopt connection permit-ipsec

crypto ipsec transform-set ESP-3DES-SHA esp-3des esp-sha-hmac

crypto map outside_map 20 ipsec-isakmp

crypto map outside_map 20 match address outside_cryptomap_20

crypto map outside_map 20 set peer 100.100.100.1

crypto map outside_map 20 set transform-set ESP-3DES-SHA

crypto map outside_map interface outside

isakmp enable outside

isakmp key ******** gddress 100.100.100.1 netmask 255.255.255.255 no-xauth
no-config-mode

isakmp policy 20 authentication pre-share

isakmp policy 20 encryption 3des

isakmp policy 20 hash sha

isakmp policy 20 group 2

isakmp policy 20 lifetime 86400

telnet timeout 5

ssh timeout 5

console timeout 0

dhcpd address 192.168.2.2-192.168.2.32 inside

dhcpd dns 200.200.200.1

dhcpd lease 3600

dhcpd ping_timeout 750

dhcpd enable inside

terminal width 80

Cryptochecksum:adf3a755dec019¢c18378c3df771a70d2

: end
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The ISP command script

This section gives the configuration of the Allied Telesis device that we used to represent the
ISP between the two ends of the VPN. This script is provided in case you want to set up the
scenario in a lab.

# SYSTEM configuration
set system name="ISP_DHCP"

# USER configuration
set user=manager pass=3af00c6cadllf7ab5dbd4467b66ce503eff priv=manager lo=yes
set user=manager desc="Manager Account" telnet=yes

# IP configuration

enable ip

add ip int=eth0 ip=200.200.200.2 mask=255.255.255.252
add ip int=ethl ip=100.100.100.2 mask=255.255.255.252

# DHCP configuration - Post IP

enable dhcp

create dhcp poli="isp" lease=259200

add dhcp poli="isp" subn=255.255.255.252

add dhcp poli="isp" rou=200.200.200.2

add dhcp poli="isp" dnss=202.80.80.254

create dhcp ran="users" poli="isp" 1p=200.200.200.1 num=1
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