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Create an X.509 Certificates VPN Between an
Allied Telesis Router and a Windows XP Client

Introduction

\ﬁ

In commonly deployed IPsec VPN solutions, ISAKMP (Internet Security and Key Management
Protocol) is used to dynamically establish the Security Associations and provide key
management for VPN encryption. Public key techniques or, alternatively, a pre-shared key, are
used to mutually authenticate the communicating parties.

This solution uses X.509 certificates to provide a public key technique to seed the ISAKMP
negotiation between the VPN access concentrator (AT router) and VPN remote host (XP
Computer), thus providing a more secure authentication method than the alternate practice
of using a pre-shared key. For security, the certificates must be signed by a trusted third party
- the Certificate Authority. In addition, at the PPP level of this VPN solution, users are
authenticated using CHAP authentication to a user database.

List of terms:

RSA Key Pair

A Key Pair are the encryption keys in an
Asymmetric encryption algorithm. The
pair contains a public and a private key. The
special properties of the keys is that data
which is encrypted with the public key can
be decrypted with the private key. A device
will distribute its public key to other
devices, but keep its private key secret.
Other devices will use the public key to
encrypt data being sent to the holder of the
private key. RSA is a popular asymmetric
encryption algorithm.

Digital Certificate

A document that states who owns a given
encryption key. The document contains the
digital signature of a mutually trusted certificate
authority.

Digital Signature

A number that can be appended to any
electronic document. The number is an
algorithmic hash of the document contents,
that is then encrypted with a unique encryption
key.
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Introduction > What information will you find in this document?

What information will you find in this document?

This How To Note begins with the following information:
"Related How To notes" on page 2

"Which products and software version does it apply to?" on page 2

Then it describes the configuration, in the following sections:
"Solution setup" on page 5
"Solution task details" on page 8
"Caveat statement” on page 51

"Appendix" on page 52

Related How To notes

VPN how to Allied Telesis offers How To Notes with a wide range of VPN solutions, from quick and
notes simple solutions for connecting home and remote offices, to advanced multi-feature setups.
Notes also describe how to create a VPN between an Allied Telesis router and equipment
from a number of other vendors.

For a complete list of VPN How To Notes, see the Overview of VPN Solutions in How To Notes
in the How To Library at www.alliedtelesis.com/resources/literature/howto.aspx.

Which products and software version does it apply to?

This Note applies to the following Allied Telesis routers and managed Layer 3 switches:

AR415, AR440, AR441, AR442, and AR700 series routers.
Rapier series switches

Software versions: 291.19+
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Introduction > Solution overview

Solution overview

Hardware and software used in this solution

This solution was tested on an AR442 running software maintenance release 291-19. Also,
Linux version 2.6.8.1-12mdk and OpenSSL version 0.9.7d were used.

Here are the commands we used to check what version of AR442, Linux, and OpenSSL,
were running:

SecOff Certificate VPN demo> show install

Install Release Patch GUI

Temporary = = -
Preferred flash:54291-19.rez = -

[root@multibox URLcerts]# uname -r 2.6.8.1-12mdk

[root@multibox cal# openssl version OpenSSL 0.9.7d 17 Mar 2004

The certificates required in this solution are for the following roles:
Certificate Authority (CA) - this is the trusted certificate
VPN access concentrator - Allied Telesis router (validated by CA)

VPN remote host - Windows XP client (validated by CA)

The Certificate Authority role can be provided by a Linux Server, a Windows Server, or a
third party Certificate Authority paid service.

This solution uses a Linux Server as the Certificate Authority.

Certificate Authority
Linux Server

VPN remote host
Windows XP

VPN access concentrator
Allied Telesis Router

S Internet

-

(

VPN Tunnel
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Introduction > Security features

Security features

The security features in this solution include:

Encryption
Encryption provides data confidentiality, preventing interpretation of captured packets
without the encryption key.

User and data origin authentication

Public key certificates along with IPsec ESP provide a convenient, reliable method for
verifying the identity of a sender, and provide per-packet data origin authentication.

Centralized authentication and accounting can be provided with RADIUS.

L2TP/IPSec connections provide stronger authentication by requiring both computer-level
authentication through certificates and user-level authentication through a PPP
authentication protocol.

Source Address Management.

Data integrity
Data integrity (proof that the data was not modified in transit).

Attack protection

PPP authentication exchange is encrypted making off-line dictionary attacks much more
difficult.

Replay protection (prevention from resending a stream of captured packets).
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Solution setup > Solution tasks - sequential steps

Solution setup

The following paragraphs describe the process of setting up a certificate VPN solution. It is
not possible to set up one device in it's entirety before moving to the next device. Some
steps have pre-requisite steps on another device. Given that the sequential steps involve
moving from one device to an other, each step has been colour coded to help you identify
which device the step applies to.

Color coding The color codes for each device are as follows:

Certificate Authority (CA) | VPN access concentrator - [ Windows XP - VPN remote
Router host

Solution tasks - sequential steps

Perform the tasks as listed in the tables below. Each task is described in detail at the end of
this section in "Solution task details" on page 8.

On the CA

Task A Locate OpenSSL tool and set up directories.

Task B Generating the CA's Public /Private Key Pair and its own public X.509 certificate.

Task C Make a copy of certificate file with the file extension expected by the router. Transfer
certificate files to a directory ready for transfer to router and XP host.

On the Router

Task D Creating a Security Officer user and enabling System Security mode.

Task E Adding the CA's public certificate into the PKI Certificate database and setting as trusted.

Task F Generating a RSA Public /Private Key Pair.

Task G Generating a Certificate Signing Request for the router's own certificate.

On the CA

Task H Receiving a Certificate Signing Request from the router, which it will sign to produce the
router's public certificate.

On the Router

Task 1 Adding the router's own certificate into the PKI Certificate database, and checking it is
validated and trusted.

Task J Configuring the network and a VPN Server facility.

Task K Configure a firewall.
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Solution setup > Summary of trust relationship that the certificates create

On the VPN remote host

Task L Set-up an MMC Certificates Console to manage your certificates.

Task M Download the CA's Certificate to the Windows XP - VPN remote host.

Task N Import the CA Certificate to the Trusted Root Certification Authority Store.

On the CA

Task O  Generating a Certificate Signing Request on behalf of the Windows XP - VPN remote host.

Task P Produce the Windows XP Public Certificate which the Windows XP - VPN remote host
can import to its Certificate Registry.

Task Q  Converting the Windows XP certificate to a form that includes a Private Key.

On the VPN remote host

Task R Download and import the Windows XP-VPN remote host Certificate to the Certificate
Registry.

Task S Setting Up the Windows XP Client VPN Network Connection.

On the Router

Task T Verification of VPN Connection from Router viewpoint.

Summary of trust relationship that the certificates
Ccreate

Just for clarity, here is a brief overview of what is being done by the above tasks to get the
right certificates in the right places, and how that enables the VPN access concentrator and
the remote VPN client to trust each other's encryption keys.

Create a root CA certificate on the Certificate Authority server. (Task B)

Load the root CA certificate into the Trusted Root CA certificate lists on both the VPN
access concentrator and the remote VPN client, so they both agree that they trust this
CA. (Task B and M)

On the VPN access concentrator, create an RSA keypair, and then create an unsigned
certificate to verify the VPN access concentrator's ownership of that RSA keypair. (Task F
and G)

Upload the unsigned certificate to the CA server. The CA server signs the certificate, and
the new, signed, version of the certificate is loaded back onto the VPN access
concentrator. (Task H and |)
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Solution setup > Summary of trust relationship that the certificates create

The VPN access concentrator now has a certificate, verifying its ownership of its RSA
keypair, signed by a certificate authority that the remote VPN client also trusts.

On the CA server, create an RSA keypair, and a signed certificate for that keypair, on behalf
of the remote VPN client. (Task O and P)

Combine the RSA keypair and the signed certificate into a single file, and load them onto
the remote VPN client. (Task Q and R)

The remote VPN client now has its own RSA keypair, and a certificate verifying its
ownership of that RSA keypair. The certificate is signed by a CA that the VPN access
concentrator trusts.

Then, when the VPN access concentrator and remote VPN client want to exchange
encrypted data, they will send their public encryption keys to each other. When each
device sends data to the other, it will be expected to encrypt the data using the public key
it received from that other device. The VPN access concentrator and remote VPN client
each trust that the other device is the true owner of the public key that it sent, as they
also send each other certificates that verify that they are the true owners of those RSA
encryption keys. The VPN access concentrator and remote VPN client trust each others’
certificates because the certificates are both signed by the CA server, and they have both
loaded the CA server's certificate into their list of trusted CAs.
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Solution task details > Summary of trust relationship that the certificates create

Solution task details
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Solution task details > Summary of trust relationship that the certificates create

Task C  Make a copy of certificate file with the file extension expected by the router.
Transfer certificate files to a directory ready for transfer to router and XP host.
On the router, the certificate file must have a .cer extension.
Make a copy of the file with the .cer extension.

Move or copy the file to the appropriate TFTP, FTP, or ZMODEM directory, ready for
download to the router and to the Windows XP client:
[root@multibox URLcerts]# cp ca/cacert.crt /root/cacert.cer
The relevant cacert file can then be transferred to the Windows XP Computer, using a file
transfer protocol such as TFTP, FTP, or ZMODEM.

Examples of loading the certificate onto the router by ZMODEM and by TFTP are shown
below in Task E - Add the CA's public certificate into the PKI Certificate database
and set as trusted.

On the Router

Task D Create a Security Officer user and enable System Security mode.
Manager > add user=secoff pass=secoff priv=sec
Manager > login secoff
SecOff > set sys name="Certificate VPN demo"
Info (1034003): Operation successful.
SecOff Certificate VPN demo> enable system security
SecOff Certificate VPN demo> set user securedelay=600

Task E  Add the CA's public certificate into the PKI Certificate database and set as
trusted.

As mentioned above in Task C - “Make a copy of certificate file with the file extension
expected by the router”, the CA’s certificate needs to be transferred on the router.

This step shows a choice of loading the certificate file using ZMODEM or from a TFTP
server.

Loading by ZMODEM
SecOff Certificate VPN demo> load method=zmodem asyn=0

Router ready to begin ZMODEM file transfers
..B0100000023be50

On terminal emulator, initiate ZMODEM send of file cacert.cer to the router
Info (1048293): ZMODEM, session over.

Loading by TFTP
SecOff Certificate VPN demo> load fi=cacert.cer serv=10.33.26.11

Info (1048270): File transfer successfully completed.

Add the downloaded file to the PKI Certificate Database
SecOff Certificate VPN demo> add pki cert=cacert location=cacert.cer type=ca

Info (1095003): Operation successful.
SecOff Certificate VPN demo> set pki cert=cacert trusted=true

SecOff Certificate VPN demo> sh pki cert
Certificate Database: [ref.#: 14108-1412]

Name State MTrust Type Source
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Solution task details > Summary of trust relationship that the certificates create

Task E  View the certificate and the fingerprint for confirmation purposes.
continued
SecOff Certificate VPN demo> sh pki cert=cacert
Certificate:
NAME . vttt vt v v ve e cacert
state ..... .. oo TRUSTED
manually trusted .... TRUE
type .. CA
SOULXCE .+t v v v v v v e COMMAND
version ............. V3
serial number .......
signature alg ....... MD5 with RSA
public key alg ...... RSA
not valid before .... 02:21:16 - 21-May-2009 (GMT)
not valid after ..... 02:21:16 - 05-0ct-2036 (GMT)
subject ............. cn=CA-Cert, ou=CSG, o=YourCompany,
1=Christchurch, st=Canterbury, c¢=NZ, dc=alliedtelesis, dc=co, dc=nz
issuer .........ou... cn=CA-Cert, ou=CSG, o=YourCompany,
1=Christchurch, st=Canterbury, c¢c=NZ, dc=alliedtelesis, dc=co, dc=nz
MD5 fingerprint ..... c6a9 d973 cdda c5de a58d 427c bd50 0b72
SHA1l fingerprint .... 75de e3c5 6693 1d35 6abl c5b2 a253 64e3 2bd9
9773
key fingerprint ..... 90e8 4fla 2ell 2063 bd7e 9c22 b800 73bf e859
S5ace
key usage ........... basic constraints
subject type ...... CA
path length ....... No constraint
subject key ID ...... bab5fdace3993a8acb23ddeec96d8bad9b301498¢c
authority key ID .... bab5fd4ace3993a8acb23dd6ec96d8bad9b301498¢c
validation path ..... [ manually trusted, self-signed ]
Source Location:
file .............. cacert.cer
This certificate is valid. The SHA fingerprint of the CA certificate loaded on the router's
PKI database matches the fingerprint that we generated on Linux using OpenSSL.
Optionally add the Certificate Revocation List file:
load file=ca_crl.crl server=10.33.26.11
add pki crl=ca_crl location=ca_crl.crl
Task F  Creating a RSA Public/Private Key Pair

SecOff Certificate VPN demo> create enco key=1 type=rsa length=512
Info (1073278): RSA Key Generation process started.

Info (1073279): RSA Key generation process completed.
SecOff Certificate VPN demo> sh enco key
ID Type Length Digest Description Mod IP

1 RSA-PRIVATE 512 739DAC6B - - -

Page 11 | AlliedWare ™ OS How To Note



Solution task details > Summary of trust relationship that the certificates create

In Task F, we created an RSA public and private key. Now we need to request that the CA
sign a certificate to validate the router’s ownership of this RSA public/private key pair.

First it is necessary to set the distinguished name on the router to be the same as that used
by the CA.

Task G Create a Certificate Signing Request for the router's own certificate

Certificate VPN demo> set system dist="em=test@solution.net,
cn=router-ATI, ou=CSG_Lab, o=Allied Telesis, l=Christchurch,
st=Canterbury, c=NZ"

Then create an enrolment request for keypair | (note that in Task F, the ID ‘I’ was specified
when creating the keys).

SecOff Certificate VPN demo> create pki
enrollmentrequest=rou_request keypair=1 prot=manual type=pkcsl0
format=pem

Info (1095265): PKI Management Request rou_request Completed.

The enrolment request is actually an unsigned certificate, that now needs to be sent to the
CA to be signed.

SecOff Certificate VPN demo> sh fi=*.csr

Filename Device Size Created Locks
rou_request.csr flash 552 21-May-2009 14:38:58 0
On the CA

Task H Receiving the Certificate Signing Request from the router, which it will sign to
produce the router's public certificate

On the router; upload the signing request by TFTP.

SecOff Certificate VPN demo> upload fi=rou_request.csr
serv=10.33.26.11

On the CA, sign the certificate, based in the router’s request.

[root@multibox URLcerts]# openssl x509 -reqg -in rou_request.csr -CA
ca/cacert.crt -CAkey ca/cakey.key -CAcreateserial -outform PEM -out
rou_cert.cer -days 9999

Signature ok

subject=/C=NZ/ST=Canterbury/L=Christchurch/0O=Allied Telesis/
OU=CSG_Lab/CN=router-ATI/emailAddress=test@solution.net

Getting CA Private Key

Enter pass phrase for ca/cakey.key:

[root@multibox URLcerts]# ls ca/ rou_cert.cer rou_request.csr

This certificate can now be loaded into the router's PKI Certificate database. First,
move the certificate file to the appropriate file transfer directory, ready for download to
the router.

[root@multibox URLcerts]l# cp rou_cert.cer /root
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Solution task details > Summary of trust relationship that the certificates create

On the Router

Task | Add the router's own certificate into the PKI Certificate database, and check it
is validated and trusted.

Now that the certificate has been signed by the CA, it can be loaded back into the router.
SecOff Certificate VPN demo> load method=zmodem asyn=0

Router ready to begin ZMODEM file transfers
..B0100000023be50

In the terminal emulator, initiate the transfer of the signed certificate rou_cert.cer
Info (1048293): ZMODEM, session over.

SecOff Certificate VPN demo> sh fi=*.cer

Filename Device Size Created Locks
cacert.cer flash 1444 21-May-2009 14:31:05 0
rou_cert.cer flash 924 21-May-2009 14:46:17 0

Add the file as a self-authenticating certificate. The router can validate that the
certificate is signed by the trusted CA:

SecOff Certificate VPN demo> add pki cert=rou_cert
location=rou_cert.cer type=self

Info (1095003): Operation successful.
SecOff Certificate VPN demo> sh pki cert

Certificate Database: [ref.#: 27116-1412]

Name State MTrust Type Source
rou_cert TRUSTED FALSE SELF COMMAND
cacert TRUSTED TRUE CA COMMAND

SecOff Certificate VPN demo> sh pki cert=rou_cert

Certificate:

NNAME v v v e e e e v e e e e e rou_cert

state ........ .o . TRUSTED

manually trusted .... FALSE

type ... i . SELF

SOULXCE .+t v vt v v v vn e COMMAND

Version ............. V1

serial number ....... 02

signature alg ....... MD5 with RSA

public key alg ...... RSA

not valid before .... 02:38:37 - 21-May-2009 (GMT)

not valid after ..... 02:38:37 - 05-0ct-2036 (GMT)

subject ............. em=test@solution.net, cn=router-ATT,
ou=CSG_Lab, o=Alllied Telesis, 1l=Christchurch, st=Canterbury, c=NZ

issuer .............. cn=CA-Cert, ou=CSG, o=YourCompany,
1=Christchurch, st=Canterbury, c¢c=NZ, dc=alliedtelesis, dc=co, dc=nz

MD5 fingerprint ..... 978f 6bc2 fb70 25dd 5534 0e65 b089 £895

SHA1l fingerprint .... 3043 al9e 8266 3555 c422 9afd 8979 1674 786f
70£fd

key fingerprint ..... 4e04 cf5f 60dc 2359 aac4 dc42 0540 7caa 7400
748c

key usage ...........

validation path ..... <- cacert[ manually trusted, self-signed ]

Source Location:
file .............. rou_cert.cer
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Solution task details > Summary of trust relationship that the certificates create

On the CA

Task | The router's signed certificate which has now been downloaded and added to the router
continued  PKI register can be confirmed as correctly downloaded by comparing its fingerprint with
the source certificate file on the Linux CA:

[root@multibox URLcerts]# openssl x509 -in rou_cert.cer -SHA1l -
fingerprint |more

SHAlFingerprint=30:43:A1:9E:82:66:35:55:C4:22:9A:FD:89:79:16:74:78:
6F:70:FD

This matches correctly with the SHAI fingerprint as previously seen on the router's copy
of the certificate.

On the Router

Task ) Configuring the network and a VPN access concentrator facility.

The VLAN configuration:
create vlan="private" wvid=2
add vlan="2" port=2-5

The IP configuration:

enable ip

# VLANLl is the public side

add ip int=vlanl ip=10.17.90.181 mask=255.255.255.0
# VLAN2 is the private side

add ip int=vlan2 ip=172.28.4.30

add ip rou=0.0.0.0 mask=0.0.0.0 int=vlanl next=<gateway>
add ip dns prim=x.X.X.X
create ip pool="12tpclient" ip=172.28.4.31-172.28.4.32

Create the user for the L2TP/IPSec VPN remote host:

add user=joe pass=friend lo=no telnet=no

As an alternative, a RADIUS Server could be configured to handle user authentication
requests.

Create the PPP template:

This defines the parameter values that will be set on the dynamic PPP interface that will be
attached to the router's end of the L2TP tunnel.

create ppp template=1
set ppp template=1 bap=off ippool="12tpclient" authentication=chap
echo=60 lgr=off

The L2TP configuration:
enable 12tp
enable 12tp server=both

add 12tp ip=0.0.0.1-255.255.255.254 ppptemplate=1
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Solution task details > Summary of trust relationship that the certificates create

Task ) The ISAKMP configuration:

continued . .
create isakmp pol="keys" pe=any enc=3desouter autht=rsasig gro=2
sendd=true sendn=true
(You could also, optionally specify the parameters ‘setc=true and natt=true on the
above command)
enable isakmp

The IPSec configuration:

Create several different SA specs, so that the policy can support different security
association combinations offered by Windows VPN remote host:

create ipsec sas=1 key=isakmp prot=esp enc=3desouter hasha=sha
set ipsec sas=1 mod=transport

create ipsec sas=2 key=isakmp prot=esp enc=3desouter hasha=md5
set ipsec sas=2 mod=transport

create ipsec sas=3 key=isakmp prot=esp enc=des hasha=sha

set ipsec sas=3 mod=transport

create ipsec sas=4 key=isakmp prot=esp enc=des hasha=md5

set ipsec sas=4 mod=transport

create ipsec bundle=5 key=isakmp string="1 or 2 or 3 or 4"

All policies below define local port, because we expect all tunnels to be externally initiated
from clients - i.e.: incoming to this router.

The IPSec policy to allow all ISAKMP negotiation and NAT-T traffic
through to their appropriate modules:

create ipsec pol="isakmp" int=vlanl ac=permit

set ipsec pol="isakmp" 1p=500 tra=UDP

create ipsec pol="natt_udp" int=vlanl ac=permit

set ipsec pol="natt_udp" 1p=4500 tra=UDP

The IPSec policy for L2TP tunnel:

create ipsec pol="12tpVPN" int=vlanl ac=ipsec key=isakmp bund=5
peer=ANY
set ipsec pol="12tpVPN" 1p=1701 tra=UDP

Add a final policy that allows all other traffic to pass through - so traffic from the LAN
behind the router can access the general Internet. If you are allowing direct Internet access,
then a firewall needs to be provisioned either on this router or elsewhere on the network:

create ipsec pol="internet" int=vlanl ac=permit
enable ipsec
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On the Router

Task Configure the firewall.
enable fire
create fire policy=main
create fire policy=main dy=dynamic
add fire policy=main dy=dynamic user=ANY
add fire policy=main int=vlanl type=private
Dynamic private interfaces are accepted from L2TP, which are from IPSec only.
add fire policy=main int=dyn-dynamic type=private
add fire policy=main int=eth0 type=public
The firewall allows for internally generated access to the Internet through the following
NAT definition.

add fire policy=main nat=enhanced int=vlanl gblinterface=ethO

The following NAT definition allows Internet access for remote VPN users by providing
address translation.
add fire policy=main nat=enhanced int=dyn-dynamic gblinterface=eth0

Rules | and 2 allow for ISAKMP and the "port floated" IKE/ISAKMP that NAT-T uses.
add fire policy=main rule=1 int=eth0 action=allow protocol=udp
ip=<office Internet address> port=500 gblip=<office Internet
address>

gblport=500

add fire policy=main rule=2 int=eth0 action=allow protocol=udp
ip=<office Internet address> port=4500 gblip=<office Internet
address>

gblport=4500

Rule 3 becomes the L2TP tunnel allow rule. Additional security is provided by only allowing
traffic from IPSec tunnels.

add fire policy=main rule=3 int=eth0 action=allow prot=udp
ip=<office Internet address> port=1701 gblip=<office Internet
address>

gblport=1701 encap=ipsec

We recommend you use Secure Shell for remote management. Telnet should not be used
to a secure gateway.

enable ssh server serverkey=2 hostkey=3 expirytime=12
logintimeout=60

add ssh user=secoff password=<secoff password> ipaddress=<trusted
remote ip>
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On the VPN remote host
Task L

Set-up an MMC Certificates Console to manage your certificates.
From the Windows Start menu, select Run...

u My Documents

Internet
Internek Explorer

b My Recent Documents »
=N -
u My Music

g -
\Q Remate Deskkop Connection Q,«’ My Computer
@ NMotepad G’ Control Panel
Set Program Access and
= &
ra Filezils

Defaulks
a Cannect To »
=
Shorkcut bo thermpro, exe
=

Q Printers and Faxes

@ PUTTY 9) Help and Suppart

Command Prompt I: e

73 windowss Sseriy

all Programs D

In the Run dialogue box type MMC. Click OK.

_ Type the name of a program, folder, document, or

Internet resource, and windows will open it for you,

Open: | mme| - |

qf Cancel Browse...

In the MMC Console, select File > Add /Remove Snap-in...

‘i Console]

| | Action  View Favortes Window Help

Mew Crleh
Open.. CtrHo
Save Chrls
Save As.

CtrM

1 certificates msc

2 CHWINDOWS)...\compmgmt. msc
3 Consolel.msc

4 CHWINDOWS),..\awentvwr, mse

Exit

In the Add /Remove Snap-in dialogue box, select Add...

Add/Remoye Snap-in

Standalone | Extensions |

Use this page to add of remove a standalone Snap-in from the console,

Snap-ing added to:

id P A AN e e AR s,
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Task L
continued Select Certificates from the list of Snap-ins, and click Add.

Available Standalone Snap-ing:

Snap-n Wendor A
aﬁAcl\veX Cantral Microzoft Corparation
£ 3 Micrasoft Corparation
@ Component Services Migioseft Corparation
B Cormputer Management Microsoft Coporation
B Device Manager Migroseft Corparation
W Disk Defragmenter Microzoft Corp, Executi...
gDiSk tanagement Microsoft and VERITAS
Ewvent Viewer Microzoft Corparation
(O Folder Mictasaft Corporation
Group Palicy Microsaft Coporation
Description

The Certficates snap-in allows you to biowse the cantents of the
cerlificate stores for pourself, a service, or a computer.

Select My user account, then click Finish.
There are three types of Certificate Snap-ins available: User, Service, and Computer.
We will add two of them.

Certificates snap-in &‘

This snap-n will always manage certificates for:
(2 My user account
() Service account

() Computer account

Back at the Add Standalone Snap-in window, select Certificates again, and click
Add. This will allow you to snap-in another Certificate type.

Add Standalone Snap-in E‘E
Available Standalone Snap-ing:
Snap-n Wendor A
aﬁAcllveX Cantral Microzoft Corparation
5 Microsoft Corparation
@ Component Services Migioseft Corparation
B Computer Management Microsoft Coporation
) Device Manager Migroseft Corparation
ﬂ% Disk Defragmenter Microzoft Corp, Executi...
gDiSk tanagement Microsoft and VERITAS
Ewvent Wiewer Microzoft Corparation
(1 Folder Mictasaft Corporation
Group Palicy Microsaft Coporation
Diescription

The Certficates snap-in allows you to bowse the cantents of the
cerlificate stores for pourself, a service, or a computer.
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Task L

continued This time, select Computer account, then click Next.

Certificates snap-in rg

This snap-in will always manage certificates for:
(O My user account
(O Service account

(%) Computer account

Select Local computer, then click Finish.

Select Computer, E

Select the computer you want this snapn to manage.
This snap-in will always manage:

(%) Local computer: (the computer this consolg is wnning on)

) Anather computer: |

[] &llow the selected computer to be changed when launching from the command line. This
anly applies if you save the console.

< Back Fln\$ Cancel

Confirm that the Add/Remove Snap-in window has the two certificate types listed,
then click OK.

Add/Remove Snap-in

Standalone | Extensions

Use this page bo add o remove a standalone Snap-in from the consale.

Shap-ins added to |a Console Raot b

Certificates - Curtsnt Ussr
] Certficates (Local Computer)

Description

Add
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Task L

continued At the MMC Console you should now have the two certificate Snap-ins available. As
shown, you can open the hierarchy of certificates.

i Console]

R L ——

= BB @
e
+ ) Certhcates - Cuerens Lsee | EPcrthicatrs - Cureret Uier
Bc:eji:e:ﬂmdtww«} | Cernicates (Locsl Computer)

= 0 Tttt Camtbieatin Suthertins
(0 Certifican

# L Enterceise Tn

¥ [ Inermesiate Certhestion Authorkies

v 1 Tnssmdiubkbers

[0 Untrusted Cortficatms

4[] Thaddurty Back Cartfication Aughorbat

# (2 Trusted Pecple

% (L Cther Peagle

o 1 Certiicate Ervlimer Reuumsts

v e

To save and create a short-cut to this MMC Console snap-in arrangement, select File >
Save.

s Pierrarve Snapn... =t B cortiicates - Cuarent User
Opriors... [P cortiicates (el Compnter)

1 eerbiicatrs. e

4 SANOIWSEL, . hevertiwr
Eat
%) 1 ThadParty Rock Contiication Autherdies
+ 1 Trustad Pecsis
%1 21 Ctner Pecge
B
# D

e th cuact consols.

Save the msc file under the Administrative Tools folder.
i.e. C:IDocuments and Settings/User/Start Menu/Programs/Administrative Tools.

5 'ﬁ-:-molel s

Dpshiog

wl.\';a-..rur.
1
My Cormpeiies

Fie: e it e ] - ad
Hp Hebaxt Bl B B Vircooh Manageren Canccds Flmn "} w Camel |

After saving, your Certificates MMC short-cut should be available from Start > All
Programs > Administrative Tools
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On the VPN remote host

Task M Download the CA's Certificate to the Windows XP Client.

Use a file transfer method such as FTP. The CA Certificate was created in the earlier
section in Task B, "Generating the CA's Public /Private Key Pair and its own public X.509
certificate." on page 5

[Z FileZilla - Connected to Linux Right (172.28.4.11)

File Edit Transfer View Queus Server Help
CE b QY ER T
Address: User: Pazsword: Part: v
Fesponse: Remote working directony is now /root/certificates/ca (&
Command LIsT
Fiesponze: Sucesstully received 4 items
Status: Directarny listing successiul
Command GET cacert.ct CAD ocuments and Settings\Shayle’s Test BaytMy Documentshcacert. ort FALSE
Fiesponze: Downloading froot/certificates/cascacert ort to CA\Documents and SettingshShaple's Test BayMy Documents\cacer cit
Status: Download successful b
Local Site: | CADacuments and Setings\Shayle's Tast Baythy Documentsh . [ Remote Site: [ raot/cerificates/oal v
I Local Settings ~ Filename  « Filesize | Filetype Date Time
|7 My Documents =
=i} NEtH”“dd [Ecacert cer 1367 Security Ce... 03/05/2009 21:22
t 1367 Security Ce...  01J05/2009 17:35
B o
) SendTo cacert‘srl 3 SRLFile 0405§2009  11:39
D ot res ~ cakey key 963 KEY File 01/05i2009  17:35
Filename Filesize  Filstype Last Modified A
..
|hareig OSPF File: Folder 14/03/2006 121,
My music File Folder 20/06/2005 141, w
< > £ >
4 folders and 30 filss with 559515 bytes. Selected 1 file with 1367 bytes.
Local Filename: Sige | Direction  Remote Filename Host Status
Ready =) Queus: 0 bytes | & @
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On the VPN remote host
Task N

Import the CA Certificate to the Trusted Root Certification Authority Store.

In the MMC console, select: Certificates (Local Computer) > Trusted Root
Certification Authorities > Certificates

Right-click on Certificates and select: All Tasks > Import...

‘i certificates - [Console Root\Certificates {Local Computer)¥Trusted Root Certif}

% File  Action Wiew Favorites Window  Help
s £
[_] Consale Roat | Issued To | Issued
+ @ Certificates - Current User ABA.ECOM Roak Ca BEA.EC
= B Certficates (Local Computer) [Elautoridad Certificadara de la Asaci.., Autoridy
= Personal § [Elautoridad Certificadara del Colegi... Autoride‘
& @ Certficates [Elgaltimore £2 by DST Baltimord
= Trued Root Certification Authorities Belgacom E-Trust Primary CA Belgacn
+ D Enterprise Try W [ CA Class 4 B A
(] Intermediats Vi . R T SRCOFENET CA Class B R HE
© O Tnstedpubly (o WK Secreiet CARoot Cai HE
&[] Untrusted Ca W HKCT Securehlst A SGCRoot  CBW HK]
1[0 Third-Party R Mew Taskpad View. .. 1 Al
-7 Trusted Peop rtiposte Classe A Personne CEI’tIDDSI‘L
#-[C] Other People Refresh rtiposte Serveur Certipos
-0 Certificate . ExportList... rtisign - Autoridade Certificador..,  Certisigny
-2 sPC Help rtisign - Autoridade Certificador,..  Certisigna
= Certificates - Sert e gremurim mro =rettisign Autoridade Certificadora ... Certisig
-] RemotesccessiPersonal [E certisign Autoridade Cartificadara ... Certisigri
= D Ram?_teAccess'l.Tr'L_lﬂR‘o\o‘if‘er’ti’Flcal Cl‘_a_s_s\} f:n;ir* n ) cs 1

. Click Next.

This will start the Certificate Import Wizard

Welcome to the Certificate Import
Wizard

Whiti woitiard hilpei wiod cogry cartificabes, cortilficals ol
it n, ared carbicat e rreccatior ket from your dk o a
partficabe shore

& eortficaln, which s hsusd by & cortification atfority, &
s cordmration of wour iMenkty and cont ane nformaton
wsad b profect dats or in sshabliss ssore nebwork
oorections, i certficahs shreis the pyshen sras whers
oeetificahes s kapt

T conbine, chok Fleet.

it;_l | carea

To import the CA's certificate file, click Browse...

Corlilicate hngaer ¥

File Lo Dinprust
Sy the Ml wous Wil L0 IDar.

| burg.l |
Hobe: Pore than pne cortihcsbe can be shored in.a singie fie in the following formats;
Personal Inforwsation Exchangs- FECS FL2 4 PR, PEET
Crppographa Message Synbye Stendend- PECS #7 Certdfabss [ PTE]
Miprosof, Seriskesd Castificgte Shoes 5570

| « Bach

I Faiesk s | [
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Task N

continued Select your cacert file. Click Open.

Open, @El
Look in' | () My Documents v Q@
\_)areig OSPF
i ) my Music
My Recent [15naglt Catalog
Documents |7 voon LB resources

@ = crt

Desklop

My Documents

-
1
5
My Computer
._‘] File name: cacercrt v m
#.609 Certificate [*.cer.".crt] v

»
My Metwork Files of type:

The Wizard will automatically prompt a suitable store, in this case Trusted Root
Certification Authorities. Click Next.

&

Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept,

Windows can automatically select a certificate stare, or you can specify a location for
() Automatically select the certificate store based on the type of certificate

(%) Place all certificates in the Following store

Certificate stare:
Trusted Raot Certification Autherities

< Back NEXt[i Cancel

Confirm the settings you have selected, click Finish to end the Wizard, then OK to

complete.

&

Certj te Import Wizard

Completing the Certificate Import
wizard

You have successfully completed the Certificate Import
wizard.

‘ou have specified the following settings:

Certificate Store Selected by User  Trusted Root Certific,
Certificate

Cankent
File Name C:\Documents and Se
< >

< Back F\ni$ Cancel
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Task N

continued In the Certificate MMC Console, confirm that the certificate has been imported. The
certificates are sorted by the Common Name they were issued to. In this case, the
trusted CA certificate for the computer will be found as follows: Certificates (Local
Computer) > Trusted Root Certification Authorities > Certificates

Look in the Issued To list for the CA's Common Name.

T caertificates - [Consoks RoathCe

{Local Computier |\ Trustied oot Cer

cation Authorities!

& [ Thied Pty Ruoat Certficaion &

[y Fle Achen View Frorkes Wedow  Hep =15 x|
-+ DE b XFE &
) Cormcie Roct Iszued To Iszund By
# [ Caticates b [Ednea BooM Root £ B ECOM ot CA 107772000 Saours Evad, -
= [ Corticatas (Locel Conputer) = dad Cortificadons dé & ... Agborided Certf . R oot Bl
o (1 Persorel )t rdad Carticadinn del ok ¢ . 3 3 .
. utrided C chsg e ORI00% Securs Kl
Jrﬁ:ﬁ:’mmm' Eakienre £2 by DST Bakicre EX by 5T 4parfanes Sevan Enal,
_iF-E e [k E-Trunt Primory Ch Belgaconn E-Trust iy Ch 2201200 Secuan B,
L1 Erimprne Tn ]
. ) e Certfion futhe | LJCHW T Securelet Chloss A CAW HET Socurehin CA Class A 167200 Socuan Emal,
& () Truscsd ublshars o T Socuretiet G Class D GO 1T Securetiet A ess 0 161070 Socare Emal,
& (20 Unkrusted Coricthes o 1T Seouretiet Ch Riot ChW HET Securstiet CA Rioct e Secure Eal,
CBW HET Securebet CA 560 Roct. 161072009 Seoae Emal,

Secuan Erval, ©

¥ () Trustedt Progie
5 1 Ot Prcple E10/20%
w3 Certgaste Jasse 4 Personre T
v s Certgaste Servir e seare Ervad,
Cortage ijafae Seoae b,
i .. Contigy - TORFIR Sacirn v,
etisign Autrridade Cretiicackes .. Critsign Auteridadds Cartfieaden .. Z7/06[0IR Sacre Emad,
Certsign tutoridad Certfiesdors .. Certison Auporidade Contheadora ... 1010772008 Socure Emad,
Jeds | Prinary CA Dl 1 Frivary A THrRe ooy Ennal, ©
s o, Clis | Ao OB oy Linal, ©
Bl | Puble ... Clns § Publ A BRI020 Seoae Emal,
[5iltis 2 Privmary €A Ol 2 Priwary CA TRmE Securn Ervad, *
[l s 2 Puble Primary Crrtfication... Chass 2 fublie Primary Ceetfication &... 601 /2004 Sarn Emad,
120 uss 2 Public Prinary Cortficaton... ey 2 fublc Frimary Cortfication ... 2K0J2008 s Emal, 1
4 3 ¢ 3

Double-click on the certificate to display its detail. It should show as a valid certificate -
if it is not valid, an error message will be displayed.

Certificate

General | Detalls | Certification Path

;
Certificate Information

This certificate is intended for the following purpose(s):

+illissuance policies
+4l application policies

Issuedto: CA-Cert l}
Issued by: CA-Cert

Valid from 21/05/2009 to 5102036

Issuer Statement

Verify that the Subject (Distinguished Name) details are correct.

General | Detals ‘Cert\ﬁcatmn Path

0= YourCampany
L = Christchurch

Field Yalug &
= Subjert
ublic key RSA (1024 Bits)
Sub]ect key Identifier baSfdace3993adachz3d..
i wthory Key Identfier KeylD=ba5f a2 3993 a8 a...
asic Constraints Subject Type=CA, Path Lengt. .
humbprint algorithm shal
Thumbprint SdeeichEa931d 3B eabl.,
¥
CH = CA-Cert
0l =56

it gas, ’r\o"‘uw"“*« e
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Task N
Verify that the certificate is valid through SHA| thumbprint. It should be the same value

as in Task E (Adding the CA certificate to the router's PKI Database, on page 5), and
Task B (Creating the CA's Public X.509 certificate, on page 5). In this example it ends

with the numbers: 97 and 73.

Certificate @g‘

General | Detalls | Certffication Path

continued

Showt | <all> A
Field walue A
Esub]ect CA-Cett, C5G, YourCompany, ...
Erublic key RSA (1024 Bits)
[T 5ubject Key Identifier baSFdace 3993 a8achz 3d ...
Authority’ Key Identifier KeyID=ba 5F 4a c& 39 93 &G a..,
[T¥Basic Constraints Subject Type=C#, Path Lengt. ..
Thumbprint algorithm shal

v

& Thumbpr ’*r

75 de 23 o5 66 93 1d 35 6a bl cof b2 aZ 53 64
=3 Zb d3 37 73

[ Edit Propeties... | [ cCopytoFie... |
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"
System Properties

SystemFestoe | Automatic Updates Femote
Gereral Cornputer Name Hardwiars Advanced

Windows uses the follawing information to identify your computer
on the network.

Computer description: | csg

For example: 'Kitchen Computer’' ar “Mary's
Computer”

Full computer namme: Clignt1
‘Warkgroup: SOLUTIONS

To use the Metwork Identification ‘Wizard to join 2 Metwark D

damain and create a local user account, click Metwark
0.

Totenarne this camputer or join a domair, click Change.

0K [ cancel | sl
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On the VPN remote host

Task R Download the Windows XP Certificate to the Windows XP Client.

Use a file transfer method such as FTP, to download the Windows XP Client
certificate.p |2 file.

FZ FileZilks - Conpected 1o Linux Right (172.28.4.11)

Flie ER Tronfer View Quowe
- QR B
Ak Ui Fasivmint Pt (i gerrent] v
(Cormmared [ —— ~
lerponse: I working QHeciony i5 nos /oot/certifc se:
Ccammarsd
exponse
oo
Command Teat By Documents o P 12 Fl S
ared Siet ot Bag/My DocumortsVwindowd ol 2 w
Plemots 5 | RISl v
Flename Fleste  Fletype Daee T -~
1) Netiood o.
2D Prirtiond Ciea Flafoker  OHOSE08 11337
_'):"""' B cwenl. oo TEEY SomedDil  GHOSION 168
iy i 1 SertyCe.. OWSRDT 113
i — G » | Erou_sert pom BE1 PEMFie R0 1103
e r s ot rired v | rou_request.csr 52 CSRFie ORISR 113
= wrdonop te WPl GHES L0l
i Ew-kﬁ.my AN Pernslin...  (HOSEO0N 1h1a
My Mook Pl Fekdor 200042005 14:.. [ Wikl % PEMFie OB L
L2 ¥a0n LE resources Fe Faldet 203006 120w | o e e " . wown e &
= 8= L
4 folders and 41 fles with TA5229 bytes. | Sedected 1 fle with 1663 bytes.
Lacal Plename. Soe Direction  Rsmote Plerame Hast Sahas
| = & Ques: Oytes & &

Import the Windows XP certificate to the Personal Certificate Store

In the MMC console, select: Certificates (Local Computer) > Personal >
Certificates

Right-click on Certificates and select: All Tasks > Import...

& eertificates - [Cansobe Rog s [Local Campister]

U Fle  Acdion  Vew Favodes  Window  Heb == %
== @@ BE &

3 Corncle ot [mmaTo 1semaey [ Exproscnnate | intended Puposss

# () Cortfcates - Curment User
EJ Cortiicdhes (Local Computer)

P ;Lm"m: st Now Contiate..

T — n

* ) Cbepise e Wiekiom Frimm Heer:

¥ ) ek

4 ] Trustedpy Mo Tonbpasd v,

% (2 Untnsted

b ) redeary  RAT

+ O Tugegpy P

& ChotherPes g

(] Contficatn corummm s, wmpanss

e o

P Certiates - Servkce (Roating s Remats

) Rrctmicemn el

= (20 Remcteccess| Trusted Aot Certifics!
L Cortiicates

] RerctmicesmnErtpran Trint

# [ Remctedccessiintemmdate Cortficat

Thére are 1 Bems to shawr i thes view,

o () ReomtehscrssTrusted Publshers
] Rrctmisemrdrinted Cotficam
[0 Remotecoess| Third-Party Roct Certd
¥ () ResrmndecesslTrutrd Pevpk:

[kt 5 carthicnta 1o 5 smees

This will start the Certificate Import Wizard.
Click Next.
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On the VPN remote host

Task R To import the CA's certificate file, click Browse.

continued
Certificate Import Wizard &\

File to Import
Specify the file you want to import.

File name:

I | Eruwse%—]

Moke: More than one certificate can be stored in a single file in the follawing Formats:

Personal Information Exchange- PKCS #12 {.PF2, P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.F7E)

Microsoft Serialized Certificate Store ((S5T)

l < Back “ Mext = 1[ Cancel ]

Select your WindowsXP p |2 file. Click Open.

Lookin | (£ My Documerts v O @# > @

[C)areiq osPF
1 23 My Music

My Recent I)5naglt Catalog

Documents |53 voon LB resources
@ @W\ndowsXP‘plz
Deskiop

My Documents

49

My Computer
‘;‘] File name: |Wmdows><F.p12 Vl [ Open I
. ]
MyNetwork | Fikesoftyps: | Personal Infomalion Exchange plwp12) v [ Cancel |
1

J:{.509 Certificate [".cer " citl

Type in the password of the private key, as used on Linux during the creation of this
certificate in Task Q. Click Next.

Certificate Import Wizard &

Password
Ta maintain security, the private key was protected with a password,

Type the password for the private key,

Password:
=

[#]Mark this key as exportable. This will allow you to back up or transport your
keys at a later time.

< Back ] Nextt l Cancel
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On the VPN remote host

Task R The Wizard will automatically prompt a suitable store, in this case it is the Personal

. Certificate Store. Click Next.
continued

Certificate Import Wizard E‘

Certificate Store
Certificate stores are system areas where certificates are kept,

Windows can automatically select a certificate stare, or you can specify a location for
() Automatically select the certificate store based on the type of certificate
(%) Place all certificates in the Following store

Certificate stare:

Personal Browse...

l < Back “ Mt > Jl Cancel ]

Confirm the settings you have selected, then click Finish.

Certificate Import E‘

Completing the Certificate Import
Wizard

Vou have successfully completed the Certificate Import
wizard.

‘You have specified the following settings:
Certificate Store Selected by User  Personal

Conkent
File Mame C\Documents and Se
< >

l < Back “ Fmisr‘kjl Cancel

Click OK to complete the import.

Certificate Import Wizard E|

\1) The import was successful,
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On the VPN remote host
Task R

In the Certificate MMC Console you can confirm that the certificate has been imported.
continued The certificates are sorted by the Common Name they were issued to. In this case, the

Personal Certificate for the computer will be found as follows: Certificates (Local
Computer) > Personal > Certificates.

Look in list of certificates for the CA's Common Name.

in certificates - [Console RootiCertificates (Local Computer)i\PersonaliCe
'ﬁ] File  Action View Favorites ‘Window  Help
- (@ & B X @
1) Console Rook
+ [EJ Certificates - Current User
= @ Certificates (Local Computer)
] Personal
£ Certificates
(21 Trusted Rook Certification Authorities
[ Enterprise Trust
[ Intermediate Certification Authorities
[ Trusted Publishers
[ Unkrusted Certificates
[ Third-Party Rook Certification Autharities
(21 Trusted People
[ other People

[ Certificate Enrolment: Requests
. spc

Issued By
lientl CA-Cert

- [

R NS ey e S et e

Double-click on the certificate and the certificate details will be displayed. It should show
as a valid certificate - if it is not valid, an error message will be displayed.

Certificate. E|E|

General | Details | Certification Path

B
Certificate Information

This certificate is intended for the following purpose(s):
«4ll application policies

I

Issued to: Clientl
Issued by: CA-Cert

valid from 22/05/2009 to &/10/2036

F% Youhave a private key that corresponds to this certfficate.

The Certification Path tab, displays which CA issued (signed) this certificate.

Certificate E‘E‘
General | Details CatwﬁcatuunPaﬁ%

Certification path
CA-Cert

Certificate status:

This certificate is OK.
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On the VPN remote host

Task R You can also validate the certificate by fingerprint value. It should match the fingerprint

continued seen in Task P. In this example the value ends with FF 32:

Certificate

Genersl | Detals | Certfication Path

show: | <all> -
Field value »
[Ftssuer CA-Cert, CSG, YourCompany, ...
E\fahd From Friday, 22 May 2009 12:24:13...
Elvaid to Monday, 6 Cctober 2036 12:2...
[Fsubject test@solution.net, Client1, cs...
Elrublic key kA (1024 Bits)

hal

[= thumbprint algorithm

< Thumbprint

v

£8 38 =5 b3 26 13 15 ?d 00 80 de 9b 28 4d 17
23 85 62 £f 32

[ Edit Properies... | [ copytoFie... |

This certificate will be used for negotiating the VPN link, and will dynamically be added
to the router's PKI Database. When that happens you can also verify the fingerprint
value of that dynamically added certificate, if desired, as a verification step.
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On the VPN remote host
Task S  Setting Up the Windows XP Client VPN Network Connection

Access The Network Connections Summary via Start > Control Panel > Network
Connections.

Select Create a new connection.

% Network: nections E@El
o

© Fle Edt View Favortes Tools Advanced Help

y I ) search Folders  [TT1]~

: Adrress | & Hetwork Connections B

A Name Type Status Device Name Phore .
LAN or High-Speed Internet

Network Tasks

[ Createanew

e o Latocal Area Connection LANor Hig.., Connected  3Com Etherlink XL...
% Set hd home o suall ool Area Cornection 27 LN or Hig... Connected Intel(R) PRO/10D...
= Office|Start the hlew Cannection Wizard, which helps you create a connection ko the Internet, to anather compaker, or ko your war

@ Change iindows
Firewall settings

See Also ES

i) Hetwork
> ey

Other Places

(3 Contral Panel
& My Network Places
5 My Documents

Raks >

The new connection wizard opens, click Next.

New Connection Wizand

Welcome to the New Connection
wWizard
This wizard helps you

* Connect to the Internet.

* Connect to a private netwark, such as your workplace
nietwork.

* Set up a home or small office network.

To continue, click Next.

[t ) (oo ]

Select Connect to the network at my workplace. This option supports VPN
connections.

New Connection Wizand

Network Connection Type
"what do you want to do?

() Connect to the Internet
Cornect to the Intemet so you can browse the Web and read email.

(%) Connect to the network at my workplace
Caonnect bo a business network [using dial-up or YPN) so pou can wark from home,
a ftield office, or another location.

() Set up a home or small office network
Connect to an existing home or small office network. or $et up a new one,

() Set up an advanced connection

Connect directly to anather computer wsing your serial, parallel, or infrared part, or
st up this computer $o that other computers can connect ta it

< Back Nﬁxl > Cancel

Page 34 | AlliedWare ™ OS How To Note



Solution task details > Summary of trust relationship that the certificates create

On the VPN remote host

Task S Select Virtual Private Network connection. Click Next.

continued

Network Connect EEx
o

Fle Edt View Favortes Tools Advanced Help

- >R 7 ) search Folders  [TT1]~

: Adrress | & Hetwork Connections B
A Name Type Status | Device Name Phone .
Network Tasks LAN or High-Speed Internet

Latocal Area Connection LANor Hig.., Connected  3Com Etherlink XL...
et b beme o ccoall local Area Cornection 21 LANorHig..  Connected Inkel(R) PRO/10D...
= Office|Start the hlew Cannection Wizard, which helps you create a connection ko the Internet, to anather compaker, or ko your war
@4 Change Windows

Firewall settings

See Also

i) Hetwork

> ey
Other Places

(3 Contral Panel
& My Network Places
5 My Documents

The new connection wizard opens, click Next.

New Connection Wizand

Welcome to the New Connection
@ Wizard

This wizard helps you:
* Connect ta the Intemet.

* Connect to a privats netiark, such s your workplace
network.

* Set up a home or small office netwark.

To continue, click Next.

Select Connect to the network at my workplace. This option supports VPN
connections.

New Connection Wizand
Network Connection Type
“what do you wart to do?
() Connect to the Internet
Cornect to the Intemet so you can browse the Web and read email.

(%) Connect to the network at my workplace
Caonnect bo a business network [using dial-up or YPN) so pou can wark from home,
a ftield office, or another location.

() Set up a home or small office network
Connect to an existing home or small office network. or $et up a new one,

() Set up an advanced connection

Connect directly to anather computer wsing your serial, parallel, or infrared part, or
st up this computer $o that other computers can connect ta it

< Back Nﬁxl > Cancel
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On the VPN remote host

Task S Select Virtual Private Network connection. Click Next.

New Connection Wizand
Network Connection
How do pou want ko connect to the netwark at wour workplace?

Create the following connection:

continued

( Dial-up connection
Cornect using  modem and a ragular phore line or an Integrated Servicas Digital
Metwark [ISDN] phone line,

(%) Virtual Private Network connection
Cornect to the network using a vitual private network [VPN] connection over the
Internet

< Back “ Nexl),\ejl Cancel
X

Type in a Company Name for this connection. Click Next.

New Connection Wizand
Connection Name
Specily & name for this cornection o your workplace

Type a name far this connection in the following bos.
Company Name:
Solutior]

Far example, you could lype the name of your workplace or the name of a server you
will connect to.

< Back “ Nexl)th Cancel

Type a destination IP for this VPN connection. On our VPN router, this will be the
address of the public interface that the IPsec policy is applied to. Click Next.

New Connection Wizand
VPN Server Selection
“what is the name or address of the WPH server?

Type the hast name: or Intemet Protacal [IP] address of the oomputer to which you are
connscting

Host name or IP address [for example. microsoft.com or 157.54.0.1 )

10.17.90.181

< Back Eexl > Cancel
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On the VPN remote host

Task S Complete the New Connection Wizard by clicking Finish.

continued

New Connection Wizand

Completing the New Connection
Wizard

You have successiully compleled the sleps needed to
create the following connection

Solution
* Share with all users of this computer

The connection will be saved in the Network.
Connections falder.

Add a shartcut ta this connection to my desktop

To create the connection and close this wizard, click Finish,

< Back Flmst Cancel

Other settings need to be adjusted. In the Connection Solution dialogue box, click
Properties.

User name: |

Passwaord.

[[] Save this user name and password for the following users:

Connect Cancel P.annies Help

In the Security tab choose Typical settings.

General | Options Sacu% Metworking | Advanced

Security options
@ Typical (recommended seltings]
Vialidate my idsntity as follows:

Require secured password v

[[] Automatically use myWindows lagan name and
password [and domain if any]

Aequire data enciyption [disconnect if none]

(O Advanced [custom settings)

IPSec Settings..
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On the VPN remote host

Task S In the Networking tab, choose L2TP IPsec VPN from the Type of VPN drop-down
box. Click OK.

continued

# Solution Properties

General | Options | Secuity | Networking | Advanced

Type of VPN

Settings

This connection uses the following items:

= Intemet ol [TCP/IF)

= 005 Packet Scheduler
g File: and Printer Sharing for Miciosoft Networks
1] Client for Microsolt Hetwarks

Description

Trangmission Control Protocol/intemet Protocol. The default
wide area network pratocol that provides communication
aeross diverse interconnected networks.

To test the connection, click Connect. For first use, you might choose to enable
ISAKMP debugging on the receiving router to track connection progress. Use enable

ISAKMP debug.

nnect Solution

User name: |I°B ‘

Passwaord. |"""

[[] Save this user name and password for the following users:

Coopect | [ Cancel | [ Properties | [ Hep |

A Verifying username and password dialogue box appears during the connection
attempt.

Connecting XP-ATL...

Werifping usemame and password..
2
et

Cancel

Once connected, an additional connection icon will appear in the system tray. You can
double-click the icon for more information.

Saolution

Sent: 4,217 bytes
Received: 338 bytes

Sile pom,
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On the Router

Task T  Verification of VPN Connection from Router viewpoint.

On the router, the ISAKMP debug will show as follows for a successful connection.
SecOff Certificate VPN demo> enable isakmp debug=all

ISAKMP MAIN exchange 13: New State: IDLE

ISAKMP MAIN: RESP:

ISAKMP Rx Message

xchg 13: Started with peer 10.17.90.1

Cookies: 56a8d065ba62eb36:0000000000000000
Xchg Type: IDPROT(2) Ver: 10 Flags: 00
MessageID: 00000000 Total Length: 312
Payload #: 0 Length: 200 Type: Security Association (SA)
DOI: IPSEC(0) Situation: 00000001
Proposal#: 1 Protocol: ISAKMP(l) #Trans: 5 SPI:
Transform#: 1
Transform Id .................. IKE (1)
Encryption Algorithm........... 3DESOUTER (5)
Authentication Algorithm....... SHA (2)
Authentication Method.......... RSA SIGNATURE (3)
Group Description.............. UNKNOWN (14 )
GroUp TyPE . ¢ v v vttt et te et ve e MODP
Expiry SecondsS. .......uouuuue... 28800
Transformi#: 2
Transform Id ........ueuiununen.. IKE (1)
Encryption Algorithm........... 3DESOUTER (5)
Authentication Algorithm....... SHA (2)
Authentication Method.......... RSA SIGNATURE (3)
Group Description.............. 1024 (2)
Group TypPe. - v i ittt i i it it e MODP
Expiry Seconds................. 28800
Transformi#: 3
Transform Id ........couiiien.. IKE (1)
Encryption Algorithm........... 3DESOUTER (5)
Authentication Algorithm....... MD5 (1)
Authentication Method.......... RSA SIGNATURE (3)
Group Description.............. 1024 (2)
Group TypPe. vt ittt i i it i e e MODP
Expiry Seconds................. 28800
Transform#: 4
Transform Id .........ouiiien.. IKE (1)
Encryption Algorithm........... DES (1)
Authentication Algorithm....... SHA (2)
Authentication Method.......... RSA SIGNATURE (3)
Group Description.............. 768 (1)
Group TypPe. vt ittt i i ie it MODP
Expiry Seconds................. 28800
Transform#: 5
Transform Id .........ouiiien.. IKE (1)
Encryption Algorithm........... DES (1)
Authentication Algorithm....... MD5 (1)
Authentication Method.......... RSA SIGNATURE (3)
Group Description.............. 768 (1)
Group Type. .. vttt it i i MODP
Expiry Seconds................. 28800
Payload #: 1 Length: 24 Type: Vendor ID (VID)

string=UNKNOWN
le 2b 51 69 05 99 1c 7d 7c 96 fc bf b5 87 e4 61 00 00 00 04

Payload #:

2

Length: 20 Type: Vendor ID (VID)

string=Microsoft L2TP/IPsec VPN remote host
40 48 b7 d5 6e bc e8 85 25 e7 de 7f 00 d6 c2 43
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On the Router

debug cont.

Payload #: 3 Length: 20 Type: Vendor ID (VID)
string=draft-ietf-ipsec-nat-t-ike-02\n
90 cb 80 91 3e bb 69 6e 08 63 81 b5 ec 42 7b 1f
Payload #: 4 Length: 20 Type: Vendor ID (VID)
string=UNKNOWN
26 24 44 38 ed db 61 b3 17 2a 36 e3 d0 cf b8 19
ISAKMP MAIN: RESP: xchg 13: Rx NAT-T version 2 vendor ID
ISAKMP MAIN exchange 13: New State: SARECV

ISAKMP DOI: IPSEC: Compare transform fail: groupDescription 1=2 r=14

ISAKMP MAIN: RESP: xchg 13: Found matching policy = keys
ISAKMP Tx Message
Cookies: 56a8d065ba62eb36:76d1lcff59%9aa528c8
Xchg Type: IDPROT(2) Ver: 10 Flags: 00
MessageID: 00000000 Total Length: 80

Payload #: 0 Length: 52 Type: Security Association (SA)

DOI: IPSEC(0) Situation: 00000001
Proposal#: 1 Protocol: ISAKMP(1l) #Trans: 1 SPI:
Transformi#: 2

Transform Id ........uuouiieen.. IKE (1)
Encryption Algorithm........... 3DESOUTER (5)
Authentication Algorithm....... SHA (2)
Authentication Method.......... RSA SIGNATURE (3)
Group Description.............. 1024 (2)

Group TypPe. . v i ittt i it e e e e MODP

Expiry Seconds................. 28800

ISAKMP MAIN exchange 13: New State: SASENT
ISAKMP Rx Message
Cookies: 56a8d065ba62eb36:76d1lcff59aa528c8
Xchg Type: IDPROT(2) Ver: 10 Flags: 00
MessageID: 00000000 Total Length: 184
Payload #: 0 Length: 132 Type: Key Exchange (KE)
ea 97 76 66 37 64 60 2d ef b0 d3 2a 72 2b 22 3c 94 64
90 2d 77 cf e8 be 68 91 8a 5b b9 59 67 ff f£3 39 6e fd
c9 d0 73 67 88 25 c0 ee 66 68 b7 96 82 6b 22 d7 8b 3c
b6 b9 8a e6 7c 99 b5 e3 c5 34 a3 b5 dd 80 87 4c 84 el
f3 61 f£f4 be 85 53 a3 e6 23 15 5e 0e fc bc 44 0d 7e 0b
37 44 2e 9a c8 e2 a5 fc 8d b5 bd c3 ca fa 6a 09 c2 6d
be 2c d0 55 87 45 77 50
Payload #: 1 Length: 24 Type: Nonce (NONCE)
cb c8 la 6a dc 96 ec b6 a8 72 2f 9c ca 78 fd f3 a3 di
ISAKMP MAIN exchange 13: New State: KERECV
ISAKMP MAIN: RESP: xchg 13: Ni 1=20
v=cbc8labadc96ecb6a8722f9cca78fdf3a3dl2284
ISAKMP MAIN: RESP: xchg 13: Nr 1=20
v=09a348d97ff2cffc2c341d1f01b723b£f684690b4
ISAKMP MAIN: RESP: xchg 13: COOKIE_I 1=8 v=56a8d065ba62eb36
ISAKMP MAIN: RESP: xchg 13: COOKIE_R 1=8 v=76dlcff59aa528c8
ISAKMP MAIN: RESP: xchg 13: EncKey 1=24
v=7c7645dbf89df549448b7d2dd36a49fb7£93b9
5d68305bcl
ISAKMP MAIN: RESP: xchg 13: IV 1=8 v=184fcd78c56a0d50
ISAKMP Tx Message
Cookies: 56a8d065ba62eb36:76d1lcff59aa528c8
Xchg Type: IDPROT(2) Ver: 10 Flags: 00
MessageID: 00000000 Total Length: 184

64
S5e
92
52
52
a7

22

26
39
2E
f0
0f
dd

84
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Payload #: 0 Length: 132 Type: Key Exchange (KE)
af 39 83 86 08 bd 38 0b ae c4 f8 d6 b3 7e 24 68 44 de 8f 17
ed f3 7d f4 08 7e 2a 7b b4 Oe 0b be 16 96 29 d5 de cf 26 37
cd 36 d8 37 a7 56 a7 59 1d 7e 1f 7b bc 72 1b db e2 70 5b ed
7e £7 b0 £6 57 c0 6f 30 95 69 51 f4 e3 d4 de 32 d7 8a 44 76
38 49 2c f6 b5 3c da 4b 43 98 00 ea 03 2e c7 Oe d6 5b 64 19
b3 ce 5a fd bb 7c b8 ee de el 60 28 09 86 a8 9b 28 63 0d £f8
f5 27 44 6f 81 5d 68 6e
Payload #: 1 Length: 24 Type: Nonce (NONCE)
b9 a3 48 49 7f f2 cf fc 2c 34 1d 1f 01 b7 23 bf 68 46 90 b4l
ISAKMP MAIN exchange 13: New State: KESENT

debug cont.

ISAKMP Rx Message (decrypted)

Cookies: 56a8d065ba62eb36:76d1lcff59%9aa528c8

Xchg Type: IDPROT(2) Ver: 10 Flags: 01

MessageID: 00000000 Total Length: 1113

Payload #: 0 Length: 126 Type: Identification (ID)
Type: DER_ASN1l DN ProtocolId: 0 Port: 0

Value: cn=Clientl, ou=Sales, o=Allied Telesis, l=Christchurch,

st=

Payload #: 1 Length: 656 Type: Certificate (C)
04 30 82 02 87 30 82 01 £f0 02 01 03 30 0d 06 09 2a 86 48 86
£7 04 01 01 04 05 00 30 81 a3 31 0b 30 09 06 03 55 04 06 13
02 4e 5a 31 13 30 11 06 03 55 04 08 13 Oa 43 61 6e 74 65 72
62 75 72 79 31 15 30 13 06 03 55 04 07 13 Oc 43 68 72 69 73
74 63 68 75 72 63 68 31 17 30 15 06 03 55 04 Oa 13 0Oe 41 6¢
6c 69 65 64 20 54 65 6c 65 73 69 73 31 19 30 17 06 03 55 04
Ob 13 10 43 75 73 74 6f 64 65 72 20 53 75 70 70 6f 72 74 31
0Of 30 0d 06 03 55 04 03 13 06 43 53 47 2f 43 41 31 23 30 21
06 09 2a 86 48 86 f£7 04 01 09 01 16 14 65 78 61 64 70 6C 65
40 73 6f 6¢c 75 74 69 6f 6e 2e 6e 65 74 30 1le 17 0d 30 39 30
35 30 34 30 34 31 31 33 31 5a 17 0d 33 36 30 39 31 38 30 34
31 31 33 31 5a 30 74 31 0b 30 09 06 03 55 04 06 13 02 4e 5a
31 13 30 11 06 03 55 04 08 13 Oa 43 61 6e 74 65 72 62 75 72
79 31 15 30 13 06 03 55 04 07 13 Oc 43 68 72 69 73 74 63 68
75 72 63 68 31 17 30 15 06 03 55 04 Oa 13 Oe 41 6c 6c 69 65
64 20 54 65 6¢c 65 73 69 73 31 Oe 30 Oc 06 03 55 04 0Ob 13 05
53 61 6c 65 73 31 10 30 Oe 06 03 55 04 03 13 07 43 6c 69 65
6e 74 31 30 81 9f 30 0d 06 09 2a 86 48 86 f7 04 01 01 01 05
00 03 81 84 00 30 81 89 02 81 81 00 d7 37 68 bl e6 df 2a 6a
93 39 ea a2 c8 72 38 4f ec 79 fa 12 75 12 22 01 ea 80 86 c2
8a be 57 88 f4 3d 38 d5 bl d4 21 e4d ee 40 9e 32 eb 1d ed eS8
a5 73 33 0d e6 c7 be 4e 0d e9 cO0 a6 5e ac f£3 a8 53 13 89 b8
ea af 91 49 b5 b9 ca d0 75 50 9a 68 07 91 62 43 db 16 7f eS8
9a e3 a9 1f 4a 74 00 d5 5d b6 e5 4b 94 08 7a 40 be c4 a6 41
a2 7b a6 05 c0 d5 7e 1b 56 e8 cc 7f el dc 9e 31 f4 01 b7 £5
02 03 01 00 01 30 0d 06 09 2a 86 48 86 f7 0d 01 01 04 05 00
03 81 81 00 84 a2 90 f9 fa 40 9f 51 al 06 68 fe db 56 5a 93
b0 22 cc 46 2c c5 39 55 5e 3b 8c 7e ff a7 7f cO0 1b 64 75 cl
d4 85 7e 51 ec b9 b2 0c 55 09 32 da 45 d6 13 c7 83 01 06 6e
2a c8 72 8f 33 75 a5 64 bc 99 6d 8a eb 46 86 bd 6e 25 26 63
91 5a e8 fa c¢7 cf 0a 4c 5f 9d 26 01 22 c5 e2 4b c5 b9 de ed
90 f£f0 30 48 31 c5 27 90 b6 47 f2 cd 7f cd 31 6¢c aa 6e 80 0d
e7 4d eb 88 d9 01 f2 df d8 40 cO0 2e
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Payload #: 2 Length: 132 Type: Signature (SIG)
7a £f1 31 f0 e4 be ca 8c 93 48 09 41 59 20 95 el 96 7c de 67
72 c8 74 39 70 8b 2e 65 7d 24 15 9c 81 43 a6 21 fd 87 9d e3
28 le 58 d8 88 84 0a ab 81 7e fb b8 30 4e a9 28 2d e9 d0 53
01 49 c4 85 ba 39 56 a2 91 2e 0d da 29 ad ba 2e 8e 37 cd 8f
86 €9 53 8f cl fc de 32 a8 99 a8 3a 9a 62 19 00 79 7e 71 28
33 33 cd 2e 94 a4 0f 0a 35 84 08 96 a4 94 89 06 44 b7 b7 £3
87 2c 85 7e d8 d9 47 51
Payload #: 3 Length: 171 Type: Certificate Request (CR)
04 30 81 a3 31 0b 30 09 06 03 55 04 06 13 02 4e 5a 31 13 30
11 06 03 55 04 08 13 0Oa 43 61 6e 74 65 72 62 75 72 79 31 15
30 13 06 03 55 04 07 13 0c 43 68 72 69 73 74 63 68 75 72 63
68 31 17 30 15 06 03 55 04 Oa 13 0Oe 41 6c 6¢c 69 65 64 20 54
65 6c 65 73 69 73 31 19 30 17 06 03 55 04 0b 13 10 43 75 73
74 6f 6d 65 72 20 53 75 70 70 6f 72 74 31 0f 30 04 06 03 55
04 03 13 06 43 53 47 2f 43 41 31 23 30 21 06 09 2a 86 48 86
£f7 0d 01 09 01 16 14 65 78 61 6d 70 6¢c 65 40 73 6f 6C 75 74
69 6f 6e 2e 6e 65 74
ISAKMP MAIN: RESP: xchg 13: Certificate received and validated
ISAKMP MAIN exchange 13: New State: AUTHRECV
ISAKMP MAIN: RESP: xchg 13: RemoteID=DN:cn=Clientl, ou=Sales,
o=Allied Telesis,
1=Christchurch, st=
ISAKMP MAIN: RESP: xchg 13: Certificate sent
ISAKMP Tx Message
Cookies: 56a8d065ba62eb36:76d1lcff59aa528c8
Xchg Type: IDPROT(2) Ver: 10 Flags: 00
MessageID: 00000000 Total Length: 848
Payload #: 0 Length: 131 Type: Identification (ID)
Type: DER_ASN1l DN ProtocolId: 0 Port: 0
Value: cn=router-ATI, ou=CSG_Lab, o=Allied Telesis,
l=Christchurch, st=
Payload #: 1 Length: 593 Type: Certificate (C)
04 30 82 02 48 30 82 01 bl 02 01 02 30 0d 06 09 2a 86 48 86
£7 0d 01 01 04 05 00 30 81 a3 31 0b 30 09 06 03 55 04 06 13
02 4e 5a 31 13 30 11 06 03 55 04 08 13 0Oa 43 61 6e 74 65 72
62 75 72 79 31 15 30 13 06 03 55 04 07 13 Oc 43 68 72 69 73
74 63 68 75 72 63 68 31 17 30 15 06 03 55 04 Oa 13 0Oe 41 6c
6c 69 65 64 20 54 65 6¢c 65 73 69 73 31 19 30 17 06 03 55 04
0b 13 10 43 75 73 74 6f 6d 65 72 20 53 75 70 70 6f 72 74 31
0f 30 0d 06 03 55 04 03 13 06 43 53 47 2f 43 41 31 23 30 21
06 09 2a 86 48 86 f7 0d 01 09 01 16 14 65 78 61 6d 70 6C 65
40 73 6f 6¢c 75 74 69 6f 6e 2e 6e 65 74 30 le 17 0d 30 39 30
35 30 33 32 33 33 39 30 36 5a 17 0d 33 36 30 39 31 37 32 33
33 39 30 36 5a 30 79 31 0b 30 09 06 03 55 04 06 13 02 4e 5a
31 13 30 11 06 03 55 04 08 13 0Oa 43 61 6e 74 65 72 62 75 72
79 31 15 30 13 06 03 55 04 07 13 Oc 43 68 72 69 73 74 63 68
75 72 63 68 31 17 30 15 06 03 55 04 O0a 13 0Oe 41 6¢c 6c 69 65
64 20 54 65 6¢c 65 73 69 73 31 10 30 Oe 06 03 55 04 0b 13 07
43 53 47 5f 4c 61 62 31 13 30 11 06 03 55 04 03 13 0a 72 6f
75 74 65 72 2d 41 54 49 30 5c¢c 30 0d 06 09 2a 86 48 86 f7 0d
01 01 01 05 00 03 4b 00 30 48 02 41 00 dc bf ba ef ef 96 01
d9 fc ac 80 fe c7 0b £f8 24 fd 96 64 bd 96 90 7b 21 98 41 e2
fl €9 c0 4d 3a e2 c7 de 43 a2 81 9c cf b5 c6 78 44 56 06 61
88 42 76 f6 37 8b 4f bl 2e 5e ¢5 ad f8 7e 51 af 15 02 03 01
00 01 30 0d 06 09 2a 86 48 86 f7 0d 01 01 04 05 00 03 81 81

debug cont.
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debug cont.

72
31
ac
92
la
ae

ca
7f
€@
&c
8b
81

Payload

c7
8a
47
0b

76
aa
fd
ad

Payload

ISAKMP

ISAKMP

ISAKMP

ISAKMP
ISAKMP
ISAKMP
ISAKMP
ISAKMP
ISAKMP
ISAKMP

Cookies:

Xchg Type:
MessageID:
Payload #: O
c2 73 ae c3 09 6c 54
Payload #: 1

00
9a

MAIN exchange 13:

MAIN exchange 13:

CORE: Exchange 13

QU
QU
QU
QU
QU
QU

DO

00
ab

ICK:

ICK

ICK:
ICK:
ICK:
ICK:
Rx Message

I3

23
72
le
£8
53 53
2f 7c
#: 2
cf 72
9d 4a
50 6b
d9 29
#: 3
00 01
28 c8

6c
97
46
84

£9
fb
79
78

3f
4b
e3
ec
la 0a 49
34 80 5d
Length:
cb ba 5d
67 bd b4
72 09 3c

20
b8
19
ac
0f
23
68
db
c8
do

88
8b
b9
0d
ce
2a
Type:
ee 39
74 ea
61 el

99
96
af
6a
c9

46 65
eb fb
98 7e
71 b5
ad 38

85
ab
9c
e’7
08

Oe
11
1f
ds
ca

55
4f
ab
75
Oa

a8
37
ad
97
37

c@
b4
4f
40

ac
98
ba
el
c3

Signature (SIG)
48 a4 7a 63 9f b7
46 9c 3e 5d 85 72
d8 07 01 1c e6 74

cf
6d
£5

28
02

Length:
01 10 60

Type: Notification (N)
56 a8 d0 65 ba 62 eb 36 76

New State: AUTHSENT

New State: UP

done

RESP: xchg
exchange 14:
RESP: xchg
RESP: xchg
RESP: xchg 14:
RESP: xchg 14:
(decrypted)
56a8d065ba62eb36:76dlcff59aa528c8

QUICK (32) Ver: 10 Flags: 01
03836¢c7b Total Length: 1112
Length: 24 Type: Hash (HASH)

14: Started with peer 10.17.90.1
New State: WAIT_ _HASH_SA_NONCE
14:
14:

MessageID=03836¢c7b
IV 1=8 v=1£fb53490b31bba20

00 la ff ee 51 01 e7 dd 5d 16 dd d3 8d 37 de ac 64 ba 87 c2

a7
dée
3e
76
Oc

das
6f
£3

di

COOKIE_I 1=8 v=56a8d065ba62eb36
COOKIE_R 1=8 v=76dlcff59aa528c8

ad
e’
ef
el
84

14
35
be

ct

6b
06
fe
20
3a

f4
fd
£2

£5

aa 1lb b6 c7 6f 3e 19 4a 00 Oc Oe 14 b9

Length: 1012 Type: Security Association (SA)
IPSEC(0) Situation: 00000001
Proposal#: 1 Protocol: ESP(3) #Trans: 2 SPI: b4736c0e

Transform#: 1

Transform Id ..................

3DESOUTER (3)

Group Description ............. MODP768 (1)
Encapsulation Mode ............ TRANSPORT (2)
Authentication Algorithm ...... MD5 (1)
Expiry KBytes ..........ccceu... 250000
Expiry Seconds ................ 3600

Transformi#: 2

Transform Id 3DESOUTER (3)

Group Description ............. MODP768 (1)
Encapsulation Mode ............ TRANSPORT (2)
Authentication Algorithm ...... SHA (2)
Expiry KBytes .........cccee.u.. 250000
Expiry Seconds ................ 3600
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Proposal#: 9 Protocol: ESP(3) #Trans: 1 SPI: 6cbf9d3d

debug cont.
Transform#: 1

Transform Id .................. DES (2)
Group Description ............. MODP768 (1)
Encapsulation Mode ............ TRANSPORT (2)
Authentication Algorithm ...... SHA (2)
Expiry KBytes ...........ouo.... 250000
Expiry Seconds ...........uoc... 3600

Proposal#: 10 Protocol: AH(2) #Trans: 1 SPI: b4736c0e
Transform#: 1

Transform Id .................. MD5 (2)

Group Description ............. MODP768 (1)
Encapsulation Mode ............ TRANSPORT (2)
Authentication Algorithm ...... MD5 (1)
Expiry KBytes ................. 250000
Expiry Seconds ...........uo.... 3600

Proposal#: 10 Protocol: ESP(3) #Trans: 1 SPI: 6cbf9d3d
Transform#: 1

Transform Id ........uuouiieen.. DES (2)

Group Description ............. MODP768 (1)
Encapsulation Mode ............ TRANSPORT (2)
Authentication Algorithm ...... MD5 (1)
EXpiry KBYytesS . ....uouueueenenn. 250000
Expiry Seconds ................ 3600

Payload #: 2 Length: 24 Type: Nonce (NONCE)

ae 00 08 37 7f ef 4a 65 33 27 2d 7f 3c 3e fe bl b6 fb 1f cf
Payload #: 3 Length: 12 Type: Identification (ID)

Type: IPV4_ADDR ProtocolId: 17 Port: 1701

Value: 10.17.90.1
Payload #: 4 Length: 12 Type: Identification (ID)

Type: IPV4_ADDR ProtocolId: 17 Port: 1701

Value: 10.17.90.181

ISAKMP QUICK: RESP: xchg 14: rx msg 1l: rec PROP 0: # 1, protid 3,
outspi b4736c0e

ISAKMP QUICK: RESP: xchg 14: rx msg 1l: PROP 0 transforms good
ISAKMP QUICK: RESP: xchg 14: rx msg 1: rec PROP 1: # 2, protid 2,
outspi b4736c0e

ISAKMP QUICK: RESP: xchg 14: rx msg 1l: PROP 1 transforms good
ISAKMP QUICK: RESP: xchg 14: rx msg 1: rec PROP 2: # 2, protid 3,
outspi 6cbfod3d

ISAKMP QUICK: RESP: xchg 14: rx msg 1l: PROP 2 transforms good
ISAKMP QUICK: RESP: xchg 14: rx msg 1: rec PROP 3: # 3, protid 2,
outspi b4736cle

ISAKMP QUICK: RESP: xchg 14: rx msg 1l: PROP 3 transforms good
ISAKMP QUICK: RESP: xchg 14: rx msg 1: rec PROP 4: # 3, protid 3,
outspi 6cbfod3d

ISAKMP QUICK: RESP: xchg 14: rx msg 1l: PROP 4 transforms good
ISAKMP QUICK: RESP: xchg 14: rx msg 1l: rec PROP 5: # 4, protid 2,
outspi b4736cle

ISAKMP QUICK: RESP: xchg 14: rx msg 1l: PROP 5 transforms good
ISAKMP QUICK: RESP: xchg 14: rx msg 1l: rec PROP 6: # 4, protid 3,
outspi 6cbfod3d

ISAKMP QUICK: RESP: xchg 14: rx msg 1l: PROP 6 transforms good
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ISAKMP QUICK: RESP: xchg 14: rx msg 1l: rec PROP 7: # 5, protid 2,
outspi b4736c0e

ISAKMP QUICK: RESP: xchg 14: rx msg 1l: PROP 7 transforms good
ISAKMP QUICK: RESP: xchg 14: rx msg 1: rec PROP 8: # 5, protid 3,
outspi 6cbfod3d

ISAKMP QUICK: RESP: xchg 14: rx msg 1l: PROP 8 transforms good
ISAKMP QUICK: RESP: xchg 14: rx msg 1: rec PROP 9: # 6, protid 3,
outspi b4736c0e

ISAKMP QUICK: RESP: xchg 14: rx msg 1l: PROP 9 transforms good
ISAKMP QUICK: RESP: xchg 14: rx msg 1: rec PROP 10: # 7, protid 2,
outspi b4736c0e

ISAKMP QUICK: RESP: xchg 14: rx msg 1l: PROP 10 transforms good
ISAKMP QUICK: RESP: xchg 14: rx msg 1: rec PROP 11: # 7, protid 3,
outspi 6cbfod3d

ISAKMP QUICK: RESP: xchg 14: rx msg 1: PROP 11 transforms good
ISAKMP QUICK: RESP: xchg 14: rx msg 1: rec PROP 12: # 8, protid 2,
outspi b4736c0e

ISAKMP QUICK: RESP: xchg 14: rx msg 1l: PROP 12 transforms good
ISAKMP QUICK: RESP: xchg 14: rx msg 1: rec PROP 13: # 8, protid 3,
outspi 6cbfod3d

ISAKMP QUICK: RESP: xchg 14: rx msg 1: PROP 13 transforms good
ISAKMP QUICK: RESP: xchg 14: rx msg 1l: rec PROP 14: # 9, protid 2,
outspi b4736c0e

ISAKMP QUICK: RESP: xchg 14: rx msg 1l: PROP 14 transforms good
ISAKMP QUICK: RESP: xchg 14: rx msg 1: rec PROP 15: # 9, protid 3,
outspi 6cbfod3d

ISAKMP QUICK: RESP: xchg 14: rx msg 1l: PROP 15 transforms good
ISAKMP QUICK: RESP: xchg 14: rx msg 1: rec PROP 16: # 10, protid 2,
outspi b4736c0e

ISAKMP QUICK: RESP: xchg 14: rx msg 1l: PROP 16 transforms good

debug cont.

ISAKMP QUICK: RESP: xchg 14: rx msg 1: rec PROP 17: # 10, protid 3,
outspi 6cbfod3d

ISAKMP QUICK: RESP: xchg 14: rx msg 1l: PROP 17 transforms good
ISAKMP QUICK: RESP: xchg 14: rx msg 1l: SA proposals good

ISAKMP QUICK: RESP: xchg 14: rx msg 1l: payloads good:

ISAKMP QUICK: RESP: xchg 14: rx msg 1l: good
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On the Router

debug cont.

ISAKMP DOTI:

IPSEC: resp match pol:

peerIP=10.17.90.1

fi
fi

1tEnableFlag=00000075
1tOpaqueFlag=00000000

selectorsFromPktF1lag=00000000
1Addr=10.17.90.181
1Mask=255.255.255.255
1AddrLow=0.0.0.0
1AddrHigh=0.0.0.0
rAddr=10.17.90.1
rMask=255.255.255.255
rAddrLow=0.0.0.0
rAddrHigh=0.0.0.0
1Port=1701

rPort=1701

1Name=

rName=

1AddrVer=4

rAddrVer=4

ISAKMP QUICK: RESP:
ISAKMP QUICK: RESP:
ISAKMP QUICK: RESP:

00000
5¢ r

TISAKMP QUICK: RESP:
ISAKMP QUICK: RESP: xchg 14: Match Pol:
- rem O
TISAKMP DOTI:
ISAKMP QUICK:
ISARKMP QUICK:
- rem 1
ISARKMP QUICK:
ISARKMP QUICK:
ISARKMP QUICK:

0

0

ISAKMP QUICK exchange 14:

found - 0
found - 0

2 Local
2 Remote
prop match try:

xchg 14: Match Pol:
xchg 14: Match Pol:
xchg 14: Match Pol:
0000000000007d36d
000000000000000007d2£fb9c
xchg 14:

(prot 1)
(prot 1)
1

Match Pol: matching

(prot 2)

(prot 2) props 1
tran match try: loc

IPSEC: ATTR match fail:
RESP:
RESP:

authAlg 2 1

xchg 14: Match Tran: match fail

xchg 14: Match Pol: (prot 2) tran match try: loc
RESP:
RESP:
RESP:

xchg 14: Match Tran: match good
xchg 14: Match Pol: matched
xchg 14: proc 1l: done good

New State: SENDING_HASH SA_NONCE

ISAKMP Tx Message

56a8d065ba62eb36:76dlcff59aa528c8
QUICK(32) Ver: 10 Flags: 00
MessageID: 03836c¢c7b Total Length: 164
Payload #: 0 Length: 24 Type: Hash (HASH)
fc b3 6e 08 fd 5b e6 58 d3 fa 0f 9b ed 71 e6 dd e4d 53 1d 1f
Payload #: 1 Length: 64 Type: Security Association (SA)
DOI: IPSEC(0) Situation: 00000001
Proposal#: 1 Protocol: ESP(3)
Transform#: 2
Transform Id
Group Description
Encapsulation Mode
Authentication Algorithm
Expiry KBytes
Expiry Seconds

Cookies:
Xchg Type:

#Trans: 1 SPI: 9a764608
3DESOUTER (3)
MODP768 (1)
TRANSPORT (2)

SHA (2)

250000

3600
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Caveat statement > OpenSSL tool limitation

Caveat statement

This How To document uses Allied Telesis routers, Windows XP, and the OpenSSL Open
Source toolkit (also called OpenSSL tool), to demonstrate an X.509 Certificate VPN
solution. The certificates used contain many fields of information, and to achieve this the
solution also shows how to modify the OpenSSL tool's configuration file to support the
Domain Component (DC) fields.

Usually certificates do not utilise all the fields of information that could be used in a
certificate, but if you intend to use many fields please be aware of the following limitation.

OpenSSL tool limitation

Because of a suspected limitation of the OpenSSL tool we need to limit the length of the
Certificate Signing Request file that the router creates. The string that you configure as
System Distinguished Name needs to be limited to a string less than around 136
characters. This will ensure we create a Certificate Signing Request (CSR) file that an
OpenSSL tool, acting as Certificate Authority, can sign.

Note that 136 characters is an ample amount for most certificate requirements.
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Appendix

OpenSSL configuration file - adjustment to support
additional fields

This How To document uses the OpenSSL tool to create certificates which contain many
fields of information, including the additional Domain Component or DC fields. In order to
support the use of the additional fields, the OpenSSL configuration file (.cnf) may need some
changes. This appendix provides an extract from a modified configuration file:

[root@localhost URL_certs]# more /usr/local/ssl/openssl.cnf

... Search forward in the configuration file to find this section of the document, and alter as

per example below...

< cut >

# For the CA policy
[ policy_match ]

countryName = match
stateOrProvinceName = match
organizationName = match
organizationalUnitName = optional
commonName = supplied
emailAddress = optional
domainComponent = optional

# For the 'anything' policy
# At this point in time, you must list all acceptable 'object'

# types.

[ policy_anything ]

countryName = optional
stateOrProvinceName = optional
localityName = optional
organizationName = optional
organizationalUnitName = optional
commonName = supplied
emailAddress = optional
domainComponent = optional

FH A R R R S R S R e

[ req ]

default_bits = 1024

default_keyfile = privkey.pem
distinguished_name = reqg_distinguished_name
attributes = reqg_attributes

x509_extensions = v3_ca # The extentions to add to the self signed cert

# Passwords for private keys if not present they will be prompted for
input_password = secret
output_password = secret

e

This sets a mask for permitted string types. There are several options.
default: PrintableString, T6lString, BMPString.

pkix : PrintableString, BMPString.

utf8only: only UTF8Strings.

nombstr : PrintableString, T61String (no BMPStrings or UTF8Strings) .
MASK:XXXX a literal mask value.

WARNING: current versions of Netscape crash on BMPStrings or UTF8Strings

HH oH FHF H H H H*
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# so use this option with caution!
string_mask = nombstr

# reg_extensions = v3_reqg # The extensions to add to a certificate request

[ reg_distinguished_name ]

0.domainComponent = Domain Component 1 (e.g. nz)

0 .domainComponent_default = nz

1.domainComponent = Domain Component 2 (e.g. co)
1.domainComponent_default = co

2 .domainComponent = Domain Component 3 (e.g. alliedtelesis)
2 .domainComponent_default = alliedtelesis

countryName = Country Name (2 letter code)
countryName_default = NZ

countryName_min =2

countryName_max = 2

stateOrProvinceName = State or Province Name (full name)
stateOrProvinceName_default = Canterbury

localityName = Locality Name (eg, city)
localityName_default = Christchurch

0.organizationName = Organization Name (eg, company)
0.organizationName_default = Your Organization

# we can do this but it is not needed normally :-)

#1.organizationName = Second Organization Name (eg, company)
#1.organizationName_default = World Wide Web Pty Ltd
organizationalUnitName = Organizational Unit Name (eg, section)
organizationalUnitName_default = SW AW Sustaining

commonName = Common Name (eg, YOUR name)
commonName_default = Your Name

commonName_max = 64

emailAddress = Email Address

emailAddress_max = 64

# SET-ex3 = SET extension number 3

[ reg_attributes ]

challengePassword = A challenge password
challengePassword_min = 4

challengePassword_max = 20

unstructuredName = An optional company name
<cut>

USA Headquarters | 19800 North Creek Parkway | Suite 100 | Bothell | WA 98011 | USA | T:+1 800 424 4284 | F: +1 425 481 3895
European Headquarters | Via Motta 24 | 6830 Chiasso @ Switzerland | T: +41 91 69769.00 F:+41 91 69769.11
Asia-Pacific Headquarters | || Tai Seng Link | Singapore | 534182 | T: +65 6383 3832  F: +65 6383 3830
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