Technical Guide AV Allied Telesis

Mail (SMTP)

Feature Overview and Configuration Guide

Introduction

This guide describes how to configure and use the mail feature. The mail feature utilizes Simple Mail
Transfer Protocol (SMTP) to transfer mail from an internal email client operating within the AlliedWare
Plus device. This feature is typically used to email event notifications to an external email server
from the AlliedWare Plus device.

What is SMTP?

SMTP is a TCP/IP protocol used to send mail. SMTP is limited in its ability to queue messages at the
receiving end, so protocols POP3 or IMAP can be used to let the client (user) save messages to an
email server. This allows a client to save messages in a server mailbox and download them

periodically from the server. Typically a client uses a program that uses SMTP for sending an email
and either POP3 or IMAP for receiving email.

SMTP sessions consist of commands originating from a sender (SMTP client). Each SMTP session

has transactions that contain the email recipient, subject, and message body. The following default
ports are used to send mail:

m  SMTP clients use port 587
m  SMTP servers use TCP port 25
m  SMPT servers configured with TLS use:
- port 465 with SMTPS
- port 587 with STARTTLS
AlliedWare Plus devices are capable of acting as an SMTP client. To send mail, the receiving SMTP
server must be configured. Once configured you can send mail either from the command line, or
from a script, typically based on event notifications. The mail command is often used from a script

which is connected to a trigger. For example, you can send an email if a connection to a particular
device is down.

For more information about using log type triggers and email logging

Allied\Ware Plus”
commands, see the Logging Feature Overview and Configuration Guide. OFERATING SYSTEM
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Products and software version that apply to this guide
This guide applies to all AlliedWare Plus™ products, running version 5.4.4 or later.

For more information, see the following documents:
m  The product’s Datasheet

m  The product’s Command Reference
These documents are available from the above links on our website at alliedtelesis.com.

Most features described in this document are supported from AlliedWare Plus 5.4.4 or later. These
features are available in later releases:

m \Version 5.4.8-1 and later support new features to configure optional authentication and port
parameters for your SMTP server.

m  \Version 5.5.3-0.1 and later support TLS authentication in the mail client.
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How to configure mail

The following steps must be carried out in order to send emails from your device:
m  Set up your SMTP server

m Optional SMTP server parameters (authentication and port)

B SetupsecureTLS

B Set up your email address as the sender

B Send your email

B Monitor your mail

B Delete mail from the queue

B  Debug mail

B  Emaillog

Set up your SMTP server

First specify the <IP address> or domain <name> of your SMTP email server that your device
sends email to. From Global Configuration mode, use the mail smtpserver command as follows:

mail smtpserver {<ip-address>|<name>}

If you specify this server by its domain <name>, you must also ensure that the DNS client on your
device is enabled. It is enabled by default, but if it has been disabled, you can re-enable it by using
the ip domain-lookup command.

Example To configure your SMTP server with the name “smtp.example.com”, use the command:

mail smtpserver smtp.example.com

To remove the configured SMTP server, use the no mail smtpserver command.
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Optional SMTP server parameters (authentication and port)

If you are configuring your SMTP server for a device from release 5.4.8-1, or later, you have options
to configure authentication and port parameters, which may be required if the external email needs
to perform authentication before accepting incoming emails from the email client, or if the email
server uses a hon-default port.

SMTP server authentication options

To configure your SMTP server with authentication options, use the mail smtpserver
authentication command from Global Configuration mode:

mail smtpserver authentication {crammd5]|login|plain}
username <username> password [8] <password>

Authentication parameter options are:

Table 1: Authentication options

PARAMETER NAME | DESCRIPTION

crammdb This is a Challenge Request Authentication Mechanism (CRAM-MD5) and is the most
secure.

login This is a base64 encryption mechanism.

plain This is a base64 encryption mechanism.

<username> Registered username.

8 The registered user password is presented in an already encrypted format. This is how

the running configuration stores the plain text password and is not for general use.

<password> Registered user password.

Each of these parameters requires a <username> and <password> that is registered on your SMTP
server.

Example To configure an authentication login username ‘person’ and password ‘uniquePassword’, use the
command:

mail smtpserver authentication login username person
password uniquePassword

To remove the configured SMTP server authentication mechanism, use the no mail smtpserver
authentication command.

Note: You cannot change the IP address or Domain Name of your SMTP server if authentication is
configured. If you attempt to change it when authentication is configured, the following
warning message is displayed:

% Error: authentication configuration still exists
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SMTP server port options
To configure your SMTP server port, use the mail smtpserver port command from Global
Configuration mode:

mail smtpserver port <port>
Specify the SMTP client/server communication port from the range 1 to 65535.

Example To configure your mail client to perform server communication over port 587, use the command:

mail smtpserver port 587

To set your SMTP client/server port back to the default port 25 (if TLS is not configured), use the no
mail smtpserver port command.

Set up secure TLS

If you are configuring your SMTP server for a device from release 5.5.3-0.1 or later, you can send
emails to SMTP servers over a TLS connection. This makes sending email from AlliedWare Plus
devices more secure. It also allows people to use other SMTP servers that do not accept emails
over clear-text connection.

A secure TCP connection is created after negotiation with the server, which involves choosing the
encryption algorithm to use, STARTTLS or SMTPS.

STARTTLS

The connection starts as clear-text SMTP first and then the client establishes a TLS connection
using the STARTTLS method. After that point, the SMTP authentication and email message are sent
through the encrypted TLS connection.

To configure a TLS connection with STARTTLS, use the following commands:

mail smtpserver smtp.example.com
mail from example@example.com
mail smtpserver tls starttls

mail smtpserver authentication login username example
password uniquePassword

SMTPS

A secure connection is established at the beginning, and the whole SMTP communication is through
the encrypted TLS connection.

To configure a TLS connection with SMTPS, use the following commands:

mail smtpserver smtp.example.com
mail from example@example.com
mail smtpserver tls smtps

mail smtpserver authentication login username example
password uniquePassword
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Default SMTP server ports

If the SMTP server port is not configured, or reset by the command no mail smtpserver port, the
default ports are:

m 25if TLS is not configured
m 587 if TLS is configured for STARTTLS

m 465 if TLS is configured for SMTPS.

For full configuration examples, see "Interactive message with TLS method using STARTTLS" on
page 14, and "Interactive message with TLS method using SMTPS" on page 15.

Set up your email address as the sender

Before sending an email, first you must specify your email address as the sender with the <from>
parameter. From Global Configuration mode use the mail from command as follows:

mail from <from>

Example To configure your email address as the sender “person@example.com”, use the command:

mail from person€@example.com

To remove the sending email address, use the no mail from command.

Send your email

After you have configured your SMTP server and set your email address as the sender, you can then
send your email. You can send your emails interactively via screen prompts for each parameter. This
allows you to type your message body directly on your screen. Otherwise, you can send your email
so that all parameters are specified in one line and the optional file parameter stores the message
body.

Interactive message

This method allows you to send messages interactively via the CLI by being prompted for the
parameters from the console. If you enter the mail command with no parameters specified, the
email client interactively prompts you for a <to> address, a <subject> and message body. Press
enter to end the message body, then press ctrl-d, to send your email.

From Privileged Exec mode, use the mail command as follows:

mail [to <to>] [subject <subject>] [file <filename>]

Non-interactive message

This method allows you to send a message in one line with all the parameters specified, including
<to> address, a <subject> and <filename> (the file stores the message body).

From Privileged Exec mode, use the mail command as follows:

mail to <to> subject <subject> file <filename>
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Parameter substitution
When you use the mail command you can use parameter substitutions in the subject field. The
following table lists the parameters that can be substituted and their descriptions:

Table 2: Parameter substitution

PARAMETER NAME | DESCRIPTION

%N When this parameter is specified, the %N is replaced by the hostname of your device.

%S When this parameter is specified, the %S is replaced by the serial number of your
device.

%T, %D, %L When you use either of these parameters %T, %D, %L they will be replaced by the

current date and time (local time) on your device.

%U When you use this parameter, the %U is replaced by the current date and time (UTC
time) on your device.

Any combination of %D, %T, %L, %U, %S, %N is substituted in the subject text. This includes
multiple substitutions of the same parameter type.

Note: If no local time is configured, it uses UTC.

Example To send an email using parameter substitutions for the hostname, serial number and date, use the
command:

mail to example@gmail.com subject “Sending email from Hostname:$%$N
Serial Number:%S Date:%$T”

The recipient mail server will receive an email containing:

Received: by gmail.com (nbSMTP-1.00) for uid 0 example@gmail.com; Tue, 10 Apr
2018 03:45:02 +0000 (UTC)

To: <example@tb2l2.st.atlnz.lc>

From: <example@gmail.com>

Subject: "Sending email from Hostname:top Serial Number:A05049G154200043
Date:2018-04-10T03:45:01+0000"

Monitor your mail
From Privileged Exec mode, use the show mail command to display emails in the queue as follows:

show mail

From User Exec or Privileged Exec modes, use the show counter mail command to display the
email counters as follows:

show counter mail

This command shows you the number of emails sent successfully since the last device restart, and
the number of emails your device failed to send since the last device restart.
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Delete mail from the queue
From Privileged Exec mode, use the delete mail command to delete emails in the queue as follows:.

delete mail [mail-id <mail-id>|all]

You need the <mail-id> from the show mail command output to delete specific emails, or use the
<all> parameter to clear all messages in the queue completely.

Example To delete the mail-id “20180501183635.16737~ from the queue, use the command:

delete mail 20180501183635.1637

Debug mail

From Privileged Exec mode, to turn on debugging for sending emails, use the debug mail command
as follows:

debug mail

From Privileged Exec mode, to turn off debugging for sending emails, you can use either the no
debug mail command, or the undebug mail command as follows:

no debug mail

or

undebug mail

Email log

The following commands are available to use in conjunction with the mail feature, and are used to
ensure logged events result in automatic email notifications. These commands are in the Logging
Commands Chapter in the Setup and Troubleshooting section in the Command Reference manual:

m default log email
® |og email

B |og email (filter)

B |log email exclude
B |og email time

® show log config

You can configure your device to send log messages to an email address. By default no filters are
defined for email log targets. Filters must be defined before messages will be sent.

From Global Configuration mode, use the command:

log email <email-address> [level <level>] [program <program-

name>] [facility <facility>] [msgtext <text-string>]
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Examples To create a filter to send all messages containing the text “Pool exhausted”, to the email address
admin@example.com, use the following commands:

configure terminal

log email admin@example.com msgtext “Pool exhausted”

To create a filter to send messages with a severity level of “informational” and above to the email
address “admin@example.com”, use the following commands:

configure terminal

log email admin@example.com level informational

To stop the device emailing log messages emailed to the email address admin@example.com, use
the following commands:

configure terminal

no log email admin@example.com

To remove a filter that sends messages with a severity level of “informational” and above to the
email address “admin@example.com”, use the following commands:

configure terminal

no log email admin@example.com level informational

Some example output from the show log config command follows:
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Facility: default
PKI trustpoints: example_trustpoint

Buffered log:

Status ......... enabled
Maximum size ... 100kb
Filters:

*1 Level ........ notices

Program ...... any
Facility ..... any
Message text . any
2 Level ........ informational
Program ...... auth
Facility ..... daemon
Message text . any
Statistics ..... 1327 messages received, 821 accepted by filter (2016 Oct 11 10:36:16)
Permanent log:
Status ......... enabled
Maximum size ... 60kb
Filters:
1 Level ........ error
Program ...... any
Facility ..... any
Message text . any
*2 Level ........ warnings
Program ...... dhcp
Facility ..... any
Message text . "pool exhausted"
Statistics ..... 1327 messages received, 12 accepted by filter (2016 Oct 11 10:36:16)
Host 10.32.16.21:
Time offset .... +2:00
Offset type .... UTC
source ......... -
Secured ........ enabled
Filters:
1 Level ........ critical
Program ...... any
Facility ..... any
Message text . any
Statistics ..... 1327 messages received, 1 accepted by filter (2016 Oct 11 10:36:16)
Email admin@example.com:
Time offset .... +0:00
Offset type .... Local
Filters:
1 Level ........ emergencies
Program ...... any
Facility ..... any
Message text . any

Statistics ..... 1327 messages received, 0 accepted by filter (2016 Oct 11 10:36:16)

For more information about logging email, see your product’s Command Reference.
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Configuration examples

Interactive message

This example shows an interactive message configuration, where the email client prompts you for
each parameter. In this example below, the mail message body is manually typed via the command
shell interactively. This interactive capability can be useful as a user aid when initially configuring and
testing the mail feature for the first time.

awplus>en

awplus#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
awplus (config) #mail smtpserver smtp.example.com

awplus (config) #mail from example@example.com

awplus (config) #exit

awplus#mail

To: examplel@examplel.com

Subject:

The LAN interface is down

Type the message below and finish with a CTRL-d
The LAN interface is down
Sending 20180501183635.16737...

Non interactive message

This example shows all parameters specified in the configuration, including the message body. In
this example below, the mail message body is that is stored in a file named message.txt.

awplus#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

awplus (config) #mail smtpserver 192.0.2.1

awplus (config) #mail from example@example.com

awplus (config) #exit

awplus#mail to examplel2@example2.com subject "The LAN interface is down" file
message. txt

Sending 20180501201513.22840...

Note: The named text file must already exist in the root directory of flash.

Non interactive message with authentication and port parameters

This example shows authentication and port parameters configured:

awplus#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

awplus (config) #mail smtpserver 192.0.2.1

awplus (config) #mail smtpserver authentication plain username example3 password
unigquePassword

awplus (config) #mail smtpserver port 587

awplus (config) #mail from example@example.com

awplus (config) #exit

awplus#mail to example3@example3.com subject "testing" file message.txt
Sending 20180501191513.23930...
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Example show running-config:

mail smtpserver 192.0.2.1

mail smtpserver authentication plain username example3 password 8
xKngllC1lOogqudxt91cz04tCVBChLjkTPze+nk25MaxM=

mail smtpserver port 587

mail from example@example.com

Interactive message with parameter substitutions

This example shows parameter substitution in the mail subject text:

awplus#

awplus#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
awplus (config) #mail smtpserver smtp.example.com

awplus (config) #mail from example@example.com

awplus (config) #exit

awplus#mail to exampled.net subject "Sending email from Hostname:%N Serial
Number:%S Date:%T"

Type the message below and finish with a CTRL-d
The WAN is down
Sending 20180411033215.26950... ok.

This example shows what the recipient will receive:

To: <smtp.example.net>
From: <example@example.com>
Subject: "Sending email from Hostname:CON Serial Number:V9128981EB6B9E38

Date:2018-04-11T03:32:07+0000"

The WAN is down

Non interactive message using a trigger script with parameter
substitutions

This example shows a trigger script that uses parameter substitutions for the hostname, serial
number and date in the mail subject text:

awplus#show file sendmail.scp
enable
mail to examplename@tb2l12.st.atlnz.lc subject "Sending email from Hostname:$%$N

Serial Number:%S Date:%T"

activate sendmail.scp
AlliedWare Plus (TM) 0.0.0 04/10/18 03:21:34

enable
mail to examplename@tb212.com subject "Sending email from Hostname:%N Serial

Number:%S Date:%T"
Type the message below and finish with a CTRL-d

Sending 20180410035746.2510...
exit
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This example shows what the recipient will receive:

Received: by gmail.com (nbSMTP-1.00) for uid 0 examplename@gmail.com; Tue, 10
Apr 2018 03:45:02 +0000 (UTC)

To: <examplename@tb212.com>

From: <examplename@gmail.com>

Subject: "Sending email from Hostname:top Serial Number:A05049G154200043
Date:2018-04-10T03:45:01+0000"

Interactive message with TLS method using STARTTLS

awplus (config)# mail smtpserver smtp.example.com

awplus (config)# mail from example@example.com

awplus (config)# mail smtpserver tls starttls

awplus (config)# mail smtpserver authentication login username example password
unigquePassword

awplus# show run | grep mail

mail smtpserver smtp.example.com

mail smtpserver authentication login username example password 8
+512Zartc7fV2r9cPTyleJVREVAi+H66C6ZFVBPJR+Q=

mail smtpserver tls starttls

mail from example@example.com

awplus# mail to examplel@example.com subject maill

Type the message below and finish with a CTRL-d
This is a message.
~“D

awplus# show mail
Mail Settings

State : Alive

SMTP Server : smtp.example.com
Host Name : example@example.com
Authentication : login

Username : example

Port : 587

Use TLS : STARTTLS

Debug : Disabled

Messages

To : examplel@example.com
Subject : maill

Message-ID : 20221205123648.18627
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Interactive message with TLS method using SMTPS

mail smtpserver smtp.example.com

awplus (config) #
# mail from example@example.com
#
#

( )
awplus (config)
awplus (config)
awplus (config)
unigquePassword

mail smtpserver tls smtps
mail smtpserver authentication login username example password

awplus# show run | grep mail

mail smtpserver smtp.example.com

mail smtpserver authentication login username example password 8
+512Zartc7£fV2r9cPTyleJVREVAi+H66C62zFVBPJR+Q=

mail smtpserver tls smtps

mail from example@example.com

awplus# mail to examplel@example.com subject mail2

Type the message below and finish with a CTRL-d
This is a message.
~D

awplus# show mail
Mail Settings

State : Alive

SMTP Server : smtp.example.com
Host Name : example@example.com
Authentication : login

Username : example

Port : 465

Use TLS : SMTPS

Debug : Disabled

Messages

To : example2@example.com
Subject : mail2

Message-ID : 20221205125307.10845
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Non interactive message with a trigger script

This example shows how to automatically send a mail notification when memory usage exceeds 90
percent. In the example below, when memory usage exceeds the trigger threshold, a script is
activated. This generates an automatic email notification of the event.

awplus>enable
awplus#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
awplus (config) #mail smtpserver example@example.com
awplus (config)#mail smtpserver authentication crammd5 username fred password uniquePassword
awplus (config) #mail from fred@example.com
awplus (config) #trigger 1
awplus (config-trigger) #type memory ?
<1-100> The percentage of memory usage at which to trigger

awplus (config-trigger) #type memory 90 ?
any Activate when memory usage passes the specified level in either

direction
down Activate when memory usage drops below the specified level
up Activate when memory usage exceeds the specified level

<Ccr>

awplus (config-trigger) #type memory 90 up
awplus (config-trigger) #active
awplus (config-trigger) #script ?

<1-5> The list position of the script

awplus (config-trigger) #script 1 ?
FILE The file containing the script

awplus (config-trigger) #script 1 mem.scp

awplus (config-trigger) #active

awplus (config-trigger) #end

awplus#debug mail

awplus#term mon

03:11:51 awplus TRIGGER[3569]: Trigger 1 activated

03:11:51 awplus TRIGGER[3572]: Executing /flash/mem.scp

03:11:51 awplus IMISH[3576]: [SCRIPT]

03:11:51 awplus IMISH[391]: Last message '[SCRIPT]' repeated 5 times, suppressed by syslA
03:11:51 awplus IMISH[3576]: [SCRIPT]enable

03:11:51 awplus IMISH[3576]: [SCRIPTImail to example@example.com subject "Host:awplus with
Serial: 012345678 memory utilization high at 2018-07-11T15:09:31+0000"

03:11:52 awplus nbSMTP[3593]: Creating connection to host (example@example.com:25)
03:11:53 awplus nbSMTP[3593]: Authentication succeded [fred]

03:11:54 awplus nbSMTP[3593]: Recipient accepted [example@example.com]

03:11:55 awplus nbSMTP[3593]: Mail sent for example@example.com. Closing connection
03:11:55 awplus IMISH[3576]: [SCRIPT]exit

awplus#sh trigger
TR# Type & Details Description Ac Te Tr Repeat #Scr Days/Date

001 Memory (90% up) Y N Y Continuous 1 smtwtfs
awplus#show trigger count

Trigger Module Counters

Trigger activations 1
Last trigger activated 1
Time triggers activated today 0
Periodic triggers activated today 0
Interface triggers activated today 0
CPU triggers activated today 0
Memory triggers activated today 1
Reboot triggers activated today 0
Ping-poll triggers activated today 0
USB event triggers activated today 0
Stack master fail triggers activated today 0
Stack member triggers activated today 0
Stack link triggers activated today 0
ATMF node triggers activated today 0
Log triggers activated today 0
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Mail and trigger configuration is as follows:
1
trigger 1
type memory 90 up
script 1 mem.scp
1
mail smtpserver example@example.com
mail smtpserver authentication crammd5 username fred password 8
gkXRH5Dac4ERvttVu054mSCHvghVccV20cl160G6t97Q=

mail from fred@example.com
1

awplus#dir
4096 drwx Jun 28 2018 20:58:16 log/
1352 -rw- May 30 2018 02:10:51 default.cfg
103 -rw- May 09 2018 06:33:45 mem.scp
43371435 -rw- Oct 26 2017 23:05:50 AR3050S-tb247.rel

awplus#show file mem.scp
enable
mail to fred@example.com subject "Host: %N with Serial: %S memory utilization high at %L"

Show commands
The show mail command displays emails in the SMTP server queue:

awplus#show mail
Mail Settings

State : Alive

SMTP Server : example@example.com
Host Name : fred@example.com
Authentication : login

Username : fred

Port : 587

Use TLS : STARTTLS

Debug : Disabled

Messages

To : fred@example.com

Subject : "Host:awplus with Serial: 012345678 memory utilization

high at 2018-07-11T15:09:31+0000"
Message-ID : 20180711150931.12139

This example shows the result after deleting message-ID “20180711150931.12139” from the
queue. Use the show mail command to check it has been deleted:

awplus#delete mail mail-id 20180711150931.12139
awplus#show mail
Mail Settings

State : Alive

SMTP Server : smtp.example.com
Host Name : example@example.com
Debug : Disabled

Messages
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This example shows the output from the show counter mail command so you can check that your
messages have been sent successfully:

awplus#show counter mail
Mail Client (SMTP) counters

Mails Sent ...... 2
Mails Sent Fails  ....... 0
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