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Technical Guide

Dual Stack Lite (DS-Lite)
Introduction
This guide describes Dual-Stack Lite (DS-Lite) and how to configure it. The DS-Lite feature is 

supported on AR2010V, AR2050V, AR3050S and AR4050S devices from version 5.4.8 onwards. 

DS-Lite allows islands of IPv4 networks (such as within a subscriber’s home) to be connected to the 

IPv4 network via an IPv6 only access line. This line is provided by the service provider. 

The IPv4 connections from the subscriber’s private network are tunneled using IPv6 Network 

Address Translation in the service provider’s domain before reaching the IPv4 network. The traffic 

coming back uses Network Address Translation back at the service provider before being tunneled 

back to the subscriber’s private IPv4 network.

IPv6 connections to remote IPv6 networks are transported across the same line seamlessly.
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Dual Stack Lite (DS-Lite)
Products and software version that apply to this guide

This guide applies to AlliedWare Plus™ AR-Series that support DS-Lite, running version 5.4.8 or 

later.

To see whether your product supports DS-Lite, see the following documents:

 The product’s Datasheet

 The product’s Command Reference

These documents are available from the above links on our website at alliedtelesis.com.

What is DS-Lite?
DS-Lite allows a service provider to continue support for existing IPv4 services, while also providing 

incentive for the deployment of IPv6. DS-Lite decouples the deployment of IPv6 in the service 

provider’s network from the rest of the Internet, making the incremental deployment of IPv6 services 

within the ISP network easier.

Implementing this feature enables customers to connect to broadband services using an IPv6 only 

connection. This means that overlapping private IPv4 address spaces are not required to support a 

large customer base. Customer IPv4 packets are transported inside IPv6 VPNs and are 

decapsulated within the service provider’s network, and routed to the IPv4 Internet from there.

How does DS-Lite work?
A number of acronyms are used in this guide. The following table lists acronyms, terms and their 

descriptions:

ACRONYM DESCRIPTION

AD Administrative Distance

AFTR Address Family Transition Router in the service provider’s network

B4 Basic Bridging Broadband

CGN Carrier Grade NAT

FQDN Fully Qualified Domain Name of the service provider

IP-in-IP IPv4-in-IPv6 tunnelling using DHCPv6 as a mechanism for learning the FQDN of the AFTR 
server.

MSS Maximum Segment Size

NAT Network Address Translation

MTU Maximum Transmit Unit

NAPT Network Address Port Translation

PMTU Path Maximum Transmit Unit
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This guide describes DS-Lite and how to configure it. DS-Lite allows islands of IPv4 networks (such 

as within a subscriber’s home), to be connected to the IPv4 Internet via an IPv6 only access line. 

This line is provided by the service provider. 

The IPv4 connections from the subscriber’s private network are tunneled inside an IPv6 VPN to the 

service provider’s internal IPv4 network. The service provider then performs IPv4 Carrier Grade NAT, 

to translate internal IPv4 addresses to use public IPv4 addresses allowing access to the public IPv4 

Internet. AlliedWare Plus supports the DS-Lite B4 device behavior only (located at the subscriber’s 

home), as described DS-Lite RFC 6333.

This allows the AlliedWare Plus router configured with DS-Lite to form an IPv6 VPN (RFC 2473), and 

inter-operate with ISP equipment providing DS-Lite AFTR device behavior. The IPv6 VPN tunnel 

destination (the address of the AFTR device within the ISP) can be statically configured with either 

an IPv6 FQDN or an IPv6 address. Alternatively the address of the AFTR device can be dynamically 

assigned via DHCPv6 option 64 (OPTION_AFTER_NAME: 64) as per RFC6334.

IPv6 connections to remote IPv6 networks are transported across the same line seamlessly.

The DS-Lite process

DS-Lite tunnels packets directly to the Address Family Transition Router (AFTR) in the service 

provider’s network. The AFTR is where the service provider allows users to share IPv4 addresses.

1. An IPv6 tunnel is created. The IPv6 tunnel source is the router WAN interface, which has a globally 
scoped IPv6 WAN address allocated. It is configured via the DS-Lite “upstream interface” 
command option. The IPv6 tunnel destination used is the IPv6 address of the AFTR device 
located within the ISP network. Only one DS-Lite tunnel is supported. 

2. A connection is established between the router and the AFTR.

3. An IPv4 default route is dynamically created by the router that is used to transport IPv4 traffic via 
the IPv6 tunnel. 

4. All IPv4 traffic ingresses an internal interface whose destination IP address matches the IPv4 
default route. It is sent to the service provider using IP-in-IP technology encapsulated inside the 
IPv6 tunnel.

5. Within the service provider network, the AFTR device performs Carrier Grade NAT, translating 
private IPv4 addresses to public IPv4 addresses.
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How DS-

Lite works

 

How to configure DS-Lite

The DS-Lite tunnel will not be created unless the feature is turned on and the upstream interface and 

static AFTR are defined. The following settings need to be configured:

1. Enable DS-Lite, to turn the feature on.

2. Specify the IPv6 address of the AFTR device. This is the IPv6 tunnel destination. It can be either 
a statically configured host IPv6 address, or an FQDN whose address is determined via IPv6 DNS 
resolution. Alternatively it can be dynamically assigned via DHCPv6 option 64.

3. Specify the IPv6 DS-Lite tunnel source. (it can be either a VLAN or eth upstream interface). This 
interface must be configured with a globally scoped IPv6 address.

4. You can also change the default settings (only in exceptional circumstances) of these optional 
DS-Lite features:

 Change the Maximum Transmit Unit (MTU) value

 Change the Maximum Segment Size (MSS) value

 Change the MSS as path MTU (PMTU)

 Set the Administrative Distance of the dynamically created default route.

AW+Router

Original packet
IPv4 src: 192.168.1.10:10000
IPv4 Dst: 198.51.100.1:80

IPv6 Tunnelled in IPv6
IPv6 src: 2001:db8:1111::1
IPv6 Dst: 2001:db8:2222::1
IPv4 src: 192.168.1.10:10000
IPv4 Dst: 198.51.100.1:80

IPv4 NAPT packet
IPv4 src: 192.0.2.1:50000
IPv4 Dst: 198.51.100.1:80

Service 
ProviderRouter IPv6IPv6

IPv4IPv6 tunnel
B4

2001:db8:2222::1
192.0.2.1

AFTR

2001:db8:1111::/56
192.168.1.0/24

IPv4 over IPv6
Tunnelling

RFC 2473 & RFC 4213

Decapsulation and NAPT, CGN 
(Carrier Grade NAT) RFC 6888

RFC 5508 & RFC 5382

Dual-Stack Lite

IPv6 VPN transporting 
IPv4
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How to use DS-Lite

1. To turn on the DS-Lite feature, use the commands:

awplus#configure terminal

awplus(config)#ds-lite enable

To turn off the DS-Lite feature, use the no variant of this command.

2. To configure the IPv6 address of the AFTR device, use the command:

awplus(config)#ds-lite static-aftr-name <fqdn>

To remove the AFTR name from DS-Lite, use the no variant of this command. The Fully Qualified 

Domain Name (FQDN), or IPv6 address of the AFTR must be known if statically configured.

Alternatively, the domain name of the AFTR can also be learned automatically from a DHCPv6 

server. To configure the WAN interface as a DHCPv6 client, use the following command in 

interface mode: 

awplus(config-if)#ipv6 address dhcp

Note: Because DS-Lite AFTR is learned dynamically via DHCPv6, the command ds-lite static-
aftr-name is not required if you use DHCPv6.

3. To specify the upstream “source” interface of the IPv6 DS-Lite VPN, use the command:

awplus(config)#ds-lite upstream-interface <interface-name>

To remove an upstream interface from DS-Lite, use the no variant of this command. The 

upstream interface must be pre-configured with a globally scoped IPv6 address. The interface 

must either be a VLAN or eth interface. The IPv6 address configured on this interface is used as 

the IPv6 DS-Lite tunnel source. This means all IPv4 traffic matching the dynamically created 

default route will be routed and encapsulated within the DS-Lite IPv6 tunnel.

How to configure optional DS-Lite features

Normally the default settings do not need to be changed. But, because DS-Lite uses an IPv6 tunnel, 

you can optionally configure the Maximum Transmit Unit (MTU), MSS clamping and the 

administrative distance.

When DS-Lite is configured, a Virtual Tunnel Interface (VTI) with Tunnel ID 9999 with associated IPv4 

default route over this VTI is dynamically created. This is the IPv4 tunnel interface created by IPv6 

DS-Lite VPN to transport IPv4 traffic.

The following commands show how to configure these settings if the default settings of the IPv4 VTI 

are not suitable:

 To change the MTU value, use the command:

awplus(config)#ds-lite mtu <1280-1582>

To return the MTU value to the default value of 1460, use the no variant of this command.
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 To apply MSS clamping by either setting a MSS adjustment value or using path MTU discovery, 

use the command:

awplus(config)#ds-lite adjust-mss [<64-1460>|pmtu]

To disable MSS clamping, use the no variant of this command. MSS clamping is disabled by 

default.

 To set the administrative distance (AD) of the dynamically created default route, use the 

command:

awplus(config)#ds-lite default-route distance <1-255>

To return the AD value back to the default of 1, use the no variant of this command.

How to display current DS-Lite configurations

The following show commands display your current DS-Lite configurations and status:

From Global Configuration mode, or Privileged Exec mode, the show ds-lite command displays the 

current state of DS-Lite running on your device:

awplus#show ds-lite

From Privileged Exec mode, the show running-config ds-lite command displays the running 

system information specific to DS-Lite:

awplus#show running-config ds-lite
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Configuration examples

Example 1: 

with IPv6 

ND proxy

The following configuration shows how to configure DS-Lite in conjunction with IPv6 ND Proxy. The 

globally scoped IPv6 address is assigned to the VLAN interface, not the Ethernet WAN when IPv6 

ND proxy is used, therefore the DS-lite upstream interface is the VLAN, not the Ethernet WAN. 

Stateless DHCPv6 and DNS forwarding cache is used to provide DNS services.

Example 2: 

with 

Firewall

The following configuration shows how to configure DS-Lite in conjunction with the firewall:

!
ipv6 dhcp pool IPoE-vlan1

dns-server interface vlan1
!
interface eth1
 ipv6 enable
 no ipv6 nd accept-ra-pinfo
 ipv6 nd proxy interface vlan1
!
interface vlan1
   ip address 192.168.10.1/24
   ipv6 address autoconfig eth1
   no ipv6 nd suppress-ra
   ipv6 nd other-config-flag
  ipv6 nd proxy interface eth1
   ipv6 dhcp server IPoE-vlan1
!
ipv6 forwarding
!
ds-lite static-aftr-name <fqdn>
ds-lite upstream-interface vlan1
ds-lite enable
!
ip dns forwarding

!
ipv6 dhcp pool IPoE-vlan1

dns-server interface vlan1
!
interface eth1
 ipv6 enable
 no ipv6 nd accept-ra-pinfo
 ipv6 nd proxy interface vlan1
!
interface vlan1
   ip address 192.168.10.1/24
   ipv6 address autoconfig eth1
   no ipv6 nd suppress-ra
   ipv6 nd other-config-flag
  ipv6 nd proxy interface eth1
   ipv6 dhcp server IPoE-vlan1
!
ipv6 forwarding
!
ds-lite static-aftr-name <fqdn>
ds-lite upstream-interface vlan1
ds-lite enable
!
ip dns forwarding
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Example 3: 

with IPv6 

ND proxy 

and 

Firewall

The following shows how to configure and check the operational status of a device configured with 

DS-lite, IPv6 ND proxy, and Firewall features:

!
zone ipv4
 network all
  ip subnet 0.0.0.0/0
!
zone ngn
 network wan_ipv6
  ipv6 subnet ::/0 interface eth1
  host eth1
   ipv6 address dynamic interface eth1
!
zone private_ipv6
 network lan
  ipv6 subnet ::/0 interface vlan1
  host vlan1
   ipv6 address dynamic interface vlan1
!
application dhcpv6-r
 protocol udp
 dport 546
!
application dhcpv6-s
 protocol udp
 sport 546
!
application icmpv6
 protocol ipv6-icmp
!
firewall
 rule 10 permit any from private_ipv6 to private_ipv6
 rule 20 permit any from private_ipv6 to ngn
 rule 30 permit any from private_ipv6.lan.vlan1 to ngn
 rule 40 permit dhcpv6-s from ngn.wan_ipv6.eth1 to ngn
 rule 50 permit icmpv6 from ngn to private_ipv6.lan.vlan1
 rule 60 permit dhcpv6-r from ngn to ngn.wan_ipv6.eth1
 rule 70 permit any from ipv4.all to ipv4.all
 protect
!
ip domain-lookup
!
ipv6 dhcp pool IPoE-vlan1
 dns-server interface vlan1
!
interface eth1
 ipv6 enable
 no ipv6 nd accept-ra-pinfo
 ipv6 nd proxy interface vlan1
!
interface vlan1
 ip address 192.168.10.1/24
 ipv6 address autoconfig eth1
 no ipv6 nd suppress-ra
 ipv6 nd other-config-flag
 ipv6 nd proxy interface eth1
 ipv6 dhcp server IPoE-vlan1
!
ipv6 forwarding
!
ds-lite enable
ds-lite static-aftr-name <fqdn>
ds-lite upstream-interface vlan1
!
ip dns forwarding
ip dns forwarding source-interface vlan1
!

Check the DS-Lite specific configuration and the DS-Lite show command:
awplus#show running-config ds-lite 
ds-lite enable
ds-lite static-aftr-name <fqdn>
ds-lite upstream-interface vlan1
!
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awplus#show ds-lite 
DS-Lite feature is enabled
 AFTR name is <fqdn> (static)
 Upstream interface vlan1
 Tunnel is configured

Check that the IPv4 tunnel interface is up once DS-Lite is ready, with counters 
active:
awplus#show ip int brief 
Interface             IP-Address         Status          Protocol
eth1                  unassigned         admin up        running    
eth2                  unassigned         admin up        down       
lo                    unassigned         admin up        running    
vlan1                 192.168.10.1/24    admin up        running    
tunnel9999            192.0.0.2/29       admin up        running    

Check the state of the dynamically created DS-Lite tunnel:
awplus#show int tunnel9999
Interface tunnel9999
  Link is UP, administrative state is UP
  Hardware is Tunnel
  IPv4 address 192.0.0.2/29 point-to-point 192.0.0.7
  index 14 metric 1 mtu 1460
  <UP,POINT-TO-POINT,RUNNING,MULTICAST>
  VRF Binding: Not bound
  SNMP link-status traps: Disabled
  Tunnel source vlan1 (2409:10:2160:c00:200:cdff:fe38:ad), destination <fqdn> 
2001:db8::1
  Tunnel name local 2001:db8::2, remote 2001:db8::1 
  Tunnel protocol/transport ipv6, key disabled, sequencing disabled
  Tunnel TTL 64
  Checksumming of packets disabled, path MTU discovery disabled
  Router Advertisement is disabled
  Router Advertisement default routes are accepted
  Router Advertisement prefix info is accepted
    input packets 0, bytes 0, dropped 0, multicast packets 0
    output packets 0, bytes 0, multicast packets 0, broadcast packets 0
    input average rate : 30 seconds 0 bps, 5 minutes 0 bps
    output average rate: 30 seconds 0 bps, 5 minutes 0 bps
  Time since last state change: 0 days 10:41:59

Use ‘show ip route’ to view the dynamically created default route via the 
tunnel. (Note that if other static default routes via other interfaces need to 
be configured, you can adjust the administrative distance of the dynamically 
created IPv4 default route via the DS-Lite VPN.)
awplus#show ip route
Codes: C - connected, S - static, R - RIP, B - BGP
       O - OSPF, D - DHCP, IA - OSPF inter area
       N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
       E1 - OSPF external type 1, E2 - OSPF external type 2
       * - candidate default

Gateway of last resort is 0.0.0.0 to network 0.0.0.0

S*      0.0.0.0/0 [1/0] is directly connected, tunnel9999 <==The dynamically 
created default route
C       192.0.0.0/29 is directly connected, tunnel9999
C       192.168.10.0/24 is directly connected, vlan1

Perform a ping test of IPv4 data transported within the DS-Lite tunnel:
awplus#ping 8.8.8.8
PING 8.8.8.8 (8.8.8.8) 56(84) bytes of data.
64 bytes from 8.8.8.8: icmp_seq=1 ttl=57 time=57.1 ms
64 bytes from 8.8.8.8: icmp_seq=2 ttl=57 time=54.0 ms
64 bytes from 8.8.8.8: icmp_seq=3 ttl=57 time=54.5 ms
64 bytes from 8.8.8.8: icmp_seq=4 ttl=57 time=53.8 ms
64 bytes from 8.8.8.8: icmp_seq=5 ttl=57 time=53.9 ms
— 8.8.8.8 ping statistics —
5 packets transmitted, 5 received, 0% packet loss, time 4003ms
rtt min/avg/max/mdev = 53.817/54.705/57.113/1.254 ms
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Check current firewall rules and entities (configured with dynamic IPv6 self 
entities:
awplus#show firewall rule

[* = Rule is not valid - see "show firewall rule config-check"]
  ID     Action  App               From             To               Hits      
-------------------------------------------------------------------------------
  10     permit  any               private_ipv6     private_ipv6     2         
  20     permit  any               private_ipv6     ngn              2         
  30     permit  any               private_ipv6.lan.vlan1  
                                                    ngn              0         
  40     permit  dhcpv6-s          ngn.wan_ipv6.eth1  
                                                    ngn              1         
  50     permit  icmpv6            ngn              private_ipv6.lan.vlan1  
                                                                     0         
  60     permit  dhcpv6-r          ngn              ngn.wan_ipv6.eth1  
                                                                     1         
  70     permit  any               ipv4.all         ipv4.all         1         

awplus#show entity
Zone:        ipv4
 Network:    ipv4.all
  Subnet:    0.0.0.0/0

Zone:        ngn
 Network:    ngn.wan_ipv6
  Subnet:    ::/0 via eth1
  Host:      ngn.wan_ipv6.eth1
   Address:  fe80::200:cdff:fe38:ab (dynamic) <==Link Local

Zone:        private_ipv6
 Network:    private_ipv6.lan
  Subnet:    ::/0 via vlan1
  Host:      private_ipv6.lan.vlan1
   Address:  2001:db8::2 (dynamic)
   Address:  fe80::200:cdff:fe38:ad (dynamic) <==Link Local

IPv4 traffic over the tunnel uses the IPv4 source IP of 192.0.0.2 for ping 
originating router B4 device, unless otherwise specified via the ‘ping source’ 
command. Note that the ISP ‘AFTR’ device (located within ISP network) will 
performing its own Carrier Grade NAT before traffic is forwarded to the target 
IPv4 server address located in the Internet.
This source IP is used because in RFC 6333 DS-Lite directs IANA to reserve 
192.0.0.0/29 for the Basic Bridging BroadBand (B4) element:
awplus#show ip int tunnel9999
Interface             IP-Address         Status          Protocol
tunnel9999            192.0.0.2/29       admin up        running    

Check the state of all interfaces:
awplus#show ip int brief 
Interface             IP-Address         Status          Protocol
eth1                  unassigned         admin up        running    
eth2                  unassigned         admin up        down       
lo                    unassigned         admin up        running    
vlan1                 192.168.10.1/24    admin up        running    
tunnel9999            192.0.0.2/29       admin up        running  
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Example 4: 

Static AFTR

The following configuration shows how to configure DS-Lite when the WAN interface is acting as a 

DHCPv6 client. In this example static AFTR is configured, as it is known:

Example 5: 

Dynamic 

AFTR

The following configuration shows how to configure DS-Lite when the WAN interface is acting as a 

DHCPv6 client. In this example static AFTR is not configured, and instead the DHCPv6 client 

automatically requests and learns the AFTR FQDN from the ISP DHCPv6 server. The command 

static-aftr-name <fqdn> is not required.

The following shows how to configure DS-Lite where there is a DHCPv6 server allocating IPv6 WAN 

address and AFTR name via DHCPv6 instead of via RAs.

Then use the show ds-lite command to confirm the dynamic AFTR name was installed correctly via 

DHCPv6 option 64.

!
ip name-server <address>
ip domain-lookup
!
vlan database
vlan 10 state enable
!
interface eth1
ipv6 address dhcp
!
interface vlan1
ip address 192.168.100.1/24
!
ds-lite static-aftr-name <fqdn>
ds-lite upstream-interface eth1
ds-lite enable
!
ip dns forwarding
ip dns forwarding cache size 10 timeout 3600
!

!
ip name-server <address>
ip domain-lookup
!
vlan database
vlan 10 state enable
!
interface eth1
ipv6 address dhcp
!
interface vlan1
ip address 192.168.100.1/24
!
ds-lite upstream-interface eth1
ds-lite enable
!
ip dns forwarding
ip dns forwarding cache size 10 timeout 3600
!
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