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show atmf links statistics . ... ......... ... ... . .. ... ... 697
showatmfnodes . .. ... .. .. ... .. e 700
show atmf provisionnodes. . . .. ...... ... .. ... . .. .. . . . ..., 702
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show atmfrecovery-file . .. ... .. ... ... . .. 704

showatmfsecure-mode . ... .. ... ... ... . .. ... 705
show atmf secure-modeaudit . . .. ........... ... ... .. ...... 707
show atmf secure-mode auditlink . . ... ..................... 708
show atmf secure-mode certificates . .. .......... ... ......... 709
showatmfsecure-modesa . .. ... ... ... i 712
show atmf secure-mode statistics .. ........................ 715
showatmftech . ... ... ... .. .. . . . . e 717
show atmfvirtual-links . .. ...... ... ... ... ... . .. .. . ... .. 720
show atmfworking-set . . ....... .. .. ... . . .. . 722
showdebuggingatmf . . .. ... ... ... . . . 723
show debuggingatmfpacket . ... ....... ... ... ... ... . .. ... 724
show running-configatmf . .. ... ... ... ... ... ... . . ... 725
State . .. e 726
switchportatmf-agentlink .. .......... ... ... ... ... ...... 728
switchportatmf-arealink .. ........ ... ... ... ... .. ... . ..... 729
switchportatmf-crosslink . . . . ....... ... ... ... ... ... .. ... 731
switchport atmf-guestlink . .. ....... ... ... ... . . ... 733
switchportatmf-link . .. ........ .. .. .. .. . .. 735
typeatmfnode ... ... .. .. ... 736
undebugatmf . . . .. e 739
USEINAME . . L o e e e e e e e e e e e e e e e e e e e e e e e e e e e 740
Chapter 21: Dynamic Host Configuration Protocol (DHCP) Commands . . . ... .. 741
Introduction . . ... ... .. e 741
ipaddressdhcp . . ... .. e 742
ip dhcp-client default-routedistance . . ...................... 744
ip dhcp-client request vendor-identifying-specific . . . .. ........... 746
ip dhcp-client vendor-identifying-class . . .. ................... 747
show counterdhcp-client . ......... ... ... .. .. . . . . . ... ... 748
showdhcplease ... ...... . . . . . e 749
Chapter 22: DHCP for IPv6 (DHCPv6)Commands . . . . . v v vttt v v v v eennnas 750
Introduction . . . ... ... e 750
clear counteripv6 dhcp-client . . . . ... ........ .. ... .. . . .. ... 751
clearipv6dhcpclient .. ... ... ... .. . ... ... 752
ipv6addressdhcp . ... ... e 753
show counteripv6 dhcp-client . ............. ... ... ........ 755
showipv6dhcpinterface . . . ... .. ... . . ... . . . 757
Chapter 23: NTPCommands . ......cotvetnverosenccnsossoscnnsss 758
Introduction . . . ... ... 758
ntp authentication-key ... ... ... ... . . . . . . . e 759
ntpbroadcastdelay . . . . ... .. e 760
NEP Master . . . . e e 761
) 3 1= 762
ntprate-limit . . . .. ... 764
ntprestrict . ... ... e 765
L]0 0 Y= V7= 767
NEP SOUICE . . . ot e e e e e e e e e e e e 769
showntpassociations . . .. ... .. e 771
showntpcounters . . ... .. . e 773
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show ntp countersassociations . . . . ............ . . ..., 774

showntpstatus . ... ... ... e 775
Chapter 24: SNMPCommands . ... ....voittietoeeenntosscanasnnaas 776
Introduction . . . ... .. 776
alias (interface) . ... ... . e 778
debugsnmp . ... 779
ShOW COUNter SNMP-SEIVEr . . . . . .o ittt e et e e e 780
showdebuggingsnmp . ....... .. ... 784
show running-configsnmp. . . .. ... ... ... . . e 785
ShOW SNMP-SEIVEr . . . i e e e e 786
show snmp-servercommunity . . .... ... ... ... 787
ShOW SNMP-SEIVEr group . . . . v v it et e e e e e e e e 788
SNOW SNMP-SEIVEI USEI . . . o v i e e e et e et e ettt e e 789
show snmp-serverview . . . ... .. it e 790
snmptraplink-status . .. ... ... ... ... .. .. .. 791
snmp trap link-status suppress . . .. ... ... . e 792
] Y0181 o Y= = 794
snmp-server Community . ... .. ... 796
snmp-servercontact . . ... ... L e 797
snmp-serverenabletrap ... ... ... ... .. ... . 798
snmp-serverenginelDlocal ........... ... ... . . . . . ... .. ... 800
snmp-serverenginelD localreset . . . ........ ... .. .. . . . ... ... 802
SNMP-SEIVEI GrOUP « « v v v o e e e e e et e e et e e e e e e e 803
sNMpP-server host . . . . .. e e 805
snmp-server legacy-ifadminstatus .. ............... ... .. ..., 807
snmp-serverlocation . ... ... .. . ... e 808
snmp-server source-interface . . ... ... ... ... e 809
snmp-server startup-trap-delay . . .. ...... ... ... . . . . ... 810
SNMP-SEIVEI USEE . & o v v e e e e e e et e e et e e e et e e et e 811
SNMP-SEIVEI VIEW . & . v v e e e e e et e e e e e e e et e e e e 814
undebugsnmp . . ... 815
Chapter 25: Mail (SMTP)Commands . . . ... ..ttt vttt nnsosenacses 816
INtroduction . . . .. e e 816
debugmail . . ... .. . . e 817
deletemail . ... ... 818
Mail . . . 819
mail from . . ... 821
mail sSmtpserver . . ... .. e 822
mail smtpserver authentication . . .. ............. ... .. ...... 823
mail smtpserverport . . . . ... e 825
showcountermail .. ...... ... .. . . ... . . .. 827
showmail . ... 828
undebugmail . ... ... 829
Chapter 26: SecureShell(SSH)Commands . . . . . .. vt vttt et vvennnses 830
Introduction . . . .. ... 830
bannerlogin (SSH) . . .. .. ... . e 832
clearssh . . . 833
cryptokeydestroyhostkey . . . .. ... 834
crypto key destroy userkey . . . . . . e 835
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crypto key generatehostkey . . . ... ... .. 836

cryptokey generateuserkey . . . . ... e 838
crypto key pubkey-chain knownhosts . . . . .................... 839
crypto key pubkey-chainuserkey . . . ... ... .. . L L 841
debugsshclient. .. ... ... ... . . . . . 843
debugsshserver . .. ... .. ... 844
service ssh . . ... 845
showbannerlogin . .. ...... .. . . . . . .. e 847
showcryptokey hostkey . . ....... .. . .. . . 848
show crypto key pubkey-chain knownhosts . . . . ................ 850
show crypto key pubkey-chainuserkey . . .. ..... ... ... ... ... ..., 851
showcryptokeyuserkey ... ... ... .. .. ... . . 852
show running-configssh . .. ......... ... .. ... ... .. .. . .. ... 853
showssh . ... .. 855
showsshclient . ... ... ... . . . 857
showsshserver . . .. . .. . e 858
show ssh serverallow-users . . ........ ... ... .. . ... . . ..., 860
show sshserverdeny-users .. ...... ... ..., 861
SSh L e 862
sshclient . ... .. e 864
SShiserver . . .. 866
sshserverallow-users . . ... ... .. . . . .. . . 868
ssh serverauthentication . . .. ... ... ... ... . .. . . 870
sshserverdeny-users . .. ... ... ... 872
sshservermax-auth-tries . . . . .. .. ... . .. e 874
sshserverresolve-host . .. ... ... .. ... . ... . ... 875
SShSerVer SCP . o oo e e 876
sshserversecure-ciphers . . . ... ... . .. 877
sshserversftp . ... .. o i 878
undebugsshclient . . ... ... ... . .. 879
undebugsshserver . ... ... ... e 880
Chapter 27: TriggerCommands . . ... ..ot ittt tonenensooannssns 881
Introduction . . . ... .. 881
active (Trigger) . . . o v v e 883
day . . e 884
debugtrigger . . ... .. .. 886
description (trigger) . . . ... .. 887
(=] o= | 888
SCHIPT . o e e e e e 889
show debugging trigger . . ... .. . . ... 891
show running-configtrigger . . . . . .. ... . ... . .. . 892
ShOw trigger . . . .. . o 893
TSt . e 898
time (trigger) . . . . .o e 899
L8 1 o S 901
GGl . e e 902
triggeractivate . . ... ... e 903
typeatmfnode . ... .. .. 904
BYPECPU . . o e e 907
typeinterface . ... ... ... 908
typelinkmon-probe . . ... . ... . e 9209
BYPElog . . e 911
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TYPEMEMOIY . . . o e 912

type periodic . . . . oo e e 913
typeping-poll . ... .. e e 914
typereboot . . . ... 915
typetime . . ... 916
undebug trigger . ... ... 917
Chapter 28: Ping-PollingCommands ...........c0iiiiitttrncrnons 9218
INtroduction . . . .. e e 9218
active (ping-polling) . . .. ... . 920
clearping-poll . . . .. . 921
critical<interval . . . . ... 922
debugping-poll . . . ... . 923
description (ping-polling) . . . . . .. ... ... . 924
fail-count . .. ... ... 925
ip(ping-polling) . . . ... e 926
length (ping-polldata). . . . ....... ... .. . . . . . 927
normal-interval . ... ... .. ... e 928
ping-poll . .. e 929
sample-size . . .. .. e 930
show counterping-poll . .. ..... ... . ... . . . . 932
showping-poll . . ... . . . e 934
SOUICE-ID v v e e e e e e e e e e e e e 938
timeout (pingpolling) . . ...... .. .. . . . . . 940
UP-COUNT . . o e e e e e e e e e e e e e e e e 941
undebugping-poll . ... ... . .. 942
PART 6: Virtual Private Networks (VPNsS) .. ......ciiiiiiiennennns 943
Chapter 29: IPsecCommands ........coioititeennsesocnnansnnns 944
Introduction . . ... ... .. e 944
clearisakmpsa . ... .. .. 946
caryptoipsecprofile . . ... .. 947
cryptoisakmp key . ... e 949
CryptoisakmpP Peer . . . . v i it e e e e 952
cryptoisakmpprofile .. ... L 954
debugisakmp . ... ... e 956
dpd-interval . .. .. ... e 958
dpd-timeout . . . .. ... .. e 959
interface tunnel (IPsec) . . ....... .. . . . . . . 960
lifetime (IPsecProfile) ... ... ... ... . . . . . . . 961
lifetime (ISAKMP Profile) ... ... ... .. . . . . . 962
nodebugisakmp . .. ... ... 963
PIS e 964
FEKEY . v ot e e 966
show debuggingisakmp .. ...... ... .. ... . .. . 967
show interfacetunnel (IPsec) ... ......... ... .. . .. ..., 968
showipseccounters . .. ... .. it e 969
SHOW ipPSEC PN . . . o e 970
showipsecpolicy . . ... ... 971
showipsecprofile . ........ .. . . ... ... 972
Show ipsecsa . ... it e 974
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showisakmpcounters . . . ... .. ... . . 975

showisakmp key (IPsec) . . . . . .. ..t i e 976
showisakmp peer . ... ... . . . e 977
showisakmpprofile . ... ..... ... . . . . . ... 978
showisakmpsa . . ... ... . 980
transform (IPsecProfile) . . . .. ... .. .. . .. 981
transform (ISAKMP Profile) . . . . ... ... . . . . . 982
tunnel destination (IPsec) . . . . . . . .. .. e 984
tunnellocalname (IPsec) . . ... ... i i 986
tunnel local selector . . . ... ... . . . . . e 987
tunnelmodeipsec . ... ..o i i e e 989
tunnel protectionipsec (IPsec) . ........ ... ... ... . . . . . . 990
tunnel remotename (IPsec) ... ....... . ... e 991
tunnel remoteselector . . ...... .. . ... ... e 992
tunnel security-reprocessing . . . . . . ... 994
tunnelselectorpaired . .. ... ... . . . ... e e 995
tunnelsource (IPSeC) . . . . . o oo i e 996
undebugisakmp . . ... 998
version (ISAKMP) . . . .. . e 999
Chapter 30: L2TPv3 Ethernet PseudowireCommands. . . .. ... ... ... . ... 1000
Introduction . . ... ... . e 1000
interfacetunnel (L2TPV3) . . . . . . .. i i 1001
Rtpunmanaged port . . ... ... .. 1002
show interface tunnel (L2TPV3) . . ... .. . . i 1003
tunnel destination (L2TPv3) .. . ... . .. . o i 1004
tunneldf . .. e 1006
tunnellocalid . .. ... .. . e 1007
tunnelmode 12tpv3 . .. ... e 1008
tunnel protectionipsec . .. ....... . . ... 1009
tunnelremoteid . ... ... . . 1010
tunnel security-reprocessing . . . . . . ... e 1011
tunnel source (L2TPV3) . . . . ot i e 1012
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List of Commands

Q32 aCCoUNtiNg COMMANDS. ...ttt ettt e e e e eeeeeaenenes 385
@aaaccounting login. ... ... e 387
aaa authentication enable default group tacacs+ .........coovvvviinninnn, 390
aaa authentication enabledefaultlocal...................o oLt 392
aaa authentication enable defaultlocal.................c.ooiiiiiiiiLt 98
@aa authentication login .........cooii i i e 393
aaa authorizationcommands ... 395
aaa authorizationcommands ... 469
aaa authorization config-commands .............. ... il 397
aaa authorization config-commands ... 471
AAA GIOUP SEIVEY . . ettt ettt ettt et e ettt e e ettt e, 398
aaa local authentication attempts lockout-time........................... 399
aaa local authentication attempts lockout-time............................ 929
aaa local authentication attempts max-fail................. .ol 100
aaa local authentication attempts max-fail.................. ... ol 400
aaaloginfail-delay. ........coooiiiiii e 101
aaaloginfail-delay. ..o e 401
ACCOUNTING lOgIN. ..\t e i e i e e e e 402
ACHIVAT . e e 268
active (PING-Polling) ... ovvnii e 920
Lot )Y (Lo o =T o AP 883
AGEING-TIME .ottt i e e e 288
alias (INterface) .......ouiii i 778
application-proxy ip-filter........ ..o 488
application-proxy quarantine-vlan .......... ... oo i 489
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application-proxy redirect-url ... ... i e 490

application-proxy threat-protection send-summary....................... 492
application-proxy threat-protection............ccoviviiiiii i, 491
application-proxy whitelist advertised-address .................coevinn 493
application-proxy whitelistenable ............ ... o i 494
application-proxy whitelist server ...........coov it 495
application-proxy whitelist trustpoint ............cooviiiiiiii i, 497
area-link. ... e 498
= o 8 (o T PSP 304
arp OPPOItUNIStIC-NA. . ..ot e e e e 307
] o 1P 303
atmf area PassWOrd. . ....ve i i i e e e e 505
00 I 1 =T 503
atmf authorize provision. ...t e 509
atMfaUthOriZe. . ... 507
atmf backup area-mastersdelete..........ooiiiiii it 512
atmf backup area-mastersenable .............cc i 513
atmf backup area-masters NOW. .......viiir it ie iy 514
atmf backup area-masters synchronize.............cooiiiiiiiinnnnn... 515
atmf backup bandwidth ...... ... 516
atmfbackupdelete. ... ... e 517
atmfbackupenable ... 518
atmf backup guestsdelete. ...t 519
atmf backup guestsenable ...l e 520
atmf backup gQUESTS NOW . . ..ot et e 521
atmf backup guests synchronize ...t 522
AtMT DACKUP NOW . ..ot i e et e e et e 523
atmf backup redundancyenable............ . . i 525
atmf backUP SeIVer ... 526
AtMT BaCKUP STOP . ottt e e 527
atmf backup synchronize ............o i 528
AtMT DaCKUP . ..o e e 511
AtMf CleanUD ..o e 529
atmfcontainer login. ... ... e 531
AtMf CONTAINET. ..o e e 530
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atmfcontroller ... ... i 532
atmf distribute firmware ... .. .o 533
atmfdomainvian. .. ... o e 535
atmfenable ... ... 538
atmf group (membership) ... 539
atMf QUEST-Class . ..ot e 541
atMf log-VErbDOSE ... i e 543
atmfmanagementsubnet ...... ... e 544
atmfmanagementvian. ... ... e 547
AU  MASTEr et e 549
At MU . L 550
atmf network-name ... ... e 551
atmf provision (interface) ........coovvi i e 552
atmf ProviSioN NOdE . . ..ot i e e 553
atmfreboot-rolling .......covrii e 555
At rECOVEN QUEST. ..ttt e e e e e e e e 561
atmfrecoverled-off. ... . e 562
atmfrecoverover-eth. ... ... ..o e 563
AUME FECOVET. . .ottt e e 559
AN FECOVEIY =SBV . . ittt e e ettt e i aaans 564
atmfremote-login. ... ...t e 566
atmf restricted-login. ... ..o e 568
atmfretry guest-link . ... e 570
atmf secure-mode certificate expire.......cooiiiii i 573
atmf secure-mode certificate expiry .......ooviii i 574
atmf secure-mode certificaterenew.............coiiii i 575
atmf secure-mode enable-all....... ... 576
atmf secure-mode . . ... 571
atmfselect-area .......ooiiiiii e 578
atmf topology-guienable........ ... 50
atmf topology-guienable.............coi i 579
At ErUSEPOINt ..o e e e 580
atmf virtual-crosslink ........ . .o 582
atmf virtual-link description. ... 587
atmf virtual-link protection .........o. it e e 588
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atmfvirtual-link . ... e 584

atMf WOrking-set ... ..ot 590
atmf-arealink . ... o 500
atME-liNK . e 502
authorizationcommands ........ ..o e 403
authorizationcommands ........ ..o e 472
DaNNEr EXEC . .. e 143
banner 1ogin (SSH) . ..o e 832
banner login (SYstem). .. ..ot e 145
bannermotd ... e 147
boot config-file backup .......cooiiiiii 58
boot config-file. ... e e 57
o7 T o TS 289
Drdge-groUD .« et 290
T4 Te [ T T 11 ] o 1S 592
oo 59
clearaaalocaluserlockout....... ... 102
clearaaalocaluserlockout......... ..o i 405
clear application-proxy threat-protection.............cooviviiiiiiinn i, 593
cleararp-cache ... e e e 308
clear atmf links statistics ........coevuieii e 596
clearatmflinks virtual ....... ... 595
clearatmflinks ..o 594
clearatmfrecovery-file ... ..o 597
clear atmf secure-mode certificates ............coi i 598
clear atmf secure-mode statistics. ........oovuviiiiiiii i 599
clear counteripv6 dhcp-client. ... 751
clear eXCeption l0g ..ot e e 191
clearipvbdhcpclient. ... ..o e 752
clearipvbneighbors.......oo i 341
Clear iSakmMP Sa ..ot e 946
clearline console .. .. ... e 103
Clear Ne VLY. .o e 104
clearlogbuffered. ... ... e 193
clearlog PermManent .. ..o u it i e e e e 194
C613-50418-01 Rev A Command Reference for AMF Cloud 21

AlliedWare Plus™ Operating System - Version 5.5.0-1.x



(o[- T o Yo 192

clear ping-poll. .. .o 921
Clear SN . . e 833
ClOCK SBE. . et e 149
clock summer-timedate ... ..o 150
clock summer-time reCurring . .....oouvntniin i 152
ClOCK TIMEZONE . . ettt et 154
clone (@mf-Provision) ... ...covu i e e 600
configure boot config (amf-provision)..............coiiiiiiiii i, 602
configure boot system (@amf-provision) ...t 604
configureterminal........ ..o e 39
COPY (@MF-ProVISION). ..ottt e e et e 606
COPY (filenName) . . ... e 60
copy buffered-1og . ......ooviniii e 195
COPY AEDUG vt e 62
COPY PEIMANENT-I0g . ..ottt e e e et e 196
COPY rUNNING-CONfIg . .ottt e e e e 63
COPY StArtUP-CONfig. . vt e e e 64
a0 )24 .4 T Yo =T o 1S 65
create (@amf-provision) ........ooue i e 607
critical-interval ... 922
Crypto ipPseC Profile . ... 947
CrYPLO iSaKMP KBY .\ttt e e e e e e et e 949
CrYPLO iSAKMP PN . .ttt e 952
cryptoisakmp profile .. ... e 954
crypto key destroy hostkey. ... ... 834
Crypto key destroy Userkey. . ....oovuiriin it i e e 835
crypto key generate hostkey ... ... 836
CrYPLO KeY gENEIAtE IS@ . . ettt ettt ettt et et eenens 443
crypto key generate USerkey ... ....ouvvniivr i 838
crypto key pubkey-chain knownhosts ................cooiiiiii i, 839
crypto key pubkey-chain userkey. ...... ...t 841
CrYPLO KBY ZEIOIZE . .ottt et e e ettt 444
crypto pkiauthenticate ... ..ot i e e 445
Crypto PKi enroll USer ... ovi i i e e e 447
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cryptopkienroll . .. ... e 446

Crypto PKi eXPort PeM ...ttt e 449
Crypto pKi eXport PKCST 2. .. v et e e e e 450
Crypto pKi import pem .. ..o e 452
crypto pkiimport PKesT2. ..o e 454
Crypto pPKi truStPOINT. ..o .v e e e e 455
o - P 884
deadtime (RADIUS SEIVer groUp) . ..voe vt eeeteinteieeeneaneneenannns 423
debUgada. .. oo e 406
debugatmfpacket ..........ouiniiii i 611
debugatmf. .. ..o 609
debugip packetinterface.........coviiiiiiii i e 309
debugisakmp ... .o e 956
debugmail. ... 817
debug pPing-poll . ... e 923
debugradius .. ..o e 424
debUg SNMIP. .o e 779
debugsshclient. ... ..o 843
debug ssh Server ... o e 844
debUg trigger .o e e e 886
defaultlogbuffered ...... ..o 197
defaultlogconsole ...... ..o 198
defaultlogemail ..... ..o e 199
default log host. . ..ot e e 200
defaultlogmonitor. ... ... e 201
defaultlog permanent. ...... ..ot 202
delete (@MFf-Provision) . .....ouiit i e e e 613
deletedebug. ..o e 67
delete mail ......ooii e 818
delete. ..o 66
description (@mf-container) ..ot e e 617
description (interface) ..o e 272
description (ping-polling) . ...t e 924
description (Trigger) «..vevt i i e e e e e 887
Air 68
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disable (Privileged ExXecmode).......ccvviiiiiiiiii it 40

o Tl 01 =] 615
o o T 41
dpd-interval. ... e 958
APd-tiIMEOUL ..ot e e 959
< o o 269
edit (filename) . . ... e 71
=T PR 70
enable (Privileged Execmode) ......oiiiiiiiiii i 42
enable PassWword ... ...t e e 105
enable secret (deprecated). .......cooiiiiiiiii i e 108
encapsulation dotTq. ... e 298
=] o 44
enrollment (ca-trustpoint) ... ... e 456
erasefactory-default. ... e 618
erase factory-default. ... e 72
erase startup-Config ...t e 73
EXeC-HIMEOUL . .o e 109
2 45
fall-COUNT. ..o e 925
fingerprint (Ca-trustpPoint). .....oviiii i it 457
=] 1o 46
NOStNAME ... e 155
http-enable ... e e e 619
identity (@mf-provision). ...... ..ot 621
interface (0 coNfiguIre) .......cooiiiiiii e 273
interface tunNel (IPSEC). . ... v vt i e 960
interface tunnel (L2TPV3) ... e 1001
IP (PING-POIING) .o e 926
ip address (IP Addressingand Protocol) ............cocoiiiiiiiiiiiiin, 311
Paddress dNCP ..o 742
ip dhcp-client default-route distance. ..ot i, 744
ip dhcp-client request vendor-identifying-specific........................ 746
ip dhcp-client vendor-identifying-class............coovviiiiiiii s, 747
ipdomain-list. ... ..o 331
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IPdomMaiN-looKUP .. .vi e e e 332

P dOMaiN-NAME. ... e e e e e e e 333
Pforwarding. ......oovrieii e 313
ip gratuitous-arp-link . ... e e 314
ipicmp error-interval . ... ..ot e 315
[P NAME-SEIVEL .ttt ettt ettt ettt e e et i et et eneeaeennes 334
ip radius source-interface . ... e 425
1o T8 o 101 (< PP 376
iptacacs source-interface ... ..o iii i e e 474
P TCP SYNACK-TETIIES ..o\ttt e et 316
ip tftp source-interface. ... ..o e 74
ipunreachables ... ... e e 317
ipv6 address autoconfig ...t e 343
ipv6 address dhCp . ...oi i e 753
iPV6 address sUFfiX. ... ..ot e e 345
PV @ArESS. .ottt t ettt e e e e e 342
PVG ENable. .. oo e e 346
ipv6 euibd-linklocal . ... ..o 348
IPVE forwarding .......oiuini i e e e 349
ipvB icmp error-interval. ......o.ioui i e e e e 350
ipv6 nd accept-ra-default-routes ...t 351
ipv6 Nd accept-ra-pinfo.......coiiiiiii i 352
ipv6 nd current-hoplimit. ... i e 353
ipv6 nd managed-config-flag ... 354
ipv6 nd minimum-ra-interval......... ..o 355
ipv6 nd other-config-flag ...t 356
IPVE N PrefiX. ..o e e 357
ipvo ndra-interval ... e e e 359
ipve nd ra-lifetime . ... e 360
ipvb nd reachable-time ... ... 361
ipv6 Nd retransmission-time .........ivii ittt iii e, 362
103 VLe 3 g Te TV o o =TT - 363
IPV6 OPPOrtUNIStiC-Nd. . ..ot e 364
103V {0 11 (= 365
IPV6 tftp source-interface ..... ..ot e 75
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ipvb unreachables . ... ... e 366
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service statistics interfaces COUNter. .....vv v eieieeeens 276
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show atmf provision NOdes . ........ooiiiiiii i i 702
show atmfrecovery-file...... ... 704
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show atmf secure-mode auditlink .........ccoviiiiiiiiiiiiiiie 708

show atmf secure-mode audit ...ttt 707
show atmf secure-mode certificates............oooiiiiiiiiiniiinnen.. 709
show atmf secure-mode sa. ........ouinii i i 712
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show atmf secure-mode ..ot e 705
show atmftech. ... ..o 717
show atmf virtual-links. ... ..o 720
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ShOW atmf. . e 639
show banner login. ... e e 847
SNOW DOOT. . . e 81
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ShOW ClOCK . .. e 161
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show counteripv6 dhcp-client............coiiiiiiiiii i 755
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show debuggingisakmp. ... e 967
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show debuggingradius. ... e 437

show debuggingsnmp ... 784
show debugging trigger. ... ..ooviiiii i i e e e 891
show debugging ..o e 168
ShoWw dNCp lEase. . ..ot e 749
Show exception 10g. . ..o i e 259
ShOW file SYStEMS . ..ot e e e 83
SNOW file L e 82
SNOW NiStOrY. .ot e 48
SNOW hOSTS . et e 335
SHOW D . 53
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show interface memory. ...t e 169
show interface memory. .....ooviiii i e 281
show interface Status ... ....ouiuniin i e 283
show interface tunnel (IPseq). ..ot 968
show interface tunnel (L2TPV3). ..ot 1003
Show interface. . ......oouiiii e 277
show ipdomain-list. ... e 336
show ipdomain-Nname. ........ooiiiiiiiii i it ettt 337
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ShOW ip roUte SUMMAIY . ..ottt e e e e e e ee e 381
SHOW P TOULE. ..o i e e e 378
SHOW P SOCKETS. .\ttt e e e e s et e e e 324
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SHOW IPSEC PO ettt e e 970
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showipsecprofile ... ..o e e 972
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ShoW PVl iNterface. . ..o e e e 370

show ipv6 neighbors ... ..o 371
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show isakmp profile ... e 978
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SHOW lOg e e 260
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ShOW radius SEIVEr QrOUD .. v vttt ettt e e e e i neaeneas 419
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show running-config trigger.......cooviiii it i i 892

show running-config .......ooiniii 85
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SHOW SNMP-SEIVEI USEI ..\ttt ittt et e e e ettt iaeaneans 789
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show sshclient ... oo e 857
show ssh serverallow-users. ....... ...ttt 860
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Part 1: Setup and Troubleshooting
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CLI Navigation
Commands

Introduction

Overview This chapter provides an alphabetical reference for the commands used to
navigate between different modes. This chapter also provides a reference for the
help and show commands used to help navigate within the CLI.

Command List

“configure terminal” on page 39

. “disable (Privileged Exec mode)” on page 40
. “do” on page 41

. “enable (Privileged Exec mode)” on page 42
. “end” on page 44

. “exit” on page 45

. “help” on page 46

. “logout” on page 47
. “show history” on page 48
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CLI NAVIGATION COMMANDS
CONFIGURE TERMINAL

configure terminal

Overview
Syntax
Mode

Example
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This command enters the Global Configuration command mode.
configure term nal
Privileged Exec

To enter the Global Configuration command mode (note the change in the
command prompt), enter the command:

awpl us# configure termnal

awpl us(config)#

Command Reference for AMF Cloud
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CLI NAVIGATION COMMANDS
DISABLE (PRIVILEGED EXEC MODE)

disable (Privileged Exec mode)

Overview This command exits the Privileged Exec mode, returning the prompt to the User
Exec mode. To end a session, use the exit command.

Syntax disable
Mode Privileged Exec

Example To exit the Privileged Exec mode, enter the command:
awpl us# di sabl e

awpl us>

Related enable (Privileged Exec mode)

commands
end

exit
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CLI NAVIGATION COMMANDS
DO

do

Overview This command lets you to run User Exec and Privileged Exec mode commands
when you are in any configuration mode.

Syntax do <command>

Parameter Description

<command>  Specify the command and its parameters.

Mode Any configuration mode

Example awpl us# configure term nal

awpl us(config)# do ping 192.0.2.23
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CLI NAVIGATION COMMANDS
ENABLE (PRIVILEGED EXEC MODE)

enable (Privileged Exec mode)

Overview This command enters the Privileged Exec mode and optionally changes the
privilege level for a session. If a privilege level is not specified then the maximum
privilege level (15) is applied to the session. If the optional privilege level is omitted
then only users with the maximum privilege level can access Privileged Exec mode
without providing the password as specified by the enable password or enable
secret (deprecated) commands. If no password is specified then only users with the
maximum privilege level set with the username command can assess Privileged
Exec mode.

Syntax enable [<privil ege-Ievel >]

Parameter Description

<privil ege Specifythe privilege level for a CLI session in the range <1- 15>, where

- level > 15 is the maximum privilege level, 7 is the intermediate privilege level
and 1 is the minimum privilege level. The privilege level for a user must
match or exceed the privilege level set for the CLI session for the user
to access Privileged Exec mode. Privilege level for a user is configured
by username.

Mode User Exec

Usage notes Many commands are available from the Privileged Exec mode that configure
operating parameters for the device, so you should apply password protection to
the Privileged Exec mode to prevent unauthorized use. Passwords can be
encrypted but then cannot be recovered. Note that non-encrypted passwords are
shown in plain text in configurations.

The username command sets the privilege level for the user. After login, users are
given access to privilege level 1. Users access higher privilege levels with the
enable (Privileged Exec mode) command. If the privilege level specified is higher
than the users configured privilege level specified by the username command,
then the user is prompted for the password for that level.

Note that a separate password can be configured for each privilege level using the
enable password and the enable secret (deprecated) commands from the Global
Configuration mode. The service password-encryption command encrypts
passwords configured by the enable password and the enable secret (deprecated)
commands, so passwords are not shown in plain text in configurations.

Example The following example shows the use of the enable command to enter the
Privileged Exec mode (note the change in the command prompt).
awpl us> enabl e
awpl us#

The following example shows the enable command enabling access the
Privileged Exec mode for users with a privilege level of 7 or greater. Users with a
privilege level of 7 or greater do not need to enter a password to access Privileged
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CLI NAVIGATION COMMANDS
ENABLE (PRIVILEGED EXEC MODE)

Exec mode. Users with a privilege level 6 or less need to enter a password to access
Privilege Exec mode. Use the enable password command or the enable secret
(deprecated) commands to set the password to enable access to Privileged Exec
mode.

awpl us> enable 7

awpl us#

Related disable (Privileged Exec mode)

commands
enable password
enable secret (deprecated)
exit
service password-encryption
username
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CLI NAVIGATION COMMANDS
END

end

Overview

Syntax

Mode

Example

Related
commands
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This command returns the prompt to the Privileged Exec command mode, from
any advanced command mode.

end

All advanced command modes, including Global Configuration and Interface
Configuration modes.

The following example shows how to use the end command to return to the
Privileged Exec mode directly from Interface Configuration mode.

awpl us# configure term nal
awplus(config)# interface ethO
awpl us(config-if)# end

awpl us#

disable (Privileged Exec mode)
enable (Privileged Exec mode)

exit

Command Reference for AMF Cloud
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CLI NAVIGATION COMMANDS
EXIT

exit

Overview

Syntax

Mode

Example

Related
commands
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This command exits the current mode, and returns the prompt to the mode at the
previous level. When used in User Exec mode, the exit command terminates the
session.

exit

All command modes, including Interface Configuration and Global Configuration
modes.

The following example shows the use of the exit command to exit Interface
Configuration mode and return to Global Configuration mode.

awpl us# configure term nal

awpl us(config)# interface ethO

awpl us(config-if)# exit

awpl us(confi g) #

disable (Privileged Exec mode)
enable (Privileged Exec mode)

end
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CLI NAVIGATION COMMANDS
HELP

help

Overview This command displays a description of the AlliedWare Plus™ OS help system.
Syntax hel p
Mode All command modes

Example To display a description on how to use the system help, use the command:

hel p

Output Figure 1-1:  Example output from the help command

Wien you need help at the command |ine, press '?'.

If nothing matches, the help list will be enpty. Delete
characters until entering a '? shows the avail able options.

Enter '?' after a conplete paraneter to show renmai ning valid
command paraneters (e.g. 'show ?').

Enter '?' after part of a paraneter to show paraneters that
conplete the typed letters (e.g. 'showip?).
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CLI NAVIGATION COMMANDS
LOGOUT

logout

Overview This command exits the User Exec or Privileged Exec modes and ends the session.
Syntax | ogout
Mode User Exec and Privileged Exec

Example To exit the User Exec mode, use the command:

awpl us# | ogout
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CLI NAVIGATION COMMANDS
SHOW HISTORY

show history

Overview

Syntax
Mode

Example

Output
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This command lists the commands entered in the current session. The history
buffer is cleared automatically upon reboot.

The output lists all command line entries, including commands that returned an
error.

For information on filtering and saving command output, see the “Getting Started
with AlliedWare Plus” Feature Overview and Configuration Guide.

show hi story
User Exec and Privileged Exec

To display the commands entered during the current session, use the command:

awpl us# show hi story

Figure 1-2:  Example output from the show history command

en

show ru
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exit
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Vista Manager EX
Commands

Introduction

Overview This chapter provides an alphabetical reference of commands used to configure
your device so it can be monitored and managed by Vista Manager EX™,

Command List - “atmf topology-gui enable” on page 50
. “log event-host” on page 51
. “service http” on page 52
. “show http” on page 53
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VISTA MANAGER EX COMMANDS

ATMF TOPOLOGY-GUI ENABLE

atmf topology-gui enable

Overview

Syntax

Default

Mode

Usage notes

Examples

Related
commands
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Use this command to enable the operation of Vista Manager EX on the Master
device.

Vista Manager EX delivers state-of-the-art monitoring and management for your
Autonomous Management Framework™ (AMF) network, by automatically creating
a complete topology map of switches, firewalls and wireless access points (APs).
An expanded view includes third-party devices such as security cameras.

Use the no variant of this command to disable operation of Vista Manager EX.

atnf topol ogy-gui enable
no atnf topol ogy-gui enable

Disabled by default on AMF Master and member nodes. Enabled by default on
Controllers.

Global Configuration mode

To use Vista Manager EX, you must also enable the HTTP service on all AMF nodes,
including all AMF masters and controllers. The HTTP service is enabled by default
on AlliedWare Plus switches and disabled by default on AR-Series firewalls. To
enable it, use the commands:

Nodel# configure termnal
Nodel(config)# service http

On one master in each AMF area in your network, you also need to configure the
master to send event notifications to Vista Manager EX. To do this, use the
commands:

Nodel# configure termnal

Nodel(config)# |l og event-host <ip-address> atnf-topol ogy-event

To enable Vista Manager EX on Node1, use the commands:
Nodel# configure termnal

Nodel(config)# atnf topol ogy-gui enable
To disable Vista Manager EX on Node1, use the commands:

Nodel# configure termnal

Nodel(config)# no atnf topol ogy-gui enable

atmf enable
log event-host

service http
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LOG EVENT-HOST

log event-host

Overview

Syntax

Default
Mode

Usage notes

Example

Related
commands
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Use this command to set up an external host to log AMF topology events through
Vista Manager. This command is run on the Master device.

Use the no variant of this command to disable log events through Vista Manager.

| og event-host [<ipv4-addr>|<ipv6-addr>] atnf-topol ogy-event

no | og event - host [ <i pv4-addr >| <i pv6-addr>] atnf-topol ogy-event

Parameter Description

<i pv4- addr > ipv4 address of the event host

<i pv6- addr > ipv6 address of the event host

Log events are disabled by default.
Global Configuration

Event hosts are set so syslog sends the messages out as they come.

Note that there is a difference between log event and log host messages:

. Log event messages are sent out as they come by syslog

. Log host messages are set to wait for a number of messages (20) to send
them out together for traffic optimization.

To enable Node 1 to log event messages from host IP address 192.0.2.31, use the

following commands:

Nodel# configure termnal

Nodel(config)# | og event-host 192.0.2.31 atnf-topol ogy-event

To disable Node 1 to log event messages from host IP address 192.0.2.31, use the
following commands:

Nodel# configure termnal

Nodel(config)# no | og event-host 192.0. 2. 31 atnf-topol ogy-event

atmf topology-gui enable
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SERVICE HTTP

service http

Overview

Syntax

Default
Mode

Example

Related
commands
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Use this command to enable the HTTP (Hypertext Transfer Protocol) service.
This service is required to support Vista Manager EX™.

Use the no variant of this command to disable the HTTP feature.

service http

no service http
Enabled
Global Configuration

To enable the HTTP service, use the following commands:

awpl us# configure term nal

awpl us(config)# service http
To disable the HTTP service, use the following commands:

awpl us# configure termnal

awpl us(config)# no service http

show http
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SHOW HTTP

show http

Overview
Syntax
Mode

Example

Output

Related
commands
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This command shows the HTTP server settings.
show http
User Exec and Privileged Exec

To show the HTTP server settings, use the command:

awpl us# show http

Figure 2-1:  Example output from the show http command

awpl us#show http
HTTP Server Configuration

HTTP server . Enabl ed

Por t . 80

clear line vty

service http
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File and
Configuration
Management

Commands

Introduction

Overview This chapter provides an alphabetical reference of AlliedWare Plus™ OS file and
configuration management commands.

Filename Syntax Many of the commands in this chapter use the placeholder ‘filename’ to represent
and Keyword the name and location of the file that you want to act on. The following table
Usage explains the syntax of the filename for each different type of file location.

When you copy a

file... Use this syntax: Example:

Copyingin local flash:[/][<directory>/]<fil ename> To specify a file in the configs directory
flash memory in flash:

flash:configs/example.cfg

Copying with http://[[ <user nane>: <password>] @ To specify a file in the configs directory
HTTP {<host name>| <host-i p>}[/<fil epath ontheserver:
>]/<fil enanme> http://www.company.com/configs/exa
mple.cfg

CopyingwithTFTP tftp://[[ <l ocation>]/<directory>] To specify afile in the top-level
[ <fil enane> directory of the server:
tftp://172.1.1.1/example.cfg

Copying with SCP  scp:// <user nane>@&l ocati on>[/ <dir To specify afile in the configs directory
ectory>][/<fil enanme>] on the server, logging on as user ‘bob”:

eg.
scp://bob@10.10.0.12/configs/example

«cfg

Copying with SFTP sftp://[[ <l ocation>]/<directory>] To specify afile in the top-level
[ <fil enane> directory of the server:
sftp://10.0.0.5/example.cfg
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Valid characters

Syntax for
directory listings

Command List
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The filename and path can include characters from up to four categories. The
categories are:

1) uppercase letters: Ato Z
2) lowercase letters:a to z
3) digits:0to 9

4)  special symbols: most printable ASCll characters not included in the previous
three categories, including the following characters:

.
- e
.2

Do not use spaces, parentheses or the + symbol within filenames. Use hyphens or
underscores instead.
A leading slash (/) indicates the root of the current file system location.

In commands where you need to specify the local file system’s flash base directory,
you may use flash or flash: or flash:/. For example, these commands are all the
same:

. dir flash
. dir flash:
. dir flash:/

You cannot name a directory or subdirectory flash, nvs, usb, card, tftp, scp, sftp
or http. These keywords are reserved for tab completion when using various file
commands.

. “boot config-file” on page 57

. “boot config-file backup” on page 58
. “cd” on page 59

. “copy (filename)” on page 60

. “copy debug” on page 62

. “copy running-config” on page 63
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. “copy startup-config” on page 64
. “copy zmodem” on page 65

. “delete” on page 66

. “delete debug” on page 67

. “dir” on page 68

. “edit” on page 70

. “edit (filename)” on page 71

. “erase factory-default” on page 72

. “erase startup-config” on page 73

. “ip tftp source-interface” on page 74

. “ipv6 tftp source-interface” on page 75

. “mkdir” on page 76
. “move” on page 77
. “move debug” on page 78

. “pwd” on page 79

. “rmdir” on page 80

. “show boot” on page 81

. “show file” on page 82

. “show file systems” on page 83

. “show running-config” on page 85

. “show running-config interface” on page 88

. “show startup-config” on page 90

. “show version” on page 91

. “software-upgrade” on page 92

. “write file” on page 93

. “write memory” on page 94

. “write terminal” on page 95
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BOOT CONFIG-FILE

boot config-file

Overview

Syntax

Mode

Usage notes

Examples

Related
commands
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Use this command to set the configuration file to use during the next boot cycle.

Use the no variant of this command to remove the configuration file.

boot config-file <filepath-fil ename>

no boot config-file

Parameter Description

<filepath-fil ename> Filepath and name of a configuration file.
The specified configuration file must exist in the
specified filesystem.
Valid configuration files must have a . cfg extension.

Global Configuration

For an explanation of the configuration fallback order, see the File Management
Feature Overview and Configuration Guide.

To run the configuration file “branch.cfg” the next time the device boots up, when
“branch.cfg” is stored on the device’s flash filesystem, use the commands:

awpl us# configure term nal

awpl us(config)# boot config-file flash:/branch.cfg

To stop running the configuration file “branch.cfg” when the device boots up,
when “branch.cfg” is stored on the device's flash filesystem, use the commands:

awpl us# configure termnal

awpl us(config)# no boot config-file flash:/branch.cfg

boot config-file backup

show boot
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FILE AND CONFIGURATION MANAGEMENT COMMANDS

BOOT CONFIG-FILE BACKUP

boot config-file backup

Overview

Syntax

Mode

Usage notes

Examples

Related
commands
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Use this command to set a backup configuration file to use if the main
configuration file cannot be accessed.

Use the no variant of this command to remove the backup configuration file.

boot config-file backup <fil epath-fil enane>

no boot config-file backup

Parameter Description

<fil epath-fil ename> Filepath and name of a backup configuration file.
Backup configuration files must be in the flash filesystem.
Valid backup configuration files must have a . cfg
extension.

backup The specified file is a backup configuration file.

Global Configuration

For an explRSanation of the configuration fallback order, see the File Management
Feature Overview and Configuration Guide.

To set the configuration file backup.cfg as the backup to the main configuration
file, use the commands:

awpl us# configure term nal

awpl us(config)# boot config-file backup flash:/backup.cfg

To remove the configuration file backup.cfg as the backup to the main
configuration file, use the commands:

awpl us# configure term nal

awpl us(config)# no boot config-file backup flash:/backup.cfg

boot config-file

show boot
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FILE AND CONFIGURATION MANAGEMENT COMMANDS

cD

cd

Overview

Syntax

Mode

Example

Related
commands
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This command changes the current working directory.

cd <directory-nane>

Parameter Description

<di rect ory- name> Name and path of the directory.

Privileged Exec

To change to the directory called i mages, use the command:
awpl us# cd i mages

dir

pwd

show file systems
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COPY (FILENAME)

copy (filename)

Overview

Syntax

Mode

Examples
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This command copies a file. This allows you to:

. copy files from your device to a remote device
. copy files from a remote device to your device
. create two copies of the same file on your device

copy [force] <source-nane> <destination-nanme>

Parameter Description

force This parameter forces the copy command to overwrite the
destination file, if it already exists, without prompting the
user for confirmation.

<sour ce- nane> The filename and path of the source file. See Introduction
on page 54 for valid syntax.

<desti nati on- name> The filename and path for the destination file. See
Introduction on page 54 for valid syntax.

Privileged Exec

To use TFTP to copy the file “bob.key” into the current directory from the remote
server at 10.0.0.1, use the command:

awpl us# copy tftp://10.0.0.1/bob. key bob. key

To use SFTP to copy the file “new.cfg” into the current directory from a remote
server at 10.0.1.2, use the command:

awpl us# copy sftp://10.0.1. 2/ new. cfg bob. key

To use SCP with the username “beth” to copy the file old.cfg into the directory
config_files on a remote server that is listening on TCP port 2000, use the
command:

awpl us# copy scp://beth@erv: 2000/ config files/old.cfg old.cfg

To copy thefile “config.cfg” into the current directory from a remote file server, and
rename it to “configtest.cfg”, use the command:

awpl us# copy fserver:/config.cfg configtest.cfg

On an AMF network, to copy the device GUI file from the AMF master to the Flash
memory of ‘node_1’, use the command:

mast er# copy awpl us-gui _549 13.gui node_1.atnf/flash:
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COPY (FILENAME)

Related
commands

copy zmodem

copy buffered-log
copy permanent-log
edit (filename)

show file systems
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COPY DEBUG

copy debug

Overview

Syntax

Mode

Example

Output

Related
commands
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This command copies a specified debug file to a destination file.

copy debug {<desti nati on-nane>| debug| fl ash| scp|tftp}
{<sour ce- nane>| debug]| fl ash| scp| tft p}

Parameter Description

<desti nati on- nane> The filename and path where you would like the debug
output saved. See Introduction on page 54 for valid syntax.

<sour ce- nane> The filename and path where the debug output originates.
See the Introduction to this chapter for valid syntax.

Privileged Exec

To copy debug output to a file on flash called “my-debug”, use the following
command:

awpl us# copy debug fl ash: ny-debug

Figure 3-1:  CLI prompt after entering the copy debug command

| Enter source file name []:

delete debug

move debug
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COPY RUNNING-CONFIG

copy running-config

Overview

Syntax

Mode

Examples

Related
commands
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This command copies the running-config to a destination file, or copies a source
file into the running-config. Commands entered in the running-config do not
survive a device reboot unless they are saved in a configuration file.

copy <source-nane> runni ng-config
copy runni ng-config [<destination-name>]

copy running-config startup-config

Parameter Description

<sour ce- nane> The filename and path of a configuration file. This must be
a valid configuration file with a . cfg filename extension.
Specify this when you want the script in the file to become
the new running-config. See Introduction on page 54 for
valid syntax.

<desti nati on- nane> The filename and path where you would like the current
running-config saved. This command creates a file if no file
exists with the specified filename. If a file already exists,
then the CLI prompts you before overwriting the file. See
Introduction on page 54 for valid syntax. If you do not
specify a file name, the device saves the running-config to
afile called default.cfg.

startup-config Copies the running-config into the file set as the current
startup-config file.

Privileged Exec

To copy the running-config into the startup-config, use the command:
awpl us# copy running-config startup-config

To copy the file ‘layer3.cfg’ into the running-config, use the command:
awpl us# copy layer3.cfg running-config

To use SCP to copy the running-config as ‘current.cfg’ to the remote server
listening on TCP port 2000, use the command:

awpl us# copy running-config
scp://user @erver: 2000/ config files/current.cfg

copy startup-config
write file

write memory

Command Reference for AMF Cloud 63
AlliedWare Plus™ Operating System - Version 5.5.0-1.x



FILE AND CONFIGURATION MANAGEMENT COMMANDS

COPY STARTUP-CONFIG

copy startup-config

Overview

Syntax

Mode

Examples

Related
commands
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This command copies the startup-config script into a destination file, or
alternatively copies a configuration script from a source file into the startup-config
file.

copy <source-nane> startup-config

copy startup-config <destination-nanme>

Parameter Description

<sour ce- nane> The filename and path of a configuration file. This must be
a valid configuration file with a . cfg filename extension.
Specify this to copy the script in the file into the startup-
config file. Note that this does not make the copied file the
new startup file, so any further changes made in the
configuration file are not added to the startup-config file
unless you reuse this command. See Introduction on page
54 for valid syntax.

<desti nati on- nane> The destination and filename that you are saving the
startup- config as. This command creates a file if no file
exists with the specified filename. If a file already exists,
then the CLI prompts you before overwriting the file. See
Introduction on page 54 for valid syntax.

Privileged Exec

To copy the file ‘Layer3.cfg’ to the startup-config, use the command:
awpl us# copy Layer3.cfg startup-config

To copy the startup-config as the file ‘oldconfig.cfg’ in the current directory, use
the command:

awpl us# copy startup-config ol dconfig.cfg

copy running-config
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COPY ZMODEM

copy zmodem

Overview

Syntax

Mode

Example

Related
commands
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This command allows you to copy files using ZMODEM using Minicom. ZMODEM
works over a serial connection and does not need any interfaces configured to do
a file transfer.

copy <source-nanme> znodem

copy znmodem

Parameter Description

<sour ce- nanme> The filename and path of the source file. See Introduction on
page 54 for valid syntax.

Privileged Exec

To copy the local file ‘asuka.key’ using ZMODEM, use the command:

awpl us# copy asuka. key znmodem

copy (filename)

show file systems
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DELETE

delete

Overview

Syntax

Mode

Examples

Related
commands
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This command deletes files or directories.

delete [force] [recursive] <fil enane>

Parameter Description

force Ignore nonexistent filenames and never prompt before deletion.

recursive Remove the contents of directories recursively.

<fil enane> The filename and path of the file to delete. See Introduction on page
54 for valid syntax.

Privileged Exec

To delete the filet enp. cf g from the current directory, use the command:
awpl us# del ete tenp.cfg

To delete the read-only file one. cf g from the current directory, use the
command:

awpl us# del ete force one.cfg
To delete the directory ol d_conf i gs, which is not empty, use the command:
awpl us# del ete recursive ol d_configs

To delete the directory new_conf i gs, which is not empty, without prompting if
any read-only files are being deleted, use the command:

awpl us# delete force recursive new configs

erase startup-config

rmdir
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DELETE DEBUG

delete debug

Overview

Syntax

Mode

Example

Output

Related
commands
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Use this command to delete a specified debug output file.

del et e debug <source- nane>

Parameter Description

<sour ce- nane> The filename and path where the debug output originates.
See Introduction on page 54 for valid URL syntax.

Privileged Exec

To delete debug output, use the following command:

awpl us# del ete debug

Figure 3-2:  CLI prompt after entering the delete debug command

| Enter source file name []:

copy debug

move debug
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DIR

dir

Overview This command lists the files on a filesystem. If you don’t specify a directory or file,
then this command lists the files in the current directory.

Syntax dir [all] [recursive] [sort [reverse] [name|size|tine]]
[ <fil enane>| debug]| f | ash]

Parameter Description

al | List all files.

recursive List the contents of directories recursively.

sort Sort directory listing.

reverse Sort using reverse order.

nanme Sort by name.

si ze Sort by size.

time Sort by modification time (default).

<fil enane> The name of the directory or file. If you don't specify a
directory or file, then this command lists the files in the
current directory.

debug Debug root directory

fl ash Flash memory root directory

Mode Privileged Exec

Examples To list the files in the current working directory, use the command:
awpl us# dir
To list the non-hidden files in the root of the Flash filesystem, use the command:
awpl us# dir flash
To list all the files in the root of the Flash filesystem, use the command:
awpl us# dir all flash:
To list recursively the files in the Flash filesystem, use the command:
awpl us# dir recursive flash:
To list the files in alphabetical order, use the command:
awpl us# dir sort name
To list the files by size, smallest to largest, use the command:

awpl us# dir sort reverse size
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DIR
To sort the files by modification time, oldest to newest, use the command:
awpl us# dir sort reverse tine
Output Figure 3-3:  Example output from the dir command
awpl us#di r

630 -rw May 19 2016 23:36: 31 exanple.cfg
23652123 -rw May 17 2016 03:41:18
149 -rw Feb 9 2016 00:40:35 exception.|og

Related cd
commands
pwd
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EDIT

edit

Overview

Syntax

Mode

Examples

Related
commands
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This command opens a text file in the AlliedWare Plus™ text editor. Once opened
you can use the editor to alter to the file.

If a filename is specified and it already exists, then the editor opens it in the text
editor.

If no filename is specified, the editor prompts you for one when you exit it.

Before starting the editor make sure your terminal, terminal emulation program, or
Telnet client is 100% compatible with a VT100 terminal. The editor uses VT100
control sequences to display text on the terminal.

For more information about using the editor, including control sequences, see the
File Management Feature Overview and Configuration Guide.

edit [<fil ename>]

Parameter Description

<fil enane> Name of a file in the local Flash filesystem.

Privileged Exec

To create and edit a new text file, use the command:
awpl us# edit

To edit the existing configuration file myconf i g. cf g stored on your device’s
Flash memory, use the command:

awpl us# edit myconfig.cfg

edit (filename)

show file
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EDIT (FILENAME)

edit (filename)

Overview This command opens a remote text file as read-only in the AlliedWare Plus™ text
editor.

Before starting the editor make sure your terminal, terminal emulation program, or
Telnet client is 100% compatible with a VT100 terminal. The editor uses VT100
control sequences to display text on the terminal.

Syntax edit <fil enane>

Parameter Description

<fil enane> The filename and path of the remote file. See Introduction on
page 54 for valid syntax.

Mode Privileged Exec
Example To view the file bob. key stored in the security directory of a TFTP server, use the
command:
awpl us# edit tftp://security/bob. key
Related copy (filename)
commands .
edit

show file
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ERASE FACTORY-DEFAULT

erase factory-default

Overview This command erases all data from NVS and all data from flash except the

following:

. the boot release file (a .rel file) and its release setting file
. all license files

. the latest GUI release file

The device is then rebooted and returned to its factory default condition. The
device can then be used for AMF automatic node recovery.

Syntax erase factory-default
Mode Privileged Exec
Usage notes This command is an alias to the atmf cleanup command.

Example To erase data, use the command:
Node 1# erase factory-default

This command will erase all NVS, all flash contents except for
the boot release, a GJ resource file, and any license files,
and then reboot the switch. Continue? (y/n):y

Related atmf cleanup
commands
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FILE AND CONFIGURATION MANAGEMENT COMMANDS

ERASE STARTUP-CONFIG

erase startup-config

Overview

Syntax
Mode

Example

Related
commands
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This command deletes the file that is set as the startup-config file, which is the
configuration file that the system runs when it boots up.

At the next restart, the device loads the default configuration file, default.cfg. If
default.cfg no longer exists, then the device loads with the factory default
configuration. This provides a mechanism for you to return the device to the
factory default settings.

erase startup-config
Privileged Exec

To delete the file currently set as the startup-config, use the command:

awpl us# erase startup-config

boot config-file backup
copy running-config
copy startup-config

show boot
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FILE AND CONFIGURATION MANAGEMENT COMMANDS

IP TFTP SOURCE-INTERFACE

ip tftp source-interface

Overview

Syntax

Default
Mode

Usage

Example

Related
commands
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Use this command to manually specify the IP address that all TFTP requests
originate from. This is useful in network configurations where TFTP servers only
accept requests from certain devices, or where the server cannot dynamically
determine the source of the request.

Use the no variant of this command to stop specifying a source.

ip tftp source-interface [<interface>|<ip-add>]

no ip tftp source-interface

Parameter Description

<interface> The VLAN that TFTP requests originate from. The device will use
the IP address of this interface as its source IP address.

<i p-add> The IP address that TFTP requests originate from, in dotted
decimal format

There is no default source specified.
Global Configuration

This command is helpful in network configurations where TFTP traffic needs to
traverse point-to-point links or subnets within your network, and you do not want
to propagate those point-to-point links through your routing tables.

In those circumstances, the TFTP server cannot dynamically determine the source
of the TFTP request, and therefore cannot send the requested data to the correct
device. Specifying a source interface or address enables the TFTP server to send the
data correctly.

To specify that TFTP requests originate from the IP address 192.0.2.1, use the
following commands:
awpl us# configure term nal

awplus(config)# ip tftp source-interface 192.0.2.1

copy (filename)
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FILE AND CONFIGURATION MANAGEMENT COMMANDS
IPV6 TFTP SOURCE-INTERFACE

ipv6 tftp source-interface

Overview Use this command to manually specify the IPv6 address that all TFTP requests
originate from. This is useful in network configurations where TFTP servers only
accept requests from certain devices, or where the server cannot dynamically
determine the source of the request.

Use the no variant of this command to stop specifying a source.

Syntax ipv6 tftp source-interface [<interface>|<ipv6-add>]

no ipve tftp source-interface

Parameter Description

<interface> The VLAN that TFTP requests originate from. The device will use
the IPv6 address of this interface as its source IPv6 address.

<i pv6- add> The IPv6 address that TFTP requests originate from, in the format
x:x:x:x, for example, 2001:db8::8a2e:7334.

Default There is no default source specified.
Mode Global Configuration

Usage This command is helpful in network configurations where TFTP traffic needs to
traverse point-to-point links or subnets within your network, and you do not want
to propagate those point-to-point links through your routing tables.

In those circumstances, the TFTP server cannot dynamically determine the source
of the TFTP request, and therefore cannot send the requested data to the correct
device. Specifying a source interface or address enables the TFTP server to send the
data correctly.

Example To specify that TFTP requests originate from the IPv6 address 2001:db8::8a2e:7334,
use the following commands:

awpl us# configure term nal

awplus(config)# ipve tftp source-interface 2001: db8: : 8a2e: 7334

Related copy (filename)
commands
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FILE AND CONFIGURATION MANAGEMENT COMMANDS

MKDIR

mkdir

Overview

Syntax

Mode

Usage

Example

Related
commands

C613-50418-01 Rev A

This command makes a new directory.

nkdi r <nanme>

Parameter Description

<nane> The name and path of the directory that you are creating.

Privileged Exec

You cannot name a directory or subdirectory flash, nvs, usb, card, tftp, scp, sftp
or http. These keywords are reserved for tab completion when using various file
commands.

To make a new directory called i mages in the current directory, use the
command:

awpl us# mkdi r i nmages
cd

dir

pwd
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FILE AND CONFIGURATION MANAGEMENT COMMANDS

MOVE

move

Overview

Syntax

Mode

Examples

Related
commands
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This command renames or moves a file.

nove <source-name> <desti nati on- nane>

Parameter Description

<sour ce- nane> The filename and path of the source file. See Introduction
on page 54 for valid syntax.

<desti nati on- nanme> The filename and path of the destination file. See
Introduction on page 54 for valid syntax.

Privileged Exec

To rename thefilet enp. cf g tost art up. cf g, use the command:
awpl us# nmove tenp.cfg startup.cfg

To move the filet enp. cf g from the root of the Flash filesystem to the directory
myconfi gs, use the command:

awpl us# move tenp.cfg nyconfigs/tenp.cfg

delete
edit
show file

show file systems
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FILE AND CONFIGURATION MANAGEMENT COMMANDS

MOVE DEBUG

move debug

Overview

Syntax

Mode

Example

Output

Related
commands
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This command moves a specified debug file to a destination debug file.

nove debug {<desti nati on-name>| debug| fl ash}

Parameter Description

<desti nati on- nane> The filename and path where you would like the debug
output moved to. See Introduction on page 54 for valid
syntax.

Privileged Exec

To move debug output into Flash memory with a filename “my-debug”, use the
following command:

Figure 3-4:  CLI prompt after entering the move debug command

| Enter source file name []:

copy debug
delete debug
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FILE AND CONFIGURATION MANAGEMENT COMMANDS
PWD

pwd

Overview This command prints the current working directory.
Syntax pwd
Mode Privileged Exec

Example To print the current working directory, use the command:

awpl us# pwd
Related cd
commands
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FILE AND CONFIGURATION MANAGEMENT COMMANDS

RMDIR

rmdir

Overview

Syntax

Mode

Examples

Related
commands
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This command removes a directory. This command only works on empty
directories, unless you specify the optional force keyword.

rodir [force] <name>

Parameter Description

force Optional keyword that allows you to delete directories that
are not empty and contain files or subdirectories.

<nane> The name and path of the directory.

Privileged Exec

Toremove the directory “images” from the top level of the Flash filesystem, use the
command:

awplus# rmdir flash:/images

To create a directory called “level1” containing a subdirectory called “level2”, and
then force the removal of both directories, use the commands:

awpl us# nkdir levell
awpl us# nkdir |evel 1/1evel 2

awplus# rndir force levell

cd

dir
mkdir
pwd
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FILE AND CONFIGURATION MANAGEMENT COMMANDS

SHOW BOOT

show boot

Overview
Syntax
Mode

Example

Output

Related
commands
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This command displays the current boot configuration.

show boot

Privileged Exec

To show the current boot configuration, use the command:

awpl us# show boot

Figure 3-5:  Example output from show boot

awpl us#show boot
Boot configuration

Current software
Boot | ocati on

Def aul t boot confi g:
Current boot config:
Backup boot confi g:

vaa-5.5.0-1.1.iso

Local

flash:/default.cfg

flash:/my.cfg (file exists)

fl ash: /backup.cfg (file not found)

Table 3-1: Parameters in the output from show boot

Parameter Description

Current software

The current software release that the device is using.

Boot | ocation

The location where the current software release is stored;
either local or CD/DVD.

Def aul t boot
config

The default startup configuration file. The device loads
this configuration script if no file is set as the startup-
config file.

Current boot
config

The configuration file currently configured as the
startup-config file. The device loads this configuration file
during the next boot cycle if this file exists.

Backup boot config

The configuration file to use during the next boot cycle if
the main configuration file cannot be loaded.

boot config-file backup
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FILE AND CONFIGURATION MANAGEMENT COMMANDS

SHOW FILE

show file

Overview

Syntax

This command displays the contents of a specified file.

show file <fil ename>

Parameter Description

Mode

Example

Related
commands
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<fil enane> Name of a file on the local Flash filesystem, or name and
directory path of a file.

Privileged Exec

To display the contents of the file ol dconf i g. cf g, which is in the current
directory, use the command:

awpl us# show file oldconfig.cfg
edit
edit (filename)

show file systems
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FILE AND CONFIGURATION MANAGEMENT COMMANDS
SHOW FILE SYSTEMS

show file systems

Overview This command lists the file systems and their utilization information where
appropriate.

Syntax show file systens
Mode Privileged Exec

Examples To display the file systems, use the command:

awpl us# show file systens

Output Figure 3-6:  Example output from the show file systems command

awpl us#show fil e systens
Si ze(b) Free(b) Type Fl ags Prefixes SIDV Lel/Nwk Avail

4.6G 4.0G flash rw flash: static |ocal Y
- - system rw system virtual | ocal -
10. OM 9. 6M debug rw debug: static | ocal Y
- - fserver rw fserver: dynam ¢ net wor k N
- - tftp rw tftp: - net wor k -
- - scp rw scp: - net wor k -

- - sftp ro sftp: - net wor k
- - http ro http: - net wor k -
- - rsync rw rsync: - net wor k -

Table 4: Parameters in the output of the show file systems command

Parameter Description

Si ze (b) The total memory available to this file system. The units are given
after the value and are M for Megabytes or k for kilobytes.

Free (b) The total memory free within this file system. The units are given
after the value and are M for Megabytes or K for kilobytes.

Type The memory type used for this file system, such as:
flash

system

tftp

scp

sftp

http.

Fl ags The file setting options: rw (read write), ro (read only).
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FILE AND CONFIGURATION MANAGEMENT COMMANDS

SHOW FILE SYSTEMS

Related
commands

Table 4: Parameters in the output of the show file systems command (cont.)

Parameter Description

Pr efi xes

The prefixes used when entering commands to access the file
systems, such as:

flash

system

tftp

scp

sftp

http.

S/ DIV

The memory type: Static, Dynamic, Virtual.

Lel / N wk

Whether the memory is located locally or via a network
connection.

Avai |

Whether the memory is accessible: Y (yes), N (no), - (not applicable)

edit
edit (filename)

show file
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FILE AND CONFIGURATION MANAGEMENT COMMANDS

SHOW RUNNING-CONFIG

show running-config

Overview This command displays the current configuration of your device. Its output
includes all non-default configuration. The default settings are not displayed.

Syntax

C613-50418-01 Rev A

NOTE: You can control the output by entering | or > at the end of the command:

. To display only lines that contain a particular word, enter:

| include <word>

. To start the display at the first line that contains a particular word, enter:

| begin <word>

. To save the output to a file, enter:

> <fil enane>

show runni ng-config [full]|<feature>]

Parameter Description

full Display the running-config for all features. This is the default setting, so
it is the same as entering show running-config.
<f eat ure> Display only the configuration for a single feature. The features

available depend on your device and will be some of the following list:

access-list ACL configuration

antivirus Antivirus configuration
application Application configuration
as-path Autonomous system path filter

configuration

as-path access-list

Configuration of ACLs for AS path filtering

atmf Allied Telesis Management Framework
configuration
bgp Border Gateway Protocol (BGP)

configuration

community-list

Community-list configuration

crypto Security-specific configuration

dhcp DHCP configuration

dpi Deep Packet Inspection configuration
entity Entity configuration

firewall Firewall configuration

interface Interface configuration. See show

running-config interface for further
options.
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FILE AND CONFIGURATION MANAGEMENT COMMANDS
SHOW RUNNING-CONFIG

Parameter Description

ip Internet Protocol (IP) configuration
ip pim dense-mode PIM-DM configuration

ip pim sparse-mode PIM-SM configuration

ip route IP static route configuration
ip-reputation IP Reputation configuration

ips IPS configuration

ipsec Internet Protocol Security (IPsec)

configuration

ipv6 Internet Protocol version 6 (IPv6)
configuration

ipv6 access-list IPv6 ACL configuration

ipv6 mroute IPv6 multicast route configuration
ipv6 prefix-list IPv6 prefix list configuration

ipv6 route IPv6 static route configuration
isakmp Internet Security Association Key

Management Protocol (ISAKMP)
configuration

key chain Authentication key management
configuration

[2tp-profile L2TP tunnel profile configuration
lldp LLDP configuration
log Logging utility configuration
malware-protection Malware protection configuration
nat Network Address Translation configuration
power-inline Power over Ethernet (PoE) configuration
policy-based-routing Policy-based routing (PBR) configuration
pppoe-ac PPPoE access concentrator configuration
prefix-list Prefix-list configuration
route-map Route-map configuration
router Router configuration
router-id Configuration of the router identifier for
this system

security-password Strong password security configuration
snmp SNMP configuration
ssh Secure Shell configuration
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FILE AND CONFIGURATION MANAGEMENT COMMANDS
SHOW RUNNING-CONFIG

Parameter Description
switch Switch configuration
web-control Web Control configuration

Mode Privileged Exec and Global Configuration

Example To display the current configuration of your device, use the command:

awpl us# show runni ng-config

Output Figure 3-7:  Example output from show running-config

awpl us#show runni ng- confi g
!

servi ce password-encryption
!

no banner notd

|

user nane nmanager privilege 15 password 8 $1$bJoVec4D$IWQIGPr 7YqQOEXA0OGVasdEQ
!

servi ce ssh
|

no service tel net
|

service http
!

no cl ock tinezone

line con O
line vty 0 4
!

end

Related copy running-config

commands . .
show running-config interface
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FILE AND CONFIGURATION MANAGEMENT COMMANDS
SHOW RUNNING-CONFIG INTERFACE

show running-config interface

Overview

Syntax

C613-50418-01 Rev A

This command displays the current configuration of one or more interfaces on the
device.

You can optionally limit the command output to display only information for a
given protocol or feature. The features available depend on your device and will be
a subset of the features listed in the table below.

show runni ng-config interface

show runni ng-config interface <interface-list>

show runni ng-config interface <interface-list> <feature>
show runni ng-config interface <interface-list> ip <feature>

show runni ng-config interface <interface-list> ipve <feature>

Parameter Description

<interface-list> The interfaces or ports to display information about. An
interface-list can be:

- an Eth interface (e.g. eth0)

« an802.1Q Ethernet sub-interface (e.g. eth0.10, where ‘10’
is the VLAN ID specified by the encapsulation dot1q
command)

a bridge interface (e.g. br0)
« the loopback interface (lo)

« acontinuous range of interfaces, separated by a hyphen
(e.g. eth0-eth4)

a comma-separated list (e.g. eth0,eth2-eth4). Do not mix
interface types in a list.

The specified interfaces must exist.

cfm Displays running configuration for CFM (Connectivity Fault
Management) for the specified interfaces.

dot 1x Displays running configuration for 802.1X port
authentication for the specified interfaces.

| acp Displays running configuration for LACP (Link Aggregation
Control Protocol) for the specified interfaces.

ipignp Displays running configuration for IGMP (Internet Group
Management Protocol) for the specified interfaces.

ip multicast Displays running configuration for general multicast
settings for the specified interfaces.

i p pi msparse-node Displays running configuration for PIM-SM (Protocol
Independent Multicast - Sparse Mode) for the specified
interfaces.
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SHOW RUNNING-CONFIG INTERFACE

Mode
Default

Examples

Output

Related
commands
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Parameter Description

i p pi mdense-node Displays running configuration for PIM-DM (Protocol
Independent Multicasting - Dense Mode) for the specified
interfaces.

st p Displays running configuration for MSTP (Multiple
Spanning Tree Protocol) for the specified interfaces.

ospf Displays running configuration for OSPF (Open Shortest
Path First) for the specified interfaces.

rip Displays running configuration for RIP (Routing Information
Protocol) for the specified interfaces.

ipve rip Displays running configuration for RIPng (RIP for IPv6) for
the specified interfaces.

i pv6 ospf Displays running configuration for IPv6 OSPF (Open
Shortest Path First) for the specified interfaces.

i pv6 pim Displays running configuration for PIM-SM (Protocol

spar se- node Independent Multicast - Sparse Mode) for the specified
interfaces.

rstp Displays running configuration for RSTP (Rapid Spanning

Tree Protocol) for the specified interfaces.

stp Displays running configuration for STP (Spanning Tree
Protocol) for the specified interfaces.

Privileged Exec and Global Configuration
Displays information for all protocols on all interfaces

To display the current running configuration of your device for eth0, use the
command:
awpl us# show runni ng-config interface ethO

Figure 3-8:  Example output from a show running-config interface eth0
command

awpl us#show runni ng-config i nterface ethO
!

interface ethO

encapsul ati on dot1lqg 2

encapsul ati on dot1g 3
!

copy running-config

show running-config
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SHOW STARTUP-CONFIG

show startup-config

Overview This command displays the contents of the start-up configuration file, which is the
file that the device runs on start-up.

For information on filtering and saving command output, see the “Getting Started
with AlliedWare Plus” Feature Overview and Configuration Guide.

Syntax show startup-config
Mode Privileged Exec

Example To display the contents of the current start-up configuration file, use the
command:

show startup-config

Output Figure 3-9:  Example output from the show startup-config command

awpl us#show st artup-config
|

servi ce password-encryption
!

no banner notd

|

user nane manager privilege 15 password 8 $1$bJoVec4D$IwOIGPr 7YqoExAOGVasdEO
|

servi ce ssh

!

no service telnet
!

service http

|

no clock tinmezone

line con O

line vty 0 4
!

end

Related boot config-file backup

commands . .
copy running-config
copy startup-config
erase startup-config
show boot
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FILE AND CONFIGURATION MANAGEMENT COMMANDS
SHOW VERSION

show version

Overview This command displays the version number and copyright details of the current
AlliedWare Plus™ OS your device is running.

Syntax show version
Mode User Exec and Privileged Exec

Example To display the version details of your currently installed software, use the
command:
awpl us# show version

Related show boot
commands
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FILE AND CONFIGURATION MANAGEMENT COMMANDS

SOFTWARE-UPGRADE

software-upgrade

Overview

Syntax

Mode

Example

Related
commands
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Use this command to update the firmware on AMF Cloud. Copy the ISO image for
the new version to your AMF Cloud installation before running this command.

sof t war e- upgr ade <fil ename>

Parameter Description

<fil enane> The name of the firmware file (ISO image file).

Privileged Exec

To update your firmware to vaa-5.5.0-1.1.iso, use the command:

awpl us# software-upgrade vaa-5.5.0-1.1.iso

show boot
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FILE AND CONFIGURATION MANAGEMENT COMMANDS

WRITE FILE

write file

Overview

Syntax
Mode

Example

Related
commands
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This command copies the running-config into the file that is set as the current
startup-config file. This command is a synonym of the write memory and copy
running-config startup-config commands.

wite [file]
Privileged Exec

To write configuration data to the start-up configuration file, use the command:

awplus# wite file

copy running-config
write memory

show running-config
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FILE AND CONFIGURATION MANAGEMENT COMMANDS

WRITE MEMORY

write memory

Overview

Syntax
Mode

Example

Related
commands

C613-50418-01 Rev A

This command copies the running-config into the file that is set as the current
startup-config file. This command is a synonym of the write file and copy
running-config startup-config commands.

wite [nmenory]
Privileged Exec

To write configuration data to the start-up configuration file, use the command:

awpl us# write nenory

copy running-config
write file

show running-config
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FILE AND CONFIGURATION MANAGEMENT COMMANDS

WRITE TERMINAL

write terminal

Overview

Syntax
Mode

Example

Related
commands
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This command displays the current configuration of the device. This command is a

synonym of the show running-config command.
wite termnal
Privileged Exec

To display the current configuration of your device, use the command:

awpl us# wite term nal

show running-config
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User Access
Commands

Introduction

Overview

Command List
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This chapter provides an alphabetical reference of commands used to configure
user access.

. “"aaa authentication enable default local” on page 98

. “aaa local authentication attempts lockout-time” on page 99

. “aaa local authentication attempts max-fail” on page 100

. “aaa login fail-delay” on page 101

. “clear aaa local user lockout” on page 102

. “clear line console” on page 103

. “clear line vty” on page 104

. “enable password” on page 105

. “enable secret (deprecated)” on page 108

. “exec-timeout” on page 109

. “length (asyn)” on page 111

. “line” on page 112

. “privilege level” on page 113

. “security-password history” on page 114

. “security-password forced-change” on page 115

. “security-password lifetime” on page 116

. “security-password min-lifetime-enforce” on page 117

. “security-password minimum-categories” on page 118

. “security-password minimum-length” on page 119

. “security-password reject-expired-pwd” on page 120
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USER ACCESS COMMANDS
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“security-password warning” on page 121
“service advanced-vty” on page 122
“service password-encryption” on page 123
“service telnet” on page 124

“show aaa local user locked” on page 125
“show privilege” on page 126

“show security-password configuration” on page 127
“show security-password user” on page 128
“show telnet” on page 129

“show users” on page 130

“telnet” on page 131

“telnet server” on page 132

“terminal length” on page 133

“terminal resize” on page 134

“username” on page 135
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USER ACCESS COMMANDS

AAA AUTHENTICATION ENABLE DEFAULT LOCAL

aaa authentication enable default local

Overview

Syntax

Default
Mode

Usage notes

Examples

Related
commands

C613-50418-01 Rev A

This command enables local privilege level authentication.

Use the no variant of this command to disable local privilege level authentication.

aaa aut hentication enable default | ocal

no aaa authentication enabl e default
Local privilege level authentication is enabled by default.
Global Configuration

The privilege level configured for a particular user in the local user database is the
privilege threshold above which the user is prompted for an enable (Privileged
Exec mode) command.

To enable local privilege level authentication, use the following commands:

awpl us# configure term nal

awpl us(config)# aaa authentication enable default |ocal
To disable local privilege level authentication, use the following commands:

awpl us# configure term nal

awplus(config)# no aaa authentication enabl e default

aaa authentication login
enable (Privileged Exec mode)
enable password

enable secret (deprecated)
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USER ACCESS COMMANDS

AAA LOCAL AUTHENTICATION ATTEMPTS LOCKOUT-TIME

aaa local authentication attempts
lockout-time

Overview

Syntax

Mode
Default

Usage notes

Examples

Related
commands
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This command configures the duration of the user lockout period.
Use the no variant of this command to restore the duration of the user lockout
period to its default of 300 seconds (5 minutes).

aaa | ocal authentication attenpts |ockout-tine <lockout-tinme>

no aaa |local authentication attenpts |ockout-tine

Parameter Description

<l ockout -ti ne> <0-10000>. Time in seconds to lockout the user.

Global Configuration
The default for the lockout-time is 300 seconds (5 minutes).

While locked out all attempts to login with the locked account will fail. The lockout
can be manually cleared by another privileged account using the clear aaa local
user lockout command.

To configure the lockout period to 10 minutes (600 seconds), use the commands:

awpl us# configure term nal

awpl us(config)# aaa | ocal authentication attenpts | ockout-tine
600

To restore the default lockout period of 5 minutes (300 seconds), use the
commands:

awpl us# configure term nal

awplus(config)# no aaa | ocal authentication attenpts
| ockout -tine

aaa local authentication attempts max-fail
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AAA LOCAL AUTHENTICATION ATTEMPTS MAX-FAIL

aaa local authentication attempts max-fail

Overview

Syntax

Mode

Default

Usage

Examples

Related
commands
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This command configures the maximum number of failed login attempts before a
user account is locked out. Every time a login attempt fails the failed login counter
is incremented.

Use the no variant of this command to restore the maximum number of failed
login attempts to the default setting (five failed login attempts).

aaa |l ocal authentication attenpts nax-fail <fail ed-I|ogins>

no aaa |l ocal authentication attenpts nmax-fail

Parameter Description

<fail ed-1o0gi ns> <1-32>.Number of login failures allowed before locking out a
user.

Global Configuration

The default for the maximum number of failed login attempts is five failed login
attempts.

When the failed login counter reaches the limit configured by this command that
user account is locked out for a specified duration configured by the aaa local
authentication attempts lockout-time command.

When a successful login occurs the failed login counter is reset to 0. When a user
account is locked out all attempts to login using that user account will fail.

To configure the number of login failures that will lock out a user account to two
login attempts, use the commands:

awpl us# configure termnal

awpl us(config)# aaa |ocal authentication attenpts max-fail 2

To restore the number of login failures that will lock out a user account to the
default number of login attempts (five login attempts), use the commands:

awpl us# configure term nal

awpl us(config)# no aaa local authentication attenpts max-fail

aaa local authentication attempts lockout-time

clear aaa local user lockout
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AAA LOGIN FAIL-DELAY

aaa login fail-delay

Overview

Syntax

Default
Mode

Example

Related
commands
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Use this command to configure the minimum time period between failed login
attempts. This setting applies to login attempts via the console, SSH and Telnet.

Use the no variant of this command to reset the minimum time period to its default
value.

aaa login fail-delay <1-10>

no aaa login fail-delay

Parameter Description
<1-10> The minimum number of seconds required between login
attempts
1 second

Global configuration

To apply a delay of at least 5 seconds between login attempts, use the following
commands:
awpl us# configure term nal

awplus(config)# aaa login fail-delay 5

aaa authentication login
aaa local authentication attempts lockout-time

clear aaa local user lockout
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CLEAR AAA LOCAL USER LOCKOUT

clear aaa local user lockout

Overview

Syntax

Mode

Examples

Related
commands
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Use this command to clear the lockout on a specific user account or all user
accounts.

cl ear aaa |l ocal user |ockout {usernane <username>|all}

Parameter Description

user name Clear lockout for the specified user.

<user nane>  Specifies the user account.

al | Clear lockout for all user accounts.

Privileged Exec

To unlock the user account ‘bob’ use the following command:
awpl us# clear aaa | ocal user |ockout usernanme bob
To unlock all user accounts use the following command:

awpl us# cl ear aaa |ocal user |ockout all

aaa local authentication attempts lockout-time
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CLEAR LINE CONSOLE

clear line console

Overview

Syntax

Mode

Example

Related
commands
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This command resets a console line. If a terminal session exists on the line then the
terminal session is terminated. If console line settings have changed then the new
settings are applied.

clear line console O

Privileged Exec

To reset the console line (asyn), use the command:

awpl us# cl

% The new settings for console |line 0 have been applied

clear line vty
line

show users

ear line console O
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CLEAR LINE VTY

clear line vty

Overview

Syntax

Mode

Example

Related
commands
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This command resets a VTY line. If a session exists on the line then it is closed.

clear line vty <0-32>

Parameter Description

<0- 32> Line number

Privileged Exec

To reset the first VTY line, use the command:

awpl us# clear line vty 1

privilege level
line
show telnet

show users
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ENABLE PASSWORD

enable password

Overview

Syntax

Default
Mode

Usage notes
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Use this command to set a local password to control access to elevated privilege
levels.

Use the no version of the command to remove the password.

Note that the enable secret (deprecated) command is an outdated alias for the
enable password command.

enabl e password <password>

enabl e password | evel <1-15> <password>]

enabl e password 8 <encrypt ed- passwor d>

enabl e password 8 | evel <1-15> 8 <encrypt ed- passwor d>

no enabl e password [l evel <1-15>]

Parameter Description

<passwor d>  Specifies the unencrypted password.

8 Specifies that an encrypted password will follow.

<encrypt ed- Specifies the encrypted password.

passwor d>

| evel Privilege level <1-15>. Level for which the password applies. You can
specify up to 16 privilege levels, using numbers 1 through 15. Level 1
is normal EXEC-mode user privileges for User Exec mode. If this
argument is not specified in the command or the no variant of the
command, the privilege level defaults to 15 (enable mode privileges)
for Privileged Exec mode. A privilege level of 7 can be set for
intermediate CLI security.

Level 15

Global Configuration

This command enables the Network Administrator to set a password for entering
the Privileged Exec mode when using the enable (Privileged Exec mode)
command. There are three methods to enable a password. In the examples below,
for each method, note that the configuration is different and the configuration file
output is different, but the password string to be used to enter the Privileged Exec
mode with the enable command is the same (in this example, mypasswd).

A user can have an intermediate CLI security level set with this command for
privilege level 7 to access all the show commands in Privileged Exec mode and all
the commands in User Exec mode, but not any configuration commands in
Privileged Exec mode.
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ENABLE PASSWORD

Entering The plaintext password is a clear text string that appears in the configuration file as
plaintext configured. For example:
passwords

configure term nal
enabl e password nmypasswd
end

This results in the following show output, with the password shown in plaintext:

awpl us#show run
Current configuration:

host nane awpl us
enabl e password nypasswd

Entering You can configure an encrypted password using the service password-encryption
encrypted command. First, use the enable passwordcommand to specify the string that you
passwords want to use as a password (in this example, mypasswd). Then, use the service

password-encryption command to encrypt the specified string (mypasswd). The
advantage of using an encrypted password is that the configuration file does not
show mypasswd; it will only show the encrypted string fU7zHzuutY2SA.

For example:
configure term nal
enabl e password nypasswd
servi ce password-encryption

end

This results in the following show output:

awpl us#show run
Current configuration:

host nane awpl us
enabl e password 8 fU7zHzuut Y2SA
servi ce password-encryption

Entering You can configure an encrypted password using the <encrypted-password>
pre-encrypted parameter (8). Use this method if you already know the encrypted string
passwords corresponding to the plaintext string that you want to use as a password. You do
not have to use the service password-encryption command with this method. The
output in the configuration file will show only the encrypted string, and not the
text string. For example:

configure term nal
enabl e password 8 fU7zHzuut Y2SA

end

This results in the following show output:
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ENABLE PASSWORD

awpl us#show run
Current configuration:

host nane awpl us
enabl e password 8 fU7zHzuut Y2SA

Related enable (Privileged Exec mode)
commands enable secret (deprecated)
service password-encryption
privilege level
show privilege

username

show running-config
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ENABLE SECRET (DEPRECATED)

enable secret (deprecated)

Overview This command has been deprecated. It has been replaced by the enable password
command.
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EXEC-TIMEOUT

exec-timeout

Overview

Syntax

Default

Mode

Usage notes

Examples

Validation
Commands

C613-50418-01 Rev A

This command sets the interval your device waits for user input from either a
console or VTY connection. Once the timeout interval is reached, the connection is
dropped. This command sets the time limit when the console or VTY connection
automatically logs off after no activity.

The no variant of this command removes a specified timeout and resets to the
default timeout (10 minutes).

exec-tinmeout {<m nutes>} [<seconds>]

no exec-ti nmeout

Parameter Description

<m nut es> <0-35791> Required integer timeout value in minutes

<seconds> <0-2147483> Optional integer timeout value in seconds

The default for the exec-timeout command is 10 minutes and 0 seconds
(exec-timeout 10 0).

Line Configuration

This command is used set the time the telnet session waits for an idle VTY session,
before it times out. An exec-timeout 0 0 setting will cause the telnet session to
wait indefinitely. The command exec-timeout 0 0 is useful while configuring a
device, but reduces device security.

If no input is detected during the interval then the current connection resumes. If
no connections exist then the terminal returns to an idle state and disconnects
incoming sessions.

To set VTY connections to timeout after 2 minutes, 30 seconds if there is no
response from the user, use the following commands:

awpl us# configure term nal
awplus(config)# line vty 0 32
awpl us(config-line)# exec-timeout 2 30

To reset the console connection to the default timeout of 10 minutes 0 seconds if
there is no response from the user, use the following commands:

awpl us# configure term nal
awpl us(config)# line console 0O

awpl us(config-line)# no exec-ti meout

show running-config
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EXEC-TIMEOUT

Related line

commands .
service telnet
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LENGTH (ASYN)

length (asyn)

Overview

Syntax

Mode

Default

Usage notes

Examples

Related
commands
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Use this command to specify the number of rows of output that the device will
display before pausing, for the console or VTY line that you are configuring.

The no variant of this command restores the length of a line (terminal session)
attached to a console port or to a VTY to its default length of 22 rows.

| ength <0-512>

no | ength

Parameter Description

<0- 512> Number of lines on screen. Specify 0 for no pausing.

Line Configuration

The length of a terminal session is 22 rows. The no length command restores the
default.

If the output from a command is longer than the length of the line the output will
be paused and the ‘~More-' prompt allows you to move to the next screen full of
data.

A length of 0 will turn off pausing and data will be displayed to the console as long
as there is data to display.
To set the terminal session length on the console to 10 rows, use the command:

awpl us# configure term nal
awpl us(config)# line console O
awpl us(config-line)# length 10

Toreset the terminal session length on the console to the default (22 rows), use the
command:

awpl us# configure term nal

awplus(config)# line console O

awpl us(config-line)# no length

To display output to the console continuously, use the command:

awpl us# configure term nal
awpl us(config)# line console O

awplus(config-line)# length O

terminal resize

terminal length
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LINE

line

Overview

Syntax

Mode

Usage notes

Examples

Related
commands
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Use this command to enter line configuration mode for the specified VTYs or the
console. The command prompt changes to show that the device is in Line
Configuration mode.

line vty <first-line> [<last-I|ine>]

Parameter Description

<first-line> <0-32>Specify the first line number.

<last-line> <0-32>Specify the last line number.

vty Virtual terminal for remote console access.

Global Configuration

This command puts you into Line Configuration mode. Once in Line Configuration
mode, you can configure console and virtual terminal settings, including setting
length (asyn), privilege level, and authentication (login authentication) or
accounting (accounting login) method lists.

Note that line configuration commands do not take effect immediately. Line
configuration commands take effect after one of the following commands or
events:

. issuing a clear line console command
. issuing a reboot command
. logging out of the current session

To enter Line Configuration mode in order to configure all VTYs, use the
commands:

awpl us# configure term nal
awplus(config)# line vty 0 32
awpl us(config-line)#

accounting login
clear line console
clear line vty

length (asyn)

login authentication

privilege level
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PRIVILEGE LEVEL

privilege level

Overview

Syntax
Mode

Usage notes

Examples

Related
commands
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This command sets a privilege level for VTY or console connections. The
configured privilege level from this command overrides a specific user’s initial
privilege level at the console login.

privilege |level <1-15>
Line Configuration

You can set an intermediate CLI security level for a console user with this command
by applying privilege level 7 to access all show commands in Privileged Exec and
all User Exec commands. However, intermediate CLI security will not show
configuration commands in Privileged Exec.

To set the console connection to have the maximum privilege level, use the
following commands:

awpl us# configure term nal

awpl us(config)# line console O

awplus(config-line)# privilege level 15

To set all VTY connections to have the minimum privilege level, use the following
commands:

awpl us# configure termnal
awplus(config)# line vty 0 5
awplus(config-line)# privilege level 1

To set all VTY connections to have an intermediate CLI security level, to access all
show commands, use the following commands:

awpl us# configure term nal
awpl us(config)# line vty 0 5

awpl us(config-line)# privilege level 7
enable password

line

show privilege

username
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SECURITY-PASSWORD HISTORY

security-password history

Overview

Syntax

Default
Mode

Examples

Related
commands
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This command specifies the number of previous passwords that are unable to be
reused. A new password is invalid if it matches a password retained in the
password history.

The no variant of the command disables this feature.

security-password history <0-15>

no security-password history

Parameter Description

<0- 15> The allowable range of previous passwords to match against. A
value of 0 will disable the history functionality and is equivalent to
the no security-password history command. If the history
functionality is disabled, all users’ password history is reset and all
password history is lost.

The default history value is 0, which will disable the history functionality.
Global Configuration

To restrict reuse of the three most recent passwords, use the command:
awpl us# configure term nal

awpl us(config)# security-password history 3
To allow the reuse of recent passwords, use the command:

awpl us# configure term nal

awpl us(config)# no security-password history

security-password forced-change
security-password lifetime
security-password min-lifetime-enforce
security-password minimum-categories
security-password minimum-length
security-password reject-expired-pwd
security-password warning

show running-config security-password
show security-password configuration

show security-password user
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SECURITY-PASSWORD FORCED-CHANGE

security-password forced-change

Overview

Syntax

Default
Mode

Example

Related
commands
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This command specifies whether or not a user is forced to change an expired
password at the next login. If this feature is enabled, users whose passwords have
expired are forced to change to a password that must comply with the current
password security rules at the next login.

Note that to use this command, the lifetime feature must be enabled with the
security-password lifetime command and the reject-expired-pwd feature must be
disabled with the security-password reject-expired-pwd command.

The no variant of the command disables this feature.

security-password forced-change

no security-password forced-change
The forced-change feature is disabled by default.
Global Configuration

To force a user to change their expired password at the next login, use the
command:

awpl us# configure term nal

awpl us(config)# security-password forced-change

security-password history
security-password lifetime
security-password min-lifetime-enforce
security-password minimum-categories
security-password minimum-length
security-password reject-expired-pwd
security-password warning

show running-config security-password
show security-password configuration

show security-password user
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SECURITY-PASSWORD LIFETIME

security-password lifetime

Overview

Syntax

This command enables password expiry by specifying a password lifetime in days.

Note that when the password lifetime feature is disabled, it also disables the
security-password forced-change command and the security-password warning
command.

The no variant of the command disables this feature.

security-password lifetime <0-1000>

no security-password lifetine

Parameter Description

Default
Mode

Example

Related
commands
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<0- 1000> Password lifetime specified in days. A value of 0 will disable lifetime
functionality and the password will never expire. This is equivalent
to the no security-password lifetime command.

The default password lifetime is O, which will disable the lifetime functionality.
Global Configuration

To configure the password lifetime to 10 days, use the command:

awpl us# configure term nal

awpl us(config)# security-password lifetinme 10

security-password forced-change
security-password history
security-password min-lifetime-enforce
security-password minimum-categories
security-password minimum-length
security-password reject-expired-pwd
security-password warning

show running-config security-password
show security-password configuration

show security-password user
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SECURITY-PASSWORD MIN-LIFETIME-ENFORCE

security-password min-lifetime-enforce

Overview

Syntax

Default
Mode

Usage notes

Example

Related
commands

Command
changes
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Use this command to configure a minimum number of days before a password can
be changed by a user. With this feature enabled, once a user sets the password, the
user cannot change it again until the minimum lifetime has passed.

Use the no variant of this command to remove the minimum lifetime.

security-password mn-lifetime-enforce <0-1000>

no security-password nin-lifetine-enforce

Parameter Description

<0-1000> The minimum number of days before a password can be changed

By default, no minimum lifetime is enforced.
Global Configuration

The minimum lifetime is helpful in conjunction with a security policy that prevents
people from re-using old passwords. For example, if you do not allow people to
re-use any of their last 5 passwords, a person can bypass that restriction by
changing their password 5 times in quick succession and then re-setting it to their
previous password. The minimum lifetime prevents that by preventing people
from changing their password in quick succession.

To force users to wait at least 2 days between changing passwords, use the
command:

awpl us(config)# security-password mn-lifetine-enforce 2

security-password forced-change
security-password history
security-password lifetime
security-password minimum-categories
security-password minimum-length
security-password reject-expired-pwd
security-password warning

show running-config security-password
show security-password configuration

show security-password user

Version 5.4.7-0.2: command added
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SECURITY-PASSWORD MINIMUM-CATEGORIES

security-password minimum-categories

Overview

Syntax

Default
Mode

Example

Related
commands
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This command specifies the minimum number of categories that the password
must contain in order to be considered valid. The password categories are:

. uppercase letters: Ato Z
. lowercase letters:a to z
. digits:0to 9

. special symbols: all printable ASCII characters not included in the previous
three categories. The question mark (?) cannot be used as it is reserved for
help functionality.

Note that to ensure password security, the minimum number of categories should
align with the lifetime selected, i.e. the fewer categories specified the shorter the
lifetime specified.

security-password mini num cat egories <1-4>

Parameter Description

<1-4> Number of categories the password must satisfy, in the range 1 to 4.

The default number of categories that the password must satisfy is 1.

Global Configuration

To configure the required minimum number of character categories to be 3, use
the command:

awpl us# configure term nal

awpl us(config)# security-password m ni num categories 3

security-password forced-change
security-password history
security-password lifetime
security-password min-lifetime-enforce
security-password minimum-length
security-password reject-expired-pwd
security-password warning

show running-config security-password
show security-password configuration

show security-password user
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SECURITY-PASSWORD MINIMUM-LENGTH

security-password minimum-length

Overview

Syntax

Default
Mode

Example

Related
commands
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This command specifies the minimum allowable password length. This value is
checked against when there is a password change or a user account is created.

security-password mini numlength <1-23>

Parameter Description

<1-23> Minimum password length in the range from 1 to 23.

The default minimum password length is 1.
Global Configuration

To configure the required minimum password length as 8, use the command:
awpl us# configure term nal

awpl us(config)# security-password minimumlength 8

security-password forced-change
security-password history
security-password lifetime
security-password min-lifetime-enforce
security-password minimum-categories
security-password reject-expired-pwd
security-password warning

show running-config security-password
show security-password configuration

show security-password user
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SECURITY-PASSWORD REJECT-EXPIRED-PWD

security-password reject-expired-pwd

Overview

Syntax

Default
Mode

Example

Related
commands
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This command specifies whether or not a user is allowed to login with an expired
password. Users with expired passwords are rejected at login if this functionality is
enabled. Users then have to contact the Network Administrator to change their
password.

CAUTION: Once all users’ passwords are expired you are unable to login to the device
again if the security-password reject-expired-pwd command has been executed. You
will have to reboot the device with a default configuration file, or load an earlier
software version that does not have the security password feature.

We recommend you never have the command line “security-password
reject-expired-pwd” in a default config file.

Note that when the reject-expired-pwd functionality is disabled and a user logs on
with an expired password, if the forced-change feature is enabled with
security-password forced-change command, a user may have to change the
password during login depending on the password lifetime specified by the
security-password lifetime command.

The no variant of the command disables this feature.

security-password reject-expired-pwd

no security-password reject-expired-pwd

The reject-expired-pwd feature is disabled by default.

Global Configuration

To configure the system to reject users with an expired password, use the

command:

awpl us# configure term nal

awpl us(config)# security-password reject-expired-pwd

security-password forced-change
security-password history
security-password lifetime
security-password min-lifetime-enforce
security-password minimum-categories
security-password minimum-length
security-password warning

show running-config security-password
show security-password configuration

show security-password user
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SECURITY-PASSWORD WARNING

security-password warning

Overview This command specifies the number of days before the password expires that the
user will receive a warning message specifying the remaining lifetime of the
password.

Note that the warning period cannot be set unless the lifetime feature is enabled
with the security-password lifetime command.

The no variant of the command disables this feature.

Syntax security-password warni ng <0-1000>

no security-password warni ng

Parameter Description

<0- 1000> Warning period in the range from 0 to 7000 days. A value 0 disables
the warning functionality and no warning message is displayed for
expiring passwords. This is equivalent to the no security-password
warning command. The warning period must be less than, or equal
to, the password lifetime set with the security-password lifetime
command.

Default The default warning period is O, which disables warning functionality.
Mode Global Configuration

Example To configure a warning period of three days, use the command:
awpl us# configure term nal

awpl us(config)# security-password warning 3

Related security-password forced-change

commands . .
security-password history
security-password lifetime
security-password min-lifetime-enforce
security-password minimum-categories
security-password minimum-length
security-password reject-expired-pwd
show running-config security-password

show security-password configuration

show security-password user
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SERVICE ADVANCED-VTY

service advanced-vty

Overview

Syntax

Default
Mode

Examples
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This command enables the advanced-vty help feature. This allows you to use TAB
completion for commands. Where multiple options are possible, the help feature
displays the possible options.

The no service advanced-vty command disables the advanced-vty help feature.

servi ce advanced-vty

no service advanced-vty
The advanced-vty help feature is enabled by default.
Global Configuration

To disable the advanced-vty help feature, use the command:
awpl us# configure term nal
awpl us(config)# no service advanced-vty

To re-enable the advanced-vty help feature after it has been disabled, use the
following commands:

awpl us# configure term nal

awpl us(config)# service advanced-vty
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SERVICE PASSWORD-ENCRYPTION

service password-encryption

Overview

Syntax

Mode

Example

Validation
Commands

Related
commands
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Use this command to enable password encryption. This is enabled by default.
When password encryption is enabled, the device displays passwords in the
running config in encrypted form instead of in plain text.

Use the no service password-encryption command to stop the device from
displaying newly-entered passwords in encrypted form. This does not change the
display of existing passwords.

servi ce password-encryption

no servi ce password-encryption
Global Configuration

awpl us# configure termnal

awpl us(config)# service password-encryption

show running-config

enable password
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USER ACCESS COMMANDS
SERVICE TELNET

service telnet

Overview Use this command to enable the telnet server. The server is enabled by default.
Enabling the telnet server starts the device listening for incoming telnet sessions
on the configured port.

The server listens on port 23, unless you have changed the port by using the
privilege level command.

Use the no variant of this command to disable the telnet server. Disabling the
telnet server will stop the device listening for new incoming telnet sessions.
However, existing telnet sessions will still be active.

Syntax service telnet [ip|ipv6]

no service telnet [ip]ipv6]

Default The IPv4 and IPv6 telnet servers are enabled by default.
The configured telnet port is TCP port 23 by default.

Mode Global Configuration

Examples To enable both the IPv4 and IPv6 telnet servers, use the following commands:

awpl us# configure term nal

awpl us(config)# service tel net
To enable the IPv6 telnet server only, use the following commands:

awpl us# configure term nal

awpl us(config)# service telnet ipv6
To disable both the IPv4 and IPv6 telnet servers, use the following commands:

awpl us# configure term nal

awpl us(config)# no service tel net
To disable the IPv6 telnet server only, use the following commands:

awpl us# configure term nal
awpl us(config)# no service telnet ipv6
Related clear line vty
commands
show telnet

telnet server
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USER ACCESS COMMANDS

SHOW AAA LOCAL USER LOCKED

show aaa local user locked

Overview

Syntax
Mode

Example

Output

Related
commands
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This command displays the current number of failed attempts, last failure time and
location against each user account attempting to log into the device.

Note that once the lockout count has been manually cleared by another privileged
account using the clear aaa local user lockout command or a locked account
successfully logs into the system after waiting for the lockout time, this command
will display nothing for that particular account.

show aaa | ocal user | ocked

User Exec and Privileged Exec

To display the current failed attempts for local users, use the command:

awpl us# show aaa | ocal user | ocked

Figure 4-1:  Example output from the show aaa local user locked command

awpl us# show aaa | ocal user | ocked

Logi n Failures Latest failure From
bob 3 05/ 23/ 14 16:21:37 ttySO
manager 5 05/23/ 14 16:31:44 192.168.1.200

aaa local authentication attempts lockout-time
aaa local authentication attempts max-fail

clear aaa local user lockout
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USER ACCESS COMMANDS
SHOW PRIVILEGE

show privilege

Overview

Syntax
Mode

Usage notes

Example

Output

Related
commands
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This command displays the current user privilege level, which can be any privilege
level in the range <1-15>. Privilege levels <1-6> allow limited user access (all User
Exec commands), privilege levels <7-14> allow restricted user access (all User Exec
commands plus Privileged Exec show commands). Privilege level 15 gives full user
access to all Privileged Exec commands.

show privil ege

User Exec and Privileged Exec

A user can have an intermediate CLI security level set with this command for
privilege levels <7-14> to access all show commands in Privileged Exec mode and
all commands in User Exec mode, but no configuration commands in Privileged

Exec mode.

To show the current privilege level of the user, use the command:

show privil ege

Figure 4-2:  Example output from the show privilege command

awpl us#show pri vil ege

Current privilege level is 15
awpl us#di sabl e

awpl us>show pri vi |l ege

Current privilege level is 1

privilege level
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USER ACCESS COMMANDS

SHOW SECURITY-PASSWORD CONFIGURATION

show security-password configuration

Overview

Syntax
Mode

Example

Output

Related
commands
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This command displays the configuration settings for the various security
password rules.

show security-password configuration
Privileged Exec

To display the current security-password rule configuration settings, use the
command:

awpl us# show security-password configuration

Figure 4-3:  Example output from the show security-password configuration
command

Security Password Configuration

M ni mum password length ........... ... .............. 8

M ni mum password character categories to match ..... 3

Nurmber of previously used passwords to restrict..... 4

Password lifetine ....... ... . . .. .. . ... 30 day(s)
Warni ng period before password expires ........... 3 day(s)

Rej ect expired password at login ................... Di sabl ed
Force changi ng expired password at login ......... Enabl ed

security-password forced-change
security-password history
security-password lifetime
security-password min-lifetime-enforce
security-password minimum-categories
security-password minimum-length
security-password reject-expired-pwd
security-password warning

show security-password user

Command Reference for AMF Cloud 127
AlliedWare Plus™ Operating System - Version 5.5.0-1.x




USER ACCESS COMMANDS
SHOW SECURITY-PASSWORD USER

show security-password user

Overview This command displays user account and password information for all users.
Syntax show security-password user
Mode Privileged Exec

Example To display the system users’ remaining lifetime or last password change, use the
command:

awpl us# show security-password user

Output Figure4-4:  Example output from the show security-password user command

User account and password i nfornmation

User Nane Privil ege Last-PWD- Change Remai ni ng-1ifetine
manager 15 4625 day(s) ago No Expiry

bob15 15 0 day(s) ago 30 days

t ed7 7 0 day(s) ago No Expiry

m kel 1 0 day(s) ago No Expiry

Related security-password forced-change

commands . .
security-password history
security-password lifetime
security-password min-lifetime-enforce
security-password minimum-categories
security-password minimum-length
security-password reject-expired-pwd

security-password warning

show security-password configuration
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USER ACCESS COMMANDS
SHOW TELNET

show telnet

Overview This command shows the Telnet server settings.
Syntax show tel net
Mode User Exec and Privileged Exec

Example To show the Telnet server settings, use the command:

awpl us# show t el net

Output Figure4-5:  Example output from the show telnet command

Tel net Server Configuration

Tel net server . Enabl ed
Pr ot ocol . | Pv4, | Pv6
Por t . 23

Related clear line vty

commands .
service telnet
show users
telnet server
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USER ACCESS COMMANDS
SHOW USERS

show users

Overview This command shows information about the users who are currently logged into
the device.
Syntax show users
Mode User Exec and Privileged Exec
Example To show the users currently connected to the device, use the command:
awpl us# show users
Output Figure4-6: Example output from the show users command
Li ne User Host(s) Idle Locati on Priv Idletinme Tineout
con O manager idle 00: 00: 00 ttySO 15 10 N A
vty O bob idle 00: 00: 03 172.16.11.3 1 0 5

C613-50418-01 Rev A

Table 1: Parameters in the output of the show users command

Parameter Description

Li ne Console port user is connected to.
User Login name of user.
Host ('s) Status of the host the user is connected to.
Idle How long the host has been idle.
Locati on URL location of user.
Priv The privilege level in the range 1 to 15, with 15 being the highest.
I dletine The time interval the device waits for user input from either a
console or VTY connection.
Ti meout The time interval before a server is considered unreachable.
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USER ACCESS COMMANDS
TELNET

telnet

Overview

Syntax

Mode

Examples

C613-50418-01 Rev A

Use this command to open a telnet session to a remote device.

tel net {<hostname>|[ip] <ipv4-addr>|[ipv6] <ipv6-addr>}
[ <port >]

Parameter Description

<host nane> The host name of the remote system.
ip Keyword used to specify the IPv4 address or host name of a remote
system.

<i pv4- addr > An IPv4 address of the remote system.

i pv6 Keyword used to specify the IPv6 address of a remote system

<i pv6- addr > Placeholder for an IPv6 address in the format x: X: : X: X, for
example, 2001: db8: : 8a2e: 7334

<port> Specify a TCP port number (well known ports are in the range 1-
1023, registered ports are 1024-49151, and private ports are 49152-
65535).

User Exec and Privileged Exec

To connect to TCP port 2602 on the device at 10.2.2.2, use the command:
awpl us# telnet 10.2.2.2 2602

To connect to the telnet server host . exanpl e, use the command:
awpl us# tel net host.exanple

To connect to the telnet server host . exanpl e on TCP port 100, use the
command:

awpl us# tel net host.exanple 100
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USER ACCESS COMMANDS
TELNET SERVER

telnet server

Overview

Syntax

Mode

Example

Related
commands
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This command enables the telnet server on the specified TCP port. If the server is
already enabled then it will be restarted on the new port. Changing the port
number does not affect the port used by existing sessions.

tel net server {<1-65535>|default}

Parameter Description

<1- 65535> The TCP port to listen on.

def aul t Use the default TCP port number 23.

Global Configuration

To enable the telnet server on TCP port 2323, use the following commands:
awpl us# configure term nal

awplus(config)# tel net server 2323

show telnet
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USER ACCESS COMMANDS
TERMINAL LENGTH

terminal length

Overview

Syntax

Mode

Examples

Related
commands
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Use the terminal length command to specify the number of rows of output that
the device will display before pausing, for the currently-active terminal only.

Use the terminal no length command to remove the length specified by this
command. The default length will apply unless you have changed the length for
some or all lines by using the length (asyn) command.

termnal |ength <l ength>

terminal no | ength [<length>]

Parameter Description

<l engt h> <0-512> Number of rows that the device will display on the
currently-active terminal before pausing.

User Exec and Privileged Exec

The following example sets the number of lines to 15:
awplus# termnal length 15
The following example removes terminal length set previously:

awpl us# termnal no length

terminal resize

length (asyn)
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USER ACCESS COMMANDS
TERMINAL RESIZE

terminal resize

Overview

Syntax
Mode

Usage notes

Examples

Related
commands
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Use this command to automatically adjust the number of rows of output on the
console, which the device will display before pausing, to the number of rows
configured on the user’s terminal.

term nal resize
User Exec and Privileged Exec

When the user’s terminal size is changed, then a remote session via SSH or TELNET
adjusts the terminal size automatically. However, this cannot normally be done
automatically for a serial or console port. This command automatically adjusts the
terminal size for a serial or console port.

The following example automatically adjusts the number of rows shown on the
console:

awpl us# term nal resize

length (asyn)

terminal length
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USER ACCESS COMMANDS
USERNAME

username

Overview This command creates or modifies a user to assign a privilege level and a password.
NOTE: The default username privilege level of 1is not shown in running-config output.
Any username privilege level that has been modified from the default is shown.
Syntax usernanme <nanme> privil ege <1-15> [password [8] <password>]
user name <name> password [8] <password>

no user name <nanme>

Parameter Description

<nane> The login name for the user. Do not use punctuation marks such as single quotes (*‘),
double quotes (““), or colons ( :) with the user login name.

privil ege The user’s privilege level. Use the privilege levels to set the access rights for each user.

<1-15> A privilege level: either 1-14 (limited access) or 15 (full access). A user
with privilege level 1-14 can only access higher privilege levels if an
enable password has been configured for the level the user tries to
access and the user enters that password.
A user at privilege level 1 can access the majority of show
commands. A user at privilege level 7 can access the majority of
show commands including platform show commands. Privilege
Level 15 (to access the Privileged Exec command mode) is required
to access configuration commands as well as show commands in
Privileged Exec.

password A password that the user must enter when logging in.

8 Specifies that you are entering a password as a string that has
already been encrypted, instead of entering a plain-text password.
The running-config displays the new password as an encrypted
string even if password encryption is turned off.
Note that the user enters the plain-text version of the password
when logging in.

<passwor d> The user’s password. The password can be up to 32 characters in
length and include characters from up to four categories. The
password categories are:

+ uppercase letters: Ato Z
« lowercase letters:ato z
+ digits:0to 9

« special symbols: all printable ASCII characters not included in the
previous three categories. The question mark ? cannot be used as
it is reserved for help functionality.

Mode Global Configuration

Default The privilege level is 1 by default. Note the default is not shown in running-config
output.
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USER ACCESS COMMANDS
USERNAME

Usage notes

Examples

Related
commands
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An intermediate CLI security level (privilege level 7 to privilege level 14) allows a
CLI user access to the majority of show commands, including the platform show
commands that are available at privilege level 1 to privilege level 6. Note that some
show commands, such as show running-configuration and show
startup-configuration, are only available at privilege level 15.

To create the user “bob” with a privilege level of 15, for all show commands
including show running-configuration and show startup-configuration and to
access configuration commands in Privileged Exec command mode, and the
password “bobs_secret”, use the commands:

awpl us# configure term nal

awpl us(config)# username bob privilege 15 password bobs_secret

To create a user “junior_admin” with a privilege level of 7, which will have
intermediate CLI security level access for most show commands, and the password
“show_only”, use the commands:

awpl us# configure term nal

awpl us(config)# usernane junior_admn privilege 7 password
show only

enable password
security-password minimum-categories

security-password minimum-length
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Subscription
Licensing
Commands

Introduction

Overview This chapter provides an alphabetical reference for each of the Subscription

Command List
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Licensing commands.

Subscription Licensing enables you to use Allied Telesis Management Framework
(AMF). You need to purchase an AMF subscription for each AMF master or
controller node in your AMF network. To see the AMF subscriptions for your device,
see the AlliedWare Plus Datasheet.

For step-by-step instructions about how to license AlliedWare Plus devices, see the
Licensing Feature Overview and Configuration Guide.

. “license update file” on page 138
. “license update online” on page 139
. “show license external” on page 140
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SUBSCRIPTION LICENSING COMMANDS

LICENSE UPDATE FILE

license update file

Overview

Syntax

Mode

Usage notes

Examples

Related
commands

Command
changes
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Use this command to load a license, after you have manually copied the license file
onto the device.

Only use this command if you cannot directly access the Allied Telesis Download
Center from this device. Otherwise, use the command license update online
instead.

license update file <fil ename>

Parameter Description

<fil enane> Name and path of the license file on the device.

Privileged Exec

You can download subscription licenses from the Allied Telesis Download Center,
in order to copy them onto the device.

To load a license onto a device from a file called “license_file.bin” that is stored at
the top level of Flash memory, use the following command:

awpl us# license update file license file.bin

license update online

show license external

Version 5.4.6-2.1: usage changed by introduction of license update online
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SUBSCRIPTION LICENSING COMMANDS

LICENSE UPDATE ONLINE

license update online

Overview

Syntax

Default

Mode

Usage notes

Example

Related
commands

Command
changes
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Use this command to add or update subscription licenses from the Allied Telesis
Download Center, to subscribe to features such as AMF master and OpenFlow.

When you enter this command, the device will:
1) Connect to the Download Center

2)  Checkif new or changed licenses are available for the device, keyed to the
device’s serial number

3) For each such license it finds, download and install the license.
i cense update online

AlliedWare Plus devices do not automatically connect to the Download Center and
check whether licenses are available. They only check when you run the license
update online command.

User Exec/Privileged Exec

Verifying the update
The update process normally takes approximately 5 seconds.

If the console does not respond for 10 or more seconds after typing the command,
a network, routing or firewall configuration error is probably preventing the
connection from establishing. If this happens, you can abort the command by
pressing Ctrl-C, or wait for the command to time out after 30 seconds.

If the connection to the Download Centers fails and times out, an error message
will be generated on the CLI to indicate the problem. If you abort the command,
no error message is displayed.

If the update is successful, the device will produce log messages to say which
features have had their licensing state updated (activated, deactivated, number of
items changed, or expiry date changed). If the command completes successfully
but there are no licenses available for the device, or no change in the licenses
already on the device, no log messages will be produced.

You should also use the show license external command to confirm which licenses
are active on the device after the update has been applied.

To add a subscription license, use the command:

i cense update online

show license external

Version 5.4.6-2.1: command added
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SUBSCRIPTION LICENSING COMMANDS

SHOW LICENSE EXTERNAL

show license external

Overview
Syntax
Mode

Examples

Related
commands
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Use this command to show information about subscription (external) licenses.
show | i cense external

Privileged Exec

To show information about what subscription features the device is licensed for,

use the following command:

awpl us#show | i cense external

license update online
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System
Configuration and
Monitoring
Commands

Introduction

Overview

Command List
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This chapter provides an alphabetical reference of commands for configuring and
monitoring the system.

“banner exec” on page 143

. “banner login (system)” on page 145

. “banner motd” on page 147

. “clock set” on page 149

. “clock summer-time date” on page 150
. “clock summer-time recurring” on page 152
. “clock timezone” on page 154

. “hostname” on page 155

. “no debug all” on page 157

. “reboot” on page 159

. “reload” on page 160

. “show clock” on page 161

. “show cpu” on page 163

. “show cpu history” on page 166

. “show debugging” on page 168

. “show interface memory” on page 169
. “show memory” on page 171
. “show memory allocations” on page 173
. “show memory history” on page 175
. “show memory pools” on page 176
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SYSTEM CONFIGURATION AND MONITORING COMMANDS

. “show memory shared” on page 177

. “show process” on page 178

. “show reboot history” on page 180

. “show router-id” on page 181

. “show system” on page 182

. “show system mac” on page 183

. “show system serialnumber” on page 184

. “show tech-support” on page 185
. “terminal monitor” on page 187

. “undebug all” on page 188
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SYSTEM CONFIGURATION AND MONITORING COMMANDS

BANNER EXEC

banner exec

Overview

Syntax

Default

Mode

Examples
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This command configures the User Exec mode banner that is displayed on the
console after you login. The banner exec default command restores the User Exec
banner to the default banner. Use the no banner exec command to disable the
User Exec banner and remove the default User Exec banner.

banner exec <banner-text>
banner exec default

no banner exec

By default, the AlliedWare Plus™ version and build date is displayed at console
login, such as:

| AlliedWare Plus (TM 5.5.0 04/05/20 12: 00: 00

Global Configuration

To configure a User Exec mode banner after login (in this example, to tell people to
use the enable command to move to Privileged Exec mode), enter the following
commands:

awpl us#confi gure term nal

awpl us(confi g) #banner exec Use enable to nove to Priv Exec node
awpl us(confi g) #exi t

awpl us#exi t

awpl us | ogi n: nmanager
Passwor d:

Use enable to nove to Priv Exec node

awpl us>

To restore the default User Exec mode banner after login, enter the following
commands:

awpl us#configure term na

awpl us(confi g) #banner exec defaul t
awpl us(confi g) #exi t

awpl us#exi t

awpl us | ogi n: manager
Passwor d:

Al'l'i edWware Plus (TM 5.5.0 04/05/20 12: 00: 00

awpl us>
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SYSTEM CONFIGURATION AND MONITORING COMMANDS

BANNER EXEC
To remove the User Exec mode banner after login, enter the following commands:
Related banner login (system)
commands
banner motd
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SYSTEM CONFIGURATION AND MONITORING COMMANDS

BANNER LOGIN (SYSTEM)

banner login (system)

Overview

Syntax

Default
Mode

Examples
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This command configures the login banner that is displayed on the console when
you login. The login banner is displayed on all connected terminals. The login
banner is displayed after the MOTD (Message-of-the-Day) banner and before the
login username and password prompts.

Use the no banner login command to disable the login banner.

banner | ogin

no banner | ogin
By default, no login banner is displayed at console login.
Global Configuration

To configure a login banner of “Authorised users only” to be displayed when you
login, enter the following commands:

awpl us#confi gure term nal
awpl us(confi g) #banner | ogi n
Type CNTL/D to finish.

Aut hori sed users only

awpl us(confi g) #exi t
awpl us#exi t

Aut hori sed users only

awpl us | ogi n: manager
Passwor d:

AlliedWare Plus (TM 5.5.0 04/05/20 12: 00: 00

awpl us>

To remove the login banner, enter the following commands:

awpl us#confi gure term nal

awpl us(confi g)#no banner | ogin
awpl us(confi g) #exi t

awpl us#exi t

awpl us | ogi n: nmanager
Passwor d:

AlliedwWware Plus (TM 5.5.0 04/05/20 12:00: 00

awpl us>
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SYSTEM CONFIGURATION AND MONITORING COMMANDS
BANNER LOGIN (SYSTEM)

Related banner exec

commands
banner motd
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SYSTEM CONFIGURATION AND MONITORING COMMANDS

BANNER MOTD

banner motd

Overview

Syntax

Default

Mode

Examples
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Use this command to create or edit the text MotD (Message-of-the-Day) banner
displayed before login. The MotD banner is displayed on all connected terminals.
The MotD banner is useful for sending messages that affect all network users, for
example, any imminent system shutdowns.

Use the no variant of this command to delete the MotD banner.

banner notd <npotd-text>

no banner notd

Parameter Description

<nmot d-text>  The text to appear in the Message of the Day banner.

By default, the device displays the AlliedWare Plus™ OS version and build date
when you login.

Global Configuration

To configure a MotD banner of “System shutdown at 6pm today” to be displayed
when you log in, enter the following commands:

awpl us>enabl e

awpl us#confi gure term nal

Enter configuration commands, one per line. End with CNTL/Z.
awpl us(confi g) #banner notd System shutdown at 6pm t oday

awpl us(confi g) #exi t

awpl us#exi t

Syst em shut down at 6pm t oday
awpl us | ogi n: manager

Passwor d:

AlliedWare Plus (TM 5.5.0 04/05/20 12: 00: 00

awpl us>

To delete the login banner, enter the following commands:
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SYSTEM CONFIGURATION AND MONITORING COMMANDS
BANNER MOTD

Related banner exec

commands .
banner login (system)
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SYSTEM CONFIGURATION AND MONITORING COMMANDS

CLOCK SET

clock set

Overview

Syntax

Mode

Usage notes

Example

Related
commands
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This command sets the time and date for the system clock.

cl ock set <hh:mm ss> <day> <nont h> <year>

Parameter Description

<hh: mm ss> Local time in 24-hour format

<day> Day of the current month, from 1 to 31
<nmont h> The first three letters of the current month
<year > Current year, from 2000 to 2035

Privileged Exec
Configure the timezone before setting the local time. Otherwise, when you change
the timezone, the device applies the new offset to the local time.

NoTE: If Network Time Protocol (NTP) is enabled, then you cannot change the time or
date using this command. NTP maintains the clock automatically using an external
time source. If you wish to manually alter the time or date, you must first disable NTP.

To set the time and date on your system to 2pm on the 2nd of October 2016, use
the command:

awpl us# cl ock set 14:00:00 2 oct 2016

clock timezone
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CLOCK SUMMER-TIME DATE

clock summer-time date

Overview

Syntax

Mode

Examples
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This command defines the start and end of summertime for a specific year only,
and specifies summertime’s offset value to Standard Time for that year.

The no variant of this command removes the device’s summertime setting. This
clears both specific summertime dates and recurring dates (set with the clock
summer-time recurring command).

By default, the device has no summertime definitions set.

cl ock summer-tine <timezone-nane> date <start-day>
<start-nonth> <start-year> <start-tine> <end-day> <end- nont h>
<end-year> <end-time> <1-180>

no clock sumer-tine

Parameter Description

<ti mezone- nane> A description of the summertime zone, up to 6 characters long.

dat e Specifies that this is a date-based summertime setting for just
the specified year.

<start-day> Day that the summertime starts, from 1 to 31.

<start-nont h> First three letters of the name of the month that the
summertime starts.

<start-year> Year that summertime starts, from 2000 to 2035.

<start-time> Time of the day that summertime starts, in the 24-hour time
format HH:MM.

<end- day> Day that summertime ends, from 1 to 31.

<end- nont h> First three letters of the name of the month that the

summertime ends.

<end- year > Year that summertime ends, from 2000 to 2035.

<end-ti nme> Time of the day that summertime ends, in the 24-hour time
format HH:MM.

<1- 180> The offset in minutes.

Global Configuration

To set a summertime definition for New Zealand using NZST (UTC+12:00) as the
standard time, and NZDT (UTC+13:00) as summertime, with the summertime set to
begin on the 25th of September 2016 and end on the 2nd of April 2017:

awpl us(config)# clock sumrer-tine NZDT date 25 sep 2: 00 2016 2
apr 2:00 2017 60

To remove any summertime settings on the system, use the command:

awpl us(config)# no clock sumer-tinme
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Related clock summer-time recurring

commands .
clock timezone
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SYSTEM CONFIGURATION AND MONITORING COMMANDS
CLOCK SUMMER-TIME RECURRING

clock summer-time recurring

Overview This command defines the start and end of summertime for every year, and
specifies summertime’s offset value to Standard Time.

Syntax
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The no variant of this command removes the device’s summertime setting. This
clears both specific summertime dates (set with the clock summer-time date
command) and recurring dates.

By default, the device has no summertime definitions set.

cl ock summer-tine <timezone-name> recurring <start-week>
<start-day> <start-nmonth> <start-time> <end-week> <end- day>
<end- nont h> <end-ti me> <1-180>

no clock sumer-tine

Parameter Description

<ti mezone- A description of the summertime zone, up to 6 characters long.
name>
recurring Specifies that this summertime setting applies every year from

now on.

<start-week>

Week of the month when summertime starts, in the range 1-5. The
value 5 indicates the last week that has the specified day in it for
the specified month. For example, to start summertime on the last
Sunday of the month, enter 5 for <start-week> and sun for
<start-day>.

<start-day>

Day of the week when summertime starts. Valid values are mon,
tue, wed, thu, fri, sat or sun.

<start-nont h>

First three letters of the name of the month that summertime
starts.

<start-tine>

Time of the day that summertime starts, in the 24-hour time
format HH:MM.

<end- week>

Week of the month when summertime ends, in the range 1-5.The
value 5 indicates the last week that has the specified day in it for
the specified month. For example, to end summertime on the last
Sunday of the month, enter 5 for <end-week> and sun for <end-
day>.

<end- day>

Day of the week when summertime ends. Valid values are mon,
tue, wed, thu, fri, sat or sun.

<end- nmont h>

First three letters of the name of the month that summertime
ends.

<end-ti ne>

Time of the day that summertime ends, in the 24-hour time format
HH:MM.

<1-180>

The offset in minutes.
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Mode

Examples

Related
commands
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Global Configuration

To set a summertime definition for New Zealand using NZST (UTC+12:00) as the
standard time, and NZDT (UTC+13:00) as summertime, with summertime set to
start on the last Sunday in September, and end on the 1st Sunday in April, use the
command:

awpl us(config)# clock sumer-time NZDT recurring 5 sun sep 2: 00
1 sun apr 2:00 60

To remove any summertime settings on the system, use the command:

awpl us(config)# no clock sunmer-tine

clock summer-time date

clock timezone
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CLOCK TIMEZONE

clock timezone

Overview

Syntax

Mode

Usage notes

Examples

Related
commands
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This command defines the device’s clock timezone. The timezone is set as a offset
to the UTC.

The no variant of this command resets the system time to UTC.

By default, the system time is set to UTC.

cl ock timezone <timezone-nanme> {m nus| pl us}
[ <0- 13>| <0- 12>: <00- 59>]

no clock tinezone

Parameter Description

<ti mezone- nane> A description of the timezone, up to 6 characters long.

m nusor pl us The direction of offset from UTC. The minus option
indicates that the timezone is behind UTC. The plus option
indicates that the timezone is ahead of UTC.

<0- 13> The offset in hours or from UTC.

<0- 12>: <00- 59> The offset in hours or from UTC.

Global Configuration

Configure the timezone before setting the local time. Otherwise, when you change
the timezone, the device applies the new offset to the local time.

To set the timezone to New Zealand Standard Time with an offset from UTC of +12
hours, use the command:
awpl us(config)# clock timezone NZST plus 12

To set the timezone to Indian Standard Time with an offset from UTC of +5:30
hours, use the command:

awpl us(config)# clock timezone |IST plus 5:30
To set the timezone back to UTC with no offsets, use the command:

awpl us(config)# no clock tinmezone

clock set
clock summer-time date

clock summer-time recurring
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HOSTNAME

hostname

Overview

Syntax

Default
Mode

Usage notes

Example
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This command sets the name applied to the device as shown at the prompt. The
hostname is:

. displayed in the output of the show system command
. displayed in the CLI prompt so you know which device you are configuring
. stored in the MIB object sysName

Use the no variant of this command to revert the hostname setting to its default.
For devices that are not part of an AMF network, the default is “awplus”.

host nane <host nane>

no host nane [ <host name>]

Parameter Description

<host nane> Specifies the name given to a specific device.

awpl us

Global Configuration

Within an AMF network, any device without a user-defined hostname will
automatically be assigned a name based on its MAC address.

To efficiently manage your network using AMF, we strongly advise that you devise
a naming convention for your network devices and apply an appropriate
hostname to each device.

The name must also follow the rules for ARPANET host names. The name must start
with a letter, end with a letter or digit, and use only letters, digits, and hyphens.
Refer to RFC 1035.

To set the system name to HQ Sal es, use the command:

awpl us# configure term nal

awpl us(config)# hostnane HQ Sal es

This changes the prompt to:

HQ Sal es(config) #

To revert to the default hostname awpl us, use the command:
HQ Sal es(config)# no hostnane

This changes the prompt to:

awpl us(config)#

NOTE:
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HOSTNAME

Related show system
commands
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NO DEBUG ALL

no debug all

Overview

Syntax

Default
Mode

Example

Related
commands
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This command disables the debugging facility for all features on your device. This
stops the device from generating any diagnostic debugging messages.

You can optionally disable the debugging facility for only the given protocol or
feature. The features available depend on your device and will be a subset of the
features listed in the Syntax section below.

no debug all [bgp|ipv6 ospf|ipv6 rip|dotlx|nsnospf|pim
dense- node| pi m spar se-node| ri p| vrrp]

Parameter Description

bgp Turns off all debugging for BGP (Border Gateway Protocol).

dot 1x Turns off all debugging for IEEE 802.1X port-based network
access- control.

i pv6 ospf Turns off all debugging for IPv6 OSPF (Open Shortest Path
First).

ipve rip Turns off all debugging for IPv6 RIP (Routing Information
Protocol).

nsm Turns off all debugging for the NSM (Network Services
Module).

ospf Turns off all debugging for OSPF (Open Shortest Path First).

pi m dense- node Turns off all debugging for PIM (Protocol Independent

Multicast) Dense Mode.

pi m spar se- node  Turns off all debugging for PIM (Protocol Independent
Multicast) Sparse Mode.

rip Turns off all debugging for RIP (Routing Information Protocol).
vrrp Turns off all debugging for VRRP (Virtual Router Redundancy
Protocol).
Disabled

Global Configuration and Privileged Exec

To disable debugging for all features, use the command:
awpl us# no debug all
To disable all NSM debugging, use the command:

awpl us# no debug all nsm

undebug all
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Command Version 5.4.7-1.1: pim dense-mode, pim sparse-mode, and rip parameters added
changes
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reboot

Overview This command halts the device and performs a cold restart (also known as reload).
It displays a confirmation request before restarting.

Syntax reboot

rel oad
Mode Privileged Exec
Usage notes The reboot and reload commands perform the same action.

Examples To restart the device, use the command:

awpl us# reboot
reboot systen? (y/n): vy
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reload

Overview This command performs the same function as the reboot command.
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SHOW CLOCK

show clock

Overview

Syntax
Mode

Example

Output
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This command displays the system'’s current configured local time and date. It also
displays other clock related information such as timezone and summertime
configuration.

show cl ock

User Exec and Privileged Exec

To display the system’s current local time, use the command:

awpl us# show cl ock

Figure 6-1:  Example output from the show clock command for a device using
New Zealand time

Local Tine: Mn, 17 Cct 2016 13:56: 06 +1200

UTC Ti me: Mon, 17 Cct 2016 01:56: 06 +0000

Ti mezone: NZST

Ti mezone Offset: +12:00

Summer tine zone: NzZDT

Summer tine starts: Last Sunday in Septenber at 02:00: 00
Summer tine ends: First Sunday in April at 02:00: 00
Summer tine offset: 60 mins

Sunmmer time recurring: Yes

Table 1: Parameters in the output of the show clock command

Parameter Description

Local Tinme Current local time.

UTC Ti me Current UTC time.

Ti mezone The current configured timezone name.

Ti mezone O f set Number of hours offset to UTC.

Summer time zone The current configured summertime zone name.

Summer tinme starts | Dateand time set as the start of summer time.

Sunmmer tinme ends Date and time set as the end of summer time.

Summer tinme of fset | Number of minutes that summer time is offset from the
system’s timezone.

Summer tinme Whether the device will apply the summer time settings
recurring every year or only once.
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Related clock set

commands .
clock summer-time date
clock summer-time recurring
clock timezone
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SHOW CPU

show cpu

Overview

Syntax

Mode

Examples
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This command displays a list of running processes with their CPU utilization.

For information on filtering and saving command output, see the “Getting Started
with AlliedWare Plus” Feature Overview and Configuration Guide.

show cpu [sort {thrds|pri]|sleep|runtine}]

Parameter Description

sort Changes the sorting order using the following fields. If you do not
specify a field, then the list is sorted by percentage CPU
utilization.
t hrds Sort by the number of threads.
pri Sort by the process priority.
sl eep Sort by the average time sleeping.
runtime Sort by the runtime of the process.

User Exec and Privileged Exec

To show the CPU utilization of current processes, sorting them by the number of
threads the processes are using, use the command:

awpl us# show cpu sort thrds
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SYSTEM CONFIGURATION AND MONITORING COMMANDS

SHOW CPU
Output Figure 6-2:  Example output from show cpu
CPU aver ages:
1 second: 12% 20 seconds: 2% 60 seconds: 2%
System | oad aver ages:
1 minute: 0.03, 5 minutes: 0.02, 15 minutes: 0.00
Current CPU | oad:
userspace: 6% kernel: 4% interrupts: 1%iowaits: 0%
user processes
pi d nane thrds cpu% pri state sleep%runtinme
1544 hostd 1 2.8 20 run 0 120
1166 exfx 17 1.8 20 sl eep 0 3846
1284 ai sexec 44 0.9 -2 sleep 0 2606
1init 1 0.0 20 sl eep 0 120
9772 sh 1 0.0 20 sl eep 0 0
9773 corerotate 1 0.0 20 sl eep 0 0
853 sysl 0g- ng 1 0.0 20 sl eep 0 356
859 kl ogd 1 0.0 20 sl eep 0 1
910 i netd 1 0.0 20 sl eep 0 3
920 port map 1 0.0 20 sl eep 0 0
931 crond 1 0.0 20 sl eep 0 1
1090 openhpi d 11 0.0 20 sl eep 0 233
1111 hpi |l ogd 1 0.0 20 sl eep 0 0
1240 hsl 1 0.0 20 sl eep 0 79
1453 aut hd 1 0.0 20 sl eep 0 85
Table 2: Parameters in the output of the show cpu command
Parameter Description
CPU aver ages Average CPU utilization for the periods stated.
System | oad The average number of processes waiting for CPU time for the
aver ages periods stated.
Current CPU Current CPU utilization specified by load types.
| oad
pi d Identifier number of the process.
name A shortened name for the process
t hrds Number of threads in the process.
cpu% Percentage of CPU utilization that this process is consuming.
pri Process priority state.
state Process state; one of “run’, “sleep”, “zombie”, and “dead".
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SHOW CPU
Table 2: Parameters in the output of the show cpu command (cont.)
Parameter Description
sl eep% Percentage of time that the process is in the sleep state.
runti me The time that the process has been running for, measured in
jiffies. A jiffy is the duration of one tick of the system timer
interrupt.
Related show memory
commands .
show memory allocations
show memory history
show memory pools
show process
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SHOW CPU HISTORY

show cpu history

Overview

Syntax
Mode

Usage notes

Examples

Output
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This command prints a graph showing the historical CPU utilization.

For information on filtering and saving command output, see the “Getting Started
with AlliedWare Plus” Feature Overview and Configuration Guide.

show cpu history
User Exec and Privileged Exec

This command'’s output displays three graphs of the percentage CPU utilization:

. per second for the last minute, then
. per minute for the last hour, then
. per 30 minutes for the last 30 hours.

To display a graph showing the historical CPU utilization of the device, use the
command:

show cpu history

Figure 6-3:  Example output from the show cpu history command

Per second CPU | oad history

100
90
80
70
60
50
40
30
20 *

lo EEE S S S S S S S I S S S S S

S S O e S e o o I I I
d dest

Newest
CPU | oad% per second (last 60 seconds)
* = average CPU | oad%
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SHOW CPU HISTORY

Related show memory

commands .
show memory allocations
show memory pools
show process
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SHOW DEBUGGING

show debugging

Overview

Syntax
Mode

Example

Output
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This command displays all debugging options in alphabetical order, indicating

whether debugging is enabled or disabled for each feature.

For information on filtering and saving command output, see the “Getting Started

with AlliedWare Plus” Feature Overview and Configuration Guide.
show debuggi ng
User Exec and Privileged Exec

To find out what debugging is enabled, use the command:

show debuggi ng

Figure 6-4:  Example output from the show debugging command

awpl us#show debuggi ng

AAA debuggi ng status:
Aut henti cati on debugging is off
Accounting debugging is off

% DHCP Snoopi ng service is disabled
802. 1X debuggi ng st at us:

EPSR debuggi ng st at us:

EPSR | nfo debugging is off
EPSR Message debugging is off
EPSR Packet debugging is off
EPSR St ate debugging is off

| GW Debuggi ng st at us:
| GW Decoder debugging is off
| GW Encoder debugging is off
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SHOW INTERFACE MEMORY

show interface memory

Overview

Syntax

Mode

Example

Output
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This command displays the shared memory used by either all interfaces, or the
specified interface or interfaces. The output is useful for diagnostic purposes by
Allied Telesis authorized service personnel.

For information on filtering and saving command output, see the “Getting Started
with AlliedWare Plus” Feature Overview and Configuration Guide.

show i nterface nmenory

show i nterface <port-list> nenory

Parameter Description

<port-1list> Displayinformation about only the specified port or ports. The port
list can be:

- an Eth interface (e.g. eth0)

« an 802.1Q Ethernet sub-interface (e.g. eth0.10, where ‘10" is the
VLAN ID specified by the encapsulation dot1q command)

+ acontinuous range of interfaces, separated by a hyphen (e.g.
eth0-eth4)

« acomma-separated list (e.g. eth0,eth2-eth4). Do not mix interface
types in a list.

User Exec and Privileged Exec

To display the shared memory used by all interfaces, use the command:
awpl us# show i nterface nenory
To display the shared memory used by eth0, use the command:

awpl us# show interface ethO nenory

Figure 6-5:  Example output from the show interface memory command

awpl us#show i nterface menory
VI an bl ocki ng state shared nmenory usage

Interface shmi d Byt es Used nattch St at us
et hO 393228 512 1
l o 425997 512 1
br1 557073 512 1
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SYSTEM CONFIGURATION AND MONITORING COMMANDS

SHOW INTERFACE MEMORY

Related
commands

C613-50418-01 Rev A

Figure 6-6:  Example output from show interface <port-list> memory for a list

of interfaces

awpl us#show i nterface ethO nenory
VI an bl ocking state shared nmenory usage

Interface shm d Byt es Used nattch St at us
et hO 393228 512 1
show interface brief
show interface status
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SHOW MEMORY

show memory

Overview

Syntax

Mode

Example

Output

This command displays the memory used by each process that is currently
running.

For information on filtering and saving command output, see the “Getting Started
with AlliedWare Plus” Feature Overview and Configuration Guide.

show nenory [sort {size| peak|stk}]

Parameter Description

sort Changes the sorting order for the list of processes. If you do not
specify this, then the list is sorted by percentage memory
utilization.

si ze Sort by the amount of memory the process is
currently using.

peak Sort by the amount of memory the process is
currently using.

stk Sort by the stack size of the process.

User Exec and Privileged Exec

To display the memory used by the current running processes, use the command:

awpl us# show menory

Figure 6-7:  Example output from show memory

user processes

awpl us#show nenory

RAM total : 1014200 kB; free: 818320 kB; buffers: 25788 kB

pi d nane nents size(kB) peak(kB) data(kB) stk(kB) virt(kB)
1443 appweb 1.6 16480 830728 455528 136 765192
899 im 1.4 14896 5893624 5523944 136 5836384
895 nsm 1.2 12620 5618080 5318380 136 5552544
127767 i m sh 1.1 11368 4617296 4417068 136 4617296
1829 im sh 1.1 11424 4608968 4343204 136 4543432
960 atnfd 0.9 9920 5205744 4940732 136 5140448
907 hsl 0.9 9324 4576324 4342560 136 4510788
1790 | ua 0.8 8192 453184 297316 136 387736
1128 snnpd 0.7 8016 77020 1480 340 77020
C613-50418-01 Rev A Command Reference for AMF Cloud 171

AlliedWare Plus™ Operating System - Version 5.5.0-1.x



http://www.alliedtelesis.com/documents/getting-started-alliedware-plus-feature-overview-and-configuration-guide
http://www.alliedtelesis.com/documents/getting-started-alliedware-plus-feature-overview-and-configuration-guide

SYSTEM CONFIGURATION AND MONITORING COMMANDS
SHOW MEMORY

Table 3: Parameters in the output of the show memory command

Parameter Description

RAM t ot al Total amount of RAM memory free.

free Available memory size.

buf fers Memory allocated kernel buffers.

pid Identifier number for the process.

name Short name used to describe the process.

mentb Percentage of memory utilization the process is currently using.
si ze Amount of memory currently used by the process.

peak Greatest amount of memory ever used by the process.

dat a Amount of memory used for data.

stk The stack size.

Related show memory allocations

commands .
show memory history
show memory pools
show memory shared
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SHOW MEMORY ALLOCATIONS

show memory allocations

Overview

Syntax

Mode

Example

Output
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This command displays the memory allocations used by processes.

For information on filtering and saving command output, see the “Getting Started
with AlliedWare Plus” Feature Overview and Configuration Guide.

show nmenory al | ocations [ <process>]

Parameter Description

<process> Displays the memory allocation used by the specified process.

User Exec and Privileged Exec

To display the memory allocations used by all processes on your device, use the
command:

show nmenory al | ocati ons

Figure 6-8:  Example output from the show memory allocations command

awpl us#show nenory al |l ocati ons
Menory all ocations for im

Current 15093760 (peak 15093760)

Statically allocated nenory:

- bi nary/ exe : 1675264
- libraries : 8916992
- bss/ gl obal data : 2985984
- stack : 139264

Dynami cal |y al |l ocated nenory (heap):

- total allocated : 1351680

- in use : 1282440

- non- mmapped : 1351680
- maxi numtotal all ocated : 1351680
- total free space : 69240

- rel easabl e : 68968

- space in freed fasthins : 16
Cont ext

filenane:!line al | ocat ed freed
+ lib.c:749 484
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Related show memory

commands .
show memory history
show memory pools
show memory shared
show tech-support
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SYSTEM CONFIGURATION AND MONITORING COMMANDS

SHOW MEMORY HISTORY

show memory history

Overview

Syntax
Mode

Usage notes

Examples

Output

Related
commands
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This command prints a graph showing the historical memory usage.

For information on filtering and saving command output, see the “Getting Started

with AlliedWare Plus” Feature Overview and Configuration Guide.
show menory history
User Exec and Privileged Exec

This command’s output displays three graphs of the percentage memory
utilization:

. per second for the last minute, then
. per minute for the last hour, then
. per 30 minutes for the last 30 hours.

To show a graph displaying the historical memory usage, use the command:

awpl us# show menory history
Figure 6-9:  Example output from the show memory history command

show memory allocations
show memory pools
show memory shared

show tech-support

Command Reference for AMF Cloud
AlliedWare Plus™ Operating System - Version 5.5.0-1.x

175


http://www.alliedtelesis.com/documents/getting-started-alliedware-plus-feature-overview-and-configuration-guide
http://www.alliedtelesis.com/documents/getting-started-alliedware-plus-feature-overview-and-configuration-guide

SYSTEM CONFIGURATION AND MONITORING COMMANDS

SHOW MEMORY POOLS

show memory pools

Overview

Syntax

Mode

Example

Output

Related
commands

C613-50418-01 Rev A

This command shows the memory pools used by processes.

For information on filtering and saving command output, see the “Getting Started
with AlliedWare Plus” Feature Overview and Configuration Guide.

show nmenory pool s [<process>]

Parameter Description

<process> Displays the memory pools used by the specified process.

User Exec and Privileged Exec

To shows the memory pools used by processes, use the command:

awpl us# show menory pool s

Figure 6-10: Example output from the show memory pools command

awpl us#show nenory pool s
Menory pools for im

Current 15290368 (peak 15290368)

Statically allocated nenory:

- bi nary/ exe : 1675264
- libraries : 8916992
- bss/ gl obal data : 2985984
- stack : 139264

Dynami cal |y al |l ocated nenory (heap):

- total allocated : 1548288
- in use : 1479816
- non- nmapped : 1548288
- maxi mumtotal allocated : 1548288
- total free space : 68472
- rel easabl e : 68200
- space in freed fasthins : 16

show memory allocations
show memory history

show tech-support
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SYSTEM CONFIGURATION AND MONITORING COMMANDS

SHOW MEMORY SHARED

show memory shared

Overview

Syntax
Mode

Example

Output

Related
commands

C613-50418-01 Rev A

This command displays shared memory allocation information. The output is
useful for diagnostic purposes by Allied Telesis authorized service personnel.

For information on filtering and saving command output, see the “Getting Started
with AlliedWare Plus” Feature Overview and Configuration Guide.

show nenory shared
User Exec and Privileged Exec

To display information about the shared memory allocation used on the device,
use the command:

show nmenory shared

Figure 6-11: Example output from the show memory shared command

awpl us#show nenory shared
Shared Menory St at us

Segnent allocated = 39
Pages al |l ocat ed = 39
Pages resi dent = 11

Shared Menory Limits

Maxi mum nunber of segnents 4096
Maxi mum segnent size (kbytes) 32768
Maxi mum total shared nenory (pages) = 2097152

M ni mrum segnent size (bytes) =1

show memory allocations
show memory history

show memory
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SYSTEM CONFIGURATION AND MONITORING COMMANDS

SHOW PROCESS

show process

Overview

Syntax

Mode

Usage notes

Example

Output
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This command lists a summary of the current running processes.

For information on filtering and saving command output, see the “Getting Started
with AlliedWare Plus” Feature Overview and Configuration Guide.

show process [sort {cpu| nent]

Parameter Description
sort Changes the sorting order for the list of processes.
cpu Sorts the list by the percentage of CPU utilization.
nmem Sorts the list by the percentage of memory
utilization.

User Exec and Privileged Exec
This command displays a snapshot of currently-running processes. If you want to
see CPU or memory utilization history instead, use the commands show cpu

history or show memory history.

To display a summary of the current running processes, use the command:

awpl us# show process

Figure 6-12: Example output from the show process command

CPU aver ages:

1 second: 8% 20 seconds: 5% 60 seconds: 5%

System | oad aver ages:

1 mnute: 0.04, 5 minutes: 0.08, 15 minutes: 0.12
Current CPU | oad:

userspace: 9% kernel: 9% interrupts: 0%iowaits: 0%
RAM tot al : 514920 kB; free: 382600 kB; buffers: 16368 kB

user processes

pi d nane thrds cpu% nmen? pri state sleep%
962 pss 12 0 6 25 sleep 5
1 init 1 0 0 25 sl eep 0
797 sysl og- ng 1 0 0 16 sleep 88

kernel threads

pi d nane cpu% pri state sleep%
71 aiol0 0 20 sleep O
3 events/O 0 10 sleep 98
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SYSTEM CONFIGURATION AND MONITORING COMMANDS
SHOW PROCESS

Table 4: Parameters in the output from the show process command

Parameter Description

CPU aver ages | Average CPU utilization for the periods stated.
System | oad The average number of processes waiting for CPU time for the
aver ages periods stated.
Current CPU Current CPU utilization specified by load types
| oad
RAM t ot al Total memory size.
free Available memory.
buf fers Memory allocated to kernel buffers.
pid Identifier for the process.
name Short name to describe the process.
t hrds Number of threads in the process.
cpu% Percentage of CPU utilization that this process is consuming.
mentb Percentage of memory utilization that this process is consuming.
pri Process priority.
state Process state; one of “run”, “sleep”, “stop”, “zombie”; or “dead”.
sl eep% Percentage of time the process is in the sleep state.
Related show cpu
commands .
show cpu history
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SYSTEM CONFIGURATION AND MONITORING COMMANDS
SHOW REBOOT HISTORY

show reboot history

Overview Use this command to display the device’s reboot history.
Syntax show reboot history
Mode User Exec and Privileged Exec
Example To show the reboot history, use the command:
awpl us# show reboot history
Output Figure 6-13: Example output from the show reboot history command
awpl us#show r eboot hi story
<dat e> <ti nme> <type> <descri pti on>
2016-10-10 01:42: 04 Expected User Request
2016-10-10 01:35:31 Expected User Request
2016-10-10 01:16:25 Unexpected Rebooting due to critical process (network/nsm
failurel
2016-10-10 01:11: 04 Unexpected Rebooting due to critical process (network/nsm
failurel
2016-10-09 19:56:16 Expected User Request
2016-10-09 19:51: 20 Expected User Request
Table 5: Parameters in the output from the show reboot history command
Parameter Description
Unexpect ed A non-intended reboot.
Expect ed A planned or user-triggered reboot.
User request User initiated reboot via the CLI.
Related show tech-support
commands
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SYSTEM CONFIGURATION AND MONITORING COMMANDS

SHOW ROUTER-ID

show router-id

Overview
Syntax
Mode

Example

Output
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Use this command to show the Router ID of the current system.
show router-id
User Exec and Privileged Exec

To display the Router ID of the current system, use the command:

awpl us# show router-id

Figure 6-14: Example output from the show router-id command

awpl us>show router-id
Router ID: 10.55.0.2 (automatic)
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SYSTEM CONFIGURATION AND MONITORING COMMANDS
SHOW SYSTEM

show system

Overview This command displays general system information about the device, including
the hardware, memory usage, and software version. It also displays location and
contact details when these have been set.

For information on filtering and saving command output, see the “Getting Started
with AlliedWare Plus” Feature Overview and Configuration Guide.

Syntax show system
Mode User Exec and Privileged Exec

Example To display configuration information, use the command:

show system

Output Figure 6-15: Example output from show system

awpl us#show syst em

Syst em St at us Thu Jun 25 10:32:16 2020
Board ID Bay Board Nane Rev Serial nunber
Base 441 Base AT- VAA A-0 V3E6E1E4D84393DE

RAM Total: 1014200 kB Free: 817692 kB
Fl ash: 4.6GB Used: 290.9MB Avail able: 4. 0GB

Upti nme . 6 days 19:27: 25

Current software . vaa-5.5.0-0.3.iso0

Sof t war e versi on : 5.5.0-0.3

Buil d date : Thu Jun 4 07:03:29 UTC 2020

Current boot config: flash:/default.cfg (file exists)

Syst em Nane
awpl us

Syst em Cont act

Syst em Locati on
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SYSTEM CONFIGURATION AND MONITORING COMMANDS
SHOW SYSTEM MAC

show system mac

Overview This command displays the physical MAC address of the device.
Syntax show system nac
Mode User Exec and Privileged Exec

Example To display the physical MAC address enter the following command:

awpl us# show system nac

Output Figure 6-16: Example output from the show system mac command

awpl us#show syst em mac
0200. 0034. 5682 (et h0)
0200. 0034. 5683 (system
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SYSTEM CONFIGURATION AND MONITORING COMMANDS

SHOW SYSTEM SERIALNUMBER

show system serialnumber

Overview

Syntax
Mode

Example

Output
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This command shows the serial number information for the device.

For information on filtering and saving command output, see the “Getting Started
with AlliedWare Plus” Feature Overview and Configuration Guide.

show system seri al nunber
User Exec and Privileged Exec

To display the serial number information for the device, use the command:

awpl us# show system seri al nunber

Figure 6-17: Example output from the show system serialnumber command

awpl us#show syst em seri al nunber
45AX5300X
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SYSTEM CONFIGURATION AND MONITORING COMMANDS

SHOW TECH-SUPPORT

show tech-support

Overview

Syntax

C613-50418-01 Rev A

This command generates system and debugging information for the device and
saves it to a file.

This command is useful for collecting a large amount of information so that it can
then be analyzed for troubleshooting purposes. The output of this command can
be provided to technical support staff when reporting a problem.

You can optionally limit the command output to display only information for a
given protocol or feature. The features available depend on your device and will be
a subset of the features listed in the table below.

show t ech-support

{[all]|atnf]|auth|bgp|card| dhcpsn|epsr|firewall|ignp|ip|ipve|lmd
| openfl ow| ospf| ospf 6| pinrip|ripng|stack|stp|systemntacacs+|
update]} [outfile <filenane>]

Parameter Description

al | Display full information

at nf Display ATMF-specific information

aut h Display authentication-related information

bgp Display BGP-related information

card Display Chassis Card specific information

dhcpsn Display DHCP Snooping specific information

epsr Display EPSR specific information

firewall Display firewall specific information

i gnp Display IGMP specific information

ip Display IP specific information

i pv6 Display IPv6 specific information

m d Display MLD specific information

openf | ow Display information related to OpenFlow

ospf Display OSPF related information

ospf 6 Display OSPF6 specific information

pi m Display PIM related information

rip RIP related information

ri png Display RIPNG specific information

st ack Display stacking device information

stp Display STP specific information

system Display general system information
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SYSTEM CONFIGURATION AND MONITORING COMMANDS

SHOW TECH-SUPPORT

Default

Usage notes

Mode

Examples

C613-50418-01 Rev A

Parameter Description

tacacs+ Display TACACS+ information

updat e Display resource update specific information

| Output modifier

> Output redirection
>> Output redirection (append)
outfile Output file name

<fil enane> Specifies a name for the output file. If no name is specified, this file
will be saved as: tech-support.txt.gz.

Captures all information for the device.

By default the output is saved to the file ‘tech-support.txt.gz’ in the current
directory. If this file already exists in the current directory then a new file is
generated with the time stamp appended to the file name, for example
‘tech-support20161009.txt.gZ’, so the previous file is retained.

The command generates a large amount of output, which is saved to a file in
compressed format. The output file name can be specified by outfile option. If the
output file already exists, a new file name is generated with the current time stamp.
If the output filename does not end with “.gz", then “.gz" is appended to the
filename. Since output files may be too large for Flash on the device we
recommend saving files to external memory or a TFTP server whenever possible to
avoid device lockup. This method is not likely to be appropriate when running the
working set option of AMF across a range of physically separated devices.

Privileged Exec

To produce the output needed by technical support staff, use the command:

awpl us# show t ech-support
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SYSTEM CONFIGURATION AND MONITORING COMMANDS

TERMINAL MONITOR

terminal monitor

Overview

Syntax

Default
Mode

Examples

Related
commands

Command
changes
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Use this command to display debugging output on a terminal.
To display the cursor after a line of debugging output, press the Enter key.

Use the command terminal no monitor or no terminal monitor to stop
displaying debugging output on the terminal. Alternatively, you can use the
timeout option to stop displaying debugging output on the terminal after a set
time.

termnal monitor [<1-60>]

term nal no nonitor

no term nal nonitor

Parameter Description
<1- 60> Set a timeout between 1 and 60 seconds for terminal output.
Disabled

User Exec and Privileged Exec

To display debugging output on a terminal, enter the command:

awpl us# term nal nonitor

To display debugging on the terminal for 60 seconds, enter the command:
awpl us# term nal nonitor 60

To stop displaying debugging output on the terminal, use the command:

awpl us# no term nal nonitor

All debug commands

Version 5.4.8-0.2: no terminal monitor added as an alias for terminal no monitor
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SYSTEM CONFIGURATION AND MONITORING COMMANDS
UNDEBUG ALL

undebug all

Overview This command applies the functionality of the no debug all command.
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Logging Commands

Introduction

Overview

Command List
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This chapter provides an alphabetical reference of commands used to configure
logging. See the Logging Feature Overview and Configuration Guide for more
information about the different types of log and how to filter log messages.

. “clear exception log” on page 191

. “clear log” on page 192

. “clear log buffered” on page 193

. “clear log permanent” on page 194

. “copy buffered-log” on page 195

. “copy permanent-log” on page 196

. “default log buffered” on page 197

. “default log console” on page 198

. “default log email” on page 199

. “default log host” on page 200

. “default log monitor” on page 201
. “default log permanent” on page 202
. “log buffered” on page 203
. “log buffered (filter)” on page 204
. “log buffered exclude” on page 207
. “log buffered size” on page 210
. “log console” on page 211
. “log console (filter)” on page 212
. “log console exclude” on page 215
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“log email” on page 218

“log email (filter)” on page 219

“log email exclude” on page 222
“log email time” on page 225

“log facility” on page 227

“log host” on page 229

“log host (filter)” on page 231

“log host exclude” on page 234

“log host source” on page 237

“log host startup-delay” on page 238
“log host time” on page 240

“log monitor (filter)” on page 242
“log monitor exclude” on page 245
“log permanent” on page 248

“log permanent (filter)” on page 249
“log permanent exclude” on page 252
“log permanent size” on page 255
“log-rate-limit nsm” on page 256
“log trustpoint” on page 257

“show counter log” on page 258
“show exception log” on page 259
“show log” on page 260

“show log config” on page 262

“show log permanent” on page 264

“show running-config log” on page 266
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LOGGING COMMANDS
CLEAR EXCEPTION LOG

clear exception log

Overview This command resets the contents of the exception log, but does not remove the
associated core files.

Syntax clear exception |og
Mode Privileged Exec

Example awpl us# clear exception |og
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LOGGING COMMANDS
CLEAR LOG

clear log

Overview This command removes the contents of the buffered and permanent logs.
Syntax clear |og
Mode Privileged Exec

Example To delete the contents of the buffered and permanent log use the command:
awpl us# cl ear 1og
Related clear log buffered
commands
clear log permanent

show log
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LOGGING COMMANDS
CLEAR LOG BUFFERED

clear log buffered

Overview This command removes the contents of the buffered log.
Syntax clear |og buffered
Mode Privileged Exec

Example To delete the contents of the buffered log use the following commands:

awpl us# clear |og buffered

Related default log buffered
commands log buffered
log buffered (filter)
log buffered size
log buffered exclude
show log

show log config

C613-50418-01 Rev A Command Reference for AMF Cloud 193
AlliedWare Plus™ Operating System - Version 5.5.0-1.x



LOGGING COMMANDS
CLEAR LOG PERMANENT

clear log permanent

Overview
Syntax
Mode

Example

Related
commands

C613-50418-01 Rev A

This command removes the contents of the permanent log.
cl ear | og pernanent
Privileged Exec

To delete the contents of the permanent log use the following commands:

awpl us# cl ear | og permanent

default log permanent
log permanent

log permanent (filter)
log permanent exclude
log permanent size
show log config

show log permanent
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LOGGING COMMANDS
COPY BUFFERED-LOG

copy buffered-log

Overview

Syntax

Mode

Example

Related
commands

Command
changes
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Use this command to copy the buffered log to an internal or external destination.

copy buffered-1o0g <destination-nanme>

Parameter Description

<desti nati on-nane> The filename and path for the destination file. See
Introduction on page 54 for valid syntax.

Privileged Exec

To copy the buffered log file into a folder in Flash named “buffered-log” and name
the file “buffered-log.log”, use the command:

awpl us# copy buffered-l1og flash:/buffered-Iog/buffered-I|og.Iog

log buffered
show file systems

show log

Version 5.4.7-1.1: command added
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LOGGING COMMANDS
COPY PERMANENT-LOG

copy permanent-log

Overview

Syntax

Mode

Example

Related
commands

Command
changes
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Use this command to copy the permanent log to an internal or external
destination.

copy permanent-|og <desti nation-name>

Parameter Description

<desti nati on-nane> The filename and path for the destination file. See
Introduction on page 54 for valid syntax.

Privileged Exec

To copy the permanent log file into a folder in Flash named “perm-log” and name
the file “permanent-log.log”, use the command:

awpl us# copy permanent-1og flash:/perml og/ pernmanent-1og.Iog

log permanent
show file systems

show log permanent

Version 5.4.7-1.1: command added
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LOGGING COMMANDS
DEFAULT LOG BUFFERED

default log buffered

Overview

Syntax
Default
Mode

Example

Related
commands
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This command restores the default settings for the buffered log stored in RAM. By

default the size of the buffered log is 50 kB and it accepts messages with the
severity level of “warnings” and above.

default 1 og buffered
The buffered log is enabled by default.

Global Configuration

To restore the buffered log to its default settings use the following commands:

awpl us# configure term nal

awpl us(config)# default |og buffered

clear log buffered
log buffered

log buffered (filter)
log buffered size

log buffered exclude
show log

show log config
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LOGGING COMMANDS
DEFAULT LOG CONSOLE

default log console

Overview This command restores the default settings for log messages sent to the terminal
when a log console command is issued. By default all messages are sent to the
console when a log console command is issued.

Syntax default |og console

Mode Global Configuration

Example To restore the log console to its default settings use the following commands:
awpl us# configure term nal

awpl us(config)# default | og console

Related log console

commands .
log console (filter)
log console exclude
show log config
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LOGGING COMMANDS
DEFAULT LOG EMAIL

default log email

Overview

Syntax

Mode

Example

Related
commands
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This command restores the default settings for log messages sent to an email
address. By default no filters are defined for email addresses. Filters must be
defined before messages will be sent. This command also restores the remote
syslog server time offset value to local (no offset).

default 1 og email <enunil -address>

Parameter Description

<emui | - address> The email address to send log messages to

Global Configuration
To restore the default settings for log messages sent to the email address
adm n@l | i edt el esi s. comuse the following commands:

awpl us# configure termnal

awpl us(config)# default log email adnin@lliedtel esis.com

log email

log email (filter)
log email exclude
log email time

show log config
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LOGGING COMMANDS
DEFAULT LOG HOST

default log host

Overview

Syntax

Mode

Example

Related
commands
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This command restores the default settings for log sent to a remote syslog server.
By default no filters are defined for remote syslog servers. Filters must be defined
before messages will be sent. This command also restores the remote syslog server
time offset value to local (no offset).

default | og host <ip-addr>

Parameter Description

<i p- addr > The IP address of a remote syslog server

Global Configuration

To restore the default settings for messages sent to the remote syslog server with
IP address 10. 32. 16. 21 use the following commands:

awpl us# configure termnal

awpl us(config)# default |1og host 10.32.16.21

log host

log host (filter)
log host exclude
log host source
log host time

show log config
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LOGGING COMMANDS
DEFAULT LOG MONITOR

default log monitor

Overview This command restores the default settings for log messages sent to the terminal
when a terminal monitor command is used.

Syntax default |og nonitor
Default All messages are sent to the terminal when a terminal monitor command is used.
Mode Global Configuration

Example To restore the log monitor to its default settings use the following commands:
awpl us# configure term nal

awpl us(config)# default |og nonitor

Related log monitor (filter)

commands .
log monitor exclude
show log config
terminal monitor
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LOGGING COMMANDS
DEFAULT LOG PERMANENT

default log permanent

Overview

Syntax
Default
Mode

Example

Related
commands
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This command restores the default settings for the permanent log stored in NVS.
By default, the size of the permanent log is 50 kB and it accepts messages with the

severity level of war ni ngs and above.
default | og pernanent
The permanent log is enabled by default.

Global Configuration

To restore the permanent log to its default settings use the following commands:

awpl us# configure term nal

awpl us(config)# default | og permanent

clear log permanent
log permanent

log permanent (filter)
log permanent exclude
log permanent size
show log config

show log permanent
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LOGGING COMMANDS
LOG BUFFERED

log buffered

Overview This command configures the device to store log messages in RAM. Messages
stored in RAM are not retained on the device over a restart. Once the buffered log
reaches its configured maximum allowable size old messages will be deleted to
make way for new ones.

Syntax | og buffered

no | og buffered
Default The buffered log is configured by default.
Mode Global Configuration
Examples To configured the device to store log messages in RAM use the following

commands:

awpl us# configure term nal

awpl us(config)# log buffered

To configure the device to not store log messages in a RAM buffer use the
following commands:

awpl us# configure term nal

awpl us(config)# no | og buffered

Related clear log buffered
commands copy buffered-log
default log buffered
log buffered (filter)
log buffered size
log buffered exclude

show log

show log config
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LOGGING COMMANDS
LOG BUFFERED (FILTER)

log buffered (filter)

Overview Use this command to create a filter to select messages to be sent to the buffered
log. Selection can be based on the priority/ severity of the message, the program
that generated the message, the logging facility used, a sub-string within the
message or a combination of some or all of these.

The no variant of this command removes the corresponding filter, so that the
specified messages are no longer sent to the buffered log.

Syntax |og buffered [l evel <level >] [program<program nane>] [facility
<facility>] [nmsgtext <text-string>]

no log buffered [l evel <level>] [program <program nane>]
[facility <facility>] [nmsgtext <text-string>]

Parameter Description

| evel Filter messages to the buffered log by severity level.
<l evel > The minimum severity of message to send to the buffered log. The level can be specified as
one of the following numbers or level names, where 0 is the highest severity and 7 is the
lowest severity:
0| ener genci es System is unusable
llalerts Action must be taken immediately
2| critical Critical conditions
3lerrors Error conditions
4| war ni ngs Warning conditions
5] noti ces Normal, but significant, conditions
6| i nf or mati onal Informational messages
7| debuggi ng Debug-level messages
pr ogram Filter messages to the buffered log by program. Include messages from a specified program in

the buffered log.

<pr ogr am The name of a program to log messages from. You can enter either one of the following

name> predefined program names (depending on your device model), or another program name
that you find in the log output. The pre-defined names are not case sensitive but other
program names from the log output are.

rip Routing Information Protocol (RIP)
ripng Routing Information Protocol - next generation (RIPng)
ospf Open Shortest Path First (OSPF)
ospfv3 Open Shortest Path First (OSPF) version 3 (OSPFv3)
bgp Border Gateway Protocol (BGP)
rsvp Resource Reservation Protocol (RSVP)
pi mdm Protocol Independent Multicast - Dense Mode (PIM-DM)
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Parameter Description

pi msm Protocol Independent Multicast - Sparse Mode (PIM-SM)
pi msnv6 PIM-SM version 6 (PIM-SMv6)
dot 1x IEEE 802.1X Port-Based Access Control
| acp Link Aggregation Control Protocol (LACP)
stp Spanning Tree Protocol (STP)
rstp Rapid Spanning Tree Protocol (RSTP)
st p Multiple Spanning Tree Protocol (MSTP)
i m Integrated Management Interface (IMI)
i msh Integrated Management Interface Shell (IMISH)
epsr Ethernet Protection Switched Rings (EPSR)
irdp ICMP Router Discovery Protocol (IRDP)
rmon Remote Monitoring
| ooppr ot Loop Protection
poe Power-inline (Power over Ethernet)
dhcpsn DHCP snooping (DHCPSN)
facility Filter messages to the buffered log by syslog facility.

<facility> Specify one of the following syslog facilities to include messages from in the buffered log:

kern Kernel messages
user Random user-level messages
mai | Mail system
daenon System daemons
aut h Security/authorization messages
sysl og Messages generated internally by syslogd
| pr Line printer subsystem
news Network news subsystem
uucp UUCP subsystem
cron Clock daemon
aut hpriv Security/authorization messages (private)
ftp FTP daemon
nmegt ext Select messages containing a certain text string.
<t ext - A text string to match (maximum 128 characters). This is case sensitive, and must be the last
string> text on the command line.
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Default

Mode

Examples

Related
commands
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By default the buffered log has a filter to select messages whose severity level is
“notices (5)” or higher. This filter may be removed using the no variant of this
command.

Global Configuration
To add a filter to send all messages containing the text “Bridging initialization” to

the buffered log, use the following commands:

awpl us# configure term nal

awplus(config)# | og buffered nmsgtext Bridging initialization

To remove a filter that sends all messages containing the text “Bridging
initialization” to the buffered log, use the following commands:

awpl us# configure term nal

awpl us(config)# no log buffered msgtext Bridging initialization

clear log buffered
default log buffered
log buffered

log buffered size

log buffered exclude
show log

show log config
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LOG BUFFERED EXCLUDE

log buffered exclude

Overview

can exclude messages on the basis of:

. the priority/severity of the message

. the program that generated the message
. the logging facility used

. a sub-string within the message, or

. a combination of some or all of these.

Use the no variant of this command to stop excluding the specified messages.

Use this command to exclude specified log messages from the buffered log. You

Syntax |og buffered exclude [level <level>] [program <program name>]

[facility <facility>] [msgtext <text-string>]

no | og buffered exclude [l evel <level>] [program

<program nane>] [facility <facility>] [nsgtext <text-string>]

Parameter Description
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| evel Exclude messages of the specified severity level.
<l evel > The severity level to exclude. The level can be specified as one of the following numbers or
level names, where 0 is the highest severity and 7 is the lowest severity:
0| emer genci es System is unusable
llalerts Action must be taken immediately
2| critical Critical conditions
3lerrors Error conditions
4| war ni ngs Warning conditions
5] noti ces Normal, but significant, conditions
6| i nf or mati onal Informational messages
7| debuggi ng Debug-level messages
pr ogram Exclude messages from a specified program.
<pr ogr am The name of a program. You can enter either one of the following predefined program names
nane> (depending on your device model), or another program name that you find in the log output.
The pre-defined names are not case sensitive but other program names from the log output
are.
rip Routing Information Protocol (RIP)
ripng Routing Information Protocol - next generation (RIPng)
ospf Open Shortest Path First (OSPF)
ospfv3 Open Shortest Path First (OSPF) version 3 (OSPFv3)
bgp Border Gateway Protocol (BGP)
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Parameter Description

rsvp Resource Reservation Protocol (RSVP)
pi mdm Protocol Independent Multicast - Dense Mode (PIM-DM)
pi msm Protocol Independent Multicast - Sparse Mode (PIM-SM)
pi msmv6 PIM-SM version 6 (PIM-SMv6)
dot 1x IEEE 802.1X Port-Based Access Control
| acp Link Aggregation Control Protocol (LACP)
stp Spanning Tree Protocol (STP)
rstp Rapid Spanning Tree Protocol (RSTP)
nst p Multiple Spanning Tree Protocol (MSTP)
im Integrated Management Interface (IMI)
imsh Integrated Management Interface Shell (IMISH)
epsr Ethernet Protection Switched Rings (EPSR)
i rdp ICMP Router Discovery Protocol (IRDP)
rnon Remote Monitoring
| ooppr ot Loop Protection
poe Power-inline (Power over Ethernet)
dhcpsn DHCP snooping (DHCPSN)
facility Exclude messages from a syslog facility.

<facility> Specify one of the following syslog facilities to exclude messages from:

kern Kernel messages
user Random user-level messages
mai | Mail system
daenon System daemons
aut h Security/authorization messages
sysl og Messages generated internally by syslogd
| pr Line printer subsystem
news Network news subsystem
uucp UUCP subsystem
cron Clock daemon
aut hpri v Security/authorization messages (private)
ftp FTP daemon
msgt ext Exclude messages containing a certain text string.
<t ext - A text string to match (maximum 128 characters). This is case sensitive, and must be the last
string> text on the command line.
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Default No log messages are excluded
Mode Global configuration
Example Toremove messages that contain the string “example of irrelevant message”, use
the following commands:

awpl us# configure term nal

awpl us(config)# | og buffered exclude nmsgtext exanple of
irrel evant nessage

Related clear log buffered
commands default log buffered
log buffered
log buffered (filter)
log buffered size
show log

show log config
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LOG BUFFERED SIZE

log buffered size

Overview

Syntax

Default
Mode

Example

Related
commands
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This command configures the amount of memory that the buffered log is
permitted to use. Once this memory allocation has been filled old messages will be
deleted to make room for new messages.

Use the no variant of this command to return to the default.

| og buffered size <50-250>

no | og buffered size

Parameter Description
<50- 250> Size of the RAM log in kilobytes
50 kilobytes

Global Configuration

To allow the buffered log to use up to 100 kilobytes of RAM, use the commands:
awpl us# configure term nal

awplus(config)# | og buffered size 100
To return to the default value, use the commands:

awpl us# configure term nal

awpl us(config)# no log buffered size

clear log buffered
copy buffered-log
default log buffered
log buffered

log buffered (filter)
log buffered exclude
show log

show log config
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LOG CONSOLE

log console

Overview

Syntax

Mode

Examples

Related
commands
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This command configures the device to send log messages to consoles. The
consolelog is configured by default to send messages to the device’s main console
port.

Use the no variant of this command to configure the device not to send log
messages to consoles.

| og consol e

no | og consol e
Global Configuration

To configure the device to send log messages use the following commands:

awpl us# configure term nal

awpl us(config)# | og consol e

To configure the device not to send log messages in all consoles use the following
commands:

awpl us# configure termnal

awpl us(config)# no | og consol e

default log console
log console (filter)
log console exclude

show log config
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LOG CONSOLE (FILTER)

log console (filter)

Overview

Syntax

This command creates a filter to select messages to be sent to all consoles when
the log console command is given. Selection can be based on the priority/severity
of the message, the program that generated the message, the logging facility
used, a sub-string within the message or a combination of some or all of these.

| og consol e [l evel <level>] [program<programname>] [facility
<facility>] [nmBgtext <text-string>]

no | og console [l evel <level>] [program <program nane>]
[facility <facility>] [nBgtext <text-string>]

Parameter Description

| evel Filter messages by severity level.

<l evel > The minimum severity of message to send. The level can be specified as one of the following
numbers or level names, where 0 is the highest severity and 7 is the lowest severity:

0| emer genci es System is unusable
llalerts Action must be taken immediately
2| critical Critical conditions
3lerrors Error conditions
4| war ni ngs Warning conditions
5| noti ces Normal, but significant, conditions
6| i nf or mati onal Informational messages
7| debuggi ng Debug-level messages
program Filter messages by program. Include messages from a specified program.

<pr ogr am The name of a program to log messages from. You can enter either one of the following

name> predefined program names (depending on your device model), or another program name
that you find in the log output. The pre-defined names are not case sensitive but other
program names from the log output are.

C613-50418-01 Rev A

rip Routing Information Protocol (RIP)

ripng Routing Information Protocol - next generation (RIPng)
ospf Open Shortest Path First (OSPF)

ospfv3 Open Shortest Path First (OSPF) version 3 (OSPFv3)

bgp Border Gateway Protocol (BGP)

rsvp Resource Reservation Protocol (RSVP)

pi mdm Protocol Independent Multicast - Dense Mode (PIM-DM)
pi msm Protocol Independent Multicast - Sparse Mode (PIM-SM)
pi msnmv6 PIM-SM version 6 (PIM-SMv6)
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Parameter Description

dot 1x IEEE 802.1X Port-Based Access Control
| acp Link Aggregation Control Protocol (LACP)
stp Spanning Tree Protocol (STP)
rstp Rapid Spanning Tree Protocol (RSTP)
st p Multiple Spanning Tree Protocol (MSTP)
im Integrated Management Interface (IMI)
imsh Integrated Management Interface Shell (IMISH)
epsr Ethernet Protection Switched Rings (EPSR)
i rdp ICMP Router Discovery Protocol (IRDP)
rnon Remote Monitoring
| ooppr ot Loop Protection
poe Power-inline (Power over Ethernet)
dhcpsn DHCP snooping (DHCPSN)

facility Filter messages by syslog facility.

<facility> Specify one of the following syslog facilities to include messages from:

kern Kernel messages

user Random user-level messages

mai | Mail system

daenon System daemons

aut h Security/authorization messages

sysl og Messages generated internally by syslogd

| pr Line printer subsystem

news Network news subsystem

uucp UUCP subsystem

cron Clock daemon

aut hpri v Security/authorization messages (private)

ftp FTP daemon
msgt ext Select messages containing a certain text string.
<t ext - A text string to match (maximum 128 characters). This is case sensitive, and must be the last
string> text on the command line.

Default By default the console log has a filter to select messages whose severity level is

C613-50418-01 Rev A

critical orhigher. This filter may be removed using the no variant of this
command. This filter may be removed and replaced by filters that are more

selective.
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LOG CONSOLE (FILTER)

Mode

Examples

Related
commands
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Global Configuration

To create afilter to send all messages containing the text “Bridging initialization”
to console instances where the log console command has been entered, use the
following commands:

awpl us# configure term nal
awpl us(config)# log console nsgtext "Bridging initialization"

To remove a default filter that includes sending critical, alert and emergency
level messages to the console, use the following commands:

awpl us# configure term nal

awplus(config)# no | og console level critical

default log console
log console
log console exclude

show log config
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LOG CONSOLE EXCLUDE

log console exclude

Overview Use this command to prevent specified log messages from being sent to the

console, when console logging is turned on. You can exclude messages on the

basis of:
. the priority/severity of the message
. the program that generated the message

. the logging facility used
. a sub-string within the message, or
. a combination of some or all of these.

Use the no variant of this command to stop excluding the specified messages.

Syntax | og consol e exclude [level <level>] [program <program name>]

[facility <facility>] [nsgtext <text-string>]

no | og consol e exclude [l evel <l evel >] [program<program nane>]
[facility <facility>] [nsgtext <text-string>]

Parameter Description
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| evel Exclude messages of the specified severity level.
<l evel > The severity level to exclude. The level can be specified as one of the following numbers or
level names, where 0 is the highest severity and 7 is the lowest severity:
0| emer genci es System is unusable
llalerts Action must be taken immediately
2| critical Critical conditions
3lerrors Error conditions
4| war ni ngs Warning conditions
5| noti ces Normal, but significant, conditions
6| i nf or mati onal Informational messages
7| debuggi ng Debug-level messages
program Exclude messages from a specified program.
<pr ogr am The name of a program. You can enter either one of the following predefined program names
name> (depending on your device model), or another program name that you find in the log output.
The pre-defined names are not case sensitive but other program names from the log output
are.
rip Routing Information Protocol (RIP)
ripng Routing Information Protocol - next generation (RIPng)
ospf Open Shortest Path First (OSPF)
ospfv3 Open Shortest Path First (OSPF) version 3 (OSPFv3)
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Parameter Description

bgp Border Gateway Protocol (BGP)
rsvp Resource Reservation Protocol (RSVP)
pi m dm Protocol Independent Multicast - Dense Mode (PIM-DM)
pi msm Protocol Independent Multicast - Sparse Mode (PIM-SM)
pi msnv6 PIM-SM version 6 (PIM-SMv6)
dot 1x IEEE 802.1X Port-Based Access Control
| acp Link Aggregation Control Protocol (LACP)
stp Spanning Tree Protocol (STP)
rstp Rapid Spanning Tree Protocol (RSTP)
st p Multiple Spanning Tree Protocol (MSTP)
i m Integrated Management Interface (IMI)
i msh Integrated Management Interface Shell (IMISH)
epsr Ethernet Protection Switched Rings (EPSR)
irdp ICMP Router Discovery Protocol (IRDP)
rnon Remote Monitoring
| ooppr ot Loop Protection
poe Power-inline (Power over Ethernet)
dhcpsn DHCP snooping (DHCPSN)
facility Exclude messages from a syslog facility.

<facility> Specify one of the following syslog facilities to exclude messages from:

kern Kernel messages
user Random user-level messages
mai | Mail system
daenon System daemons
aut h Security/authorization messages
sysl og Messages generated internally by syslogd
| pr Line printer subsystem
news Network news subsystem
uucp UUCP subsystem
cron Clock daemon
aut hpri v Security/authorization messages (private)
ftp FTP daemon
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Parameter Description

msgt ext Exclude messages containing a certain text string.
<t ext - A text string to match (maximum 128 characters). This is case sensitive, and must be the last
string> text on the command line.

Default Nolog messages are excluded
Mode Global configuration

Example Toremove messages that contain the string “example of irrelevant message”, use
the following commands:

awpl us# configure term nal

awpl us(config)# | og consol e exclude nsgtext exanpl e of
irrel evant nessage

Related default log console

commands
log console
log console (filter)
show log config
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LOG EMAIL

log email

Overview

Syntax

Default

Mode

Example

Related
commands
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This command configures the device to send log messages to an email address.
The email address is specified in this command.

| og email <email - address>

Parameter Description

<emui | -address>  The email address to send log messages to

By default nofilters are defined for email log targets. Filters must be defined before
messages will be sent.

Global Configuration
To have log messages emailed to the email address

adm n@l | i edt el esi s. comuse the following commands:

awpl us# configure term nal

awplus(config)# log email admi n@lliedtel esis.com

default log email
log email (filter)
log email exclude
log email time

show log config
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LOG EMAIL (FILTER)

log email (filter)

Overview This command creates a filter to select messages to be sent to an email address.
Selection can be based on the priority/ severity of the message, the program that
generated the message, the logging facility used, a sub-string within the message
or a combination of some or all of these.

The no variant of this command configures the device to no longer send log
messages to a specified email address. All configuration relating to this log target
will be removed.

Syntax |og email <emmil-address> [level <level>] [program
<program nane>] [facility <facility>] [nmsgtext <text-string>]

no log email <emmil-address> [l evel <level>] [program
<program nane>] [facility <facility>] [nmsgtext <text-string>]

Parameter Description

<emai | - The email address to send logging messages to

addr ess>

| evel Filter messages by severity level.

<l evel > The minimum severity of message to send. The level can be specified as one of the following

numbers or level names, where 0 is the highest severity and 7 is the lowest severity:

0| ener genci es System is unusable
llalerts Action must be taken immediately
2|critical Critical conditions
3lerrors Error conditions
4| war ni ngs Warning conditions
5| noti ces Normal, but significant, conditions
6| i nf ormati onal Informational messages
7| debuggi ng Debug-level messages
program Filter messages by program. Include messages from a specified program.

<pr ogr am The name of a program to log messages from. You can enter either one of the following

name> predefined program names (depending on your device model), or another program name
that you find in the log output. The pre-defined names are not case sensitive but other
program names from the log output are.

rip Routing Information Protocol (RIP)
ri png Routing Information Protocol - next generation (RIPng)
ospf Open Shortest Path First (OSPF)
ospfv3 Open Shortest Path First (OSPF) version 3 (OSPFv3)
bgp Border Gateway Protocol (BGP)
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Parameter Description

rsvp Resource Reservation Protocol (RSVP)
pi mdm Protocol Independent Multicast - Dense Mode (PIM-DM)
pi msm Protocol Independent Multicast - Sparse Mode (PIM-SM)
pi msmv6 PIM-SM version 6 (PIM-SMv6)
dot 1x IEEE 802.1X Port-Based Access Control
| acp Link Aggregation Control Protocol (LACP)
stp Spanning Tree Protocol (STP)
rstp Rapid Spanning Tree Protocol (RSTP)
nst p Multiple Spanning Tree Protocol (MSTP)
im Integrated Management Interface (IMI)
imsh Integrated Management Interface Shell (IMISH)
epsr Ethernet Protection Switched Rings (EPSR)
i rdp ICMP Router Discovery Protocol (IRDP)
rnon Remote Monitoring
| ooppr ot Loop Protection
poe Power-inline (Power over Ethernet)
dhcpsn DHCP snooping (DHCPSN)
facility Filter messages by syslog facility.

<facility> Specify one of the following syslog facilities to include messages from:

kern Kernel messages
user Random user-level messages
mai | Mail system
daenon System daemons
aut h Security/authorization messages
sysl og Messages generated internally by syslogd
| pr Line printer subsystem
news Network news subsystem
uucp UUCP subsystem
cron Clock daemon
aut hpri v Security/authorization messages (private)
ftp FTP daemon
msgt ext Select messages containing a certain text string.
<t ext - A text string to match (maximum 128 characters). This is case sensitive, and must be the last
string> text on the command line.
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Mode

Examples

Related
commands
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Global Configuration

To create afilter to send all messages containing the text “Bridging initialization”,
to the email address admin@homebase.com, use the following commands:

awpl us# configure term nal

awpl us(config)# |l og emai |l adm n@onebase. com nmsgt ext "Bri dgi ng
initialization"

To create a filter to send messages with a severity level of informational and
above to the email address admin@alliedtelesis.com, use the following
commands:

awpl us# configure term nal

awplus(config)# log email adm n@lliedtel esis.comlevel
i nformati onal

To stop the device emailing log messages emailed to the email address
admin@alliedtelesis.com, use the following commands:

awpl us# configure termnal

awpl us(config)# no log email adni n@onebase. com

To remove a filter that sends messages with a severity level of informational and
above to the email address admin@alliedtelesis.com, use the following
commands:

awpl us# configure termnal

awpl us(config)# no log enmail adnmin@lliedtel esis.comlevel
i nf ormati onal

default log email
log email

log email exclude
log email time

show log config
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log email exclude

Overview

Syntax

Use this command to prevent specified log messages from being emailed, when
the device is configured to send log messages to an email address. You can
exclude messages on the basis of:

. the priority/severity of the message

. the program that generated the message
. the logging facility used

. a sub-string within the message, or

. a combination of some or all of these.

Use the no variant of this command to stop excluding the specified messages.

log emai|l exclude [l evel <level>] [program <progran nane>]
[facility <facility>] [nsgtext <text-string>]

no |l og email exclude [level <level>] [program <program nane>]
[facility <facility>] [nsgtext <text-string>]

Parameter Description

| evel Exclude messages of the specified severity level.
<l evel > The severity level to exclude. The level can be specified as one of the following numbers or
level names, where 0 is the highest severity and 7 is the lowest severity:
0| emer genci es System is unusable
llalerts Action must be taken immediately
2| critical Critical conditions
3lerrors Error conditions
4| war ni ngs Warning conditions
5| noti ces Normal, but significant, conditions
6| i nf or mati onal Informational messages
7| debuggi ng Debug-level messages
program Exclude messages from a specified program.
<pr ogr am The name of a program. You can enter either one of the following predefined program names
name> (depending on your device model), or another program name that you find in the log output.
The pre-defined names are not case sensitive but other program names from the log output
are.
rip Routing Information Protocol (RIP)
ripng Routing Information Protocol - next generation (RIPng)
ospf Open Shortest Path First (OSPF)
ospfv3 Open Shortest Path First (OSPF) version 3 (OSPFv3)
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Parameter Description

bgp Border Gateway Protocol (BGP)
rsvp Resource Reservation Protocol (RSVP)
pi m dm Protocol Independent Multicast - Dense Mode (PIM-DM)
pi msm Protocol Independent Multicast - Sparse Mode (PIM-SM)
pi msnv6 PIM-SM version 6 (PIM-SMv6)
dot 1x IEEE 802.1X Port-Based Access Control
| acp Link Aggregation Control Protocol (LACP)
stp Spanning Tree Protocol (STP)
rstp Rapid Spanning Tree Protocol (RSTP)
st p Multiple Spanning Tree Protocol (MSTP)
i m Integrated Management Interface (IMI)
i msh Integrated Management Interface Shell (IMISH)
epsr Ethernet Protection Switched Rings (EPSR)
irdp ICMP Router Discovery Protocol (IRDP)
rnon Remote Monitoring
| ooppr ot Loop Protection
poe Power-inline (Power over Ethernet)
dhcpsn DHCP snooping (DHCPSN)
facility Exclude messages from a syslog facility.

<facility> Specify one of the following syslog facilities to exclude messages from:

kern Kernel messages
user Random user-level messages
mai | Mail system
daenon System daemons
aut h Security/authorization messages
sysl og Messages generated internally by syslogd
| pr Line printer subsystem
news Network news subsystem
uucp UUCP subsystem
cron Clock daemon
aut hpri v Security/authorization messages (private)
ftp FTP daemon
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Parameter Description

msgt ext Exclude messages containing a certain text string.
<t ext - A text string to match (maximum 128 characters). This is case sensitive, and must be the last
string> text on the command line.

Default Nolog messages are excluded
Mode Global configuration

Example Toremove messages that contain the string “example of irrelevant message”, use
the following commands:

awpl us# configure term nal

awpl us(config)# | og email excl ude nsgt ext exanpl e of irrel evant
nessage

Related defaultlog email

commands .
log email
log email (filter)
log email time
show log config
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log email time

Overview This command configures the time used in messages sent to an email address. If
the syslog server is in a different time zone to your device then the time offset can
be configured using either the utc-offset parameter option keyword or the
local-offset parameter option keyword, where utc-offset is the time difference
from UTC (Universal Time, Coordinated) and local-offset is the difference from
local time.

Syntax |og email <emmil-address> tine {local|local-offset|utc-offset
{pl us| m nus}<0- 24>}

Parameter Description

<emai | - addr ess> The email address to send log messages to

time Specify the time difference between the email recipient and the
device you are configuring.

| ocal The device is in the same time zone as the email recipient

| ocal - of f set The device is in a different time zone to the email recipient. Use
the plus or minus keywords and specify the difference (offset)
from local time of the device to the email recipient in hours.

ut c- of f set The device is in a different time zone to the email recipient. Use
the plus or minus keywords and specify the difference (offset)
from UTC time of the device to the email recipient in hours.

pl us Negative offset (difference) from the device to the email
recipient.

m nus Positive offset (difference) from the device to the email
recipient.

<0- 24> World Time zone offset in hours

Default The default is local time.
Mode Global Configuration

Usage notes Use the local option if the email recipient is in the same time zone as this device.
Messages will display the time as on the local device when the message was
generated.

Use the offset option if the email recipient is in a different time zone to this device.
Specify the time offset of the email recipient in hours. Messages will display the
time they were generated on this device but converted to the time zone of the
email recipient.
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commands
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To send messages to the email addresst est @one. comin the same time zone
as the device’s local time zone, use the following commands:

awpl us# configure term nal
awplus(config)# | og email admi n@ase.comtinme local O

To send messages to the email address adm n@ase. comwith the time
information converted to the time zone of the email recipient, which is 3 hours
ahead of the device’s local time zone, use the following commands:

awpl us# configure termnal

awpl us(config)# |l og emai | admi n@ase. comtinme | ocal - of fset plus
3

To send messages to the email address user @ enot e. comwith the time
information converted to the time zone of the email recipient, which is 3 hours
behind the device’s UTC time zone, use the following commands:

awpl us# configure term nal

awpl us(config)# log email user @enote.comtinme utc-offset mnus
3

default log email
log email

log email (filter)
log email exclude

show log config
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log facility

Overview

Syntax

Default
Mode

Usage notes
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Use this command to assign a facility to all log messages generated on this device.
This facility overrides any facility that is automatically generated as part of the log
message.

Use the no variant of this command to remove the configured facility.
log facility {kern|user| il |daenon| aut h| sysl og| | pr| news| uucp|

cron|aut hpriv|ftp|local O]local 1|l ocal 2|l ocal 3|l ocal 4| | ocal 5
| ocal 6| | ocal 7}

no log facility
None. The outgoing syslog facility depends on the log message.
Global Configuration

Specifying different facilities for log messages generated on different devices can
allow messages from multiple devices sent to a common server to be
distinguished from each other.

Ordinarily, the facility values generated in log messages have meanings as shown
in the following table. Using this command will override these meanings, and the
new meanings will depend on the use you put them to.

Table 7-1: Ordinary meanings of the facility parameter in log messages

Facility Description

kern Kernel messages
user User-level messages
mai | Mail system
daenon System daemons
aut h Security/authorization messages
sysl og Messages generated internally by the syslog daemon
| pr Line printer subsystem
news Network news subsystem
uucp UNIX-to-UNIX Copy Program subsystem
cron Clock daemon
aut hpri v Security/authorization (private) messages
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Table 7-1: Ordinary meanings of the facility parameter in log messages (cont.)

Facility Description

ftp FTP daemon

| ocal <0.. 7> The facility labels above have specific meanings, while the
local facility labels are intended to be put to local use. In
AlliedWare Plus, some of these local facility labels are used
in log messages. In particular, local5 is assigned to log
messages generated by UTM Firewall security features.

Example To specify a facility of local6, use the following commands:
awpl us# configure term nal
awplus(config)# log facility |ocal 6

Related show log config
commands
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log host

Overview

Syntax

Mode

Usage notes

Examples

Related
commands
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This command configures the device to send log messages to a remote syslog
server via UDP port 514. The IP address of the remote server must be specified. By
default no filters are defined for remote syslog servers. Filters must be defined
before messages will be sent.

Use the no variant of this command to stop sending log messages to the remote
syslog server.

| og host <ipv4-addr> [secure]
| og host <ipv6-addr>

no | og host <ipv4-addr>|<i pv6-addr>

Parameter Description

<i pv4- addr > Specify the source IPv4 address, in dotted decimal notation (A.B.C.D).

<i pv6- addr > Specify the source IPv6 address, in X:X:X:X notation.

secure Optional value to create a secure log destination. This option is only
valid for IPv4 hosts.

Global Configuration

Use the optional secure parameter to configure a secure IPv4 syslog host. For
secure hosts, syslog over TLS is used to encrypt the logs. The certificate received
from the remote log server must have an issuer chain that terminates with the root
CA certificate for any of the trustpoints that are associated with the application.

The remote server may also request that a certificate is transmitted from the local
device. In this situation the first trustpoint added to the syslog application will be
transmitted to the remote server.

For detailed information about securing syslog, see the PKI Feature Overview_and
Configuration_Guide.

To configure the device to send log messages to a remote secure syslog server with
IP address 10.32.16.99, use the following commands:

awpl us# configure term nal

awpl us(config)# |l og host 10.32.16.99 secure

To stop the device from sending log messages to the remote syslog server with IP
address 10.32.16.99, use the following commands:

awpl us# configure term nal

awpl us(config)# no | og host 10.32.16.99

default log host
log host (filter)
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log host exclude

log host source

log host startup-delay
log host time

log trustpoint

show log config
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log host (filter)

Overview This command creates a filter to select messages to be sent to a remote syslog
server. Selection can be based on the priority/severity of the message, the program
that generated the message, the logging facility used, a substring within the
message or a combination of some or all of these.

The no variant of this command configures the device to no longer send log
messages to a remote syslog server. The IP address of the syslog server must be
specified. All configuration relating to this log target will be removed.

Syntax | og host <ip-addr> [l evel <level>] [program <program name>]
[facility <facility>] [nmsgtext <text-string>]

no | og host <ip-addr> [l evel <level>] [program <program nane>]
[facility <facility>] [msgtext <text-string>]

Parameter Description

<i p-addr>  TheIP address of a remote syslog server.

| evel Filter messages by severity level.

<l evel > The minimum severity of message to send. The level can be specified as one of the following
numbers or level names, where 0 is the highest severity and 7 is the lowest severity:

0| ener genci es System is unusable
llalerts Action must be taken immediately
2|critical Critical conditions
3lerrors Error conditions
4| war ni ngs Warning conditions
5| noti ces Normal, but significant, conditions
6| i nf ormati onal Informational messages
7| debuggi ng Debug-level messages
program Filter messages by program. Include messages from a specified program.

<pr ogr am The name of a program to log messages from. You can enter either one of the following

name> predefined program names (depending on your device model), or another program name
that you find in the log output. The pre-defined names are not case sensitive but other
program names from the log output are.

rip Routing Information Protocol (RIP)
ri png Routing Information Protocol - next generation (RIPng)
ospf Open Shortest Path First (OSPF)
ospfv3 Open Shortest Path First (OSPF) version 3 (OSPFv3)
bgp Border Gateway Protocol (BGP)
rsvp Resource Reservation Protocol (RSVP)
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Parameter Description

pi mdm Protocol Independent Multicast - Dense Mode (PIM-DM)
pi msm Protocol Independent Multicast - Sparse Mode (PIM-SM)
pi m smv6 PIM-SM version 6 (PIM-SMv6)
dot 1x IEEE 802.1X Port-Based Access Control
| acp Link Aggregation Control Protocol (LACP)
stp Spanning Tree Protocol (STP)
rstp Rapid Spanning Tree Protocol (RSTP)
st p Multiple Spanning Tree Protocol (MSTP)
im Integrated Management Interface (IMI)
imsh Integrated Management Interface Shell (IMISH)
epsr Ethernet Protection Switched Rings (EPSR)
i rdp ICMP Router Discovery Protocol (IRDP)
rnon Remote Monitoring
| ooppr ot Loop Protection
poe Power-inline (Power over Ethernet)
dhcpsn DHCP snooping (DHCPSN)
facility Filter messages by syslog facility.

<facility> Specify one of the following syslog facilities to include messages from:

kern Kernel messages
user Random user-level messages
mai | Mail system
daenon System daemons
aut h Security/authorization messages
sysl og Messages generated internally by syslogd
| pr Line printer subsystem
news Network news subsystem
uucp UUCP subsystem
cron Clock daemon
aut hpri v Security/authorization messages (private)
ftp FTP daemon
msgt ext Select messages containing a certain text string.
<t ext - A text string to match (maximum 128 characters). This is case sensitive, and must be the last
string> text on the command line.
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Mode

Examples

Related
commands
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Global Configuration

To create afilter to send all messages containing the text “Bridging initialization”,
to a remote syslog server with IP address 10.32.16.21, use the following
commands:

awpl us# configure term nal

awpl us(config)# |l og host 10.32.16.21 nmsgtext "Bridgi ng
initialization"
To create a filter to send messages with a severity level of informational and

above to the syslog server with IP address 10.32.16.21, use the following
commands:

awpl us# configure term nal

awpl us(config)# log host 10.32.16.21 level infornmational

To remove a filter that sends all messages containing the text “Bridging
initialization”, to a remote syslog server with IP address 10.32.16.21, use the
following commands:

awpl us# configure term nal

awpl us(config)# no | og host 10.32.16.21 nmsgtext "Bridging
initialization"

To remove a filter that sends messages with a severity level of informational and
above to the syslog server with IP address 10.32.16.21, use the following
commands:

awpl usawpl ul s# configure termninal

awpl us(config)# no log host 10.32.16.21 |evel informational

default log host
log host

log host exclude
log host source

log host time

show log config
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log host exclude

Overview

Syntax

Use this command to prevent specified log messages from being sent to the
remote syslog server, when log host is enabled. You can exclude messages on the
basis of:

. the priority/severity of the message

. the program that generated the message
. the logging facility used

. a sub-string within the message, or

. a combination of some or all of these.

Use the no variant of this command to stop excluding the specified messages.

| og host exclude [l evel <level>] [program <program nane>]
[facility <facility>] [nsgtext <text-string>]

no | og host exclude [l evel <level>] [program <progranm nane>]
[facility <facility>] [nsgtext <text-string>]

Parameter Description

| evel Exclude messages of the specified severity level.
<l evel > The severity level to exclude. The level can be specified as one of the following numbers or
level names, where 0 is the highest severity and 7 is the lowest severity:
0| emer genci es System is unusable
llalerts Action must be taken immediately
2| critical Critical conditions
3lerrors Error conditions
4| war ni ngs Warning conditions
5| noti ces Normal, but significant, conditions
6| i nf or mati onal Informational messages
7| debuggi ng Debug-level messages
program Exclude messages from a specified program.
<pr ogr am The name of a program. You can enter either one of the following predefined program names
name> (depending on your device model), or another program name that you find in the log output.
The pre-defined names are not case sensitive but other program names from the log output
are.
rip Routing Information Protocol (RIP)
ripng Routing Information Protocol - next generation (RIPng)
ospf Open Shortest Path First (OSPF)
ospfv3 Open Shortest Path First (OSPF) version 3 (OSPFv3)
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Parameter Description

bgp Border Gateway Protocol (BGP)
rsvp Resource Reservation Protocol (RSVP)
pi m dm Protocol Independent Multicast - Dense Mode (PIM-DM)
pi msm Protocol Independent Multicast - Sparse Mode (PIM-SM)
pi msnv6 PIM-SM version 6 (PIM-SMv6)
dot 1x IEEE 802.1X Port-Based Access Control
| acp Link Aggregation Control Protocol (LACP)
stp Spanning Tree Protocol (STP)
rstp Rapid Spanning Tree Protocol (RSTP)
st p Multiple Spanning Tree Protocol (MSTP)
i m Integrated Management Interface (IMI)
i msh Integrated Management Interface Shell (IMISH)
epsr Ethernet Protection Switched Rings (EPSR)
irdp ICMP Router Discovery Protocol (IRDP)
rnon Remote Monitoring
| ooppr ot Loop Protection
poe Power-inline (Power over Ethernet)
dhcpsn DHCP snooping (DHCPSN)
facility Exclude messages from a syslog facility.

<facility> Specify one of the following syslog facilities to exclude messages from:

kern Kernel messages
user Random user-level messages
mai | Mail system
daenon System daemons
aut h Security/authorization messages
sysl og Messages generated internally by syslogd
| pr Line printer subsystem
news Network news subsystem
uucp UUCP subsystem
cron Clock daemon
aut hpri v Security/authorization messages (private)
ftp FTP daemon
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Parameter Description

msgt ext Exclude messages containing a certain text string.
<t ext - A text string to match (maximum 128 characters). This is case sensitive, and must be the last
string> text on the command line.

Default Nolog messages are excluded
Mode Global configuration

Example Toremove messages that contain the string “example of irrelevant message”, use
the following commands:

awpl us# configure term nal

awpl us(config)# |l og host exclude msgtext exanple of irrel evant
nessage

Related defaultlog host

commands
log host
log host (filter)
log host source
log host time
show log config
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log host source

Overview

Syntax

Default
Mode

Example

Related
commands
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Use this command to specify a source interface or IP address for the device to send
syslog messages from. You can specify any one of an interface name, an IPv4
address or an IPv6 address.

This is useful if the device can reach the syslog server via multiple interfaces or
addresses and you want to control which interface/address the device uses.

Note that AlliedWare Plus does not support source interface settings on secure log
hosts (which are hosts configured using “log host <ip-address> secure”).

Use the no variant of this command to stop specifying a source interface or
address.

| og host source {<interface-nane>|<i pv4-addr>|<i pv6-addr >}

no | og host source

Parameter Description

<i nterface-name> Specify the source interface name. You can enter a VLAN, eth
interface or loopback interface.

<i pv4- addr > Specify the source IPv4 address, in dotted decimal notation
(A.B.C.D).
<i pv6- addr > Specify the source IPv6 address, in X:X:X:X notation.

None (no source is configured)
Global Configuration

To send syslog messages from 192.168.1.1, use the commands:
awpl us# configure term nal

awpl us(config)# |l og host source 192.168.1.1

default log host
log host

log host (filter)
log host exclude
log host time

show log config
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log host startup-delay

Overview

Syntax

Default

Mode

Example

Related
commands
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Use this command to set the delay between the device booting up and it
attempting to connect to remote log hosts. This is to allow time for network
connectivity to the remote host to be established. During this period, the device
buffers log messages and sends them once it has connected to the remote host.

The startup delay begins when the message "syslog-ng starting up" appears in the
log.

If the default startup delay is not long enough for the boot and configuration
process to complete and the links to come up, you may see logging failure
messages on startup. In these cases, you can use the command to increase the
startup delay.

Use the no variant of this command to return to the default delay values.

| og host startup-delay [delay <1-600>] [nessages <1-5000>]

no | og host startup-delay

Parameter Description

del ay <1-600> The time, in seconds, from when syslog starts before the
device attempts to filter and transmit the buffered
messages to remote hosts.

nmessages <1-5000> The maximum number of messages that the device will
buffer during the delay period.

By default the system will buffer up to 2000 messages and wait 120 seconds from
when syslog starts before attempting to filter and transmit the buffered messages
to remote hosts.

Global Configuration

To increase the delay to 180 seconds, use the commands:

awpl us# configure term nal

awpl us(config)# |l og host startup-delay delay 180

default log host
log host (filter)
log host exclude
log host source
log host time
log trustpoint

show log config
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Command Version 5.4.8-0.2: defaults changed
changes
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log host time

Overview

Syntax

Default
Mode

Usage notes

Examples
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This command configures the time used in messages sent to a remote syslog
server. If the syslog server is in a different time zone to your device then the time
offset can be configured using either the utc-offset parameter option keyword or
the local-offset parameter option keyword, where utc-offset is the time
difference from UTC (Universal Time, Coordinated) and local-offset is the
difference from local time.

| og host <emmil-address> time {local |l ocal -of fset| utc-offset
{pl us| m nus} <0-24>}

Parameter Description

<emai | - addr ess> The email address to send log messages to

time Specify the time difference between the email recipient and the
device you are configuring.

| ocal The device is in the same time zone as the email recipient

| ocal - of f set The device is in a different time zone to the email recipient. Use
the plus or minus keywords and specify the difference (offset)
from local time of the device to the email recipient in hours.

ut c- of f set The device is in a different time zone to the email recipient. Use
the plus or minus keywords and specify the difference (offset)
from UTC time of the device to the email recipient in hours.

pl us Negative offset (difference) from the device to the syslog server.
m nus Positive offset (difference) from the device to the syslog server.
<0- 24> World Time zone offset in hours

The default is local time.
Global Configuration

Use the local option if the remote syslog server is in the same time zone as the
device. Messages will display the time as on the local device when the message
was generated.

Use the offset option if the email recipient is in a different time zone to this device.
Specify the time offset of the remote syslog server in hours. Messages will display
the time they were generated on this device but converted to the time zone of the
remote syslog server.

To send messages to the remote syslog server with the IP address 10. 32. 16. 21
in the same time zone as the device's local time zone, use the following
commands:

awpl us# configure termnal

awpl us(config)# log host 10.32.16.21 time local O
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Related
commands
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To send messages to the remote syslog server with the IP address 10. 32. 16. 12
with the time information converted to the time zone of the remote syslog server,
which is 3 hours ahead of the device’s local time zone, use the following
commands:

awpl us# configure term nal

awpl us(config)# log host 10.32.16.12 tinme |local -offset plus 3

To send messages to the remote syslog server with the IP address 10. 32. 16. 02
with the time information converted to the time zone of the email recipient, which
is 3 hours behind the device’s UTC time zone, use the following commands:

awpl us# configure term nal

awplus(config)# | og host 10.32.16.02 tine utc-offset mnus 3

default log host
log host

log host (filter)
log host exclude
log host source

show log config
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log monitor (filter)

Overview

Syntax

This command creates a filter to select messages to be sent to the terminal when
the terminal monitor command is given. Selection can be based on the
priority/severity of the message, the program that generated the message, the
logging facility used, a sub-string within the message or a combination of some or
all of these.

log nonitor [l evel <level>] [program<programnane>] [facility
<facility>] [nmBgtext <text-string>]

no log nonitor [level <level>] [program <program nane>]
[facility <facility>] [nBgtext <text-string>]

Parameter Description

| evel Filter messages by severity level.

<l evel > The minimum severity of message to send. The level can be specified as one of the following
numbers or level names, where 0 is the highest severity and 7 is the lowest severity:

0| ener genci es System is unusable
llalerts Action must be taken immediately
2| critical Critical conditions
3lerrors Error conditions
4| war ni ngs Warning conditions
5| noti ces Normal, but significant, conditions
6| i nf or mati onal Informational messages
7| debuggi ng Debug-level messages
pr ogram Filter messages by program. Include messages from a specified program.

<pr ogr am The name of a program to log messages from. You can enter either one of the following

name> predefined program names (depending on your device model), or another program name
that you find in the log output. The pre-defined names are not case sensitive but other
program names from the log output are.

C613-50418-01 Rev A

rip Routing Information Protocol (RIP)

ripng Routing Information Protocol - next generation (RIPng)
ospf Open Shortest Path First (OSPF)

ospfv3 Open Shortest Path First (OSPF) version 3 (OSPFv3)

bgp Border Gateway Protocol (BGP)

rsvp Resource Reservation Protocol (RSVP)

pi m dm Protocol Independent Multicast - Dense Mode (PIM-DM)
pi msm Protocol Independent Multicast - Sparse Mode (PIM-SM)
pi msnmv6 PIM-SM version 6 (PIM-SMv6)
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Parameter Description

dot 1x IEEE 802.1X Port-Based Access Control
| acp Link Aggregation Control Protocol (LACP)
stp Spanning Tree Protocol (STP)
rstp Rapid Spanning Tree Protocol (RSTP)
st p Multiple Spanning Tree Protocol (MSTP)
im Integrated Management Interface (IMI)
imsh Integrated Management Interface Shell (IMISH)
epsr Ethernet Protection Switched Rings (EPSR)
i rdp ICMP Router Discovery Protocol (IRDP)
rnon Remote Monitoring
| ooppr ot Loop Protection
poe Power-inline (Power over Ethernet)
dhcpsn DHCP snooping (DHCPSN)

facility Filter messages by syslog facility.

<facility> Specify one of the following syslog facilities to include messages from:

kern Kernel messages
user Random user-level messages
mai | Mail system
daenon System daemons
aut h Security/authorization messages
sysl og Messages generated internally by syslogd
| pr Line printer subsystem
news Network news subsystem
uucp UUCP subsystem
cron Clock daemon
aut hpri v Security/authorization messages (private)
ftp FTP daemon
msgt ext Select messages containing a certain text string.
<t ext - A text string to match (maximum 128 characters). This is case sensitive, and must be the last
string> text on the command line.

Default By default there is a filter to select all messages. This filter may be removed and
replaced by filters that are more selective.

Mode Global Configuration
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To create afilter to send all messages that are generated by authentication and
have a severity of info or higher to terminal instances where the terminal monitor
command has been given, use the following commands:

awpl us# configure term nal
awplus(config)# log monitor level info program auth

To remove a default filter that includes sending everything to the terminal, use the
following commands:

awpl us# configure termnal

awplus(config)# no log nonitor |evel debugging

default log monitor
log monitor exclude
show log config

terminal monitor
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log monitor exclude

Overview

Use this command to prevent specified log messages from being displayed on a
terminal, when terminal monitor is enabled. You can exclude messages on the

basis of:
. the priority/severity of the message
. the program that generated the message

. the logging facility used
. a sub-string within the message, or
. a combination of some or all of these.

Use the no variant of this command to stop excluding the specified messages.

Syntax | og consol e exclude [level <level>] [program <program name>]

[facility <facility>] [nsgtext <text-string>]

no | og consol e exclude [l evel <l evel >] [program<program nane>]
[facility <facility>] [nsgtext <text-string>]

Parameter Description
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| evel Exclude messages of the specified severity level.
<l evel > The severity level to exclude. The level can be specified as one of the following numbers or
level names, where 0 is the highest severity and 7 is the lowest severity:
0| emer genci es System is unusable
llalerts Action must be taken immediately
2| critical Critical conditions
3lerrors Error conditions
4| war ni ngs Warning conditions
5| noti ces Normal, but significant, conditions
6| i nf or mati onal Informational messages
7| debuggi ng Debug-level messages
program Exclude messages from a specified program.
<pr ogr am The name of a program. You can enter either one of the following predefined program names
name> (depending on your device model), or another program name that you find in the log output.
The pre-defined names are not case sensitive but other program names from the log output
are.
rip Routing Information Protocol (RIP)
ripng Routing Information Protocol - next generation (RIPng)
ospf Open Shortest Path First (OSPF)
ospfv3 Open Shortest Path First (OSPF) version 3 (OSPFv3)
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Parameter Description

bgp Border Gateway Protocol (BGP)
rsvp Resource Reservation Protocol (RSVP)
pi m dm Protocol Independent Multicast - Dense Mode (PIM-DM)
pi msm Protocol Independent Multicast - Sparse Mode (PIM-SM)
pi msnv6 PIM-SM version 6 (PIM-SMv6)
dot 1x IEEE 802.1X Port-Based Access Control
| acp Link Aggregation Control Protocol (LACP)
stp Spanning Tree Protocol (STP)
rstp Rapid Spanning Tree Protocol (RSTP)
st p Multiple Spanning Tree Protocol (MSTP)
i m Integrated Management Interface (IMI)
i msh Integrated Management Interface Shell (IMISH)
epsr Ethernet Protection Switched Rings (EPSR)
irdp ICMP Router Discovery Protocol (IRDP)
rnon Remote Monitoring
| ooppr ot Loop Protection
poe Power-inline (Power over Ethernet)
dhcpsn DHCP snooping (DHCPSN)
facility Exclude messages from a syslog facility.

<facility> Specify one of the following syslog facilities to exclude messages from:

kern Kernel messages
user Random user-level messages
mai | Mail system
daenon System daemons
aut h Security/authorization messages
sysl og Messages generated internally by syslogd
| pr Line printer subsystem
news Network news subsystem
uucp UUCP subsystem
cron Clock daemon
aut hpri v Security/authorization messages (private)
ftp FTP daemon
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Parameter Description

msgt ext Exclude messages containing a certain text string.
<t ext - A text string to match (maximum 128 characters). This is case sensitive, and must be the last
string> text on the command line.

Default Nolog messages are excluded
Mode Global configuration

Example Toremove messages that contain the string “example of irrelevant message”, use
the following commands:

awpl us# configure term nal

awpl us(config)# |l og nonitor exclude nsgtext exanple of
irrel evant nessage

Related defaultlog monitor

commands . .
log monitor (filter)
show log config
terminal monitor
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log permanent

Overview This command configures the device to send permanent log messages to
non-volatile storage (NVS) on the device. The content of the permanent log is
retained over a reboot. Once the permanent log reaches its configured maximum
allowable size old messages will be deleted to make way for new messages.

The no variant of this command configures the device not to send any messages
to the permanent log. Log messages will not be retained over a restart.

Syntax | og per manent

no | og permanent
Mode Global Configuration

Examples To enable permanent logging use the following commands:

awpl us# configure term nal

awpl us(config)# | og permanent
To disable permanent logging use the following commands:

awpl us# configure termnal

awpl us(config)# no | og permanent

Related clearlog permanent
commands

copy permanent-log
default log permanent
log permanent (filter)
log permanent exclude
log permanent size
show log config

show log permanent
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LOG PERMANENT (FILTER)

log permanent (filter)

Overview

This command creates a filter to select messages to be sent to the permanent log.
Selection can be based on the priority/ severity of the message, the program that
generated the message, the logging facility used, a sub-string within the message

or a combination of some or all of these.

The no variant of this command removes the corresponding filter, so that the
specified messages are no longer sent to the permanent log.

Syntax | og permanent [level <level>] [program <program name>]

[facility <facility>] [nmsgtext <text-string>]

no | og permanent [l evel <level>] [program <program nanme>]
[facility <facility>] [nmsgtext <text-string>]

Parameter Description

C613-50418-01 Rev A

| evel Filter messages sent to the permanent log by severity level.
<l evel > The minimum severity of message to send. The level can be specified as one of the following
numbers or level names, where 0 is the highest severity and 7 is the lowest severity:
0| ener genci es System is unusable
llalerts Action must be taken immediately
2| critical Critical conditions
3lerrors Error conditions
4| war ni ngs Warning conditions
5] noti ces Normal, but significant, conditions
6| i nf or mati onal Informational messages
7| debuggi ng Debug-level messages
pr ogram Filter messages by program. Include messages from a specified program.
<pr ogr am The name of a program to log messages from. You can enter either one of the following
name> predefined program names (depending on your device model), or another program name

that you find in the log output. The pre-defined names are not case sensitive but other
program names from the log output are.

rip Routing Information Protocol (RIP)

ripng Routing Information Protocol - next generation (RIPng)
ospf Open Shortest Path First (OSPF)

ospfv3 Open Shortest Path First (OSPF) version 3 (OSPFv3)

bgp Border Gateway Protocol (BGP)

rsvp Resource Reservation Protocol (RSVP)

pi mdm Protocol Independent Multicast - Dense Mode (PIM-DM)
pi msm Protocol Independent Multicast - Sparse Mode (PIM-SM)
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Parameter Description

pi msmv6 PIM-SM version 6 (PIM-SMv6)
dot 1x IEEE 802.1X Port-Based Access Control
| acp Link Aggregation Control Protocol (LACP)
stp Spanning Tree Protocol (STP)
rstp Rapid Spanning Tree Protocol (RSTP)
nst p Multiple Spanning Tree Protocol (MSTP)
im Integrated Management Interface (IMI)
imsh Integrated Management Interface Shell (IMISH)
epsr Ethernet Protection Switched Rings (EPSR)
i rdp ICMP Router Discovery Protocol (IRDP)
rnon Remote Monitoring
| ooppr ot Loop Protection
poe Power-inline (Power over Ethernet)
dhcpsn DHCP snooping (DHCPSN)

facility Filter messages by syslog facility.

<facility> Specify one of the following syslog facilities to include messages from:

kern Kernel messages
user Random user-level messages
mai | Mail system
daenon System daemons
aut h Security/authorization messages
sysl og Messages generated internally by syslogd
| pr Line printer subsystem
news Network news subsystem
uucp UUCP subsystem
cron Clock daemon
aut hpri v Security/authorization messages (private)
ftp FTP daemon
msgt ext Select messages containing a certain text string.
<t ext - A text string to match (maximum 128 characters). This is case sensitive, and must be the last
string> text on the command line.

Default By default the buffered log has a filter to select messages whose severity level is
noti ces (5) orhigher. This filter may be removed using the no variant of this
command.
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Mode

Examples

Related
commands
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Global Configuration

To create a filter to send all messages containing the text “Br i dgi ng
initialization”,tothe permanentlog use the following commands:
awpl us# configure term nal

awpl us(config)# log permanent nsgtext Bridging initialization

clear log permanent
default log permanent
log permanent

log permanent exclude
log permanent size
show log config

show log permanent
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LOG PERMANENT EXCLUDE

log permanent exclude

Overview Use this command to prevent specified log messages from being sent to the

permanent log. You can exclude messages on the basis of:
. the priority/severity of the message

. the program that generated the message

. the logging facility used

. a sub-string within the message, or

. a combination of some or all of these.

Use the no variant of this command to stop excluding the specified messages.

Syntax | og permanent exclude [l evel <level>] [program<program name>]

[facility <facility>] [msgtext <text-string>]

no | og permanent exclude [l evel <level>] [program

<program nane>] [facility <facility>] [nsgtext <text-string>]

Parameter Description
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| evel Exclude messages of the specified severity level.
<l evel > The severity level to exclude. The level can be specified as one of the following numbers or
level names, where 0 is the highest severity and 7 is the lowest severity:
0| emer genci es System is unusable
llalerts Action must be taken immediately
2| critical Critical conditions
3lerrors Error conditions
4| war ni ngs Warning conditions
5] noti ces Normal, but significant, conditions
6| i nf or mati onal Informational messages
7| debuggi ng Debug-level messages
pr ogram Exclude messages from a specified program.
<pr ogr am The name of a program. You can enter either one of the following predefined program names
nane> (depending on your device model), or another program name that you find in the log output.
The pre-defined names are not case sensitive but other program names from the log output
are.
rip Routing Information Protocol (RIP)
ripng Routing Information Protocol - next generation (RIPng)
ospf Open Shortest Path First (OSPF)
ospfv3 Open Shortest Path First (OSPF) version 3 (OSPFv3)
bgp Border Gateway Protocol (BGP)
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Parameter Description

rsvp Resource Reservation Protocol (RSVP)
pi mdm Protocol Independent Multicast - Dense Mode (PIM-DM)
pi msm Protocol Independent Multicast - Sparse Mode (PIM-SM)
pi msmv6 PIM-SM version 6 (PIM-SMv6)
dot 1x IEEE 802.1X Port-Based Access Control
| acp Link Aggregation Control Protocol (LACP)
stp Spanning Tree Protocol (STP)
rstp Rapid Spanning Tree Protocol (RSTP)
nst p Multiple Spanning Tree Protocol (MSTP)
im Integrated Management Interface (IMI)
imsh Integrated Management Interface Shell (IMISH)
epsr Ethernet Protection Switched Rings (EPSR)
i rdp ICMP Router Discovery Protocol (IRDP)
rnon Remote Monitoring
| ooppr ot Loop Protection
poe Power-inline (Power over Ethernet)
dhcpsn DHCP snooping (DHCPSN)
facility Exclude messages from a syslog facility.

<facility> Specify one of the following syslog facilities to exclude messages from:

kern Kernel messages
user Random user-level messages
mai | Mail system
daenon System daemons
aut h Security/authorization messages
sysl og Messages generated internally by syslogd
| pr Line printer subsystem
news Network news subsystem
uucp UUCP subsystem
cron Clock daemon
aut hpri v Security/authorization messages (private)
ftp FTP daemon
msgt ext Exclude messages containing a certain text string.
<t ext - A text string to match (maximum 128 characters). This is case sensitive, and must be the last
string> text on the command line.
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Default No log messages are excluded
Mode Global configuration
Example Toremove messages that contain the string “example of irrelevant message”, use
the following commands:

awpl us# configure term nal

awpl us(config)# | og pernmanent exclude nmsgtext exanple of
irrel evant nessage

Related clear log permanent
commands
default log permanent
log permanent
log permanent (filter)
log permanent size

show log config

show log permanent
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LOG PERMANENT SIZE

log permanent size

Overview

Syntax

Default
Mode

Example

Related
commands

C613-50418-01 Rev A

This command configures the amount of memory that the permanent log is
permitted to use. Once this memory allocation has been filled old messages will be
deleted to make room for new messages.

Use the no variant of this command to return to the default.

| og permanent size <50-250>

no | og pernmanent size

Parameter Description
<50- 250> Size of the permanent log in kilobytes
50 kilobytes

Global Configuration

To allow the permanent log to use up to 100 kilobytes of NVS, use the commands:
awpl us# configure term nal

awpl us(config)# | og permanent size 100
To return to the default value, use the commands:

awpl us# configure term nal

awpl us(config)# no | og pernmanent size

clear log permanent
copy permanent-log
default log permanent
log permanent

log permanent (filter)
log permanent exclude
show log config

show log permanent
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log-rate-limit nsm

Overview

Syntax

Default
Mode

Usage notes

Examples
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This command limits the number of log messages generated by the device for a
given interval.

Use the no variant of this command to revert to the default number of log
messages generated by the device of up to 200 log messages per second.
log-rate-limt nsm nmessages <nmessage-limt> interval
<time-interval >

no log-rate-limt nsm

Parameter Description

<message-limt> <1-65535>
The number of log messages generated by the device.

<tinme-interval > <0-65535>
The time period for log message generation in 1/100 seconds.
If an interval of 0 is specified then no log message rate limiting
is applied.

By default, the device will allow 200 log messages to be generated per second.
Global Configuration

This log rate limiting feature constrains the rate that log messages are generated
by the device. This makes sure that the device does not run out of memory from
generating a lot of log messages in extreme circumstances, such as if a packet
storm occurs.

Note that if within the given time interval, the number of log messages exceeds the
limit, then any excess log messages are discarded. At the end of the time interval,
a single log message is generated indicating that log messages were discarded
due to the log rate limit being exceeded.

If you expect that there will be a lot of discarded log messages due to log rate
limiting, then we recommend setting the time interval to no less than 100, which
means that there would only be one log message, indicating excessive log
messages have been discarded.

To limit the device to generate up to 300 log messages per second, use the
following commands:

awpl us# configure term nal

awplus(config)# log-rate-linmt nsm nmessages 300 interval 100

To return the device the default setting, to generate up to 200 log messages per
second, use the following commands:

awpl us# configure term nal

awpl us(config)# no log-rate-limt nsm
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LOG TRUSTPOINT

log trustpoint

Overview

Syntax

Default
Mode

Usage notes

Example

Related
commands
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This command adds one or more trustpoints to be used with the syslog
application. Multiple trustpoints may be specified, or the command may be
executed multiple times, to add multiple trustpoints to the application.

The no version of this command removes one or more trustpoints from the list of
trustpoints associated with the application.
| og trustpoint [<trustpoint-list>]

no log trustpoint [<trustpoint-list>]

Parameter Description

<trustpoint-list>  Specify one or more trustpoints to be added or deleted.

No trustpoints are created by default.
Global Configuration

The device certificate associated with first trustpoint added to the application will
be transmitted to remote servers. The certificate received from the remote server
must have an issuer chain that terminates with the root CA certificate for any of the
trustpoints that are associated with the application.

If no trustpoints are specified in the command, the trustpoint list will be
unchanged.

If no log trustpoint is issued without specifying any trustpoints, then all
trustpoints will be disassociated from the application.
You can add multiple trustpoints by executing the command multiple times:

awpl us# configure term nal
awplus(config)# log trustpoint trustpoint_1
awplus(config)# log trustpoint trustpoint_2

Alternatively, add multiple trustpoints with a single command:
awpl us(config)# log trustpoint trustpoint_2 trustpoint_3
Disassociate all trustpoints from the syslog application using the command:

awpl us(config)# log trustpoint trustpoint_ 2 trustpoint_3

log host

show log config
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SHOW COUNTER LOG

show counter log

Overview
Syntax
Mode

Example

Output

Related
commands
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This command displays log counter information.
show counter |og
User Exec and Privileged Exec

To display the log counter information, use the command:

awpl us# show counter |og

Figure 7-1:  Example output from the show counter log command

Log counters

Total Received ......... 2328
Total Received PO ......... 0
Total Received PL  ......... 0
Total Received P2  ......... 1
Total Received P3  ......... 9
Total Received P4  ......... 32
Total Received P5 ......... 312
Total Received P6  ......... 1602
Total Received P7  ......... 372

Table 8: Parameters in output of the show counter log command

Parameter Description

Tot al Recei ved Total number of messages received by the log

Total Received PO Total number of Priority 0 (Emergency) messages
received

Tot al Recei ved P1 Total number of Priority 1 (Alert) messages received

Tot al Recei ved P2 Total number of Priority 2 (Critical) messages received

Tot al Recei ved P3 Total number of Priority 3 (Error) messages received

Tot al Received P4 Total number of Priority 4 (Warning) messages received

Tot al Recei ved P5 Total number of Priority 5 (Notice) messages received

Tot al Recei ved P6 Total number of Priority 6 (Info) messages received

Tot al Recei ved P7 Total number of Priority 7 (Debug) messages received

show log config
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show exception log

Overview This command displays the contents of the exception log.
Syntax show exception | og
Mode User Exec and Privileged Exec

Example To display the exception log, use the command:

show exception | og

Output Figure7-2:  Example output from the show exception log command on a
device

awpl us#show excepti on | og

<date> <tine> <facility> <severity> <progranf<pi d>]>: <nmessage>

2019 Sep 29 06:07:24 |ocal 7. debug awpl us corehandl er : Process im (PID:775) signal
5, core dunped to /flash/im-exanple-5.4.9-1.4-1-1569737243-775.tQgz

Output Figure 7-3:  Example output from the show exception log command on a
device that has never had an exception occur

awpl us#show excepti on | og
<date> <tinme> <facility>. <severity> <progranf<pi d>]>: <nessage>
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SHOW LOG

show log

Overview This command displays the contents of the buffered log.

For information on filtering and saving command output, see the “Getting Started
with AlliedWare_Plus” Feature Overview and Configuration Guide.

Syntax show log [tail [<10-250>]]

Parameter Description

tail Display only the latest log entries.

<10- 250> Specify the number of log entries to display.

Default By default the entire contents of the buffered log is displayed.
Mode User Exec, Privileged Exec and Global Configuration

Usage notes If the optional tail parameter is specified, only the latest 10 messages in the
buffered log are displayed. A numerical value can be specified after the tail
parameter to select how many of the latest messages should be displayed.

The show log command is only available to users at privilege level 7 and above. To
set a user’s privilege level, use the command:

awpl us(config)# username <nanme> privil ege <1-15>

Examples To display the contents of the buffered log use the command:
awpl us# show | og
To display the 10 latest entries in the buffered log use the command:

awpl us# show |l og tail 10
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SHOW LOG

Output Figure 7-4:  Example output from show log

awpl us#show | og

<date> <tinme> <facility>. <severity> <progranf<pi d>]>: <nmessage>

2019 May 29 07:55:22 kern.notice awplus kernel: Linux version 2.6.32.12-at1l (mak

er @wpnmaker 03-dl ) (gcc version 4.3.3 (Gentoo 4.3.3-r3 pl.2, pie-10.1.5) ) #1 Ved
Dec 8 11:53:40 NzDT 2010

2019 May 29 07:55:22 kern.warni ng awpl us kernel: No pci config register base in

dev tree, using default

2019 May 29 07:55:23 kern.notice awpl us kernel: Kernel command |ine: console=tty

S0, 9600 rel easefil e= randi sk=14688 boot version=1.1.0-rc12 | ogl evel =1

ext raf | ash=00000000

2019 May 29 07:55:25 kern.notice awpl us kernel: RAMD SK: squashfs filesystem fou

nd at block 0

2019 May 29 07:55:28 kern.warni ng awpl us kernel: ipifwl: nodule |icense 'Proprie

tary' taints kernel.

Related clear log buffered
commands copy buffered-log
default log buffered
log buffered
log buffered (filter)
log buffered size

log buffered exclude

show log config
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show log config

Overview

Syntax
Mode

Example

Output

This command displays information about the logging system. This includes the
configuration of the various log destinations, such as buffered, permanent, syslog
servers (hosts) and email addresses. This also displays the latest status information

for each log destination.
show | og config
User Exec, Privileged Exec and Global Configuration

To display the logging configuration use the command:

show | og config

Figure 7-5:  Example output from show log config

PKI trustpoints:

Buf fered | og:
Status .........

Filters:
*1 Leve
Program. .. ..
Facility ....
Message text
2 Leve
Program. .. ..
Facility ....
Message text
Statistics ....
10: 36: 16)
Per manent | og:
Status ........

Filters:
1 Leve
Program. .. ..
Facility ....
Message text
*2 Leve
Program. .. ..
Facility ....
Message text
Statistics ....
10: 36: 16)
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Maxi mum si ze ...

Maxi mum si ze ...

Facility: default

exanpl e_t rust poi nt

enabl ed
100kb

. nhotices
. any

any

. informationa

. auth

. daenon

. any

. 1327 nessages received, 821 accepted by filter (2016 Cct 11

. enabl ed
60kb

. error
. any
. any
. any
. warni ngs
. dhcp
. any
"pool exhausted"

. 1327 nessages received, 12 accepted by filter (2016 Cct 11
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In the above example the "* ' next to filter 1 in the buffered log configuration
indicates that this is the default filter. The permanent log has had its default filter
removed, so none of the filters are marked with **'.

NOTE: Terminal log and console log cannot be set at the same time. If console logging
is enabled then the terminal logging is turned off.

Related show counter log

commands
show log

show log permanent
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show log permanent

Overview This command displays the contents of the permanent log.

Syntax show | og permanent [tail [<10-250>]]

Parameter Description

tail Display only the latest log entries.

<10- 250> Specify the number of log entries to display.

Usage notes If the optional tail parameter is specified, only the latest 10 messages in the
permanent log are displayed. A numerical value can be specified after the tail
parameter to change how many of the latest messages should be displayed.

Mode User Exec, Privileged Exec and Global Configuration

Example To display the permanent log, use the command:

awpl us# show | og per manent

Output Figure 7-6:  Example output from show log permanent

awpl us> show | og per nanent

nmenber in total.

2 menbers in total.
vaa-5.4.9-2.1.iso] failed
failed

now] failed

2020 Jun 22 14:18:39 local 6.crit VAA-Controller ATMA 960]:
2020 Jun 22 14:30:12 user.err VAA-Controller | M SH 93540]:
2020 Jun 22 14:57:23 user.err VAA-Controller | M SH 93540]:

2020 Jun 22 15:01:45 user.err VAA-Controller | M SH 93540]:

<date> <time> <facility>. <severity> <prograni<pi d>] > <nessage>
2020 Jun 22 14:14:32 user.err VAA-Controller | M SH 93540]:
2020 Jun 22 14:16:29 user.err VAA-Controller | M SH 93540]:
2020 Jun 22 14:18:37 local 6.crit VAA-Controller ATMA 960]:

Command [sconf t] failed
Command [et hO] failed
x610-1ink-sw has left. 1
x610- | i nk-sw has j oi ned.
Command [ del del

Command [ service http]

Command [updat e webgui

Related clearlog permanent

commands
copy permanent-log
default log permanent
log permanent
log permanent (filter)
log permanent exclude
C613-50418-01 Rev A Command Reference for AMF Cloud

AlliedWare Plus™ Operating System - Version 5.5.0-1.x

264



LOGGING COMMANDS
SHOW LOG PERMANENT

log permanent size

show log config
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SHOW RUNNING-CONFIG LOG

show running-config log

Overview This command displays the current running configuration of the Log utility.

Syntax show runni ng-config | og
Mode Privileged Exec and Global Configuration

Example To display the current configuration of the log utility, use the command:
awpl us# show runni ng-config | og

Related show log

commands )
show log config
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Scripting
Commands

Introduction

Overview This chapter provides commands used for command scripts.

Command List - “activate” on page 268
. “echo” on page 269

. “wait” on page 270
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SCRIPTING COMMANDS
ACTIVATE

activate

Overview

Syntax

Mode

Usage notes

Examples

Related
commands
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This command activates a script file.

activate [background] <script>

Parameter Description

background Activate a script to run in the background. A process that is running in
the background will operate as a separate task, and will not interrupt
foreground processing. Generally, we recommend running short,
interactive scripts in the foreground and longer scripts in the
background. The default is to run the script in the foreground.

<scri pt> The file name of the script to activate. The script is a command script
consisting of commands documented in this software reference.
Note that you must use either a . scp or a . sh filename extension for a
valid script text file, as described below in the usage section for this
command.

Privileged Exec

When a script is activated, the privilege level is set to 1 enabling User Exec
commands to run in the script. If you need to run Privileged Exec commands in
your script you need to add an enable (Privileged Exec mode) command to the
start of your script. If you need to run Global Configuration commands in your
script you need to add a configure terminal command after the enable command
at the start of your script.

The activate command executes the script in a new shell. A terminal length shell
command, such as terminal length 0 may also be required to disable a delay that
would pause the display.

A script must be a text file with a filename extension of either . sh or . scp only for
the AlliedWare Plus™ CLI to activate the script file. The . sh filename extension
indicates the file is an ASH script, and the . scp filename extension indicates the file
is an AlliedWare Plus™ script.

To activate a command script to run as a background process, use the command:

awpl us# activate background test.scp

configure terminal
echo
enable (Privileged Exec mode)

wait
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SCRIPTING COMMANDS
ECHO

echo

Overview

Syntax

Mode

Usage

Example

Output

Related
commands
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This command echoes a string to the terminal, followed by a blank line.

echo <line>

Parameter Description

<line> The string to echo

User Exec and Privileged Exec

This command may be useful in CLI scripts, to make the script print user-visible
comments.

To echo the string Hel | o Wor | d to the console, use the command:

awpl us# echo Hello World

Hello World

activate

wait
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SCRIPTING COMMANDS
WAIT

wait
Overview

Syntax

Default
Mode

Usage notes

Example

Related
commands
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This command pauses execution of the active script for the specified period of
time.

wait <del ay>

Parameter Description

<del ay> <1- 65335> Specify the time delay in seconds

No wait delay is specified by default.
Privileged Exec (when executed from a script not directly from the command line)

Use this command to pause script execution in an .scp (AlliedWare Plus™ script) or
an .sh (ASH script) file executed by the activate command. The script must contain
an enable command, because the wait command is only executed in the
Privileged Exec mode.

See an .scp script file extract below that will show port counters for interface ethO
over a 10 second interval:

enabl e

show i nterface ethO

wait 10

show i nterface ethO

activate
echo

enable (Privileged Exec mode)
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Interface
Commands

Introduction

Overview This chapter provides an alphabetical reference of commands used to configure
and display interfaces.

Command List

“description (interface)” on page 272

. “interface (to configure)” on page 273
. “mtu” on page 275
. “service statistics interfaces counter” on page 276
. “show interface” on page 277
. “show interface brief” on page 280
. “show interface memory” on page 281
. “show interface status” on page 283
. “shutdown” on page 285
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INTERFACE COMMANDS
DESCRIPTION (INTERFACE)

description (interface)

Overview

Syntax

Mode

Example

Command
changes
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Use this command to add a description to a specific port or interface.

description <description>

Parameter Description

<descri pti on> Textdescribing the specific interface. Descriptions can contain any
printable ASCII characters (ASCII 32-126).

Interface Configuration

The following example uses this command to describe the device that an interface
is connected to.

awpl us# configure term nal

awpl us(config)# interface ethO

awpl us(config-if)# description Master Link

Version 5.4.7-1.1: valid character set changed to printable ASCII characters
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INTERFACE COMMANDS
INTERFACE (TO CONFIGURE)

interface (to configure)

Overview

Syntax

Usage notes

Mode

Examples
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Use this command to select one or more interfaces to configure.

interface <interface-list>

Parameter Description

<interface-list> Theinterfacesto configure. An interface-list can be:
- an Eth interface (e.g. eth0)

« an 802.1QEthernet sub-interface (e.g. eth0.10, where ‘10’ is
the VLAN ID specified by the encapsulation dot1q
command)

« a bridge interface (e.g. br0)
« theloopback interface (lo)

« acontinuous range of interfaces, separated by a hyphen
(e.g. eth0-eth4)

« acomma-separated list (e.g. eth0,eth2-eth4). Do not mix
interface types in a list.

The specified interfaces must exist.

A local loopback interface is one that is always available for higher layer protocols
to use and advertise to the network. Although a local loopback interface is
assigned an IP address, it does not have the usual requirement of connecting to a
lower layer physical entity. This lack of physical attachment creates the perception
of a local loopback interface always being accessible via the network.

Local loopback interfaces can be utilized by a number of protocols for various
purposes. They can be used to improve access to the device and also increase its
reliability, security, scalability and protection. In addition, local loopback interfaces
can add flexibility and simplify management, information gathering and filtering.

Global Configuration

The following example shows how to enter Interface mode to configure the
Ethernet interface eth0.2. Note how the prompt changes.

awpl us# configure termnal
awplus(config)# interface ethO0.2
awpl us(config-if)#

The following example shows how to enter Interface mode to configure the local
loopback interface.

awpl us# configure term nal
awpl us(config)# interface lo

awpl us(config-if)#
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INTERFACE COMMANDS
INTERFACE (TO CONFIGURE)

Related ip address (IP Addressing and Protocol)

commands .
show interface

show interface brief
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INTERFACE COMMANDS
MTU

mtu

Overview

Syntax

Default
Mode

Usage notes

Examples

Related
commands
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Use this command to set the Maximum Transmission Unit (MTU) size for interfaces,
where MTU is the maximum packet size that interfaces can transmit. The MTU size
setting is applied to both IPv4 and IPv6 packet transmission.

Use the no variant of this command to remove a previously specified Maximum
Transmission Unit (MTU) size, and restore the default MTU size. For example the
VLAN interface default is 1500 bytes.

mu <68-1582>

no ntu
The default MTU size, for example 1500 bytes for VLAN interfaces.
Interface Configuration

If a device receives an IPv4 packet for Layer 3 switching to another interface with
an MTU size smaller than the packet size, and if the packet has the ‘don’t
fragment' bit set, then the device will send an ICMP ‘destination unreachable’ (3)
packet type and a ‘fragmentation needed and DF set’ (4) code back to the source.
For IPv6 packets bigger than the MTU size of the transmitting interface, an ICMP
‘packet too big’ (ICMP type 2 code 0) message is sent to the source.

You can set a feasible MTU value on the following interfaces:
. Ethernet
Tunnel

Note that you cannot configure MTU on bridge interfaces. The MTU of the bridge
interface is determined by the member interface of the bridge which has the
lowest MTU. For example, if you attach eth0 with MTU 1200 and tunnel1 with MTU
1500 to a bridge interface, the MTU for that interface will be 1200.

To configure an MTU size of 1555 bytes for tunnel ‘tunnel2’, use the commands:
configure termninal
interface tunnel 2

ntu 1555

show interface
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INTERFACE COMMANDS
SERVICE STATISTICS INTERFACES COUNTER

service statistics interfaces counter

Overview Use this command to enable the interface statistics counter.

Use the no variant of this command to disable the interface statistics counter.

Syntax service statistics interfaces counter

no service statistics interfaces counter
Default The interface statistics counter is enabled by default.
Mode Global Configuration

Example To enable the interface statistics counter, use the following commands:

awpl us# configure term nal

awpl us(config)# service statistics interfaces counter
To disable the interface statistics counter, use the following commands:

awpl us# configure term nal

awpl us(config)# no service statistics interfaces counter

Command Version 5.4.7-2.1: command added
changes
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INTERFACE COMMANDS
SHOW INTERFACE

show interface

Overview Use this command to display interface configuration and status.

For information on filtering and saving command output, see the “Getting Started
with AlliedWare Plus” Feature Overview and Configuration Guide.

Syntax show interface [<interface-Ilist>]

Parameter Description

<interface-list> Theinterfaces or ports to display. An interface-list can be:

The specified interfaces must exist.

an Eth interface (e.g. eth0)

an 802.1Q Ethernet sub-interface (e.g. eth0.10, where ‘10’ is
the VLAN ID specified by the encapsulation dot1q
command)

a bridge interface (e.g. br0)
the loopback interface (lo)

a continuous range of interfaces, separated by a hyphen
(e.g. eth0-eth4)

a comma-separated list (e.g. eth0,eth2-eth4). Do not mix
interface types in a list.

Mode User Exec and Privileged Exec

Example To display configuration and status information for all interfaces, use the

command:

awpl us# show i nterface
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INTERFACE COMMANDS
SHOW INTERFACE

Figure 9-1:  Example output from the show interface command

awpl us#show i nterface
Interface ethO
Link is UP, administrative state is UP
Hardware is Ethernet, address is ce7f.dc5d. b53e
index 3 nmetric 1 ntu 1500
current duplex full, current speed 1000, current polarity ndi
configured dupl ex auto, configured speed auto, configured polarity auto
<UP, BROADCAST, RUNNI NG, MULTI CAST>
SNWP | i nk-status traps: Disabled
Bandwi dt h 1g
Rout er Advertisenent is disabled
Rout er Advertisement default routes are accepted
Rout er Advertisenment prefix info is accepted
i nput packets 39994480, bytes 4659884105, dropped O, nulticast packets O
out put packets 31645676, bytes 5366141711
i nput average rate : 30 seconds 120.83 Kbps, 5 minutes 80.63 Kbps
out put average rate: 30 seconds 108.47 Kbps, 5 mnutes 84.53 Kbps
i nput peak rate 44.41 Mps at 2020/ 06/ 19 03: 00: 07
out put peak rate 4.41 Mops at 2020/ 06/25 01: 05: 51
Ti me since |ast state change: 6 days 20:51:11

To display configuration and status information for the loopback interface lo, use

the command:
show interface | o

Figure 9-2:  Example output from the show interface lo command

awpl us#show i nterface | o
Interface |l o
Scope: both
Link is UP, adnministrative state is UP
Har dwar e i s Loopback
index 1 netric 1
<UP, LOOPBACK, RUNNI NG
SNWP | i nk-status traps: Disabled
Rout er Advertisenment is disabl ed
Rout er Advertisenent default routes are accepted
Rout er Advertisenent prefix info is accepted
Time since |ast state change: 8 days 00: 01: 09

To display configuration and status information for eth0.2, use the command:

show i nterface ethO.2
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INTERFACE COMMANDS
SHOW INTERFACE

Figure 9-3:  Example output from the show interface eth0.2 command:

awpl us#show i nterface ethO0. 2

Link is UP, administrative state is UP

Hardwar e i s Encapsul ated Ethernet, address is ce7f.dc5d. b53e

| Pv4 address 192. 168. 2. 1/ 24 broadcast 192. 168. 2. 255

Descri ption: area2

index 10 metric 1 ntu 1500

802.1Q VID 2 over ethO

<UP, BROADCAST, RUNNI NG, MULTI CAST>

SNWP | i nk-status traps: Disabled

Rout er Advertisenent is disabled

Rout er Advertisement default routes are accepted

Rout er Advertisenment prefix info is accepted
i nput packets 2177306, bytes 1285365908, dropped O, multicast packets O
out put packets 1317871, bytes 223426881
i nput average rate : 30 seconds 2.65 Kbps, 5 minutes 14.52 Kbps
out put average rate: 30 seconds 1.03 Kbps, 5 minutes 2.79 Kbps
i nput peak rate 44.23 Mps at 2020/ 06/ 19 03: 00: 07
out put peak rate 2.12 Mops at 2020/ 06/ 19 03: 00: 07

Time since |ast state change: 6 days 21:21:469

Related mtu

commands . .
show interface brief

Command Version 5.4.7-2.1: average rate and peak rate added to output
changes
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INTERFACE COMMANDS
SHOW INTERFACE BRIEF

show interface brief

Overview

Syntax
Mode

Output

Related
commands
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Use this command to display brief interface, configuration, and status information,
including provisioning information.

For information on filtering and saving command output, see the “Getting Started
with AlliedWare Plus” Feature Overview and Configuration Guide.

show i nterface brief
User Exec and Privileged Exec

Figure 9-4:  Example output from show interface brief

awpl us#show i nterface brief

Interface St at us Pr ot ocol
et hO adm n up runni ng
et h0. 3 adm n up runni ng
et h0. 2 adm n up runni ng
l o adm n up runni ng
br 0 adm n up down

Table 9-1: Parameters in the output of show interface brief

Parameter Description

Interface The name or type of interface.

St at us The administrative state. This can be either admin up or admin
down.

Pr ot ocol The link state. This can be either down, running, or provisioned.

show interface

show interface memory
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INTERFACE COMMANDS
SHOW INTERFACE MEMORY

show interface memory

Overview

Syntax

Mode

Example

Output
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This command displays the shared memory used by either all interfaces, or the
specified interface or interfaces. The output is useful for diagnostic purposes by
Allied Telesis authorized service personnel.

For information on filtering and saving command output, see the “Getting Started
with AlliedWare Plus” Feature Overview and Configuration Guide.

show i nterface nmenory

show i nterface <port-list> nenory

Parameter Description

<port-1list> Displayinformation about only the specified port or ports. The port
list can be:

- an Eth interface (e.g. eth0)

« an 802.1Q Ethernet sub-interface (e.g. eth0.10, where ‘10" is the
VLAN ID specified by the encapsulation dot1q command)

+ acontinuous range of interfaces, separated by a hyphen (e.g.
eth0-eth4)

« acomma-separated list (e.g. eth0,eth2-eth4). Do not mix interface
types in a list.

User Exec and Privileged Exec

To display the shared memory used by all interfaces, use the command:
awpl us# show i nterface nenory
To display the shared memory used by eth0, use the command:

awpl us# show interface ethO nenory

Figure 9-5:  Example output from the show interface memory command

awpl us#show i nterface menory
VI an bl ocki ng state shared nmenory usage

Interface shmi d Byt es Used nattch St at us
et hO 393228 512 1
l o 425997 512 1
br1 557073 512 1
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INTERFACE COMMANDS
SHOW INTERFACE MEMORY

Related
commands
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Figure 9-6:  Example output from show interface <port-list> memory for a list

of interfaces

awpl us#show i nterface ethO nenory
VI an bl ocking state shared nmenory usage

Interface shm d Byt es Used nattch St at us
et hO 393228 512 1
show interface brief
show interface status
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INTERFACE COMMANDS
SHOW INTERFACE STATUS

show interface status

Overview Use this command to display the status of the specified interface or interfaces.
Note that when no interface or interfaces are specified then the status of all
interfaces on the device are shown.

Syntax show interface [<port-list>] status

Parameter Description

<port-1list> The portsto display information about. The port list can be:
- an Eth interface (e.g. eth0)

« an 802.1Q Ethernet sub-interface (e.g. eth0.10, where ‘10’ is the
VLAN ID specified by the encapsulation dot1q command)

« acontinuous range of interfaces, separated by a hyphen (e.g.
eth0-eth4)

« acomma-separated list (e.g. eth0,eth2-eth4). Do not mix interface
types in a list.

Examples To display the status of eth0.2 and eth0.3, use the command:

show i nterface eth0.2,eth0.3 status

Table 10: Example output from the show interface <port-list> status command

awpl us#show i nterface eth0.2, eth0.3 status

Por t Narme St at us VI an Dupl ex Speed Type
et h0. 2 ar ea2 connect ed none a-full a-1000

et h0. 3 area3 connect ed none a-full a-1000

To display the status of all ports, use the command:

show i nterface status

Table 11: Example output from the show interface status command

awpl us#show i nterface status
Por t Narme St at us VI an Dupl ex Speed Type
et hO connect ed none a-full a-1000 1000BASE-T
et h0. 3 area3 connect ed none a-full a-1000
et h0. 2 area2 connect ed none a-full a-1000
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INTERFACE COMMANDS
SHOW INTERFACE STATUS

Table 12: Parameters in the output from the show interface status command

Parameter Description

Port

Name/Type of the interface.

Name

Description of the interface.

St at us

The administrative and operational status of the interface; one of:
- disabled: the interface is administratively down.
« connect: the interface is operationally up.

+ notconnect: the interface is operationally down.

VI an

VLAN type or VLAN IDs associated with the port:

«  When the portis an Eth port, it displays none: there is no VLAN
associated with it.

Dupl ex

The actual duplex mode of the interface, preceded by a- if it has
autonegotiated this duplex mode. If the port is disabled or not
connected, it displays the configured duplex setting.

Speed

The actual link speed of the interface, preceded by a- if it has
autonegotiated this speed. If the port is disabled or not
connected, it displays the configured speed setting.

Type

The type of interface, e.g. 1000BaseTX.

Related show interface

commands

show interface memory
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INTERFACE COMMANDS
SHUTDOWN

shutdown

Overview This command shuts down the selected interface. This administratively disables
the link and takes the link down at the physical (electrical) layer.

Use the no variant of this command to disable this function and bring the link back
up again.

Syntax shut down

no shut down
Mode Interface Configuration

Example To shut down ethO0, use the commands:
awpl us# configure term nal
awpl us(config)# interface ethO
awplus(config-if)# shutdown
To bring up eth0, use the commands:
awpl us# configure term nal
awpl us(config)# interface ethO

awpl us(config-if)# no shutdown
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Bridging
Commands

Introduction

Overview This chapter provides an alphabetical reference of commands used to configure
bridging. For more information, see the Bridging Feature Overview and
Configuration Guide.

Command List - “ageing-time” on page 288
. “bridge” on page 289
. “bridge-group” on page 290
. “I3-filtering enable” on page 292
. “mac-learning” on page 293
. “show bridge” on page 294
. “show bridge macaddr” on page 296
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BRIDGING COMMANDS
AGEING-TIME

ageing-time

Overview

Syntax

Default
Mode

Examples

Output

Related
commands
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This command specifies the time period that a learned MAC address will remain
defined within the bridge’s MAC address table.

Use the no variant of this command to set the ageing out time back to the default.

agei ng-ti me <10- 1000000>

no agei ng-tine

Parameter Description
<10-1000000> The number of seconds that the MAC addresses will remain in
the table.

300 seconds (5 minutes)
Interface Configuration
To change the ageing time on br2 to 60 seconds (1 minute), use the following

commands:

awpl us#configure term nal

awpl us(config)#interface br2

awpl us(config-if)#ageing-tine 60

To reset the ageing time back to its default, use the following commands:
awpl us#configure terninal

awpl us(config-if)#no ageing-time

To reset the ageing time back to its default, you can also use the following
commands:

awpl us#configure term nal
awpl us(config-if)#ageing-time 300

None

bridge
bridge-group
show bridge

show bridge macaddr
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BRIDGING COMMANDS
BRIDGE

bridge
Overview

Syntax

Default
Mode

Usage notes

Example

Related
commands
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Use this command to create a software bridge.

Use the no variant of this command to remove the specified bridge.

bri dge <bridge-id>
no bridge <bridge-id>

Parameter Description

<bridge-i d> The bridge ID (from 1 to 255). This is made up of the bridge priority
and the bridge’s MAC address.

No configured bridges
Global Configuration

The bridge interface name will be prefixed with ‘br’ followed by the bridge ID.

If interfaces exist on a bridge, then the bridge cannot be removed. For example if
interface eth1 exists on bridge 2, then the no bridge 2 command will give you the
following message:

%failed to renove interface br2, there are still configured
sub-interfaces.

To create a bridge with the ID of 2, use the following commands:
awpl us#configure term nal

awpl us(config) #bri dge 2

To remove the bridge with the ID of 2, use the following commands:

awpl us#configure term nal

awpl us(config)##no bridge 2

ageing-time
bridge-group
show bridge

show bridge macaddr
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BRIDGING COMMANDS
BRIDGE-GROUP

bridge-group

Overview

Syntax

Default
Mode

Usage notes

Examples

Related
commands
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Use this command to add an interface to a bridge. Interfaces that have been added
to a bridge will lose their L3 properties.

Use the no variant of this command to remove an interface from a bridge.

bri dge- group <0- 255> [ port - protected]
no bridge-group

Parameter Description

<0-255> The ID of the bridge that you are adding the interface to. Interface
ID 0is a VLAN-aware bridge.
For more information about the VLAN-aware bridge, see the
Bridging Feature Overview and Configuration Guide.

An interface is not part of any bridge by default
Interface Configuration
Interfaces can only be part of one bridge, so when removing the bridge no

parameters are required.

Interfaces that have been added to a bridge will lose their Layer 3 properties. The
bridge will act as the Layer 3 interface. The bridge will provide Layer 2 connectivity
between interfaces that are a part of the same bridge-group.

You can attached interfaces such as Ethernet, VLAN, VTI (Tunnel) to your bridge.

To add eth1 to bridge 2 in unprotected mode, use the following commands:
awpl us# configure term nal

awpl us(config)# interface ethl

awpl us(config-if)# bridge-group 2

To add eth1 to bridge 2 in protected mode, use the following commands:
awpl us# configure term nal

awplus(config)# interface ethl

awpl us(config-if)# bridge-group 2 port-protected

To remove eth1 from bridge 2, use the following commands:

awpl us# configure term nal

awpl us(config)# interface ethl

awpl us(config-if)# no bridge-group

ageing-time

bridge
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BRIDGING COMMANDS
BRIDGE-GROUP

show bridge

show bridge macaddr
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BRIDGING COMMANDS
L3-FILTERING ENABLE

I3-filtering enable

Overview

Syntax

Default
Mode

Example

Command
changes
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Use this command to enable traffic control for bridged traffic on a bridge interface.
Use the no variant of this command to disable traffic control for bridged traffic on
a bridge interface.

| 3-filtering enable

no | 3-filtering enable
Traffic control is disabled by default for bridged traffic.
Interface mode for a bridge interface

To enable traffic control for bridged traffic on br1, use the commands:
awpl us# configure term nal

awplus(config)# interface brl

awplus(config-if)# I3-filtering enabl e

Version 5.4.7-0.1: command added. Previously, traffic control was enabled by
default on all bridge interfaces.
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BRIDGING COMMANDS
MAC-LEARNING

mac-learning

Overview

Syntax

Default
Mode

Example

Command
changes
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Use this command to enable FDB MAC address learning on a bridge interface. In
some circumstances, FDB MAC address learning on a software-based router bridge
is not useful, and it is better to flood the traffic within interfaces associated with the
bridge instance, to ensure the traffic reaches its destination.

Use the no variant of this command to disable or enable FDB MAC address learning
on a bridge.

mac- | ear ni ng

no mac-1| earni ng
Learning is enabled by default.
Interface mode for a bridge interface

To turn off learning on bridge 2, use the following commands:

awpl us# configure term nal

awpl us(config)# interface br2

awpl us(config-if)# no mac-I earning

To turn learning on bridge 2 back on, use the following commands:

awpl us# configure term nal
awplus(config)# interface br2

awplus(config-if)# mac-| earning

Version 5.4.7-0.1: command added
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SHOW BRIDGE

show bridge

Syntax

Syntax

Default
Mode

Examples

Output
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Use this command to display detailed information about your bridge(s).

show bridge [<bridge-1list>]

Parameter Description

<bridge-list> The bridge/s to display the information about.
The <bridge-list> can be:

a single bridge(e.g. br2)
« acontinuous range of bridges (e.g. br1-3)

« acomma separated list of bridges and/or ranges (e.g.
br1,br2,br3-br5)

Displays detailed information about all bridges, if no <bridge-list> is specified.
Privileged Exec

To display information about all bridges, use the following command:
awpl us#show bri dge

To display information about bridge 2, use the following command:
awpl us#show bridge br2

To display information about bridge in the range 1 to 3, use the following
command:

awpl us#show bridge br1-3

To display information about bridges 1, and from 3 to 5, use the following
command:

awpl us#show bridge br1, br3-5

Figure 10-1: Example output from the show bridge command displaying
information about all bridges:

awpl us#show bri dge
Bri dge Nane Agi ng Ti ner Interfaces
br1 300 et hl
br3 300
br 4 300
br 5 300
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Figure 10-2: Example output from the show bridge command displaying
information about bridge 1.

awpl us#show bri dge br1
Bri dge Nane Agi ng Ti ner Interfaces
br1 300 et hl

Related ageing-time

commands .
bridge
bridge-group
show bridge macaddr
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show bridge macaddr

Overview

Syntax

Mode

Example

Output

Related
commands
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Use this command to display the MAC entries learned in the MAC table for your
bridge.

show bri dge macaddr <bridge-Ilist>

Parameter Description

<bridge-list> The bridge interfaces to display the information about.
The <bridge-list> can be:

+ asingle bridge (e.g. br2)
« acontinuous range of bridges (e.g. br1-3)

« acomma separated list of bridges and/or ranges (e.g.
br1,br2,br3-br5)

Global Configuration

To display the learned MAC entries for bridge 2, use the following commands:
awpl us# configure term nal

awpl us(config)# show bridge nacaddr br2

Figure 10-3:  Example output from the show bridge macaddr command

displaying information about bridge 2:

awpl us#show bri dge macaddr br2
Bri dge Nane Interface mac addr is local ? ageing
br 2 et hO ec: cd: 6d: 20: c0: fb no 41
br 2 et hO 00: c4: 6d: 20: c0: e6 no 0
br 2 et hO ec: cd: 6d: 20: cO: bd yes 0
ageing-time
bridge
bridge-group
show bridge
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802.1Q
Encapsulation
Commands

Introduction

Overview This chapter provides an alphabetical reference of commands used to configure
802.1Q Encapsulation. For more information, see the Interface Feature Overview
and Configuration Guide.

Command List - “encapsulation dot1q” on page 298
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802.1Q ENCAPSULATION COMMANDS

ENCAPSULATION DOT1Q

encapsulation dot1q

Overview

Syntax

Default

Mode

Usage notes

Examples
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Use this command to enable 802.1Q encapsulation on Ethernet interfaces, L2
tunnel interfaces (e.g. OpenVPN or L2TPv3 Ethernet pseudowire), or the
VLAN-aware bridge 0.

Use the no variant of this command to disable 802.1Q encapsulation for the VLAN
identified by the VLAN ID (VID).

encapsul ati on dot1q <vid>

no encapsul ati on dot1q <vid>

Parameter Description

<vi d> Enter a VLAN ID in the range from 1 through 4094. The VLAN ID
identifies the VLAN to which the frames belong. It also identifies
the index of the subinterface of the Ethernet interface or Layer 2
tunnel interface.

802.1Q encapsulation is disabled by default on all Ethernet interfaces, Layer 2
tunnel interfaces, and bridge interfaces.

Interface Configuration

You should enter the Ethernet interface or tunnel interface configuration mode to
enable 802.1Q encapsulation and configure the VID first. Then you can use the VID
to configure the sub-interface associated with the Ethernet interface or tunnel
interface. Sub-interfaces are logical interfaces. The sub interface index must be the
same as the VID. For example, if you configure VID 1 for eth1, then the
sub-interface for eth1 is eth1.1. If you configure VID 2 for tunnel20, then the
sub-interface for tunnel20 is tunnel20.2.

To enable 802.1Q encapsulation on Ethernet interface eth0, use the commands:
awpl us# configure termnal

awuplus(config)# interface ethO

awpl us(config-if)# encapsul ation dotlq 1

To enable 802.1Q encapsulation on tunnel interface tunnel20, use the commands:
awpl us# configure term nal

awupl us(config)# interface tunnel 20

awpl us(config-if)# encapsul ati on dot1lq 2
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To enable multiple 802.1Q encapsulation on Ethernet interface eth0, use the
commands:

awpl us# configure term nal

awupl us(config)# interface ethO
awplus(config-if)# encapsul ation dotlqg 1

awpl us(config-if)# encapsul ati on dotlqg 2

awpl us(config-if)# encapsul ati on dotlqg 3

To disable 802.1Q encapsulation on eth0, use the commands:
awpl us# configure term nal

awupl us(config)# interface ethO

awupl us(config-if)# no encapsul ation dotlq 1

Related interface (to configure)

commands .
show interface
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IP Addressing and
Protocol Commands

Introduction

Overview

Command List
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This chapter provides an alphabetical reference of commands used to configure
various IP features, including the following protocols:

. Address Resolution Protocol (ARP)

For more information, see the IP Feature Overview and Configuration Guide.

. “arp” on page 303

. “arp log” on page 304

. “arp opportunistic-nd” on page 307
. “clear arp-cache” on page 308

. “debug ip packet interface” on page 309

. “ip address (IP Addressing and Protocol)” on page 311
. “ip forwarding” on page 313

. “ip gratuitous-arp-link” on page 314

. “ip icmp error-interval” on page 315

. “ip tcp synack-retries” on page 316

. “ip unreachables” on page 317

. “ping” on page 319

. “show arp” on page 320

. “show ip flooding-nexthops” on page 321
. “show ip forwarding” on page 322

. “show ip interface” on page 323

. “show ip sockets” on page 324

. “tcpdump” on page 327
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. “traceroute” on page 328

. “undebug ip packet interface” on page 329
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ARP

arp

Overview

Syntax

Mode

Examples

Related
commands
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This command adds a static ARP entry to the ARP cache. This is typically used to
add entries for hosts that do not support ARP or to speed up the address resolution
function for a host. The ARP entry must not already exist. Use the alias parameter
to allow your device to respond to ARP requests for this IP address.

The no variant of this command removes the static ARP entry. Use the clear
arp-cache command to remove the dynamic ARP entries in the ARP cache.

arp <ip-addr> <nac-address> [<port-numnber>] [alias]

no arp <ip-addr>

Parameter Description

<i p- addr > The IPv4 address of the device you are adding as a static ARP
entry.
<mac- addr ess> The MAC address of the device you are adding as a static ARP

entry, in hexadecimal notation with the format
HHHH.HHHH.HHHH.

<port - nunber > The port number associated with the IP address. Specify this
when the IP address is part of a VLAN.

ali as Allows your device to respond to ARP requests for the IP
address. Proxy ARP must be enabled on the interface before
using this parameter.

Global Configuration

To add the IP address 10.10.10.9 with the MAC address 0010.2533.4655 into the
ARP cache, and have your device respond to ARP requests for this address, use the
commands:

awpl us# configure term nal

awpl us(config)# arp 10.10.10.9 0010. 2355. 4566 al i as

clear arp-cache

show arp
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ARP LOG

arp log

Overview

Syntax

Default
Mode

Usage notes

Examples
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This command enables the logging of dynamic and static ARP entries in the ARP
cache. The ARP cache contains mappings of device ports, VLAN IDs, and IP
addresses to physical MAC addresses for hosts.

This command can display the MAC addresses in the ARP log either using the
notation HHHH.HHHH.HHHH, or using the IEEE standard hexadecimal notation
(HH-HH-HH-HH-HH-HH).

Use the no variant of this command to disable the logging of ARP entries.

arp |l og [mac-address-format ieee]

no arp log [rmac-address-format ieee]

Parameter Description

nmac- addr ess-format i eee Display the MAC address in the standard IEEE
format (HH-HH-HH-HH-HH-HH), instead of
displaying the MAC address with the format
HHHH.HHHH.HHHH.

The ARP logging feature is disabled by default.
Global Configuration

You have the option to change how the MAC address is displayed in the ARP log
message. The output can either use the notation HHHH.HHHH.HHHH or
HH-HH-HH-HH-HH-HH.

Enter arp log to use HHHH.HHHH.HHHH notation.
Enter arp log mac-address-format ieee to use HH-HH-HH-HH-HH-HH notation.

Enter no arp log mac-address-format ieee to revert from HH-HH-HH-HH-HH-HH
to HHHH.HHHH.HHHH.

Enter no arp log to disable ARP logging.

To display ARP log messages use the command show log | include ARP_LOG.
To enable ARP logging and specify that the MAC address in the log message is
displayed in HHHH.HHHH.HHHH notation, use the following commands:

awpl us# configure term nal

awpl us(config)# arp | og

To disable ARP logging on the device, use the following commands:

awpl us# configure term nal

awplus(config)# no arp | og
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To enable ARP logging and specify that the MAC address in the log message is
displayed in the standard IEEE format hexadecimal notation
(HH-HH-HH-HH-HH-HH), use the following commands:

configure term nal
arp | og mac-address-fornat ieee

To leave ARP logging enabled, but stop using HH-HH-HH-HH-HH-HH format and
use HHHH.HHHH.HHHH format instead, use the following commands:

configure terninal
no arp | og mac-address-format ieee
To display ARP log messages, use the following command:
show I og | include ARP_LOG
Output Figure 12-1:  Output from show log | include ARP_LOG after enabling ARP

logging using arp log. Note that this output uses
HHHH.HHHH.HHHH format.

awpl us#configure term nal

awpl us(config)#arp | og

awpl us(confi g) #exi t

awpl us#show | og | include ARP_LOG

2018 Cct 6 06:21: 01 user.notice awplus HSL[ 1007]: ARP_LOG port1.0.1 vlanl add
0013. 4078. 3b98 (192. 168. 2. 4)

2018 Cct 6 06:22: 30 user.notice awplus HSL[ 1007]: ARP_LOG port1.0.1 vlanl del
0013. 4078. 3b98 (192. 168. 2. 4)

2018 Cct 6 06:23:26 user.notice awplus HSL[ 1007]: ARP_LOG port1.0.1 vlanl add
0030. 940e. 136b (192. 168. 2. 20)

2018 Cct 6 06:23: 30 user.notice awplus I M SH 1830]: show |l og | include ARP_LOG

Figure 12-2:  Output from show log | include ARP_LOG after enabling ARP
logging using arp log mac-address format ieee. Note that this
output uses HH-HH-HH-HH-HH-HH format.

awpl us#configure term nal

awpl us(confi g)#arp | og mac- address-format ieee

awpl us(confi g) #exi t

awpl us#show | og | include ARP_LOG

2018 Cct 6 06:25:28 user.notice awplus HSL[ 1007]: ARP_LOG port1.0.1 vlanl add
00- 17- 9a- b6- 03- 69 (192. 168. 2. 12)

2018 Cct 6 06:25: 30 user.notice awplus HSL[ 1007]: ARP_LOG port1.0.1 vlanl add
00- 03- 37- 6b-a6-a5 (192. 168. 2. 10)

2018 Cct 6 06:26: 53 user.notice awpl us HSL[ 1007]: ARP_LOG port1.0.1 vl anl del
00- 30- 94- Oe- 13- 6b (192. 168. 2. 20)

2018 Cct 6 06:27: 31 user.notice awplus HSL[1007]: ARP_LOG port1.0.1 vlanl del
00- 17- 9a- b6- 03- 69 (192. 168. 2. 12)

2018 Cct 6 06:28: 09 user.notice awplus HSL[1007]: ARP_LOG port1.0.1 vl anl del
00- 03- 37- 6b-a6-a5 (192. 168. 2. 10)

2018 Cct 6 06:28:14 user.notice awplus I M SH 1830]: show | og | include ARP_LOG
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ARP LOG
The following table lists the parameters in output of the show log | include
ARP_LOG command. The ARP log message format is:
<date> <time> <severity> <hostname> <program name>
ARP_LOG <port-nunber> <vi d> <operation> <MAC> <I P>
Table 12-1: Parameters in the output from show log | include ARP_LOG
ARP_LOG Indicates that ARP log entry information follows.
<port - nunber > Indicates device port number for the ARP log entry.
<vi d> Indicates the VLAN ID for the ARP log entry.
<oper ati on> Indicates “add” if the ARP log entry displays an ARP addition.
Indicates “del”if the ARP log entry displays an ARP deletion.
<MAC> Indicates the MAC address for the ARP log entry, either in the
default hexadecimal notation (HHHH.HHHH.HHHH) or in the
IEEE standard format hexadecimal notation
(HH-HH-HH-HH-HH-HH) as specified with the arp log or the arp
log mac-address-format ieee command.
<I P> Indicates the IP address for the ARP log entry.
Related show log
commands . .
show running-config
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ARP OPPORTUNISTIC-ND

arp opportunistic-nd

Overview

Syntax

Default
Mode

Usage notes

Examples

Related
commands
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Use this command to enable opportunistic neighbor discovery for the global ARP
cache. This command changes the behavior for unsolicited ARP packet forwarding

on the device.

Use the no variant of this command to disable opportunistic neighbor discovery

for the global ARP cache.

arp opportunistic-nd

no arp opportunistic-nd
Opportunistic neighbor discovery is disabled by default.
Global Configuration

When opportunistic neighbor discovery is enabled, the device will reply to any
received unsolicited ARP packets (but not gratuitous ARP packets). The source
MAC address for the unsolicited ARP packet is added to the ARP cache, so the
device forwards the ARP packet. When opportunistic neighbor discovery is
disabled, the source MAC address for the ARP packet is not added to the ARP
cache, so the ARP packet is not forwarded by the device.

To enable opportunistic neighbor discovery for the global ARP cache, enter:
awpl us# configure term nal

awpl us(config)# arp opportunistic-nd

To disable opportunistic neighbor discovery for the global ARP cache, enter:
awpl us# configure term nal

awpl us(config)# no arp opportunistic-nd

ipv6 opportunistic-nd
show arp

show running-config interface
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CLEAR ARP-CACHE

clear arp-cache

Overview

Syntax

Mode

Usage notes

Example

Related
commands
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This command deletes dynamic ARP entries from the ARP cache. You can
optionally specify the IPv4 address of an ARP entry to be cleared from the ARP
cache.

cl ear arp-cache [<ip-address>]

Parameter Description
<i p- addr ess> The IPv4 address of an ARP entry that is to be cleared from the
ARP cache.

Privileged Exec

To display the entries in the ARP cache, use the show arp command. To remove
static ARP entries, use the no variant of the arp command.

To clear all dynamic ARP entries, use the command:

awpl us# cl ear arp-cache

To clear all dynamic ARP entries associated with the IPv4 address 192.168.1.1, use
the command:

awpl us# cl ear arp-cache 192.168.1.1

arp

show arp
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DEBUG IP PACKET INTERFACE

debug ip packet interface

Overview

Syntax

Mode
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The debug ip packet interface command enables IP packet debug and is
controlled by the terminal monitor command.

If the optional icmp keyword is specified then ICMP packets are shown in the
output.

The no variant of this command disables the debug ip interface command.

debug ip packet interface {<interface-name>|all} [address
<i p- addr ess>| ver bose| hex| ar p| udp| t cp] i cnp]

no debug ip packet interface [<interface-nanme>]

Parameter Description

<interface>  Specify asingle Layer 3 interface name (not a range of interfaces)
This keyword can be specified as either all or as a single Layer 3
interface to show debugging for either all interfaces or a single
interface.

al | Specify all Layer 3 interfaces on the device.

<i p- address> Specify an IPv4 address.
If this keyword is specified, then only packets with the specified IP
address as specified in the ip-address placeholder are shown in the
output.

ver bose Specify verbose to output more of the IP packet.
If this keyword is specified then more of the packet is shown in the
output.

hex Specify hex to output the IP packet in hexadecimal.
If this keyword is specified, then the output for the packet is shown
in hex.

arp Specify arp to output ARP protocol packets.
If this keyword is specified, then ARP packets are shown in the
output.

udp Specify udp to output UDP protocol packets.
If this keyword is specified then UDP packets are shown in the
output.

tcp Specify tep to output TCP protocol packets.
If this keyword is specified, then TCP packets are shown in the
output.

icnp Specify icmp to output ICMP protocol packets.
If this keyword is specified, then ICMP packets are shown in the
output.

Privileged Exec and Global Configuration
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DEBUG IP PACKET INTERFACE

Examples

Related
commands
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To turn on ARP packet debugging on eth0, use the command:

awpl us# debug ip packet interface ethO arp

To turn off IP packet interface debugging on interface eth0, use the command:
awpl us# no debug i p packet interface ethO

To turn on all packet debugging on all interfaces on the device, use the command:
awpl us# debug ip packet interface all

To turn off IP packet interface debugging on all interfaces, use the command:
awpl us# no debug i p packet interface

To turn on TCP packet debugging on ethO and IP address 192.168.2.4, use the
command:

awpl us# debug ip packet interface ethO address 192.168.2.4 tcp

no debug all
tcpdump
terminal monitor

undebug ip packet interface
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ip address (IP Addressing and Protocol)

Overview

Syntax

Mode

Usage notes

Examples
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This command sets a static IP address on an interface.
The no variant of this command removes the IP address from the interface.

You cannot remove the primary address when a secondary address is present.

i p address <ip-addr/prefix-1ength> [secondary] [|abel <Iabel>]

no i p address [<ip-addr/prefix-length>] [secondary]

Parameter Description

<i p-addr/ prefix- ThelPv4 address and prefix length you are assigning to the
| engt h> interface.

secondary Secondary IP address.
| abel Adds a user-defined description of the secondary IP address.
<l abel > A user-defined description of the secondary IP address. Valid

characters are any printable character and spaces.

Interface Configuration for an Eth interface, an 802.1Q sub-interface, a local
loopback interface, a bridge, or a tunnel.

To set the primary IP address on the interface, specify only ip address
<ip-addr/prefix-length>. This overwrites any configured primary IP address. To add
additional IP addresses on this interface, use the secondary parameter. You must
configure a primary address on the interface before configuring a secondary
address.

NoOTE: Use show running-config interface, instead of show ip interface brief, when
you need to view a secondary address configured on an interface. show ip interface
brief will only show the primary address, not a secondary address for an interface.

To add the IP address 10.10.10.50/24 to the interface eth0, use the following
commands:

awpl us# configure termnal
awpl us(config)# interface ethO
awplus(config-if)# ip address 10.10.10.50/ 24

To add the secondary IP address 10.10.11.50/24 to the same interface, use the
following commands:

awpl us# configure term nal
awpl us(config)# interface ethO
awplus(config-if)# ip address 10.10. 11.50/ 24 secondary
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To add the IP address 10.10.11.50/24 to the local loopback interface lo, use the
following commands:

awpl us# configure term nal
awplus(config)# interface lo
awplus(config-if)# ip address 10.10. 11. 50/ 24

To add the IP address 10.10.11.50/24 to the tunnel tunnel0, use the following
commands:

Related interface (to configure)

commands L
show ip interface

show running-config interface
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IP FORWARDING

ip forwarding

Overview

Syntax

Default
Mode

Examples

Related
commands
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This command enables IP forwarding on your device. When enabled, your device
routes IP packets.

The no variant of this command disables IP forwarding on your device. Even when
IP forwarding is not enabled, the device can still work as an IP host; in particular, it
can be managed by IP-based applications, such as SNMP, Telnet and SSH.

i p forwarding

no ip forwarding
IP forwarding is enabled by default.
Global Configuration

To enable your device to route IP packets, use the commands:
awpl us# configure term nal

awpl us(config)# ip forwarding

To stop your device from routing IP packets, use the commands
awpl us# configure term nal

awplus(config)# no ip forwardi ng

show ip forwarding
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IP GRATUITOUS-ARP-LINK

ip gratuitous-arp-link

Overview

Syntax

Default
Mode

Examples

Related
Commands

C613-50418-01 Rev A

This command sets the Gratuitous ARP time limit for all interfaces. The time limit
restricts the sending of Gratuitous ARP packets to one Gratuitous ARP packet
within the time in seconds.

The no variant of the command sets the Gratuitous ARP time limit to the default.

NOTE: This command specifies time between sequences of Gratuitous ARP packets,
and time between individual Gratuitous ARP packets occurring in a sequence, to allow
legacy support for older devices and inter-operation between other devices that are
not ready to receive and forward data until several seconds after linkup.

Additionally, jitter has been applied to the delay following linkup, so Gratuitous ARP
packets applicable to a given port are spread over a period of 1 second so are not all
sent at once. Remaining Gratuitous ARP packets in the sequence occur after a fixed
delay from the first one.

i p gratuitous-arp-1link <0-300>

no ip gratuitous-arp-Ilink

Parameter Description

<0- 300> Specify the minimum time between sequences of Gratuitous ARPs and
the fixed time between Gratuitous ARPs occurring in a sequence, in
seconds.

0 disables the sending of Gratuitous ARP packets.
The default is 8 seconds.

The default Gratuitous ARP time limit for all interfaces is 8 seconds.
Global Configuration

To disable the sending of Gratuitous ARP packets, use the commands:
awpl us# configure termnal
awplus(config)# ip gratuitous-arp-link O

To restrict the sending of Gratuitous ARP packets to one every 20 seconds, use the
commands:

awpl us# configure term nal

awplus(config)# ip gratuitous-arp-1link 20

show running-config
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IP ICMP ERROR-INTERVAL

ip icmp error-interval

Overview

Syntax

Default
Mode

Example

Related
commands
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Use this command to limit how often IPv4 ICMP error messages are sent. The
maximum frequency of messages is specified in milliseconds.

Use the no variant of this command to reset the frequency to the default.

ipicnmp error-interval <interval>

no ip icnp error-interval

Parameter Description
<i nterval > 0-2147483647, interval in milliseconds.
1000

Global Configuration
To configure the rate to be at most one packet every 10 seconds, use the
commands:

awpl us# configure term nal

awplus(config)# ip icnp error-interval 10000
To reset the rate to the default of one packet every second, use the commands:

awpl us# configure term nal

awplus(config)# no ip icnp error-interval

ipv6 icmp error-interval
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IP ADDRESSING AND PROTOCOL COMMANDS

IP TCP SYNACK-RETRIES

ip tcp synack-retries

Overview

Syntax

Default
Mode

Usage notes

Example

Related
commands

Command
changes
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Use this command to specify how many times the switch will retry sending a SYN
ACK for a TCP connection for which it has received a SYN but not an ACK. Such
connections are called half-open TCP connections. This command allows you to
influence how long half-open TCP connections take to time out.

Use the no variant of this command to return to the default setting of 5 retries.

ip tcp synack-retries <0-255>

no ip tcp synack-retries

Parameter Description
<0- 255> Number of times to retry sending the SYN ACK
5 retries

Global Configuration

The following table shows the approximate correlation between the number of
retries and the time half-open TCP connections take to time out.

Number of retries Approximate lower bound for the timeout
0 retries 1 second

1 retry 3 seconds

2 retries 7 seconds

3 retries 15 seconds

4 retries 31 seconds

5 retries 63 seconds

To retry twice, which leads to a timeout of approximately 7 seconds, use the
commands:

awpl us# configure term nal

awpl us(config)# ip tcp synack-retries 2

show running-config

Version 5.4.7-0.2: command added
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IP ADDRESSING AND PROTOCOL COMMANDS

IP UNREACHABLES

ip unreachables

Overview

Syntax

Default
Mode

Usage notes
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Use this command to enable ICMP (Internet Control Message Protocol) type 3,
destination unreachable, messages.

Use the no variant of this command to disable destination unreachable messages.
This prevents an attacker from using these messages to discover the topology of a
network.

i p unreachabl es

no i p unreachabl es
Destination unreachable messages are enabled by default.
Global Configuration

When a device receives a packet for a destination that is unreachable it returns an
ICMP type 3 message, this message includes a reason code, as per the table below.
An attacker can use these messages to obtain information regarding the topology
of a network. Disabling destination unreachable messages, using the no ip
unreachables command, secures your network against this type of probing.

NoTE: Disabling ICMP destination unreachable messages breaks applications such as
traceroute and Path MTU Discovery (PMTUD), which depend on these messages to
operate correctly.

Table 12-2: ICMP type 3 reason codes and description

Code Description [RFC]

0 Network unreachable [RFC792]

1 Host unreachable [RFC792]

2 Protocol unreachable [RFC792]

3 Port unreachable [RFC792]

4 Fragmentation required, and DF flag set [RFC792]

5 Source route failed [RFC792]

6 Destination network unknown [RFC1122]

7 Destination host unknown [RFC1122]

8 Source host isolated [RFC1122]

9 Network administratively prohibited [RFC768]

10 Host administratively prohibited [RFC869]

11 Network unreachable for Type of Service [RFC908]

12 Host unreachable for Type of Service [RFC938]

13 Communication administratively prohibited [RFC905]
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IP ADDRESSING AND PROTOCOL COMMANDS
IP UNREACHABLES

Table 12-2: ICMP type 3 reason codes and description (cont.)

Code Description [RFC]

14 Host Precedence Violation [RFC1812]

15 Precedence cutoff in effect [RFC1812]

Example To disable destination unreachable messages, use the commands
awpl us# configure term nal
awpl us(config)# no ip unreachabl es
To enable destination unreachable messages, use the commands
awpl us# configure term nal

awpl us(config)# ip unreachabl es
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IP ADDRESSING AND PROTOCOL COMMANDS
PING

ping

Overview This command sends a query to another IPv4 host (send Echo Request messages).

Syntax ping [ip]
<0-128>]

{<1-2147483647>| conti nuous}]
[timeout <1-65535>]

<i p-addr >]

<host > [ broadcast]
[ pattern <hex-dat a-pattern>]

[df-bit {yes|no}]
[ repeat
[size <36-18024>]
[tos <0-255>]

[interval

[ source

Parameter Description

<host > The destination IP address or hostname.

br oadcast Allow pinging of a broadcast address.

df - bi t Enable or disable the do-not-fragment bit in the IP header.
i nterval <0-128> Specify the time interval in seconds between sending ping

packets. The default is 1. You can use decimal places to
specify fractions of a second. For example, to ping every
millisecond, set the interval to 0.001.

pattern <hex-
dat a- pattern>

Specify the hex data pattern.

r epeat

Specify the number of ping packets to send.

<1-2147483647>

Specify repeat count. The default is 5.

conti nuous

Continuous ping

si ze <36-18024>

The number of data bytes to send, excluding the 8 byte ICMP
header. The default is 56 (64 ICMP data bytes).

source <ip-addr>

The IP address of a configured IP interface to use as the
source in the IP header of the ping packet.

ti meout The time in seconds to wait for echo replies if the ARP entry is

<1- 65535> present, before reporting that no reply was received. If no
ARP entry is present, it does not wait.

tos <0- 255> The value of the type of service in the IP header.

Mode User Exec and Privileged Exec

Example To ping the IP address 10.10.0.5 use the following command:

awpl us# ping 10.10.0.5

C613-50418-01 Rev A
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IP ADDRESSING AND PROTOCOL COMMANDS

SHOW ARP

show arp

Overview

Syntax
Mode

Usage notes

Example

Output

Related
commands

Command
changes
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Use this command to display entries in the ARP routing and forwarding table—the
ARP cache contains mappings of IP addresses to physical addresses for hosts. To
have a dynamic entry in the ARP cache, a host must have used the ARP protocol to
access another host.

For information on filtering and saving command output, see the “Getting Started
with AlliedWare Plus” Feature Overview and Configuration Guide.

show arp
User Exec and Privileged Exec

Running this command with no additional parameters will display all entries in the
ARP routing and forwarding table.

To display all ARP entries in the ARP cache, use the following command:

awpl us# show arp

Figure 12-3: Example output from the show arp command

awpl us#show ar p

| P Addr ess LL Address Interface Port Type
192. 168. 3.2 0000. cd37. 04de et h0. 3 - dynami c
10. 34.180. 4 0800. 278c. aaba et h0. 1034 - dynami c
10. 34. 180. 254 eccd. 6d41. e8f 1 et h0. 1034 - dynami c
192.168.2.2 eccd. 6dd0. c136 et h0. 2 - dynami c

Table 13: Parameters in the output of the show arp command

| P Addr ess IP address of the network device this entry maps to.

LL Address Hardware address of the network device.

Interface Interface over which the network device is accessed.

Por t Physical port that the network device is attached to.

Type Whether the entry is a static or dynamic entry. Static
entries are added using the arp command. Dynamic entries
are learned from ARP request/reply message exchanges.

arp

clear arp-cache

Version 5.4.9-0.1: Link layer addresses now shown as the hardware address (MAC
Address output parameter has been renamed to LL Address).
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IP ADDRESSING AND PROTOCOL COMMANDS
SHOW [P FLOODING-NEXTHOPS

show ip flooding-nexthops

Overview

Syntax
Mode

Example

Output

Use this command to display the static and dynamic ARP entries in the ARP cache
that flood packets to multiple ports.

show i p fl oodi ng- next hops
User Exec and Privileged Exec

To display all of the flooding nexthop entries in the ARP cache, use the command:

awpl us# show i p fl oodi ng- next hops

Figure 12-4: Example output from show ip flooding-nexthops

awpl us#show i p fl oodi ng- next hops

| P Addr ess MAC Addr ess Interface Fl oodi ng Mode Type
11.11.11.10 0300. 0000. 0011 ethO port-group static
Related show arp
commands
Command Version 5.4.8-2.1: command added
changes
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IP ADDRESSING AND PROTOCOL COMMANDS

SHOW IP FORWARDING

show ip forwarding

Overview
Syntax
Mode
Example

Output

Related
commands

C613-50418-01 Rev A

Use this command to display the IP forwarding status.
show i p forwarding

User Exec and Privileged Exec

awpl us# show i p forwarding

Figure 12-5: Example output from the show ip forwarding command

awpl us#show i p forwardi ng

IP forwarding is on

ip forwarding
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IP ADDRESSING AND PROTOCOL COMMANDS

SHOW IP INTERFACE

show ip interface

Overview

Syntax

Mode

Examples

Output
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Use this command to display information about interfaces and the IP addresses
assigned to them. To display information about a specific interface, specify the
interface name with the command.

For information on filtering and saving command output, see the “Getting Started
with AlliedWare Plus” Feature Overview and Configuration Guide.

show ip interface [<interface-list>] [brief]

Parameter Description

<interface-list> Theinterfacesto display information about. An interface-list
can be:

- an Eth interface (e.g. eth0)

« an 802.1Q Ethernet sub-interface (e.g. eth0.10, where “10’ is
the VLAN ID specified by the encapsulation dot1q
command)

+ a bridge interface (e.g. br0)
« the loopback interface (lo)

« acontinuous range of interfaces, separated by a hyphen
(e.g. eth0-eth4)

« acomma-separated list (e.g. eth0,eth2-eth4). Do not mix
interface types in a list.

The specified interfaces must exist.

User Exec and Privileged Exec

To show the IP addresses assigned to eth0, use the command:

awpl us# show ip interface ethO bri ef

Figure 12-6: Example output from the show ip interface brief command

Interface | P- Addr ess St at us Pr ot ocol
et hO unassi gned adm n up runni ng
et h0. 3 192.168.3.1/24 admin up runni ng
et h0. 2 192.168.2.1/24 admin up runni ng
l o unassi gned adm n up runni ng
br 0 unassi gned adm n up down
Command Reference for AMF Cloud 323

AlliedWare Plus™ Operating System - Version 5.5.0-1.x


http://www.alliedtelesis.com/documents/getting-started-alliedware-plus-feature-overview-and-configuration-guide
http://www.alliedtelesis.com/documents/getting-started-alliedware-plus-feature-overview-and-configuration-guide

IP ADDRESSING AND PROTOCOL COMMANDS

SHOW [P SOCKETS

show ip sockets

Overview

Syntax
Mode

Usage notes

Example

Output

C613-50418-01 Rev A

Use this command to display information about the IP or TCP sockets that are
present on the device. It includes TCP and UDP listen sockets, and displays the
associated IP address and port.

The information displayed for established TCP sessions includes the remote IP
address, port, and session state. Raw IP protocol listen socket information is also
displayed for protocols such as ICMP6, which are configured to receive IP packets
with the associated protocol number.

For information on filtering and saving command output, see the “Getting Started
with AlliedWare Plus” Feature Overview and Configuration Guide.
show i p sockets

Privileged Exec

Use this command to verify that the socket being used is opening correctly. If there
is a local and remote endpoint, a connection is established with the ports
indicated.

Note that this command does not display sockets that are used internally for
exchanging data between the various processes that exist on the device and are
involved inits operation and management. It only displays sockets that are present
for the purposes of communicating with other external devices.

To display IP sockets currently present on the device, use the command:

show i p sockets

Figure 12-7: Example output from show ip sockets

Socket i nformation

Not showi ng 40 | ocal connections

Not showing 7 |ocal |istening ports

Typ Local Address Renot e Addr ess State

tcp 0.0.0.0:111 0.0.0.0: * LI STEN

tcp 0.0.0.0:80 0.0.0.0: * LI STEN

tcp 0.0.0.0:23 0.0.0.0: * LI STEN

tcp 0.0.0.0:443 0.0.0.0: * LI STEN

tcp 0.0.0.0:4743 0.0.0.0: * LI STEN

tcp 0.0.0.0:873 0.0.0.0: * LI STEN

tcp :::23 ¥ LI STEN

udp 0.0.0.0: 111 0.0.0.0: *

udp 226.94. 1. 1: 5405 0.0.0.0: *

udp 0.0.0.0: 161 0.0.0.0:*

udp :::161 i ¥

raw 0.0.0.0: 112 0.0.0.0: * 112

raw :::58 i 58

raw :::112 i 112
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IP ADDRESSING AND PROTOCOL COMMANDS

SHOW [P SOCKETS

C613-50418-01 Rev A

Table 12-1: Parameters in the output from show ip sockets

Parameter Description

Not show ng
<nunber >

| ocal
connecti ons

This field refers to established sessions between processes internal
to the device, that are used in its operation and management.
These sessions are not displayed as they are not useful to the user.
<number> is some positive integer.

Not showi ng | This field refers to listening sockets belonging to processes internal
<nunber > to the device, that are used in its operation and management. They
| ocal are not available to receive data from other devices. These sessions
listening are not displayed as they are not useful to the user. <number> is
ports some positive integer.
Typ This column displays the type of the socket. Possible values for this
column are:
t cp :IP Protocol 6
udp : IP Protocol 17
r aw: Indicates that socket is for a non port-orientated protocol (i.e.
a protocol other than TCP or UDP) where all packets of a specified IP
protocol type are accepted. For raw socket entries the protocol type
is indicated in subsequent columns.
Local For TCP and UDP listening sockets this shows the destination IP
Addr ess address and destination TCP or UDP port number for which the

socket will receive packets. The address and port are separated by "'
If the socket will accept packets addressed to any of the device’s IP
addresses, the IP address will be 0.0.0.0 for IPv4 or :: for IPv6. For
active TCP sessions the IP address will display which of the devices
addresses the session was established with. For raw sockets this
displays the IP address and IP protocol for which the socket will
accept IP packets. The address and protocol are separated by "' If
the socket will accept packets addressed to any of the device's IP
addresses, the IP address will be 0.0.0.0 for IPv4 and : for IPv6. IP
Protocol assignments are described
at:www.iana.org/assignments/protocol-numbers
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IP ADDRESSING AND PROTOCOL COMMANDS
SHOW [P SOCKETS

Table 12-1: Parameters in the output from show ip sockets (cont.)

Parameter Description

Renot e For TCP and UDP listening sockets this shows the source IP address
Addr ess (either IPv4 or IPv6) and source TCP or UDP port number for which
the socket will accept packets. The address and port are separated
by "’ If the socket will accept packets addressed from any IP
address, the IP address will be 0.0.0.0 for IPv4 . This is the usual case
for a listening socket. Normally for a listen socket any source port
will be accepted. This is indicated by “ For active TCP sessions the IP
address will display the remote address and port the session was
established with. For raw sockets the entry in this column will be
0.0.0.0: for IPv4 .

State This column shows the state of the socket. For TCP sockets this
shows the state of the TCP state machine. For UDP sockets this
column is blank. For raw sockets it contains the IP protocol number.
The possible TCP states are:

LI STEN

SYN- SENT

SYN- RECEI VED

ESTABLI| SHED

FI N-VWAI T- 1

FI N-VWAI T- 2

CLCSE-WAI T

CLOSI NG

LAST- ACK

TI ME-WAI T

CLCSED

RFC793 contains the TCP state machine diagram with Section 3.2
describing each of the states.
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IP ADDRESSING AND PROTOCOL COMMANDS

TCPDUMP

tcpdump

Overview

Syntax

Use this command to start a tcpdump, which gives the same output as the
Unix-like tcpdump command to display TCP/IP traffic. Press<ctr| > + c tostop
a running tcpdump.

tcpdunp <line>

Parameter Description

Mode

Example

Output

Related
commands

C613-50418-01 Rev A

<line> Specify the dump options. For more information on the
options for this placeholder see
http://www.tcpdump.org/tcpdump_man.htmi

Privileged Exec

To start a tcpdump running to capture IP packets, enter the command:
awpl us# tcpdunmp ip

Figure 12-8: Example output from the tcpdump command

03: 40: 33.221337 | P 192.168.1.1 > 224.0.0.13: Pl W2, Hello,
| ength: 34

1 packets captured

2 packets received by filter

0 packets dropped by kernel

debug ip packet interface
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IP ADDRESSING AND PROTOCOL COMMANDS
TRACEROUTE

traceroute

Overview Use this command to trace the route to the specified IPv4 host.

Syntax traceroute {<ip-addr>|<hostnanme>}

Parameter Description

<i p-addr > The destination IPv4 address. The IPv4 address uses the
format A.B.C.D.
<host nane> The destination hostname.

Mode User Exec and Privileged Exec

Example awpl us# traceroute 10.10.0.5
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IP ADDRESSING AND PROTOCOL COMMANDS
UNDEBUG IP PACKET INTERFACE

undebug ip packet interface

Overview This command applies the functionality of the no debug ip packet interface
command.
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Domain Name
Service (DNS)
Commands

Introduction

Overview This chapter provides an alphabetical reference of commands used to configure
the Domain Name Service (DNS) client.

For more information about DNS for Switches, see the Domain Name System (DNS)
for AlliedWare Plus Switches Feature Overview and Configuration Guide

Command List - “ip domain-list” on page 331

. “ip domain-lookup” on page 332
. “ip domain-name” on page 333
. “ip name-server” on page 334
. “show hosts” on page 335
. “show ip domain-list” on page 336
. “show ip domain-name” on page 337
. “show ip name-server” on page 338
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DomAIN NAME SERVICE (DNS) COMMANDS

IP DOMAIN-LIST

ip domain-list

Overview

Syntax

Mode

Usage notes

Example

Related
commands

C613-50418-01 Rev A

This command adds a domain to the DNS list. Domains are appended to
incomplete host names in DNS requests. Each domain in this list is tried in turn in
DNS lookups. This list is ordered so that the first entry you create is checked first.

The no variant of this command deletes a domain from the list.

i p donmai n-1ist <donai n- nane>

no i p donmain-list <donmai n- nane>

Parameter Description

<donai n- nanme> Domain string, for example “company.com”.

Global Configuration

If there are no domains in the DNS list, then your device uses the domain specified
with the ip domain-name command. If any domain exists in the DNS list, then the
device does not use the domain set using the ip domain-name command.

To add the domain exanpl e. net to the DNS list, use the following commands:
awpl us# configure term nal

awpl us(config)# ip domain-list exanple.net

ip domain-lookup
ip domain-name

show ip domain-list
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DomAIN NAME SERVICE (DNS) COMMANDS

IP DOMAIN-LOOKUP

ip domain-lookup

Overview

Syntax

Mode

Usage notes

Examples

Related
commands

C613-50418-01 Rev A

This command enables the DNS client on your device. This allows you to use
domain names instead of IP addresses in commands. The DNS client resolves the
domain name into an IP address by sending a DNS inquiry to a DNS server,
specified with the ip name-server command.

The no variant of this command disables the DNS client. The client will not attempt
to resolve domain names. You must use IP addresses to specify hosts in
commands.

i p donmai n-1 ookup

no i p domai n-1 ookup
Global Configuration

The client is enabled by default. However, it does not attempt DNS inquiries unless
there is a DNS server configured.
To enable the DNS client on your device, use the following commands:

awpl us# configure term nal
awplus(config)# ip domain-1ookup
To disable the DNS client on your device, use the following commands:

awpl us# configure term nal

awpl us(config)# no ip domai n-1ookup

ip domain-list

ip domain-name
ip hame-server
show hosts

show ip name-server
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DomAIN NAME SERVICE (DNS) COMMANDS

IP DOMAIN-NAME

ip domain-name

Overview

Syntax

Mode

Usage notes

Example

Related
commands
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This command sets a default domain for the DNS. The DNS client appends this
domain to incomplete host-names in DNS requests.

The no variant of this command removes the domain-name previously set by this
command.
i p donai n- nane <donai n- nanme>

no i p donai n-nane <donai n- nane>
Global Configuration

If there are no domains in the DNS list (created using the ip domain-list command)
then your device uses the domain specified with this command. If any domain
exists in the DNS list, then the device does not use the domain configured with this
command.

When your device is using its DHCP client for an interface, it can receive Option 15
from the DHCP server. This option replaces the domain name set with this
command.

To configure the domain name, enter the following commands:

awpl us# configure term nal

awpl us(config)# ip domain-nane conpany.com

ip domain-list
show ip domain-list

show ip domain-name
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DomAIN NAME SERVICE (DNS) COMMANDS

IP NAME-SERVER

ip name-server

Overview

Mode

Usage notes

Examples

Related
commands

Command
changes
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Use this command to add IPv4 or IPv6 DNS server addresses. The DNS client on
your device sends DNS queries to IP addresses in this list when trying to resolve a
host name. Host names cannot be resolved until you have added at least one
server to this list. A maximum of three name servers can be added to this list.

The no variant of this command removes the specified DNS name-server address.

Parameter Description

<i p-addr > The IP address of the DNS server that is being added to the name
server list. The address is entered in the form A.B.C.D for an IPv4
address, or in the form X:X:X:X for an IPv6 address.
The order that you enter the servers in, is the order in which they
will be used.

Global Configuration

To allow the device to operate as a DNS proxy, your device must have learned
about a DNS name-server to forward requests to. Name-servers can be learned
through the following means:

. Manual configuration, using the ip name-server command

. Learned from DHCP server with Option 6

Use this command to statically configure a DNS name-server for the device to use.
The order that you enter the servers in, is the order in which they will be used.

To allow a device to send DNS queries to a DNS server with the IPv4 address
10.10.10.5, use the commands:

awpl us# configure term nal

awpl us(config)# ip name-server 10.10.10.5

To enable your device to send DNS queries to a DNS server with the IPv6 address
2001:0db8:010d::1, use the commands:

awpl us# configure term nal

awpl us(config)# ip name-server 2001: 0db8: 010d:: 1

ip domain-list
ip domain-lookup
ip domain-name

show ip name-server

Version 5.4.6-2.1: VRF-lite support added to AR-series devices.
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DomAIN NAME SERVICE (DNS) COMMANDS

SHOW HOSTS

show hosts

Overview

Syntax
Mode

Example

Output

Related
commands
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This command shows the default domain, domain list, and name servers
configured on your device.

For information on filtering and saving command output, see the “Getting Started
with AlliedWare Plus” Feature Overview and Configuration Guide.

show host s
User Exec and Privileged Exec

To display the default domain, use the command:

awpl us# show hosts

Figure 13-1: Example output from the show hosts command when no ip
domain-lookup is configured

awpl us#show host s

Def ault donmin is not set
Nane/ addr ess | ookup is di sabl ed

Figure 13-2: Example output from the show hosts command when ip
domain-lookup is configured

awpl us#show host s

Default domain is nyconpany.com
Domain |ist: conpany.com
Nanme/ addr ess | ookup uses domai n service

Nanme servers are 10.10.0.2 10.10.0. 88

ip domain-list
ip domain-lookup
ip domain-name

ip hame-server
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DomAIN NAME SERVICE (DNS) COMMANDS

SHOW [P DOMAIN-LIST

show ip domain-list

Overview

Syntax
Mode

Example

Output

Related
commands
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This command shows the domains configured in the domain list. The DNS client
uses the domains in this list to append incomplete hostnames when sending a
DNS inquiry to a DNS server.

For information on filtering and saving command output, see the “Getting Started
with AlliedWare Plus” Feature Overview and Configuration Guide.

show i p domain-1i st
User Exec and Privileged Exec

To display the list of domains in the domain list, use the command:

awpl us# show i p domain-1ist

Figure 13-3: Example output from the show ip domain-list command

awpl us#show i p domai n-1i st
alliedtel esis.com
nmyconpany. com

ip domain-list

ip domain-lookup
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DomAIN NAME SERVICE (DNS) COMMANDS

SHOW [P DOMAIN-NAME

show ip domain-name

Overview

Syntax
Mode

Example

Output

Related
commands
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This command shows the default domain configured on your device. When there
are no entries in the DNS list, the DNS client appends this domain to incomplete
hostnames when sending a DNS inquiry to a DNS server.

For information on filtering and saving command output, see the “Getting Started
with AlliedWare Plus” Feature Overview and Configuration Guide.

show i p domai n- namne
User Exec and Privileged Exec

To display the default domain configured on your device, use the command:

awpl us# show i p domai n- nane

Figure 13-4: Example output from the show ip domain-name command

awpl us#show i p domai n- nane
al |l i edtel esis.com

ip domain-name

ip domain-lookup
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DomAIN NAME SERVICE (DNS) COMMANDS

SHOW IP NAME-SERVER

show ip name-server

Overview

Syntax
Mode

Example

Output

Related
commands
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This command displays a list of IPv4 and IPv6 DNS server addresses that your
device will send DNS requests to. This is a static list configured using the ip
name-server command.

For information on filtering and saving command output, see the “Getting Started
with AlliedWare Plus” Feature Overview and Configuration Guide.

show i p nane-server
User Exec and Privileged Exec

To display the list of DNS servers that your device sends DNS requests to, use the
command:

awpl us# show i p nane-server

Figure 13-5: Example output from the show ip name-server command

awpl us# show i p nanme-server
10. 10. 0. 123
10. 10. 0. 124
2001: 0db8: 010d: : 1

ip domain-lookup

ip hame-server
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IPv6 Commands

Introduction

Overview

Command List
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This chapter provides an alphabetical reference of commands used to configure
IPv6. For more information, see the IPv6 Feature Overview and Configuration
Guide.

“clear ipv6 neighbors” on page 341

. “ipv6 address” on page 342

. “ipv6 address autoconfig” on page 343

. “ipv6 address suffix” on page 345

. “ipv6 enable” on page 346

. "ipv6 eui64-linklocal” on page 348

. “ipv6 forwarding” on page 349

. “ipv6 icmp error-interval” on page 350

. "ipv6 nd accept-ra-default-routes” on page 351

. “ipv6 nd accept-ra-pinfo” on page 352

. “ipv6 nd current-hoplimit” on page 353

. “ipv6 nd managed-config-flag” on page 354

. “ipv6 nd minimum-ra-interval” on page 355

. “ipv6 nd other-config-flag” on page 356

. “ipv6 nd prefix” on page 357

. “ipv6 nd ra-interval” on page 359

. “ipv6 nd ra-lifetime” on page 360

. “ipv6 nd reachable-time” on page 361

. “ipv6 nd retransmission-time” on page 362
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IPv6 COMMANDS

. “ipv6 nd suppress-ra” on page 363

. "“ipv6 opportunistic-nd” on page 364
. “ipv6 route” on page 365

. “ipv6 unreachables” on page 366

. “ping ipv6” on page 367

. “show ipv6 forwarding” on page 369
. “show ipv6 interface” on page 370

. “show ipv6 neighbors” on page 371

. “show ipv6 route” on page 372
. “show ipv6 route summary” on page 373
. “traceroute ipv6” on page 374
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IPv6 COMMANDS
CLEAR IPV6 NEIGHBORS

clear ipv6 neighbors

Overview
Syntax
Mode
Example

Related
commands
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Use this command to clear all dynamic IPv6 neighbor entries.

cl ear ipv6 nei ghbors
Privileged Exec
awpl us# cl ear ipv6 nei ghbors

show ipv6 neighbors
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IPv6 COMMANDS
IPV6 ADDRESS

ipv6 address

Overview

Syntax

Mode

Examples

Related
commands
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Use this command to set the IPv6 address of an interface. The command also
enables IPv6 on the interface, which creates an EUI-64 link-local address as well as
enabling RA processing and SLAAC.

To stop the device from processing prefix information (routes and addresses from
the received Router Advertisements) use the command no ipv6 nd
accept-ra-pinfo.

To remove the EUI-64 link-local address, use the command no ipvé
eui64-linklocal.

Use the no variant of this command to remove the IPv6 address assigned and
disable IPv6. Note that if no global addresses are left after removing the IPv6
address then IPv6 is disabled.

i pv6 address <ipv6-addr/prefix-|ength>

no i pv6 address <ipv6-addr/prefix-Iength>

Parameter Description
<i pv6- addr/ prefi x- Specifies the IPv6 address to be set. The IPv6
| engt h> address uses the format X:X:X:X/Prefix-Length. The

prefix-length is usually set between 0 and 64.

Interface Configuration for an Eth interface, an 802.1Q sub-interface, a local
loopback interface, a bridge, or a tunnel.
To assign the IPv6 address 2001:0db8::a2/64 to eth0, use the commands:

awpl us# configure term nal
awpl us(config)# interface ethO
awplus(config-if)# ipve address 2001: 0db8:: a2/ 64

To remove the IPv6 address 2001:0db8::a2/64 from eth0, use the commands:

awpl us# configure term nal
awpl us(config)# interface ethO
awplus(config-if)# no ipve address 2001: 0db8:: a2/ 64

ipv6 address autoconfig
ipv6 enable

ipv6 eui64-linklocal
show running-config

show ipv6 interface
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IPv6 COMMANDS
IPV6 ADDRESS AUTOCONFIG

ipv6 address autoconfig

Overview

Syntax

Mode

Usage notes

Examples
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Use this command to enable IPv6 stateless address autoconfiguration (SLAAC) for
an interface. This configures an IPv6 address on an interface derived from the MAC
address on the interface.

Use the no variant of this command to disable IPv6 SLAAC on an interface. Note
that if no global addresses are left after removing all IPv6 autoconfigured
addresses then IPv6 is disabled.

i pv6 address autoconfig

no i pv6 address autoconfig

Interface Configuration for an Eth interface, an 802.1Q sub-interface, a local
loopback interface, a bridge, or a tunnel.

Use this command to enable automatic configuration of IPv6 addresses using
stateless autoconfiguration on an interface, and enable IPv6.

IPv6 hosts can configure themselves when connected to an IPv6 network using
ICMPv6 (Internet Control Message Protocol version 6) router discovery messages.
Configured routers respond with a Router Advertisement (RA) containing
configuration parameters for IPv6 hosts.

The SLAAC process derives the interface identifier of the IPv6 address from the
MAC address of the interface. When applying SLAAC to an interface, note that the
MAC address of the default VLAN is applied to the interface if the interface does not
have its own MAC address.

Note that the device keeps link-local addresses until you remove them with the no
variant of the command that established them. See the ipv6 enable command for
more information.

Also note that the device keeps the link-local address if the global address is
removed using a command other than the command that was used to establish
the link-local address. For example, if a link local address is established with the
ipv6 enable command then it will not be removed using a no ipv6 address
command.

To enable SLAAC on eth0, use the commands:
configure term nal
interface ethO
i pv6 address autoconfig
To disable SLAAC on eth0, use the commands:
configure terninal

interface ethO

no i pvé address autoconfig
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IPv6 COMMANDS
IPV6 ADDRESS AUTOCONFIG

Related ipv6 address

commands .
ipv6 enable
show ipv6 interface
show running-config
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IPv6 COMMANDS
IPV6 ADDRESS SUFFIX

ipv6 address suffix

Overview

Syntax

Default

Mode

Example

Related
commands

Command
changes
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Use this command to configure the suffix to use when generating an address from
prefix information. Any addresses that were created with the EUI-64 suffix will be
removed, and new addresses will be added after the next Router Advertisement.

Use the no variant of this command to set it back to the default of disabled or set
to :: for the same result as the no variant.

i pv6 address suffix <ipv6-addr-suffix>

no i pvé address suffix

Parameter Description

<i pv6- addr - suffi x> Inthe format of :X:X:X:X, for example ::a2d8:0fd8

Disabled

Interface Configuration for an Eth interface, an 802.1Q sub-interface, a local
loopback interface, a bridge, or a tunnel.

To configure the suffix to use when generating an address from prefix information
on eth0, use the command:

awpl us# configure term nal

awpl us(config)# interface ethO

awplus(config-if)# ipve address suffix ::a2d8: 0fd8

ipv6 nd accept-ra-pinfo

show running-config interface

Version 5.4.8-2.1: command added
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IPv6 COMMANDS
IPV6 ENABLE

ipv6 enable

Overview

Syntax

Mode

Usage notes

Default

Examples
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Use this command to enable automatic configuration of a link-local IPv6 address
on an interface using Stateless Automatic Address Configuration (SLAAC). By
default, the EUI-64 method is used to generate the link-local address.

Use the no variant of this command to disable IPv6 on an interface without a global
address. Note, to stop EUI-64 from generating the automatic link-local address, use
the command no ipv6 eui64-linklocal.

i pv6 enabl e

no i pvé enable

Interface Configuration for an Eth interface, an 802.1Q sub-interface, a local
loopback interface, a bridge, or a tunnel.

The ipv6 enable command automatically configures an IPv6 link-local address on
the interface and enables the interface for IPv6 processing.

A link-local address is an IP (Internet Protocol) address that is only used for
communications in the local network, or for a point-to-point connection. Routing
does not forward packets with link-local addresses. IPv6 requires that a link-local
address is assigned to each interface that has the IPv6 protocol enabled, and when
addresses are assigned to interfaces for routing IPv6 packets.

Note that the device keeps link-local addresses until you remove them with the no
variant of the command that established them.

Also note that the device keeps the link-local address if the global address is
removed using a command other than the command that was used to establish
the link-local address. For example, if a link local address is established with the
ipv6 enable command then it will not be removed using a no ipv6 address
command.

All interfaces default to IPv6-down with no address.
To enable IPv6 with only a link-local IPv6 address on eth0, use the following
commands:
configure term nal
interface ethO
i pv6 enabl e

To disable IPv6 with only a link-local IPv6 address on eth0, use the following
commands:

configure term nal
interface ethO

no i pvé enable
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IPv6 COMMANDS
IPV6 ENABLE

Related ipv6 address

commands . '
ipv6 address autoconfig
show ipv6 interface
show running-config
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IPv6 COMMANDS
IPV6 EUI64-LINKLOCAL

ipv6 eui64-linklocal

Overview

Syntax

Default

Mode

Example

Related
commands

Command
changes
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When IPv6 is enabled on an interface, an EUI link-local address is generated and
installed on the interface. In other words, ipv6 eui64-linklocal is enabled by
default on any IPv6 enabled interface.

Use the no variant of this command to disallow the automatic generation of the
EUI-64 link-local address on an IPv6 enabled interface.

i pv6 eui 64-1i nkl ocal
no i pvé eui 64-1i nkl ocal

The command ipv6 eui64-linklocal is enabled by default on any IPv6 enabled
interface.

Interface Configuration for an Eth interface, an 802.1Q sub-interface, a local
loopback interface, a bridge, or a tunnel.

To enable IPv6 on an interface ethQ, and use the link-local address of fe80::1/10
instead of the EUI-64 link-local that is automatically generated, use the following
commands:

awpl us# configure term nal

awpl us(config)# interface ethO
awplus(config-if)# ipve enabl e
awplus(config-if)# no ipv6 eui 64-1inkl ocal
awplus(config-if)# ipve address fe80::1/10

ipv6 address
ipv6 address autoconfig

ipv6 enable

Version 5.4.7-0.1: command added
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IPv6 COMMANDS
IPV6 FORWARDING

ipv6 forwarding

Overview

Syntax

Mode
Default

Usage notes

Examples

Related
commands
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Use this command to turn on IPv6 unicast routing for IPv6 packet forwarding.

Use this command globally on your device before using the ipv6 enable command
on individual interfaces.

Use the no variant of this command to turn off IPv6 unicast routing. Note IPv6
unicast routing is disabled by default.

i pv6 forwarding

no i pv6é forwarding
Global Configuration
IPv6 unicast forwarding is disabled by default.

Enable IPv6 unicast forwarding globally for all interfaces on your device with this
command. Use the no variant of this command to disable IPv6 unicast forwarding
globally for all interfaces on your device.

IPv6 unicast forwarding allows devices to communicate with devices that are more
than one hop away, providing that there is a route to the destination address. If
IPv6 forwarding is not enabled then pings to addresses on devices that are more
than one hop away will fail, even if there is a route to the destination address.

To enable IPv6 unicast routing, use the commands:

awpl us# configure term nal

awpl us(config)# ipve forwarding

To disable IPv6 unicast routing, use the commands:

awpl us# configure term nal

awpl us(config)# no ipve forwarding

ipv6 enable
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IPV6 ICMP ERROR-INTERVAL

ipv6 icmp error-interval

Overview

Syntax

Default
Mode

Example

Related
commands
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Use this command to limit how often IPv6 ICMP error messages are sent. The
maximum frequency of messages is specified in milliseconds.

Use the no variant of this command to reset the frequency to the default

i pv6 icnp error-interval <interval>

no i pvé icnp error-interval

Parameter Description
<i nterval > 0-2147483647, interval in milliseconds.
1000

Global Configuration
To configure the rate to be at most one packet every 10 seconds, use the
commands:

awpl us# configure term nal

awpl us(config)# ipve icnp error-interval 10000
To reset the rate to the default of one packet every second, use the commands:

awpl us# configure term nal

awpl us(config)# no ipve icnp error-interval

ip icmp error-interval
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IPv6 COMMANDS

IPV6 ND ACCEPT-RA-DEFAULT-ROUTES

ipv6 nd accept-ra-default-routes

Overview

Syntax

Default

Mode

Example

Related
commands
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Use this command to allow accepting and installing of default routes based on a
received RA (Router Advertisement). The default route's destination is set to the
source address of the received RA.

Use the no variant of this command to disable accepting RA-based default routes.

i pv6 nd accept-ra-default-routes

no i pvé6 nd accept-ra-default-routes
RA-based default routes are accepted by default.

Interface Configuration for an Eth interface, an 802.1Q sub-interface, a local
loopback interface, a bridge, or a tunnel.
To enable RA-based default routes on eth0, use the following commands:

awpl us# configure term nal
awpl us(config)# interface ethO

awplus(config-if)# ipve nd accept-ra-default-routes

ipv6 address
ipv6 address autoconfig

ipv6 enable
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IPV6 ND ACCEPT-RA-PINFO

ipv6 nd accept-ra-pinfo

Overview

Syntax

Default

Mode

Usage notes

Example

Related
commands

Command
changes
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Use this command to allow the processing of the prefix information included in a
received RA (Router Advertisement) on an IPv6 enabled interface.

Use the no variant of this command to disable an IPv6 interface from using the
prefix information within a received RA.

i pv6 nd accept-ra-pinfo
no i pvé nd accept-ra-pinfo

The command ipv6 nd accept-ra-pinfo is enabled by default on any IPv6
interface.

Interface Configuration for an Eth interface, an 802.1Q sub-interface, a local
loopback interface, a bridge, or a tunnel.

By default, when IPv6 is enabled on an interface, SLAAC is also enabled. SLAAC
addressing along with the EUI-64 process, uses the prefix information included in
a received RA to generate an automatic link-local address on the IPv6 interface.

Note: an AlliedWare Plus device will, by default, add a prefix for the connected
interface IPv6 address(es) to the RA it transmits. However, this behavior can be
changed by using the command no ipv6 nd prefix auto-advertise, so there is no
guarantee that an RA will contain a prefix.

To enable IPv6 on eth0 without installing a SLAAC address on the interface, use the
following commands:

awpl us# configure term nal
awpl us(config)# interface ethO
awpl us(config-i1f)# ipve enable

awpl us(config-1f)# no ipve nd accept-ra-pinfo

ipv6 address
ipv6 address autoconfig

ipv6 enable

Version 5.4.7-0.1: command added
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IPv6 COMMANDS
IPV6 ND CURRENT-HOPLIMIT

ipv6 nd current-hoplimit

Overview

Syntax

Default

Mode

Examples

Related
commands
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Use this command to specify the advertised current hop limit used between IPv6
Routers.

Use the no variant of this command to reset the current advertised hop limit to the
default of 0.
i pv6 nd current-hoplimt <hoplimt>

no i pvé nd current-hoplint

Parameter Description

<hopl i m t > Specifies the advertised current hop limit value.
Valid values are from 0 to 255 hops.

0 (No advertised current hop limit specified)

Interface Configuration for an Eth interface, an 802.1Q sub-interface, a local
loopback interface, a bridge, or a tunnel.

To set the advertised current hop limit to 2 between IPv6 Routers on eth0, use the
following commands:

awpl us# configure term nal
awpl us(config)# interface ethO
awplus(config-if)# ipve nd current-hoplimt 2

To reset the advertised current hop limit to the default 0 on eth0, use the following
commands:

awpl us# configure term nal
awpl us(config)# interface ethO

awplus(config-if)# no ipvée nd current-hoplimt
ipv6 nd managed-config-flag
ipv6 nd prefix

ipv6 nd suppress-ra
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IPv6 COMMANDS

IPV6 ND MANAGED-CONFIG-FLAG

ipv6 nd managed-config-flag

Overview

Syntax

Default

Mode

Usage notes

Example

Related
commands
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Use this command to set the managed address configuration flag, contained
within the router advertisement field.

Setting this flag indicates the operation of a stateful autoconfiguration protocol
such as DHCPv6 for address autoconfiguration, and that address information (i.e.
the network prefix) and other (non-address) information can be requested from
the device.

An unset flag enables hosts receiving the advertisements to use a stateless
autoconfiguration mechanism to establish their IPv6 addresses. The default is flag
unset.

Use the no variant of this command to reset this command to its default of having
the flag unset.

i pv6 nd managed-config-flag

no i pv6 nd managed-config-flag
Unset

Interface Configuration for an Eth interface, an 802.1Q sub-interface, a local
loopback interface, a bridge, or a tunnel.

Advertisement flags will not be transmitted unless you have applied the ipv6 nd
suppress-ra command. This step is included in the example below.

To set the managed address configuration flag on ethO, use the following
commands:

awpl us# configure term nal
awpl us(config)# interface ethO
awplus(config-if)# ipve nd managed-confi g-fl ag

awplus(config-if)# no ipve nd suppress-ra
ipv6 nd suppress-ra

ipv6 nd prefix

ipv6 nd other-config-flag
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IPv6 COMMANDS

IPV6 ND MINIMUM-RA-INTERVAL

ipv6 nd minimum-ra-interval

Overview

Syntax

Default

Mode

Examples

Related
commands
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Use this command in Interface Configuration mode to set a minimum Router
Advertisement (RA) interval for an interface.

Use the no variant of thiscommand in Interface Configuration mode to remove the
minimum RA interval for an interface.

i pv6 nd mnimumra-interval <seconds>

no i pvé nd mninumra-interval

Parameter Description

<seconds> Specifies the number of seconds between IPv6 Router
Advertisements (RAs). Valid values are from 3 to 1350
seconds.

The RA interval for an interface is unset by default.

Interface Configuration for an Eth interface, an 802.1Q sub-interface, a local
loopback interface, a bridge, or a tunnel.

To set the minimum RA interval for ethQ, use the following commands:
awpl us# configure term nal

awpl us(config)# interface ethO

awplus(config-1f)# ipve nd mnimumra-interval 60

To remove the minimum RA interval for eth0, use the following commands:

awpl us# configure termnal
awpl us(config)# interface ethO

awplus(config-if)# no ipve nd mni rumra-interval

ipv6 nd ra-interval

ipv6 nd suppress-ra

ipv6 nd prefix

ipv6 nd other-config-flag
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IPV6 ND OTHER-CONFIG-FLAG

ipv6 nd other-config-flag

Overview Use this command to set the other stateful configuration flag (contained within
the router advertisement field) to be used for IPv6 address auto-configuration. This
flag is used to request the router to provide information in addition to providing
addresses.

Setting the ipv6 nd managed-config-flag command implies that the ipv6 nd
other-config-flag will also be set.

Use no variant of this command to reset the value to the default.

Syntax ipv6 nd other-config-flag

no i pv6 nd other-config-flag
Default Unset

Mode Interface Configuration for an Eth interface, an 802.1Q sub-interface, a local
loopback interface, a bridge, or a tunnel.

Usage notes Advertisement flags will not be transmitted unless you have applied the ipv6 nd
suppress-ra command. This step is included in the example below.

Example To set the IPv6 other-config-flag on eth0, use the following commands:
awpl us# configure term nal
awpl us(config)# interface ethO
awplus(config-if)# ipve nd other-config-flag
awpl us(config-if)# no ipve nd suppress-ra
Related ipv6 nd suppress-ra
commands ipv6 nd prefix

ipv6 nd managed-config-flag
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IPV6 ND PREFIX

ipv6 nd prefix

Overview

Syntax

Default
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Use this command in Interface Configuration mode to specify the IPv6 prefix
information that is advertised by the router advertisement for IPv6 address
auto-configuration.

Use the no parameter with this command to reset the IPv6 prefix for an interface
in Interface Configuration mode.

i pv6 nd prefix <ipv6-prefix/Iength>

i pv6é nd prefix <ipv6-prefix/length> [<valid-Ilifetine>]
i pv6 nd prefix <ipv6-prefix/Iength>
<valid-lifetime><preferred-lifetinme> [no-autoconfig]

i pv6 nd prefix <ipv6-prefix/length>
<valid-lifetime><preferred-lifetinme> off-1ink [no-autoconfig]

no i pvé6 nd prefix [<ipv6-addr/prefix-Iength>|all]

Parameter Description

<i pv6- prefix/ The prefix to be advertised by the router advertisement
| engt h> message.
The IPv6 address prefix uses the format
X:X:/prefix-length. The prefix-length is usually set
between 0 and 64. The default is X:X::/64.

<valid-lifetine> The the period during which the specified IPv6 address
prefix is valid. This can be set to a value between 0 and
4294967295 seconds. The default is 2592000 (30 days).
Note that this period should be set to a value greater
than that set for the prefix preferred-lifetime.

<preferred-lifetinme> Specifiesthe IPv6 prefix preferred lifetime. This is the
period during which the IPv6 address prefix is
considered a current (undeprecated) value. After this
period, the command is still valid but should not be
used in new communications. Set to a value between 0
and 4294967295 seconds. The default is 604800 seconds
(7 days).
Note that this period should be set to a value less than
that set for the prefix valid-lifetime.

of f-1ink Specify the IPv6 prefix off-link flag. The default is flag set.

no- aut oconfig Specify the IPv6 prefix no autoconfiguration flag.
Setting this flag indicates that the prefix is not to be
used for autoconfiguration. The default is flag set.

al | Specify all IPv6 prefixes associated with the VLAN
interface.

Valid-lifetime default is 2592000 seconds (30 days). Preferred-lifetime default is
604800 seconds (7 days).
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IPv6 COMMANDS
IPV6 ND PREFIX

Mode

Usage notes

Examples

Related
commands
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Interface Configuration for an Eth interface, an 802.1Q sub-interface, a local
loopback interface, a bridge, or a tunnel.

This command specifies the IPv6 prefix flags that are advertised by the router
advertisement message.

To configure the device to issue router advertisements on eth0, and advertise the
address prefix of 2001:0db8::/64, use the commands:

awpl us# configure term nal
awpl us(config)# interface ethO
awplus(config-if)# ipve nd prefix 2001: 0db8::/64

To configure the device to issue router advertisements on eth0, and advertise the
address prefix of 2001:0db8::/64 with a valid lifetime of 10 days and a preferred
lifetime of 5 days, use the commands:

awpl us# configure termnal
awpl us(config)# interface ethO
awplus(config-if)# ipve nd prefix 2001:0db8::/64 864000 432000

To configure the device to issue router advertisements on ethO and advertise the
address prefix of 2001:0db8::/64 with a valid lifetime of 10 days, a preferred lifetime
of 5 days, and no prefix used for autoconfiguration, use the commands:

awpl us# configure termnal
awpl us(config)# interface ethO

awplus(config-if)# ipve nd prefix 2001: 0db8::/64 864000 432000
no- aut oconfig

To reset router advertisements on eth0, so the address prefix of 2001:0db8::/64 is
not advertised from the device, use the commands:

awpl us# configure term nal

awpl us(config)# interface ethO

awplus(config-if)# no ipve nd prefix 2001: 0db8: :/ 64
To reset all router advertisements on eth0, use the commands:
awpl us# configure termnal

awpl us(config)# interface ethO

awplus(config-if)# no ipve nd prefix all

ipv6 nd suppress-ra
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IPv6 COMMANDS
IPV6 ND RA-INTERVAL

ipv6 nd ra-interval

Overview

Syntax

Default

Mode

Usage notes

Example

Related
commands
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Use this command to specify the interval between IPv6 Router Advertisements
(RA) transmissions.

Use no parameter with this command to reset the value to the default value (600
seconds).

i pv6 nd ra-interval <seconds>

no i pvé nd ra-interval

Parameter Description

<seconds> Specifies the number of seconds between IPv6 Router
Advertisements (RAs). Valid values are from 4 to 1800 seconds.

600 seconds.

Interface Configuration for an Eth interface, an 802.1Q sub-interface, a local
loopback interface, a bridge, or a tunnel.

Advertisement flags will not be transmitted unless you have applied the no ipv6
nd suppress-ra command as shown in the example below.

To set the advertisements interval on eth0 to be 60 seconds, use the following
commands:

awpl us# configure term nal
awpl us(config)# interface ethO
awplus(config-if)# ipve nd ra-interval 60

awplus(config-if)# no ipvé nd suppress-ra

ipv6 nd minimume-ra-interval
ipv6 nd suppress-ra

ipv6 nd prefix
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IPv6 COMMANDS
IPV6 ND RA-LIFETIME

ipv6 nd ra-lifetime

Overview

Syntax

Default

Mode

Usage notes

Examples

Related
commands
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Use this command to specify the time period that this router can usefully act as a
default gateway for the network. Each router advertisement resets this time
period.

Use no parameter with this command to reset the value to default.

ipvé nd ra-lifetinme <seconds>

no ipvé nd ra-lifetine

Parameter Description

<seconds> Time period in seconds. Valid values are from 0 to 9000.
Note that you should set this time period to a value greater than the
value you have set using the ipv6 nd ra-interval command.

1800 seconds

Interface Configuration for an Eth interface, an 802.1Q sub-interface, a local
loopback interface, a bridge, or a tunnel.

This command specifies the lifetime of the current router to be announced in IPv6
Router Advertisements.

Advertisement flags will not be transmitted unless you have applied the no ipvé
nd suppress-ra command. This instruction is included in the example shown
below.

To set the advertisement lifetime of 8000 seconds on eth0, use the following
commands:

awpl us# configure term nal
awpl us(config)# interface ethO
awplus(config-if)# ipve nd ra-lifetine 8000

awpl us(config-if)# no ipve nd suppress-ra

ipv6 nd suppress-ra

ipv6 nd prefix

Command Reference for AMF Cloud 360
AlliedWare Plus™ Operating System - Version 5.5.0-1.x
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IPV6 ND REACHABLE-TIME

ipv6 nd reachable-time

Overview

Syntax

Default

Mode

Usage notes

Example

Related
commands
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Use this command to specify the reachable time in the router advertisement to be
used for detecting reachability of the IPv6 neighbor.

Use the no variant of this command to reset the value to default.

i pv6 nd reachable-tine <mlliseconds>

no i pvé6 nd reachabl e-tine

Parameter Description
<m | l'i seconds> Time period in milliseconds. Valid values are from 1000 to
3600000.

Setting this value to 0 indicates an unspecified reachable-time.

0 milliseconds

Interface Configuration for an Eth interface, an 802.1Q sub-interface, a local
loopback interface, a bridge, or a tunnel.

This command specifies the reachable time of the current router to be announced
in IPv6 Router Advertisements.

Advertisement flags will not be transmitted unless you have applied the no ipv6
nd suppress-ra command. This instruction is included in the example shown
below.

To set the reachable-time in router advertisements on ethO to be 1800000
milliseconds, enter the following commands:

awpl us# configure term nal

awpl us(config)# interface ethO

awpl us(config-if)# ipve nd reachabl e-ti me 1800000
awpl us(config-if)# no ipve nd suppress-ra

To reset the reachable-time in router advertisements on eth0 to an unspecified
reachable-time (0 milliseconds), enter the following commands:

awpl us# configure term nal
awpl us(config)# interface ethO

awplus(config-if)# no ipve nd reachable-tine

ipv6 nd suppress-ra

ipv6 nd prefix
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IPV6 ND RETRANSMISSION-TIME

ipv6 nd retransmission-time

Overview

Syntax

Default

Mode

Examples

Related
commands
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Use this command to specify the advertised retransmission interval for Neighbor
Solicitation in milliseconds between IPv6 Routers.

Use the no variant of this command to reset the retransmission time to the default
(1 second).

i pv6 nd retransm ssion-tinme <m|lliseconds>

no i pvé nd retransm ssion-tinme

Parameter Description
<m | | i seconds> Time period in milliseconds. Valid values are from 1000 to
3600000.

1000 milliseconds (1 second)

Interface Configuration for an Eth interface, an 802.1Q sub-interface, a local
loopback interface, a bridge, or a tunnel.

To set the retransmission-time of Neighbor Solicitation on eth0 to be 800000
milliseconds, enter the following commands:

awpl us# configure term nal
awpl us(config)# interface ethO
awplus(config-if)# ipve nd retransni ssion-tine 800000

To reset the retransmission-time of Neighbor Solicitation on eth0 to the default
1000 milliseconds (1 second), enter the following commands:

awpl us# configure term nal
awpl us(config)# interface ethO

awplus(config-if)# no ipve nd retransmni ssion-tine

ipv6 nd suppress-ra

ipv6 nd prefix
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IPv6 COMMANDS
IPV6 ND SUPPRESS-RA

ipv6 nd suppress-ra

Overview Use this command to inhibit IPv6 Router Advertisement (RA) transmission for the
current interface. Router advertisements are used when applying IPv6 stateless
auto-configuration.

Use no parameter with this command to enable Router Advertisement
transmission.

Syntax ipv6 nd suppress-ra

no i pvé nd suppress-ra
Default Router Advertisement (RA) transmission is suppressed by default.

Mode Interface Configuration for an Eth interface, an 802.1Q sub-interface, a local
loopback interface, a bridge, or a tunnel.

Example To enable the transmission of router advertisements from eth0 on the device, use
the following commands:

awpl us# configure termnal
awpl us(config)# interface ethO
awpl us(config-if)# no ipve nd suppress-ra

Related ipv6 nd ra-interval

commands ipv6 nd prefix
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IPv6 COMMANDS
IPV6 OPPORTUNISTIC-ND

ipv6 opportunistic-nd

Overview

Syntax

Default
Mode

Usage notes

Examples

Related
commands
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Use this command to enable opportunistic neighbor discovery for the global IPv6
ND cache. Opportunistic neighbor discovery changes the behavior for unsolicited
ICMPv6 ND packet forwarding on the device.

Use the no variant of this command to disable opportunistic neighbor discovery
for the global IPv6 ND cache.
i pv6 opportunistic-nd

no i pvé opportunistic-nd
Opportunistic neighbor discovery is disabled by default.
Global Configuration

When opportunistic neighbor discovery is enabled, the device will reply to any
received unsolicited ICMPv6 ND packets. The source MAC address for the
unsolicited ICMPv6 ND packet is added to the IPv6 ND cache, so the device
forwards the ICMPv6 ND packet. When opportunistic neighbor discovery is
disabled, the source MAC address for the ICMPv6 packet is not added to the IPv6
ND cache, so the ICMPv6 ND packet is not forwarded by the device.

To enable opportunistic neighbor discovery for the IPv6 ND cache, enter:

awpl us# configure term nal

awpl us(config)# ipve opportunistic-nd

To disable opportunistic neighbor discovery for the IPv6 ND cache, enter:

awpl us# configure term nal

awpl us(config)# no ipve opportunistic-nd

arp opportunistic-nd
show ipv6 neighbors

show running-config interface
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IPv6 COMMANDS
IPV6 ROUTE

ipv6 route

Overview

Syntax

Mode

Usage notes

Example

Validation
Commands

Command
changes

C613-50418-01 Rev A

This command adds a static IPv6 route to the Routing Information Base (RIB). If this
route is the best route for the destination, then your device adds it to the
Forwarding Information Base (FIB). Your device uses the FIB to advertise routes to
neighbors and forward packets.

The no variant of this command removes the static route.

i pv6 route <dest-prefix> <dest-prefix/|ength>
[<src-prefix/length>] {<gateway-ip>|<gateway-nane>}
[ <di stval ue>]

no i pvé route <dest-prefix> <dest-prefix/Iength>
[<src-prefix/length>] {<gateway-ip>|<gateway-nane>}
[ <di stval ue>]

Parameter Description

<dest-prefix/ |ength> Specifies the IP destination prefix.
The IPv6 address prefix uses the format
X:X::/prefix-length. The prefix-length is usually set
between 0 and 64.

<src-prefix/|ength> Specifies the IP source prefix.
The IPv6 address prefix uses the format
X:X::/prefix-length. The prefix-length is usually set
between 0 and 64.

<gat eway-i p> Specifies the IP gateway (or next hop) address.
The IPv6 address uses the format
X:Xz:X:X/Prefix-Length. The prefix-length is usually
set between 0 and 64.

<gat eway- nane> Specifies the name of the gateway (or next hop)
interface.
<di st val ue> Specifies the administrative distance for the

route. Valid values are from 1 to 255.

Global Configuration

You can use administrative distance to determine which routes take priority over
other routes.

awpl us# configure term nal

awpl us(config)# ipve route 2001: 0db8::1/128 eth0.1 32

show running-config

show ipv6 route

Version 5.5.0-0.3: parameter src-prefix added
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IPv6 COMMANDS
IPV6 UNREACHABLES

ipv6 unreachables

Overview

Syntax

Default
Mode

Usage notes

Example
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Use this command to enable ICMPV6 (Internet Control Message Protocol version 6)
type 1, destination unreachable, messages.

Use the no variant of this command to disable destination unreachable messages.
This prevents an attacker from using these messages to discover the topology of a
network.

i pv6 unreachabl es

no i pvé unreachabl es
Destination unreachable messages are enabled by default.
Global Configuration

When a device receives a packet for a destination that is unreachable it returns an
ICMPvV6 type 1 message. This message includes a reason code, as per the table
below. An attacker can use these messages to obtain information regarding the
topology of a network. Disabling destination unreachable messages, using the no
ipv6 unreachables command, secures your network against this type of probing.

NoTE: Disabling ICMPv6 destination unreachable messages breaks applications such
as traceroute, which depend on these messages to operate correctly.

Table 14-1: ICMPv6 type 1 reason codes and description

Code Description [RFC]

0 No route to destination [RFC4443]

1 Communication with destination administratively prohibited [RFC4443]
2 Beyond scope of source address [RFC4443]

3 Address unreachable [RF4443]

4 Port unreachable [RFC4443]

5 Source address failed ingress/egress policy [RFC4443]

6 Reject route to destination [RFC4443

7 Error in Source Routing Header [RFC6554]

To disable destination unreachable messages, use the commands
awpl us# configure term nal

awpl us(config)# no ipve unreachabl es

To enable destination unreachable messages, use the commands

awpl us# configure term nal

awpl us(config)# ipve unreachabl es
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IPv6 COMMANDS
PING IPV6

ping ipv6

Overview This command sends a query to another IPv6 host (send Echo Request messages).

Syntax ping i pv6 {<host>|<ipv6-address>} [repeat
{<1-2147483647>| conti nuous}] [size <10-1452>] [interface
<interface-list>] [timeout <1-65535>]

Parameter Description

<i pv6- addr > The destination IPv6 address. The IPv6 address uses the
format X:X:X:X.

<host name> The destination hostname.

r epeat Specify the number of ping packets to send.

<1-2147483647> Specify repeat count. The default is 5.

size <10- 1452> The number of data bytes to send, excluding the 8 byte ICMP
header. The default is 56 (64 ICMP data bytes).

i nterface The interface or range of configured IP interfaces to use as the
<interface-list> sourceintheIP header of the ping packet. The interface can
be one of:

« an Eth interface (e.g. eth0)

« an 802.1Q Ethernet sub-interface (e.g. eth0.10, where ‘10’ is
the VLAN ID specified by the encapsulation dot1q
command)

+ abridge interface (e.g. br0)
« the loopback interface (lo)

« acontinuous range of interfaces, separated by a hyphen
(e.g. eth0-eth4)

« acomma-separated list (e.g. eth0,eth2-eth4). Do not mix
interface types in a list.

You can only specify the interface when pinging a link local

address.
ti meout The time in seconds to wait for echo replies if the ARP entry is
<1- 65535> present, before reporting that no reply was received. If no ARP

entry is present, it does not wait.

r epeat Specify the number of ping packets to send.

<1-2147483647> Specify repeat count. The default is 5.

cont i nuous Continuous ping.

size <10- 1452> The number of data bytes to send, excluding the 8 byte ICMP
header. The default is 56 (64 ICMP data bytes).

ti meout The time in seconds to wait for echo replies if the ARP entry is
<1- 65535> present, before reporting that no reply was received. If no ARP
entry is present, it does not wait.
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IPv6 COMMANDS

PING IPV6
Mode User Exec and Privileged Exec
Example awpl us# ping ipv6é 2001: 0db8: : a2
Related traceroute ipv6
commands

C613-50418-01 Rev A
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IPv6 COMMANDS
SHOW IPV6 FORWARDING

show ipv6 forwarding

Overview
Syntax
Mode
Example

Output
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Use this command to display IPv6 forwarding status.
show i pv6 forwardi ng

User Exec and Privileged Exec

awpl us# show i pv6 forwarding

Figure 14-1: Example output from the show ipv6 forwarding command

awpl us#show i pv6 forwardi ng

ipve forwarding is on
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IPv6 COMMANDS
SHOW IPV6 INTERFACE

show ipv6 interface

Overview Use this command to display brief information about interfaces and the IPv6
address assigned to them.
Syntax show ipv6 interface [brief|<interface-list>] [nd]
bri ef Specify this optional parameter to display brief IPv6 interface
information.
<interface-list> Theinterfaces to display information about. An interface-list
can be:

- an Eth interface (e.g. eth0)

« an 802.1Q Ethernet sub-interface (e.g. eth0.10, where ‘10" is
the VLAN ID specified by the encapsulation dot1q
command)

+ abridge interface (e.g. br0)

« the loopback interface (lo)

« acontinuous range of interfaces, separated by a hyphen
(e.g. eth0-eth4)

« acomma-separated list (e.g. eth0,eth2-eth4). Do not mix
interface types in a list.

The specified interfaces must exist.

nd Specify this optional parameter for Neighbor Discovery
configurations.
Mode User Exec and Privileged Exec
Examples To display a brief list of all interfaces on a device, use the following command:
awpl us# show i pve interface brief
Output Figure 14-2: Example output from the show ipv6 interface brief command
awpl us#show i pv6 interface brief
Interface | Pv6- Addr ess St at us Pr ot ocol
et hO unassi gned adm n up runni ng
etho. 1 2001: db8: : 1/ 48 adm n up down
fe80::215: 77ff: fee9: 5¢50/ 64
lo unassi gned adm n up runni ng
Related show interface brief

commands
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IPv6 COMMANDS
SHOW IPV6 NEIGHBORS

show ipv6 neighbors

Overview Use this command to display all IPv6 neighbors.
Forinformation on filtering and saving command output, see the “Getting_Started
with AlliedWare Plus” Feature Overview and Configuration_Guide.
Syntax show i pv6 nei ghbors
Mode User Exec and Privileged Exec
Example To display a devices IPv6 neighbors, use the following command:
awpl us# show i pv6é nei ghbors
Output Figure 14-3: Example output of the show ipv6 neighbors command
| Pv6 Address MAC Addr ess Interface Por t Type
fe80: : 34a9: 55ff: fed4: 588 36a9. 55d4. 0588 vl i nk13 ( ATMF) - dynami c

Related
commands
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clear ipv6 neighbors
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IPv6 COMMANDS
SHOW IPV6 ROUTE

show ipv6 route

Overview

Syntax

Mode

Example

Output

C613-50418-01 Rev A

Use this command to display the IPv6 routing table for a protocol or from a
particular table.

For information on filtering and saving command output, see the “Getting Started
with AlliedWare Plus” Feature Overview and Configuration Guide.

show i pv6 route
[ connect ed| dat abase| st ati ¢c| sunmar y| <i pv6- addr ess>|
<i pv6- prefix/prefix-Iength>]

Parameter Description

connect ed Displays only the routes learned from connected
interfaces.

dat abase Displays only the IPv6 routing information extracted
from the database.

static Displays only the IPv6 static routes you have
configured.

sunmmary Displays summary information from the IPv6 routing
table.

<i pv6- addr ess> Displays the routes for the specified address in the

IPv6 routing table.

<i pv6- prefi x>/ <prefix- Displays only the routes for the specified IPv6 prefix.
| engt h>

User Exec and Privileged Exec

To display all IPv6 routes with all parameters turned on, use the following
command:

awpl us# show i pv6 route

To display all database entries for all IPv6 routes, use the following command:

awpl us# show i pv6 route database

Figure 14-4: Example output of the show ipv6 route database command

I Pv6 Routing Table

Codes: C - connected, S - static, R- RRP, O- OSPF, B - BGP
> - selected route, * - FIBroute, p - stale info

Timers: Uptine

S ::/0 [1/0] via 2001::a:0:0:c0a8: a0l inactive, 6d22h12m
[1/0] via 2001::fa:0:0:c0a8:fal0l inactive, 6d22h12m
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IPv6 COMMANDS
SHOW IPV6 ROUTE SUMMARY

show ipv6 route summary

Overview

Syntax
Mode

Example

Output

Related
commands
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Use this command to display the summary of the current NSM RIB entries.

For information on filtering and saving command output, see the “Getting Started

with AlliedWare Plus” Feature Overview and Configuration Guide.
show i pv6 route summary
User Exec and Privileged Exec

To display IP route summary, use the following command:

awpl us# show i pv6 route sunmary

Figure 14-5: Example output from the show ipv6 route summary command

I Pv6 routing table nanme is Defaul t-1Pv6-Routing-Tabl e(0)
I Pv6 routing table maxi mumpaths is 4

Rout eSour ce Net wor ks

connect ed 4

rip 5

Tot al 9

FI B 5

show ip route database
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IPv6 COMMANDS
TRACEROUTE IPV6

traceroute ipvé

Overview Use this command to trace the route to the specified IPv6 host.

Syntax traceroute ipv6 {<ipv6-addr>| <hostnane>}

Parameter Description

<i pv6- addr > The destination IPv6 address. The IPv6 address uses the format
X:XaXeX.

<host name> The destination hostname.

Mode User Exec and Privileged Exec

Example To run atraceroute for the IPv6 address 2001:0db8::a2, use the following
command:
awpl us# traceroute ipve 2001: 0db8:: a2

Related pingipv6
commands
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1 5 Routing Commands

Introduction

Overview This chapter provides an alphabetical reference of routing commands that are
common across the routing IP protocols. For more information, see the Route
Selection Feature Overview and Configuration Guide.

Command List

“ip route” on page 376

. “show ip route” on page 378
. “show ip route database” on page 380
. “show ip route summary” on page 381
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RouTING COMMANDS
IP ROUTE

ip route

Overview

Syntax

Mode
Default

Usage notes

Examples
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This command adds a static route to the Routing Information Base (RIB). If this
route is the best route for the destination, then your device adds it to the
Forwarding Information Base (FIB). Your device uses the FIB to advertise routes to
neighbors and forward packets.

The no variant of this command removes the static route from the RIB and FIB.

i p route <subnet &rask> {<gat eway-i p>| <interface>} [<distance>]

no i p route <subnet &mask> {<gat eway-i p>| <i nterface>}
[ <di st ance>]

Parameter Description

<subnet &rask> The IPv4 address of the destination subnet defined using either a
prefix length or a separate mask specified in one of the following
formats:

« ThelPv4 subnet address in dotted decimal notation followed by
the subnet mask, also in dotted decimal notation.

« The IPv4 subnet address in dotted decimal notation, followed
by a forward slash, then the prefix length.

<gat eway-i p> The IPv4 address of the gateway device.

<interface> The interface that connects your device to the network.
The gateway IP address or the interface is required.

<di st ance> The administrative distance for the static route in the range 1 to
255. Static routes by default have an administrative distance of 1,
which gives them the highest priority possible.

Global Configuration
The default administrative distance for a static route is 1.

You can use administrative distance to determine which routes take priority over
other routes.

To add the destination 192.168.3.0 with the mask 255.255.255.0 as a static route
available through the device at 10.10.0.2 with the default administrative distance,
use the commands:

awpl us# configure term nal
awplus(config)# ip route 192.168. 3.0 255.255.255.0 10.10.0.2

To remove the destination 192.168.3.0 with the mask 255.255.255.0 as a static
route available through the device at 10.10.0.2 with the default administrative
distance, use the commands:

awpl us# configure term nal
awpl us(config)# noip route 192.168. 3.0 255. 255.255.0 10.10.0.2
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RouTING COMMANDS
IP ROUTE

Related
commands
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To add the destination 192.168.3.0 with the mask 255.255.255.0 as a static route
available through the device at 10.10.0.2 with an administrative distance of 128,
use the commands:

awpl us# configure term nal

awplus(config)# ip route 192.168.3.0 255.255.255.0 10.10.0.2
128

show ip route

show ip route database
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show ip route

Overview

Syntax

Mode

Examples

Output
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Use this command to display routing entries in the FIB (Forwarding Information
Base). The FIB contains the best routes to a destination, and your device uses these
routes when forwarding traffic. You can display a subset of the entries in the FIB
based on protocol.

To modify the lines displayed, use the | (output modifier token); to save the output
to afile, use the > output redirection token.

show i p route [connected|static]|<ip-addr>|
<i p-addr/ prefix-1ength>]

Parameter Description

connect ed Displays only the routes learned from connected
interfaces.

static Displays only the static routes you have configured.

<i p- addr > Displays the routes for the specified address. Enter

an IPv4 address.

<i p-addr/ prefix-|ength> Displays the routes for the specified network. Enter
an IPv4 address and prefix length.

User Exec and Privileged Exec

To display the static routes in the FIB, use the command:

awpl us# show ip route static

Each entry in the output from this command has a code preceding it, indicating the
source of the routing entry. The first few lines of the output list the possible codes
that may be seen with the route entries.

Typically, route entries are composed of the following elements:

. code

. a second label indicating the sub-type of the route
. network or host IP address

. administrative distance and metric

. next hop IP address

. outgoing interface name

. time since route entry was added
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Figure 15-1: Example output from the show ip route command

Codes: C - connected, S - static, R- RIP, B- BGP
O- OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
* - candi date default

Gateway of last resort is 10.34.180.254 to network 0.0.0.0

S* 0.0.0.0/0 [1/0] via 10.34.180.254, ethO.1034
C 10.34.0.0/16 is directly connected, ethO.1034
C 10.10.31.0/24 is directly connected, ethO.2
C 192.168.3.0/24 is directly connected, ethO.3

Connected Route The connected route entry consists of:

| C 10.10.31.0/24 is directly connected, ethO.2

This route entry denotes:

. Route entries for network 10.10.31.0/24 are derived from the IP address of
local interface eth0.2.

. These routes are marked as Connected routes (C) and always preferred over
routes for the same network learned from other routing protocols.

Related ip route

commands .
show ip route database
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show ip route database

Overview This command displays the routing entries in the RIB (Routing Information Base).

When multiple entries are available for the same prefix, RIB uses the routes’
administrative distances to choose the best route. All best routes are entered into
the FIB (Forwarding Information Base). To view the routes in the FIB, use the show
ip route command.

To modify thelines displayed, use the | (output modifier token); to save the output

to afile, use the > output redirection token.

Syntax show i p route database [connected|static]

Parameter Description

connect ed Displays only the routes learned from connected interfaces.

static Displays only the static routes you have configured.

Mode User Exec and Privileged Exec

Example To display the static routes in the RIB, use the command:

awpl us# show i p route database static

Output Figure 15-2: Example output from the show ip route database command

Codes: C - connected, S - static, R- RIP, B- BGP
O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
> - selected route, * - FIBroute, p - stale info

*> 0.0.0.0/0 [1/0] via 10.34.180. 254, eth0.1034
*> 10.34.0.0/16 is directly connected, ethO0.1034
*> 192.168.2.0/24 is directly connected, ethO.2
*> 192.168.3.0/24 is directly connected, ethO.3

OO0 0wnm

Gateway of last resort is not set

Related show ip route
commands
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SHOW [P ROUTE SUMMARY

show ip route summary

Overview

Syntax
Mode

Example

Output

Related
commands
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This command displays a summary of the current RIB (Routing Information Base)

entries.

To modify the lines displayed, use the | (output modifier token); to save the output

to a file, use the > output redirection token.
show i p route summary
User Exec and Privileged Exec

To display a summary of the current RIB entries, use the command:

show ip route summary

Figure 15-3: Example output from the show ip route summary command

IP routing table name is Default-I|P-Routing-Tabl e(0)
IP routing table maxi num paths is 4

Rout e Source Net wor ks
connect ed 5
Tot al 8

show ip route

show ip route database
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Introduction

Overview

Command List
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AAA is the collective title for the three related functions of Authentication,
Authorization and Accounting. These function can be applied in a variety of
methods with a variety of servers.

The purpose of the AAA commands is to map instances of the AAA functions to sets
of servers. The Authentication function can be performed in multiple contexts,
such as authentication of users logging in at a console, or 802.1X-Authentication of
devices connecting to Ethernet ports.

For each of these contexts, you may want to use different sets of servers for
examining the proffered authentication credentials and deciding if they are valid.
AAA Authentication commands enable you to specify which servers will be used
for different types of authentication.

This chapter provides an alphabetical reference for AAA commands for
Authentication, Authorization and Accounting. For more information, see the AAA
and Port_Authentication Feature Overview and Configuration Guide.

"aaa accounting commands” on page 385

. "aaa accounting login” on page 387
. “aaa authentication enable default group tacacs+” on page 390
. “aaa authentication enable default local” on page 392
. “aaa authentication login” on page 393
. “aaa authorization commands” on page 395
. “aaa authorization config-commands” on page 397
. “aaa group server” on page 398
. “aaa local authentication attempts lockout-time” on page 399
. “aaa local authentication attempts max-fail” on page 400
. “"aaa login fail-delay” on page 401
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AAA COMMANDS

. "accounting login” on page 402
. "authorization commands” on page 403
. “clear aaa local user lockout” on page 405

. “debug aaa” on page 406
. “login authentication” on page 407

. “proxy-port” on page 408

. “radius-secure-proxy aaa” on page 409

. “server (radsecproxy-aaa)” on page 410

. “server mutual-authentication” on page 412
. “server name-check” on page 413

. “server trustpoint” on page 414

. “show aaa local user locked” on page 416

. “show aaa server group” on page 417

. “show debugging aaa” on page 418

. “show radius server group” on page 419
. “undebug aaa” on page 421
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AAA ACCOUNTING COMMANDS

aaa accounting commands

Overview

Syntax

Default
Mode

Usage notes
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This command configures and enables TACACS+ accounting on commands
entered at a specified privilege level. Once enabled for a privilege level, accounting
messages for commands entered at that privilege level will be sent to a TACACS+
server.

In order to account for all commands entered on a device, configure command
accounting for each privilege level separately.

The command accounting message includes, the command as entered, the date
and time the command finished executing, and the user-name of the user who
executed the command.

Use the no variant of this command to disable command accounting for a
specified privilege level.

aaa accounting commands <1-15> default stop-only group tacacs+

no aaa accounting comuands <1-15> defaul t

Parameter Description

<1- 15> The privilege level being configured, in the range 1 to 15.

def aul t Use the default method list, this means the command is applied
globally to all user exec sessions.

st op-only Send accounting message when the commands have stopped
executing.

group Specify the server group where accounting messages are sent.

Only the tacacs+ group is available for this command.

tacacs+ Use all TACACS+ servers configured by the tacacs-server host
command.

TACACS+ command accounting is disabled by default.
Global Configuration

This command only supports a default method list, this means that it is applied to
every console and VTY line.

The stop-only parameter indicates that the command accounting messages are
sent to the TACACS+ server when the commands have stopped executing.

The group tacacs+ parameters signifies that the command accounting messages
are sent to the TACACS+ servers configured by the tacacs-server host command.

Note that up to four TACACS+ servers can be configured for accounting. The
servers are checked for reachability in the order they are configured with only the
first reachable server being used. If no server is found, the accounting message is
dropped.
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Examples

Related
commands

C613-50418-01 Rev A

Command accounting cannot coexist with triggers. An error message is displayed
if you attempt to enable command accounting while a trigger is configured.
Likewise, an error message is displayed if you attempt to configure a trigger while
command accounting is configured.

To configure command accounting for privilege levels 1, 7, and 15, use the
following commands:

awpl us# configure termnal

awpl us(config)# aaa accounting commands 1 default stop-only
group tacacs+

awpl us(config)# aaa accounting commands 7 default stop-only
group tacacs+

awpl us(config)# aaa accounting comrands 15 default stop-only
group tacacs+

To disable command accounting for privilege levels 1, 7,and 15, use the following
commands:

awpl us# configure term nal
awpl us(config)# no aaa accounting conmands 1 default
awpl us(config)# no aaa accounting conmands 7 default

awpl us(config)# no aaa accounting conmands 15 defaul t

aaa authentication login
aaa accounting login
accounting login

tacacs-server host
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aaa accounting login

Overview

Syntax

Default

This command configures RADIUS and TACACS+ accounting for login shell
sessions. The specified method list name can be used by the accounting login
command in the Line Configuration mode. If the default parameter is specified,
then this creates a default method list that is applied to every console and VTY line,
unless another accounting method list is applied on that line.

Note that unlimited RADIUS servers and up to four TACACS+ servers can be
configured and consulted for accounting. The first server configured is regarded as
the primary server and if the primary server fails then the backup servers are
consulted in turn. A backup server is consulted if the primary server fails, i.e. is
unreachable.

Use the no variant of this command to remove an accounting method list for login
shell sessions configured by an aaa accounting login command. If the method list
being deleted is already applied to a console or VTY line, accounting on that line
will be disabled. If the default method list name is removed by this command, it will
disable accounting on every line that has the default accounting configuration.

aaa accounting login
{defaul t|<list-name>}{start-stop|stop-only|none} {group
{radi us| tacacs+| <gr oup- nane>}}

no aaa accounting |login {default]|<list-nanme>}

Parameter Description

def aul t Default accounting method list.

<l i st -nanme> Named accounting method list.

start-stop Start and stop records to be sent.

stop-only Stop records to be sent.

none No accounting record to be sent.

group Specify the servers or server group where accounting packets are
sent.

radi us Use all RADIUS servers configured by the radius-server host
command.

tacacs+ Use all TACACS+ servers configured by the tacacs-server host
command.

<gr oup- name>  Use the specified RADIUS server group, as configured by the aaa
group server command.

Accounting for login shell sessions is disabled by default.

Mode Global Configuration

C613-50418-01 Rev A
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Usage notes

Examples
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This command enables you to define a named accounting method list. The items
that you define in the accounting options are:

. the types of accounting packets that will be sent
. the set of servers to which the accounting packets will be sent

You can define a default method list with the name default and any number of
other named method lists. The name of any method list that you define can then
be used as the <list-name> parameter in the accounting login command.

If the method list name already exists, the command will replace the existing
configuration with the new one.

There are two ways to define servers where RADIUS accounting messages are sent:

. group radius : use all RADIUS servers configured by radius-server host
command
. group <group-name> : use the specified RADIUS server group configured

with the aaa group server command
There is one way to define servers where TACACS+ accounting messages are sent:

. group tacacs+ : use all TACACS+ servers configured by tacacs-server host
command

The accounting event to send to the RADIUS or TACACS+ server is configured with
the following options:

. start-stop : sends a start accounting message at the beginning of a session
and a stop accounting message at the end of the session.

. stop-only : sends a stop accounting message at the end of a session.

. none : disables accounting.

To configure RADIUS accounting for login shell sessions, use the following
commands:

configure termninal

aaa accounting login default start-stop group
radi us

To configure TACACS+ accounting for login shell sessions, use the following
commands:

configure term nal

aaa accounting login default start-stop group
tacacs+

To reset the configuration of the default accounting list, use the following
commands:

configure term nal

no aaa accounting |ogin default
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Related aaa accounting commands

commands . .
aaa authentication login
aaa accounting login
accounting login
radius-server host
tacacs-server host
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AAA AUTHENTICATION ENABLE DEFAULT GROUP TACACS+

aaa authentication enable default group

tacacs+

Overview

Syntax

Default

Mode

Usage notes
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This command enables privilege level authentication against a TACACS+ server.

Use the no variant of this command to disable privilege level authentication.

aaa authentication enable default group tacacs+ [local] [none]

no aaa aut henticati on enabl e defaul t

Parameter Description

| ocal Use the locally configured enable password (enable password
command) for authentication.

none No authentication.

Local privilege level authentication is enabled by default (aaa authentication
enable default local command).

Global Configuration

A user is configured on a TACACS+ server with a maximum privilege level. When
they enter the enable (Privileged Exec mode) command they are prompted for an
enable password which is authenticated against the TACACS+ server. If the
password is correct and the specified privilege level is equal to or less than the
users maximum privilege level, then they are granted access to that level. If the
user attempts to access a privilege level that is higher than their maximum
configured privilege level, then the authentication session will fail and they will
remain at their current privilege level.

NoTE: If both local and none are specified, you must always specify local first.

If the TACACS+ server goes offline, or is not reachable during enable password
authentication, and command level authentication is configured as:

. aaa authentication enable default group tacacs+
then the user is never granted access to Privileged Exec mode.
. aaa authentication enable default group tacacs+ local

then the user is authenticated using the locally configured enable password,
which if entered correctly grants the user access to Privileged Exec mode. If
no enable password is locally configured (enable password command),
then the enable authentication will fail until the TACACS+ server becomes
available again.
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. aaa authentication enable default group tacacs+ none

then the user is granted access to Privileged Exec mode with no
authentication. This is true even if a locally configured enable password is
configured.

. aaa authentication enable default group tacacs+ local none

then the user is authenticated using the locally configured enable password.
If no enable password is locally configured, then the enable authentication
will grant access to Privileged Exec mode with no authentication.

If the password for the user is not successfully authenticated by the server, then the
user is again prompted for an enable password when they enter enable via the CLI.

Examples To enable a privilege level authentication method that will not allow the user to
access Privileged Exec mode if the TACACS+ server goes offline, or is not reachable
during enable password authentication, use the following commands:

awpl us# configure term nal
awpl us(config)# aaa authentication enable default group tacacs+

To enable a privilege level authentication method that will allow the user to access
Privileged Exec mode if the TACACS+ server goes offline, or is not reachable during
enable password authentication, and a locally configured enable password is
configured, use the following commands:

awpl us# configure term nal

awpl us(config)# aaa aut henticati on enabl e default group tacacs+
| ocal

To disable privilege level authentication, use the following commands:

awpl us# configure term nal

awpl us(config)# no aaa authentication enable default

Related aaa authentication login

commands .
aaa authentication enable default local
enable (Privileged Exec mode)
enable password
enable secret (deprecated)
tacacs-server host
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aaa authentication enable default local

Overview This command enables local privilege level authentication.

Use the no variant of this command to disable local privilege level authentication.

Syntax aaa authentication enable default |ocal

no aaa authentication enabl e default
Default Local privilege level authentication is enabled by default.
Mode Global Configuration

Usage notes The privilege level configured for a particular user in the local user database is the

privilege threshold above which the user is prompted for an enable (Privileged
Exec mode) command.

Examples To enable local privilege level authentication, use the following commands:
awpl us# configure term nal
awpl us(config)# aaa authentication enable default |ocal
To disable local privilege level authentication, use the following commands:
awpl us# configure term nal

awplus(config)# no aaa authentication enabl e default

Related aaa authentication login

commands -
enable (Privileged Exec mode)
enable password
enable secret (deprecated)
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aaa authentication login

Overview

Syntax

Default

Mode
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Use this command to create an ordered list of methods to use to authenticate user
login, or to replace an existing method list with the same name. Specify one or
more of the options local or group, in the order you want them to be applied. If
the default method list name is specified, it is applied to every console and VTY
line immediately unless another method list is applied to that line by the login
authentication command. To apply a non-default method list, you must also use
the login authentication command.

Use the no variant of this command to remove an authentication method list for
user login. The specified method list name is deleted from the configuration. If the
method list name has been applied to any console or VTY line, user login
authentication on that line will fail.

Note that the no aaa authentication login default command does not remove
the default method list. This will return the default method list to its default state
(local is the default).

aaa authentication login {default|<list-name>} {[local] [group
{radi us|tacacs+| <gr oup- nane>}]}

no aaa authentication login {default]|<list-nanme>}

Parameter Description

def aul t Set the default authentication server for user login.

<l i st - name> Name of authentication server.

| ocal Use the local username database.

group Use server group.

radi us Use all RADIUS servers configured by the radius-server

host command.

tacacs+ Use all TACACS+ servers configured by the tacacs-server
host command.

<gr oup- nane> Use the specified RADIUS server group, as configured by
the aaa group server command.

If the default server is not configured using this command, user login
authentication uses the local user database only.

If the default method list name is specified, it is applied to every console and VTY
line immediately unless a named method list server is applied to that line by the
loginauthentication command.

local is the default state for the default method list unless a named method list is
applied to that line by the login authentication command. Reset to the default
method list using the no aaa authentication login default command.

Global Configuration
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Usage notes

Examples

Related
commands
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When a user attempts to log in, the switch sends an authentication request to the
first authentication server in the method list. If the first server in the list is reachable
and it contains a username and password matching the authentication request,
the user is authenticated and the login succeeds. If the authentication server
denies the authentication request because of an incorrect username or password,
the user login fails. If the first server in the method list is unreachable, the switch
sends the request to the next server in the list, and so on.

For example, if the method list specifies group tacacs+ local, and a user attempts
to log in with a password that does not match a user entry in the first TACACS+
server, if this TACACS+ server denies the authentication request, then the switch
does not try any other TACACS+ servers not the local user database; the user login
fails.

To configure the default authentication method list for user login to first use all
available RADIUS servers for user login authentication, and then use the local user
database, use the following commands:

configure term nal

aaa authentication |ogin default group radius
| ocal

To configure a user login authentication method list called USERS to first use the
RADIUS server group RAD_GROUPL1 for user login authentication, and then use the
local user database, use the following commands:

configure term nal

aaa aut hentication | ogi n USERS gr oup RAD GROUP1
| ocal

To configure a user login authentication method list called USERS to first use the
TACACS+ servers for user login authentication, and then use the local user
database, use the following commands:

configure term nal

aaa authentication |Iogin USERS group tacacs+
| ocal

To return to the default method list (local is the default server), use the following
commands:

configure terninal

no aaa aut hentication |ogin default

To delete an existing authentication method list USERS created for user login
authentication, use the following commands:

configure term nal

no aaa aut hentication |ogin USERS

aaa accounting commands
aaa authentication enable default group tacacs+

login authentication
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aaa authorization commands

Overview

Syntax

Mode

Usage notes
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This command configures a method list for commands authorization that can be
applied to console or VTY lines. When command authorization is enabled for a
privilege level, only authorized users can executed commands in that privilege
level.

Use the no variant of this command to remove a named method list or disable the
default method list for a privilege level.

aaa aut horization conmmands <privil ege-Ievel >
{defaul t]|<list-nane>} group tacacs+ [none]

no aaa aut horization commands <privil ege-Ievel >
{defaul t|<list-nane>}

Parameter Description

<privil ege-level > The privilege level of the set of commands the method list
will be applied to.
AlliedWare Plus defines three sets of commands, that are
indexed by a level value:
Level = 1: All commands that can be accessed by a user
with privilege level between 1 and 6 inclusive
Level = 7: All commands that can be accessed by a user
with privilege level between 7 and 14 inclusive
Level = 15: All commands that can be accessed by a user
with privilege level 15

group Specify the server group where authorization messages are
sent. Only the t acacs+ group is available for this
command.

tacacs+ Use all TACACS+ servers configured by the tacacs-server
host command.

def aul t Configure the default authorization commands method list.

<li st - name> Configure a named authorization commands method list

none If specified, this provides a local fallback to command

authorization so that if authorization servers become
unavailable then the device will accept all commands
normally allowed for the privilege level of the user.

Global Configuration

TACACS+ command authorization provides centralized control of the commands
available to a user of an AlliedWare Plus device. Once enabled:

. The command string and username are encrypted and sent to the first
available configured TACACS+ server (the first server configured) for
authorization.
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Example

Related
commands

Command
changes
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. The TACACS+ server decides if the user is authorized to execute the
command and returns the decision to the AlliedWare Plus device.

. Depending on this decision the device will then either execute the
command or notify the user that authorization has failed.

If multiple TACACS+ servers are configured, and the first server is unreachable or
does not respond, the other servers will be queried, in turn, for an authorization
decision. If all servers are unreachable and a local fallback has been configured,
with the none parameter, then commands are authorized based on the user’s
privilege level; the same behavior as if command authorization had not been
configured. If, however, the local fallback is not configured and all servers become
unreachable then all commands except logout, exit, and quit will be denied.

The default method list is defined with a local fallback unless configured
differently using this command.

To configure a commands authorization method list, named TAC15, using all
TACACS+ servers to authorize commands for privilege level 15, with a local
fallback, use the following commands:

awpl us# configure term nal

awpl us(config)# aaa authorization commands 15 TAC15 group
tacacs+ none

To configure the default method list to authorize commands for privilege level 7,
with no local fallback, use the following commands:

awpl us# configure termnal

awpl us(config)# aaa authorization commands 7 default group
tacacs+

To remove the authorization method list TAC15, use the following commands:

awpl us# configure term nal

awpl us(config)# no aaa authorization commands 15 TACL5

aaa authorization config-commands
authorization commands

tacacs-server host

Version 5.4.6-2.1: command added

Command Reference for AMF Cloud 396
AlliedWare Plus™ Operating System - Version 5.5.0-1.x



AAA COMMANDS

AAA AUTHORIZATION CONFIG-COMMANDS

aaa authorization config-commands

Overview

Syntax

Default
Mode

Usage notes

Example

Related
commands

Command
changes
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Use this command to enable command authorization on configuration mode
commands. By default, command authorization applies to commands in exec
mode only.

Use the no variant of this command to disable command authorization on

configuration mode commands.

aaa aut horization config-comands

no aaa authori zation confi g- commands
By default, command authorization is disabled on configuration mode commands.
Global Configuration

If authorization of configuration mode commands is not enabled then all
configuration commands are accepted by default, including command
authorization commands.

NOTE: Authorization of configuration commands is required for a secure TACACS+
command authorization configuration as it prevents the feature from being disabled
to gain access to unauthorized exec mode commands.

To enable command authorization for configuration mode commands, use the
commands:

awpl us# configure term nal

awpl us(config)# aaa authorization config-comands

To disable command authorization for configuration mode commands, use the
commands:

awpl us# configure term nal

awpl us(config)# no aaa authorization config-commands

aaa authorization commands
authorization commands

tacacs-server host

Version 5.4.6-2.1: command added
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AAA GROUP SERVER

aaa group server

Overview

Syntax

Mode

Usage notes

Examples

Related
commands

C613-50418-01 Rev A

This command configures a RADIUS server group. A server group can be used to
specify a subset of RADIUS servers in aaa commands. The group name radius is
predefined, which includes all RADIUS servers configured by the radius-server
host command.

RADIUS servers are added to a server group using the server command. Each
RADIUS server should be configured using the radius-server host command.

Use the no variant of this command to remove an existing RADIUS server group.

aaa group server radius <group-nane>

no aaa group server radi us <group-nanme>

Parameter Description

<gr oup- name>  Server group name.

Global Configuration

Use this command to create an AAA group of RADIUS servers, and to enter Server
Group Configuration mode, in which you can add servers to the group. Use a server
group to specify a subset of RADIUS servers in AAA commands. Each RADIUS server
must be configured by the radius-server host command. To add RADIUS servers
to a server group, use the server command.

To create a RADIUS server group named GROUP1 with hosts 192. 168. 1. 1,
192. 168. 2. 1 and 192. 168. 3. 1, use the commands:

awpl us(config)# aaa group server radius GROUP1

awpl us(config-sg)# server 192.168.1.1 auth-port 1812 acct-port
1813

awpl us(config-sg)# server 192.168.2.1 auth-port 1812 acct-port
1813

awpl us(config-sg)# server 192.168.3.1 auth-port 1812 acct-port
1813

To remove a RADIUS server group named GROUP1 from the configuration, use the
command:

awpl us(config)# no aaa group server radi us GROUPL

aaa accounting login
aaa authentication login
radius-server host

server (server group)
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AAA COMMANDS

AAA LOCAL AUTHENTICATION ATTEMPTS LOCKOUT-TIME

aaa local authentication attempts
lockout-time

Overview

Syntax

Mode
Default

Usage notes

Examples

Related
commands
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This command configures the duration of the user lockout period.
Use the no variant of this command to restore the duration of the user lockout
period to its default of 300 seconds (5 minutes).

aaa | ocal authentication attenpts |ockout-tine <lockout-tinme>

no aaa |local authentication attenpts |ockout-tine

Parameter Description

<l ockout -ti ne> <0-10000>. Time in seconds to lockout the user.

Global Configuration
The default for the lockout-time is 300 seconds (5 minutes).

While locked out all attempts to login with the locked account will fail. The lockout
can be manually cleared by another privileged account using the clear aaa local
user lockout command.

To configure the lockout period to 10 minutes (600 seconds), use the commands:

awpl us# configure term nal

awpl us(config)# aaa | ocal authentication attenpts | ockout-tine
600

To restore the default lockout period of 5 minutes (300 seconds), use the
commands:

awpl us# configure term nal

awplus(config)# no aaa | ocal authentication attenpts
| ockout -tine

aaa local authentication attempts max-fail
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AAA LOCAL AUTHENTICATION ATTEMPTS MAX-FAIL

aaa local authentication attempts max-fail

Overview

Syntax

Mode

Default

Usage

Examples

Related
commands
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This command configures the maximum number of failed login attempts before a
user account is locked out. Every time a login attempt fails the failed login counter
is incremented.

Use the no variant of this command to restore the maximum number of failed
login attempts to the default setting (five failed login attempts).

aaa |l ocal authentication attenpts nax-fail <fail ed-I|ogins>

no aaa |l ocal authentication attenpts nmax-fail

Parameter Description

<fail ed-1o0gi ns> <1-32>.Number of login failures allowed before locking out a
user.

Global Configuration

The default for the maximum number of failed login attempts is five failed login
attempts.

When the failed login counter reaches the limit configured by this command that
user account is locked out for a specified duration configured by the aaa local
authentication attempts lockout-time command.

When a successful login occurs the failed login counter is reset to 0. When a user
account is locked out all attempts to login using that user account will fail.

To configure the number of login failures that will lock out a user account to two
login attempts, use the commands:

awpl us# configure termnal

awpl us(config)# aaa |ocal authentication attenpts max-fail 2

To restore the number of login failures that will lock out a user account to the
default number of login attempts (five login attempts), use the commands:

awpl us# configure term nal

awpl us(config)# no aaa local authentication attenpts max-fail

aaa local authentication attempts lockout-time

clear aaa local user lockout
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AAA LOGIN FAIL-DELAY

aaa login fail-delay

Overview

Syntax

Default
Mode

Example

Related
commands
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Use this command to configure the minimum time period between failed login
attempts. This setting applies to login attempts via the console, SSH and Telnet.

Use the no variant of this command to reset the minimum time period to its default
value.

aaa login fail-delay <1-10>

no aaa login fail-delay

Parameter Description
<1-10> The minimum number of seconds required between login
attempts
1 second

Global configuration

To apply a delay of at least 5 seconds between login attempts, use the following
commands:
awpl us# configure term nal

awplus(config)# aaa login fail-delay 5

aaa authentication login
aaa local authentication attempts lockout-time

clear aaa local user lockout
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ACCOUNTING LOGIN

accounting login

Overview This command applies a login accounting method list to console or VTY lines for
user login. When login accounting is enabled using this command, logging events
generate an accounting record to the accounting server.

The accounting method list must be configured first using this command. If an
accounting method list is specified that has not been created by this command
then accounting will be disabled on the specified lines.

The no variant of this command resets AAA Accounting applied to console or VTY
lines for local or remote login. default login accounting is applied after issuing the
no accounting login command. Accounting is disabled with default.

Syntax accounting login {default]|<list-nane>}

no accounting login

Parameter Description

def aul t Default accounting method list.

<l i st-name> Named accounting method list.

Default By default login accounting is disabled in the default accounting server. No
accounting will be performed until accounting is enabled using this command.

Mode Line Configuration
Examples To apply the accounting server USERS to all VTY lines, use the following
commands:
awpl us# configure term nal
awplus(config)# line vty 0 32
awpl us(config-line)# accounting |ogin USERS

Related aaaaccounting commands

commands . .
aaa accounting login
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AUTHORIZATION COMMANDS

authorization commands

Overview

Syntax

Default
Mode

Usage notes

Example

Related
commands
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This command applies a command authorization method list, defined using the
aaa authorization commands command, to console and VTY lines.

Use the no variant of this command to reset the command authorization
configuration on the console and VTY lines.

aut hori zati on commands <privil ege-1level > {defaul t|<li st-nanme>}

no aut horization commands <privil ege-| evel >

Parameter Description

<privil ege-Ilevel > The privilege level of the set of commands the method list
will be applied to.
AlliedWare Plus defines three sets of commands, that are
indexed by a level value:
Level = 1: All commands that can be accessed by a user with
privilege level between 1 and 6 inclusive
Level = 7: All commands that can be accessed by a user with
privilege level between 7 and 14 inclusive
Level = 15: All commands that can be accessed by a user
with privilege level 15

def aul t Configure the default authorization commands method list.

<li st - name> Configure a named authorization commands method list

The default method list is applied to each console and VTY line by default.
Line Configuration

If the specified method list does not exist users will not be enable to execute any
commands in the specified method list on the specified VTY lines.

To apply the TAC15 command authorization method list with privilege level 15 to
VTY lines 0 to 5, use the following commands:

awpl us# configure term nal

awplus(config)# line vty 05

awplus(config-line)# authorization comands 15 TAC15

To reset the command authorization configuration with privilege level 15 on VTY
lines 0 to 5, use the following commands:

awpl us# configure termnal
awplus(config)# line vty 0 5

awpl us(config-line)# no authorizati on commands 15

aaa authorization commands

Command Reference for AMF Cloud 403
AlliedWare Plus™ Operating System - Version 5.5.0-1.x



AAA COMMANDS
AUTHORIZATION COMMANDS

aaa authorization config-commands

tacacs-server host

Command Version 5.4.6-2.1: command added
changes
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CLEAR AAA LOCAL USER LOCKOUT

clear aaa local user lockout

Overview

Syntax

Mode

Examples

Related
commands
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Use this command to clear the lockout on a specific user account or all user
accounts.

cl ear aaa |l ocal user |ockout {usernane <username>|all}

Parameter Description

user name Clear lockout for the specified user.

<user nane>  Specifies the user account.

al | Clear lockout for all user accounts.

Privileged Exec

To unlock the user account ‘bob’ use the following command:
awpl us# clear aaa | ocal user |ockout usernanme bob
To unlock all user accounts use the following command:

awpl us# cl ear aaa |ocal user |ockout all

aaa local authentication attempts lockout-time
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DEBUG AAA

debug aaa

Overview

Syntax

Default
Mode

Examples

Related
commands
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This command enables AAA debugging.

Use the no variant of this command to disable AAA debugging.

debug aaa [accounting|all|authentication|authorization]

no debug aaa [accounting|all|authentication|authorization]

Parameter Description

accounti ng Accounting debugging.

al | All debugging options are enabled.

aut henti cati on  Authentication debugging.

aut hori zati on Authorization debugging.

AAA debugging is disabled by default.
Privileged Exec

To enable authentication debugging for AAA, use the command:
awpl us# debug aaa aut hentication
To disable authentication debugging for AAA, use the command:

awpl us# no debug aaa authentication

show debugging aaa

undebug aaa
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LOGIN AUTHENTICATION

login authentication

Overview

Command
Syntax

Default

Mode

Examples

Related
commands
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Use this command to apply an AAA server for authenticating user login attempts
from a console or remote logins on these console or VTY lines. The authentication
method list must be specified by the aaa authentication login command. If the

method list has not been configured by the aaa authentication login command,
login authentication will fail on these lines.

Use the no variant of this command to reset AAA Authentication configuration to
use the default method list for login authentication on these console or VTY lines.

[ ogin authentication {default]|<list-nanme>}

no | ogin authentication

Parameter Description

def aul t The default authentication method list. If the default method
list has not been configured by the aaa authentication login
command, the local user database is used for user login
authentication.

<l i st-nanme> Named authentication server.

The default login authentication method list, as specified by the aaa
authentication login command, is used to authenticate user login. If this has not
been specified, the default is to use the local user database.

Line Configuration
To reset user authentication configuration on all VTY lines, use the following

commands:

awpl us# configure termnal
awplus(config)# line vty 0 32

awpl us(config-line)# no |l ogin authentication

aaa authentication login

line
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PROXY-PORT

proxy-port

Overview

Syntax

Default
Mode

Usage notes

Example

Related
commands
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Use this command to change the local UDP port used for communication between
local RADIUS client applications and the RadSecProxy AAA application. Any
unused UDP port may be selected. The default port is 1645.

Use the no variant of this command to change the UDP port back to the default of
1645.
proxy-port <port>

no proxy- port

Parameter Description

<port > UDP Port Number, 1-65536.

The default port is 1645.
RadSecProxy AAA Configuration Mode

It is not necessary to change the value from the default unless UDP port 1645 is
required for another purpose.RADIUS requests received on this port from external
devices will be ignored. The port is only used for local (intra-device)
communication.

To configure change the UDP port to 7001, use the following commands:

awpl us# configure term nal
awpl us(config)# radius-secure-proxy aaa

awpl us(config-radsecproxy-aaa)# proxy-port 7001

radius-secure-proxy aaa
server (radsecproxy-aaa)
server name-check

server trustpoint
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RADIUS-SECURE-PROXY AAA

radius-secure-proxy aaa

Overview Use this command to enter the RadSecProxy AAA (authentication, authorization,
and accounting) application configuration mode. This application allows local
RADIUS-based clients on system to communicate with remote RadSec servers via
a secure (TLS) proxy.

Syntax radi us-secure-proxy aaa
Mode Global Configuration Mode

Example To change mode from User Exec mode to the RadSecProxy AAA configuration
mode, use the commands:
awpl us# configure term nal
awpl us(config)# radi us-secure-proxy aaa

awpl us(confi g-radsecpr oxy-aaa) #

Related proxy-port

commands
server (radsecproxy-aaa)
server name-check
server trustpoint
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SERVER (RADSECPROXY-AAA)

server (radsecproxy-aaa)

Overview

Syntax

Mode

Usage notes
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Use this command to add a server to the RadSecProxy AAA application. Local
RADIUS client applications will attempt, via the proxy, to communicate with any
RadSec servers that are operational (in addition to any non-TLS RADIUS servers
that are configured).

Use the no variant of this command to delete a previously-configured server from
the RadSecProxy AAA application.

server {<hostname>|<ip-addr>} [tinmeout <1-1000>] [ nane-check
{on|of f}]

no server {<hostnane>| <i p-addr>}

Parameter Description

<host nane> Hostname of RadSec server

<i p-addr > Specify the client IPv4 address, in dotted decimal notation
(A.B.C.D).

tinmeout Specify the amount of time that the RadSecProxy AAA application

should wait for replies from this server. RADIUS server timeout
(which defaults to 5 seconds).

<1-1000> Time in seconds to wait for a server reply.

name- check Specify whether or not to enforce certificate name checking for
this client. If the parameter is not specified then the global
behavior, which defaults to on, is used.

on Enable name checking for this client.

of f Disable name checking for this client.

RadSecProxy AAA Configuration Mode

The server may be specified by its domain name or by its IPv4 address. If a domain
name is used, it must be resolvable using a configured DNS name server.

Each server may be configured with a timeout; if not specified, the global timeout
value for RADIUS servers will be used. The global timeout may be changed using
the radius-server timeout command. The default global timeout is 5 seconds.

Each server may be configured to use certificate name-checking; if not specified,
the global behavior defined by server name-check or no server name-check will
be used. If name checking is enabled, the Common Name portion of the subject
field of the server's X.509 certificate must match the domain name or IP address
specified in this command.
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SERVER (RADSECPROXY-AAA)

Example To add a server ‘mynas.local’ with a timeout of 3 seconds, and name checking off,
use the commands:

awpl us# configure term nal

awpl us(config)# radi us-secure-proxy aaa

awpl us(config-radsecproxy-aaa)# server nynas.|ocal nane-check
of f

Related proxy-port

commands .
radius-secure-proxy aaa
server name-check
server trustpoint
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SERVER MUTUAL-AUTHENTICATION

server mutual-authentication

Overview

Syntax

Default
Mode

Example

Related
commands

Command
changes
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This command enables or disables mutual certificate authentication for all
RadSecProxy servers. When enabled, the RadSecProxy AAA application will send a
local X.509 certificate to the server when establishing a TLS connection.

Use the no variant of this command to disable mutual certificate validation
causing the RadSecProxy AAA application to not transmit a certificate to the server.

NoTE: If mutual authentication is disabled on the client (AAA) application but enabled
on the server, a connection will not be established.

server mnutual -authentication

no server rmnutual -authentication
Mutual authentication is enabled by default.
RadSecProxy AAA Configuration Mode

Disable mutual certificate validation with the following command:

awpl us# configure term nal
awpl us(config)# radius-secure-proxy aaa

awpl us(confi g-radsecpr oxy-aaa)# no server
nut ual - aut henti cati on

radius-secure-proxy aaa
server name-check

server (radsecproxy-aaa)

Version 5.4.6-2.1: command added
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SERVER NAME-CHECK

server name-check

Overview

Syntax

Default
Mode

Example

Related
commands
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This command sets the global behavior for certificate name-checking for the
RadSecProxy AAA application to on. This behavior will be used for all servers
associated with the application that do not specify a behavior on a per-server basis.
If name-checking is enabled, the Common Name portion of the subject field of the
client’s X.509 certificate must match the domain name or IP address specified in
the server (radsecproxy-aaa) command.

Use the no variant of this command to set the global behavior for certificate name
checking to off

server nane-check

no server nane-check
Certificate name checking is on by default.
RadSecProxy AAA Configuration Mode

Disable certificate name checking globally with the following command:

awpl us# configure term nal
awpl us(config)# radius-secure-proxy aaa

awpl us(config-radsecproxy-aaa)# no server nane-check

proxy-port
radius-secure-proxy aaa
server (radsecproxy-aaa)

server trustpoint
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SERVER TRUSTPOINT

server trustpoint

Overview

Syntax

Default
Mode

Usage notes

Example

Related
commands

C613-50418-01 Rev A

This command adds one or more trustpoints to be used with the RadSecProxy AAA
application. Multiple trustpoints may be specified, or the command may be
executed more than once, to add multiple trustpoints to the application.

The no version of this command removes one or more trustpoints from the list of
trustpoints associated with the application.

server trustpoint [<trustpoint-list>]

no server trustpoint [<trustpoint-Ilist>]

Parameter Description

<trustpoint-list> Specify one or more trustpoints to be added or deleted.

By default, no trustpoints are associated with the application.
RadSecProxy AAA Configuration Mode

The device certificate associated with first trustpoint added to the application will
be transmitted to remote servers. The certificate received from the remote server
must have an issuer chain that terminates with the root CA certificate for any of the
trustpoints that are associated with the application.

If no trustpoints are specified in the command, the trustpoint list will be
unchanged.

If no server trustpoint is issued without specifying any trustpoints, then all
trustpoints will be disassociated from the application.

You can add multiple trustpoints to the RadSecProxy AAA application by
executing the command multiple times:

awpl us# configure term nal

awpl us(config)# radi us-secure-proxy aaa

awpl us(confi g-radsecproxy-aaa)# server trustpoint exanple_1
awpl us(confi g-radsecproxy-aaa)# server trustpoint exanple_ 2
Alternatively, add multiple trustpoints with a single command:

awpl us(config-radsecproxy-aaa)# server trustpoint exanple 3
exanpl e_4

Disassociate all trustpoints from the RadSecProxy AAA application using the
command:

awpl us(config-radsecproxy-aaa)# no server trustpoint
proxy-port

radius-secure-proxy aaa
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SERVER TRUSTPOINT

server (radsecproxy-aaa)

server name-check
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SHOW AAA LOCAL USER LOCKED

show aaa local user locked

Overview

Syntax
Mode

Example

Output

Related
commands
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This command displays the current number of failed attempts, last failure time and
location against each user account attempting to log into the device.

Note that once the lockout count has been manually cleared by another privileged
account using the clear aaa local user lockout command or a locked account
successfully logs into the system after waiting for the lockout time, this command
will display nothing for that particular account.

show aaa | ocal user | ocked

User Exec and Privileged Exec

To display the current failed attempts for local users, use the command:

awpl us# show aaa | ocal user | ocked

Figure 16-1: Example output from the show aaa local user locked command

awpl us# show aaa | ocal user | ocked

Logi n Failures Latest failure From
bob 3 05/ 23/ 14 16:21:37 ttySO
manager 5 05/23/ 14 16:31:44 192.168.1.200

aaa local authentication attempts lockout-time
aaa local authentication attempts max-fail

clear aaa local user lockout
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SHOW AAA SERVER GROUP

show aaa server group

Overview
Syntax
Mode

Example

Output
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Use this command to list AAA users and any method lists applied to them.

show aaa server group

Privileged Exec

To show the AAA configuration on a device, use the command:

show aaa server

Figure 16-2:

group

Example output from show aaa server group

awpl us#show aaa server group

User Li st Nane Met hod Acct - Event
|l ogi n aut h defaul t - | ocal -

emi-1 auth - - - -
emi-7  auth - - - -
cmi-15  auth - - - -
login  acet - - - -
isakmp auth default  radius rowp -
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SHOW DEBUGGING AAA

show debugging aaa

Overview

Syntax
Mode

Example

Output
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Use this command to see what debugging is turned on for AAA (Authentication,

Authorization, Accounting).
show debuggi ng aaa
User Exec and Privileged Exec

To display the current debugging status of AAA, use the command:

awpl us# show debug aaa

Figure 16-3: Example output from the show debug aaa command

AAA debuggi ng st at us:
Aut henti cati on debugging is on
Account i ng debugging is off
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SHOW RADIUS SERVER GROUP

show radius server group

Overview

Syntax

Default
Mode

Usage

Example

Output
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Use this command to show the RADIUS server group configuration.

show radi us server group [<group-nane>]

Parameter

Description

<gr oup- nane> RADIUS server group name.

Command name is set to something by default.
Privileged Exec

Use this command with the <group-name> parameter to display information for a
specific RADIUS server group, or without the parameter to display information for
all RADIUS server groups.

To display information for all RADIUS server groups, use the command:

show radi us server group

To display a information for a RADIUS server group named ‘rad_group_list1’, use
the command:

show radi us server group rad_group_listl

Figure 16-4: Example output from show radius server group
awpl us#show radi us server group
RADI US G oup Configuration
Group Nane : radius?
Server Host/ Auth Acct Auth Acct
| P Addr ess Port Port Status Status
192.168. 1. 101 1812 1813 Active Active
192.168. 1. 102 1812 1813 Active Active
Group Nane : rad_group_listl
Server Host/ Auth Acct Auth Acct
| P Addr ess Port Port Status Status
192.168. 1. 101 1812 1813 Active Active
Group Nane : rad_group_list2
Server Host/ Auth Acct Auth Acct
| P Addr ess Port Port Status Status
192.168. 1. 102 1812 1813 Active Active
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SHOW RADIUS SERVER GROUP

Figure 16-5: Example output from show radius server group rad_group_list1

awpl us#show radi us server group rad_group_listl
RADI US Group Configuration
Goup Nanme : rad_group_listl
Server Host/ Auth Acct Auth Acct
| P Addr ess Port Port Status Status

192.168. 1. 101 1812 1813 Active Active

Related aaa group server
commands
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UNDEBUG AAA

undebug aaa

Overview This command applies the functionality of the no debug aaa command.
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1 7 RADIUS Commands

Introduction

Overview This chapter provides an alphabetical reference for commands used to configure
the device to use RADIUS servers. For more information, see the RADIUS Feature
Overview and Configuration Guide.

Command List “deadtime (RADIUS server group)” on page 423

. “debug radius” on page 424

. “ip radius source-interface” on page 425
. “radius-server deadtime” on page 426

. “radius-server host” on page 427

. “radius-server key” on page 430

. “radius-server retransmit” on page 431

. “radius-server timeout” on page 433

. “server (server group)” on page 435

. “show debugging radius” on page 437

. “show radius” on page 438
. “undebug radius” on page 441
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RADIUS COMMANDS

DEADTIME (RADIUS SERVER GROUP)

deadtime (RADIUS server group)

Overview

Syntax

Default
Mode

Usage

Examples

Related
commands
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Use this command to configure the deadtime parameter for the RADIUS server
group. This command overrides the global dead-time configured by the
radius-server deadtime command. The configured deadtime is the time period in
minutes to skip a RADIUS server for authentication or accounting requests if the
server is “dead”. Note that a RADIUS server is considered “dead” if there is no
response from the server within a defined time period.

Use the no variant of this command to reset the deadtime configured for the
RADIUS server group. If the global deadtime for RADIUS server is configured the
value will be used for the servers in the group. The global deadtime for the RADIUS
server is set to 0 minutes by default.

deadti me <O-1440>

no deadti ne

Parameter Description

<0- 1440> Amount of time in minutes.

The deadtime is set to 0 minutes by default.
Server Group Configuration

If the RADIUS server does not respond to a request packet, the packet is
retransmitted the number of times configured for the retransmit parameter (after
waiting for a timeout period to expire). The server is then marked “dead”, and the
time is recorded. The deadtime parameter configures the amount of time to skip
a dead server; if a server is dead, no request message is sent to the server for the
deadtime period.

To configure the deadtime for 5 minutes for the RADIUS server group “GROUP1”,
use the command:

awpl us(config)# aaa group server radius GROUP1
awpl us(config-sg)# server 192.168.1.1
awpl us(config-sg)# deadtinme 5

To remove the deadtime configured for the RADIUS server group “GROUP1”, use
the command:

awpl us(config)# aaa group server radius GROUP1

awpl us(config-sg)# no deadtinme

aaa group server

radius-server deadtime
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DEBUG RADIUS

debug radius

Overview

Syntax

Default
Mode

Examples

Related
commands
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This command enables RADIUS debugging. If no option is specified, all debugging
options are enabled.

Use the no variant of this command to disable RADIUS debugging. If no option is
specified, all debugging options are disabled.

debug radi us [ packet|event]|all]

no debug radi us [ packet|event|all]

Parameter Description

packet Debugging for RADIUS packets is enabled or disabled.
event Debugging for RADIUS events is enabled or disabled.
al | Enable or disable all debugging options.

RADIUS debugging is disabled by default.
Privileged Exec

To enable debugging for RADIUS packets, use the command:
awpl us# debug radi us packet

To enable debugging for RADIUS events, use the command:
awpl us# debug radi us event

To disable debugging for RADIUS packets, use the command:
awpl us# no debug radius packet

To disable debugging for RADIUS events, use the command:

awpl us# no debug radi us event

show debugging radius

undebug radius
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IP RADIUS SOURCE-INTERFACE

ip radius source-interface

Overview This command configures the source IP address of every outgoing RADIUS packet
to use a specific IP address or the IP address of a specific interface. If the specified
interface is down or there is no IP address on the interface, then the source IP
address of outgoing RADIUS packets depends on the interface the packets leave.

Use the no variant of this command to remove the source interface configuration.
The source IP address in outgoing RADIUS packets will be the IP address of the
interface from which the packets are sent.

Syntax ip radius source-interface {<interface>|<ip-address>}

no ip radius source-interface

Parameter Description

<interface> Interface name.

<i p- addr ess> IP address in the dotted decimal format A.B.C.D.

Default Source IP address of outgoing RADIUS packets depends on the interface the
packets leave.

Mode Global Configuration
Examples To configure all outgoing RADIUS packets to use the IP address of the interface
ethO for the source IP address, use the following commands:
awpl us# configure term nal
awpl us(config)# ip radius source-interface ethO

To configure the source IP address of all outgoing RADIUS packets to use
192.168.1.10, use the following commands:

awpl us# configure term nal
awpl us(config)# ip radius source-interface 192.168.1.10

To reset the source interface configuration for all outgoing RADIUS packets, use
the following commands:

awpl us# configure term nal

awplus(config)# no ip radius source-interface

Related radius-server host
commands
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RADIUS-SERVER DEADTIME

radius-server deadtime

Overview

Syntax

Default
Mode

Usage

Examples

Related
commands
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Use this command to specify the global deadtime for all RADIUS servers. If a
RADIUS server is considered dead, it is skipped for the specified deadtime. This
command specifies for how many minutes a RADIUS server that is not responding
to authentication requests is passed over by requests for RADIUS authentication.

Use the no variant of this command to reset the global deadtime to the default of
0 seconds, so that RADIUS servers are not skipped even if they are dead.

radi us-server deadtime <m nutes>

no radi us-server deadtine

Parameter Description

<m nut es> RADIUS server deadtime in minutes in the range 0 to 1440 (24 hours).

The default RADIUS deadtime configured on the system is 0 seconds.
Global Configuration

The RADIUS client considers a RADIUS server to be dead if it fails to respond to a
request after it has been retransmitted as often as specified globally by the
radius-server retransmit command or for the server by the radius-server host
command. To improve RADIUS response times when some servers may be
unavailable, set a deadtime to skip dead servers.

To set the dead time of the RADIUS server to 60 minutes, use the following
commands:

awpl us# configure term nal

awpl us(config)# radi us-server deadtine 60
To disable the dead time of the RADIUS server, use the following commands:

awpl us# configure term nal

awpl us(config)# no radius-server deadtine

deadtime (RADIUS server group)
radius-server host

radius-server retransmit
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RADIUS-SERVER HOST

radius-server host

Overview

Syntax
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Use this command to specify a remote RADIUS server host for authentication or
accounting, and to set server-specific parameters. The parameters specified with
this command override the corresponding global parameters for RADIUS servers.
This command specifies the IP address or host name of the remote RADIUS server
host and assigns authentication and accounting destination UDP port numbers.

This command adds the RADIUS server address and sets parameters to the RADIUS
server. The RADIUS server is added to the running configuration after you issue this
command. If parameters are not set using this command then common system
settings are applied.

Use the no variant of this command to remove the specified server host as a
RADIUS authentication and/or accounting server and set the destination port to
the default RADIUS server port number (1812).

radi us-server host {<host-name>|<i p-address>} [acct-port
<0- 65535>] [aut h-port <0-65535>] [key <key-string>] [retransmt
<0-100>] [tineout <1-1000>]

no radi us-server host {<host-nane>|<ip-address>} [acct-port
<0- 65535>] [aut h-port <0-65535>]

Parameter Description

<host - nane> Server host name. The DNS name of the RADIUS server host.

<i p- addr ess> The IP address of the RADIUS server host.

acct - port Accounting port. Specifies the UDP destination port for RADIUS
accounting requests. If 0 is specified, the server is not used for
accounting. The default UDP port for accounting is 1813.

<0- 65535> UDP port number. (Accounting port number is set to (accounting
port number is set to 1813 by default) Specifies the UDP
destination port for RADIUS accounting requests. If 0 is specified,
the host is not used for accounting.

aut h- port Authentication port. Specifies the UDP destination port for
RADIUS authentication requests. If 0 is specified, the server is not
used for authentication. The default UDP port for authentication
is 1812.

<0- 65535> UDP port number (authentication port number is set to 1812 by
default). Specifies the UDP destination port for RADIUS
authentication requests. If 0 is specified, the host is not used for
authentication.

ti meout Specifies the amount of time to wait for a response from the
server. If this parameter is not specified the global value
configured by the radius-server timeout command is used.
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RADIUS-SERVER HOST

Default

Mode

Usage
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Parameter Description

<1-1000> Time in seconds to wait for a server reply (timeout is set to 5
seconds by default). The time interval (in seconds to wait for the
RADIUS server to reply before retransmitting a request or
considering the server dead. This setting overrides the global
value set by the radius-server timeout command. If no timeout
value is specified for this server, the global value is used.

retransmt Specifies the number of retries before skip to the next server. If
this parameter is not specified the global value configured by the
radius-server retransmit command is used.

<0- 100> Maximum number of retries (maximum number of retries is set
to 3 by default). The maximum number of times to resend a
RADIUS request to the server, if it does not respond within the
timeout interval, before considering it dead and skipping to the
next RADIUS server. This setting overrides the global setting of
the radius- server retransmit command. If no retransmit value
is specified, the global value is used.

key Set shared secret key with RADIUS servers.

<key-string> Shared key string applied. Specifies the shared secret
authentication or encryption key for all RADIUS communications
between this device and the RADIUS server. This key must match
the encryption used on the RADIUS daemon. All leading spaces
are ignored, but spaces within and at the end of the string are
used.
If spaces are used in the string, do not enclose the string in
quotation marks unless the quotation marks themselves are part
of the key. This setting overrides the global setting of the
radius-server key command. If no key value is specified, the
global value is used.

The RADIUS client address is not configured (null) by default. No RADIUS server is
configured.

Global Configuration

Multiple radius -server host commands can be used to specify multiple hosts. The
software searches for hosts in the order they are specified. If no host-specific
timeout, retransmit, or key values are specified, the global values apply to that
host. If there are multiple RADIUS servers for this client, use this command multiple
times—once to specify each server.

If you specify a host without specifying the auth port or the acct port, it will by
default be configured for both authentication and accounting, using the default
UDP ports. To set a host to be a RADIUS server for authentication requests only, set
the acct-port parameter to 0; to set the host to be a RADIUS server for accounting
requests only, set the auth-port parameter to 0.

A RADIUS server is identified by IP address, authentication port and accounting
port. A single host can be configured multiple times with different authentication
or accounting ports. All the RADIUS servers configured with this command are
included in the predefined RADIUS server group radius, which may be used by AAA
authentication, authorization and accounting commands. The client transmits
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Examples

Command
changes

Related
commands
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(and retransmits, according to the retransmit and timeout parameters) RADIUS
authentication or accounting requests to the servers in the order you specify them,
until it gets a response.

To add the RADIUS server 10. 0. 0. 20, use the following commands:

awpl us# configure term nal

awpl us(config)# radius-server host 10.0.0.20

To set the secret key to allied on the RADIUS server 10. 0. 0. 20, use the following
commands:

awpl us# configure term nal

awpl us(config)# radi us-server host 10.0.0.20 key allied
To delete the RADIUS server 10. 0. 0. 20, use the following commands:
awpl us# configure term nal

awpl us(config)# no radius-server host 10.0.0.20

To configurer adl. conpany. comfor authentication only, use the following
commands:

awpl us# configure term nal
awpl us(config)# radi us-server host radl. conmpany. comacct-port O

To remove the RADIUS serverr adl. conpany. comconfigured for
authentication only, use the following commands:

awpl us# configure term nal

awpl us(config)# no radius-server host radl.conpany.com
acct-port O

To configure r ad2. conpany. comfor accounting only, use the following
commands:

awpl us# configure termnal

awpl us(config)# radi us-server host rad2. conmpany.comauth-port 0

To configure 192.168.1.1 with authentication port 1000, accounting port 1001 and
retransmit count 5, use the following commands:

awpl us# configure term nal

awpl us(config)# radi us-server host 192.168.1.1 auth-port 1000
acct-port 1001 retransmt 5

Version 5.4.9-2.1: key-encrypted parameter added.

aaa group server
radius-server key
radius-server retransmit

radius-server timeout
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RADIUS-SERVER KEY

radius-server key
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Usage

Examples

Related
commands
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This command sets a global secret key for RADIUS authentication on the device.
The shared secret text string is used for RADIUS authentication between the device
and a RADIUS server.

Note that if no secret key is explicitly specified for a RADIUS server, the global
secret key will be used for the shared secret for the server.

Use the no variant of this command to reset the secret key to the default (null).

radi us-server key <key-string>

no radi us-server key

Parameter Description
<key-string> Shared secret among RADIUS server and 802.1X
client.

The RADIUS server secret key on the system is not set by default (null).
Global Configuration

Use this command to set the global secret key shared between this client and its
RADIUS servers. If no secret key is specified for a particular RADIUS server using the
radius-server host command, this global key is used.

After enabling AAA authentication with the aaa authentication login command,
set the authentication and encryption key using the radius-server key command
so the key entered matches the key used on the RADIUS server.

To set the global secret key to allied for RADIUS server, use the following
commands:

awpl us# configure term nal

awpl us(config)# radius-server key allied

To set the global secret key to secret for RADIUS server, use the following
commands:

awpl us# configure termnal

awpl us(config)# radi us-server key secret
To delete the global secret key for RADIUS server, use the following commands:

awpl us# configure term nal

awpl us(config)# no radius-server key

radius-server host
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RADIUS-SERVER RETRANSMIT

radius-server retransmit

Overview This command sets the retransmit counter to use RADIUS authentication on the
device. This command specifies how many times the device transmits each
RADIUS request to the RADIUS server before giving up.

This command configures the retransmit parameter for RADIUS servers globally.
If the retransmit parameter is not specified for a RADIUS server by the
radius-server host command then the global configuration set by this command
is used for the server instead.

Use the no variant of this command to reset the re-transmit counter to the default

3).

Syntax radius-server retransnmt <retries>

no radi us-server retransnit

Parameter Description

<retries> RADIUS server retries in the range <0-100>.
The number of times a request is resent to a RADIUS server that
does not respond, before the server is considered dead and the
next server is tried. If no retransmit value is specified for a
particular RADIUS server using the radius-server host
command, this global value is used.

Default The default RADIUS retransmit count on the device is 3.
Mode Global Configuration

Examples To set the RADIUS retransmit count to 1, use the following commands:
awpl us# configure term nal
awplus(config)# radius-server retransmt 1

To set the RADIUS retransmit count to the default (3), use the following
commands:

awpl us# configure termnal
awpl us(config)# no radi us-server retransmit

To configure the RADIUS retransmit count globally with 5, use the following
commands:

awpl us# configure term nal
awpl us(config)# radius-server retransmt 5

To disable retransmission of requests to a RADIUS server, use the following
commands:

awpl us# configure term nal

awpl us(config)# radius-server retransmt O
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Related radius-server deadtime

commands .
radius-server host
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RADIUS-SERVER TIMEOUT

radius-server timeout

Overview

Syntax

Default
Mode

Examples
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Use this command to specify the RADIUS global timeout value. This is how long the
device waits for a reply to a RADIUS request before retransmitting the request, or
considering the server to be dead. If no timeout is specified for the particular
RADIUS server by the radius-server host command, it uses this global timeout
value.

Note that this command configures the timeout parameter for RADIUS servers
globally.

The no variant of this command resets the transmit timeout to the default (5
seconds).

radi us-server tineout <seconds>

no radi us-server tinmeout

Parameter Description

<seconds> RADIUS server timeout in seconds in the range 1 to 1000.
The global time in seconds to wait for a RADIUS server to reply to
a request before retransmitting the request, or considering the
server to be dead (depending on the radius-server retransmit
command).

The default RADIUS transmit timeout on the system is 5 seconds.

Global Configuration

To globally set the device to wait 20 seconds before retransmitting a RADIUS
request to unresponsive RADIUS servers, use the following commands:

awpl us# configure term nal

awpl us(config)# radius-server tineout 20

To set the RADIUS timeout parameter to 1 second, use the following commands:
awpl us# configure termnal

awpl us(config)# radi us-server tinmeout 1

To set the RADIUS timeout parameter to the default (5 seconds), use the following
commands:

awpl us# configure term nal
awpl us(config)# no radi us-server tinmeout

To configure the RADIUS server timeout period globally with 3 seconds, use the
following commands:

awpl us# configure term nal

awpl us(config)# radi us-server tineout 3
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RADIUS-SERVER TIMEOUT

To reset the global timeout period for RADIUS servers to the default, use the
following command:

awpl us# configure term nal
awpl us(config)# no radius-server tineout
Related radius-server deadtime
commands .
radius-server host

radius-server retransmit
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SERVER (SERVER GROUP)

server (server group)

Overview

Syntax

C613-50418-01 Rev A

This command adds a RADIUS server to a server group in Server-Group
Configuration mode. The RADIUS server should be configured by the radius-server
host command.

The server is appended to the server list of the group and the order of
configuration determines the precedence of servers. If the server exists in the
server group already, it will be removed before added as a new server,

The server is identified by IP address and authentication and accounting UDP port
numbers. So a RADIUS server can have multiple entries in a group with different
authentication and/or accounting UDP ports. The auth-port specifies the UDP
destination port for authentication requests to the server. To disable
authentication for the server, set aut h- por t to 0. If the authentication port is
missing, the default port number is 1812. The acct-port specifies the UDP
destination port for accounting requests to the server. To disable accounting for
the server, setacct - port to 0. If the accounting port is missing, the default port
number is 1812.

Use the no variant of this command to remove a RADIUS server from the server
group.

server {<hostname>|<i p-address>} [auth-port
<0- 65535>] [ acct - port <0-65535>]

no server {<hostnane>|<i p-address>} [auth-port
<0- 65535>] [ acct - port <0-65535>]

Parameter Description

<host nane> Server host name

<i p- addr ess> Server IP address
The server is identified by IP address, authentication and
accounting UDP port numbers. So a RADIUS server can have
multiple entries in a group with different authentication and/or
accounting UDP ports.

aut h- port Authentication port
The auth-port specifies the UDP destination port for
authentication requests to the server. To disable authentication
for the server, set auth-port to 0. If the authentication port is
missing, the default port number is 1812.

<0- 65535> UDP port number (default: 1812)

acct - port Accounting port
The acct-port specifies the UDP destination port for accounting
requests to the server. To disable accounting for the server, set
acct-port to 0. If the accounting port is missing, the default port
number is 1813.

<0- 65535> UDP port number (default: 1813)

Command Reference for AMF Cloud 435
AlliedWare Plus™ Operating System - Version 5.5.0-1.x



RADIUS COMMANDS
SERVER (SERVER GROUP)

Default
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Usage notes

Examples

Related
commands
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The default Authentication port number is 1812 and the default Accounting port
number is 1813.

Server Group Configuration

The RADIUS server to be added must be configured by the radius-server host
command. In order to add or remove a server, the auth-port and acct-port
parameters in this command must be the same as the corresponding parameters
in the radius-server host command.

To create a RADIUS server group RAD_AUTH1 for authentication, use the following
commands:

awpl us# configure term nal
awpl us(config)# aaa group server radius RAD AUTH1
awpl us(config-sg)# server 192.168.1.1 acct-port O

awpl us(config-sg)# server 192.168.2.1 auth-port 1000 acct-port
0

To create a RADIUS server group RAD_ACCT1 for accounting, use the following
commands:

awpl us# configure term nal
awpl us(config)# aaa group server radius RAD ACCT1

awpl us(config-sg)# server 192.168.2.1 auth-port 0 acct-port
1001

awpl us(config-sg)# server 192.168.3.1 auth-port O

To remove server 192.168.3.1 from the existing server group GROUP1, use the
following commands:

awpl us# configure term nal
awpl us(config)# aaa group server radius GROUP1
awpl us(config-sg)# no server 192.168.3.1

aaa accounting login
aaa authentication login
aaa group server

radius-server host
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SHOW DEBUGGING RADIUS

show debugging radius

Overview This command displays the current debugging status for the RADIUS servers.
Syntax show debuggi ng radi us
Mode User Exec and Privileged Exec

Example To display the current debugging status of RADIUS servers, use the command:

show debuggi ng radi us

Output Figure 17-1: Example output from the show debugging radius command

RADI US debuggi ng st at us:
RADI US event debugging is off
RADI US packet debugging is off
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SHOW RADIUS

show radius

Overview
Syntax
Mode

Example Todisplayth

This command displays the current RADIUS server configuration and status.
show radi us

User Exec and Privileged Exec

e current status of RADIUS servers, use the command:

show r adi us

Output Figure 17-2:

Example output from the show radius command showing RADIUS
servers

Ti meout
Ret r ansmi

Server
Aut henti c

Ti meout
Ret r ansmi
Server Hos
Aut henti c
Accountin

Server
| P Addr ess
192. 168. 1.
192. 168. 1.

RADI US d oba
Source Interface
Secret Key :

Deadti ne :
Host

Accounti ng Port
Secret Key :

Nane/

Confi guration

not confi gured

secret
5 sec

t Count

20 min
192.168. 1. 10

ation Port 1812

1813

secret
3 sec

t Count 2

t 192.168.1. 11

ation Port 1812

g Port not confi gured

3

Aut h Acct Aut h

Por t Por t St at us
10 1812
11 1812

Example See the sample output below showing RADIUS client status and RADIUS
configuration:

sh
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ow radi us
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SHOW RADIUS
Output Figure 17-3: Example output from the show radius command showing RADIUS
client status
RADI US gl obal interface nane: awpl us
Secret key:
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Ti meout: 5

Deadtine: O

Retransnmit count: 3
Deadtine: 0

Server Address: 150.87.18. 89
Aut h destination port: 1812
Accounting port: 1813
Secret key: swg

Ti meout: 5

Retransnmit count: 3

Output Parameter Meaning

Sour ce The interface name or IP address to be used for the source
Interface address of all outgoing RADIUS packets.

Secret Key A shared secret key to a radius server.

Ti meout A time interval in seconds.

Ret ransmi t The number of retry count if a RADIUS server does not
Count response.

Deadti ne A time interval in minutes to mark a RADIUS server as “dead”.

I nt eri m Updat e

A time interval in minutes to send Interim-Update Accounting
report.

Group Deadtine

The deadtime configured for RADIUS servers within a server
group.

Server Host

The RADIUS server hostname or IP address.

Aut henti cati on
Port

The destination UDP port for RADIUS authentication requests.

Accounting Port

The destination UDP port for RADIUS accounting requests.
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SHOW RADIUS
Output Parameter Meaning
Aut h St at us The status of the authentication port.

The status (“dead”, “error”, or “alive”) of the RADIUS authentica-

tion server and, if dead, how long it has been dead for.

Alive The server is alive.

Error The server is not responding.

Dead The server is detected as dead and it will not be
used for deadtime period. The time displayed in
the output shows the server is in dead status for
that amount of time.

Unknown  The server is never used or the status is unknown.

Acct Status The status of the accounting port.

The status (“dead”, “error”, or “alive”) of the RADIUS accounting

server and, if dead, how long it has been dead for.
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UNDEBUG RADIUS

undebug radius

Overview This command applies the functionality of the no debug radius command.
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Introduction

Overview

Command List
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This chapter provides an alphabetical reference of commands used to configure
the Public Key Infrastructure (PKI) capabilities on an AlliedWare Plus device. For
more information about PKI, see the Public Key Infrastructure (PKI) Feature
Overview and Configuration Guide.

“crypto key generate rsa” on page 443

. “crypto key zeroize” on page 444

. “crypto pki authenticate” on page 445
. “crypto pki enroll” on page 446

. “crypto pki enroll user” on page 447

. “crypto pki export pem” on page 449
. “crypto pki export pkcs12” on page 450
. “crypto pki import pem” on page 452
. “crypto pki import pkcs12” on page 454

. “crypto pki trustpoint” on page 455

. “enrollment (ca-trustpoint)” on page 456
. “fingerprint (ca-trustpoint)” on page 457
. “no crypto pki certificate” on page 459

. “rsakeypair (ca-trustpoint)” on page 460

. “show crypto key mypubkey rsa” on page 461

. “show crypto pki certificates” on page 462
. “show crypto pki enrollment user” on page 464
. “show crypto pki trustpoint” on page 465
. “subject-name (ca-trustpoint)” on page 466
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CRYPTO KEY GENERATE RSA

crypto key generate rsa

Overview

Syntax

Mode

Usage notes

Example

Related
commands

C613-50418-01 Rev A

Use this command to generate a cryptographic public/private key pair for the
Rivest-Shamir-Adleman (RSA) encryption algorithm.

crypto key generate rsa [l abel <keyl abel >] [<1024-4096>]

Parameter Description

<keyl abel > The name of the key to be created. The name must start with an
alphanumeric character, and may only contain alphanumeric
characters, underscores, dashes, or periods. The maximum length
of the name is 63 characters. If no label is specified the default
value “server-default”is used.

<1024- 4096> The bit length for the key. If no bit length is specified the default
of 2048 is used.

Privileged Exec

The generated key may be used for multiple server certificates in the system. A key
is referenced by its label. A bit length between 1024 and 4096 bits may be
specified. Larger bit lengths are more secure, but require more computation time.

The specified key must not already exist.
To create a key with the label "example-server-key" and a bit length of 2048, use
the commands:

awpl us> enabl e

awpl us# crypto key generate rsa | abel exanpl e-server-key 2048

crypto key zeroize
rsakeypair (ca-trustpoint)

show crypto key mypubkey rsa
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CRYPTO KEY ZEROIZE

crypto key zeroize

Overview

Syntax

Mode

Usage notes

Example

Related
commands

Command
changes

C613-50418-01 Rev A

Use this command to delete one or all cryptographic public/private key pairs.

crypto key zeroize rsa <keyl abel >

crypto key zeroize all

Parameter Description

rsa <keyl abel > Delete a single key pair for the Rivest-Shamir-Adleman (RSA)
encryption algorithm.

al | Delete all keys.

Privileged Exec
Note that this command has the same effect as using the delete command (it
deletes the file from Flash memory but does not overwrite it with zeros).

The specified key must exist but must not be in use for any existing server
certificates.

A key may not be deleted if it is associated with the server certificate or server
certificate signing request for an existing trustpoint. To remove a server certificate
so that the key may be deleted, use the no crypto pki enroll command to
de-enroll the server.

To delete an RSA key named "example-server-key", use the following command:

awpl us# crypto key zeroize rsa exanpl e-server-key

crypto key generate rsa

show crypto key mypubkey rsa

Version 5.4.6-1.1: zeroize functionality added to x930 Series
Version 5.4.8-1.2: zeroize functionality added to x220, XS900MX, x550 Series
Version 5.4.8-2.1: zeroize functionality added to SBx908 GEN2, x950 Series
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CRYPTO PKI AUTHENTICATE

crypto pki authenticate

Overview

Syntax

Mode

Usage notes

Example

Related
commands
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Use this command to authenticate a trustpoint by generating or importing the
root CA certificate. This must be done before the server can be enrolled to the
trustpoint.

crypto pki authenticate <trustpoint>

Parameter Description

<t rust poi nt > The name of the trustpoint to be authenticated.

Privileged Exec

If the trustpoint’s enrollment setting is “selfsigned”, then this command causes a
private key to be generated for the root CA, and a self-signed certificate to be
generated based on that key.

If the trustpoint’s enrollment setting is “terminal”, then this command prompts
the user to paste a certificate Privacy Enhanced Mail (PEM) file at the CLI terminal.
If the certificate is a valid selfsigned CA certificate, then it will be stored as the
trustpoint’s root CA certificate.

The specified trustpoint must already exist, and its enrollment mode must have
been defined.

To show the enrollment setting of a trustpoint named “example” and then
generate a certificate from it, use the commands:

awpl us> enabl e

awpl us# configure term nal

awpl us(config)# crypto pki trustpoint exanple
awpl us(ca-trustpoint)# enroll ment selfsigned
awpl us(config)# exit

awpl us# exit

awpl us# crypto pki authenticate exanple

crypto pki import pem
crypto pki trustpoint

enrollment (ca-trustpoint)
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CRYPTO PKI ENROLL

crypto pki enroll

Overview

Syntax

Mode

Usage notes

Example

Related
commands
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Use this command to enroll the local server to the specified trustpoint.
Use the no variant of this command to de-enroll the server by removing its
certificate

crypto pki enroll <trustpoint>

no crypto pki enroll <trustpoint>

Parameter Description

<t r ust poi nt > The name of the trustpoint to be enrolled

Privileged Exec

For the local server, “enrollment” is the process of creating of a certificate for the
server that has been signed by a CA associated with the trustpoint. The public
portion of the RSA key pair specified using the rsakeypair parameter for the
trustpoint will be included in the server certificate.

If the trustpoint represents a locally self-signed certificate authority, then this
command results in the direct generation of the server certificate, signed by the
root CA for the trustpoint.

If the trustpoint represents an external certificate authority, then this command
results in the generation of a Certificate Signing Request (CSR) file, which is
displayed at the terminal in Privacy-Enhanced Mail (PEM) format, suitable for
copying and pasting into a file or message. The CSR must be sent to the external
CA for processing. When the CA replies with the signed certificate, that certificate
should be imported using the crypto pki import pem command, to complete the
enrollment process.

The specified trustpoint must already exist, and it must already be authenticated.
To enroll the local server with the trustpoint “example”, use the following
commands:

awpl us> enabl e

awpl us# crypto pki enroll exanple

crypto pki enroll user
crypto pki import pem
crypto pki trustpoint

enrollment (ca-trustpoint)
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CRYPTO PKI ENROLL USER

crypto pki enroll user

Overview

Syntax

Mode

Usage notes

Example

C613-50418-01 Rev A

Use this command to enroll a single RADIUS user or all RADIUS users to the
specified trustpoint.

Use the no variant of this command to remove the PKCS#12 file from the system.
Note that the PKCS#12 files are generated in a temporary (volatile) file system, so a
system restart also results in removal of all of the files.

crypto pki enroll <trustpoint>
{user <usernane>|l ocal -radi us-all-users}

no crypto pki enroll <trustpoint>
{user <usernane>|l ocal -radi us-all-users}

Parameter Description

<t rust poi nt > The name of the trustpoint to which users are to be enrolled.

<user nane> The name of the user to enroll to the trustpoint.

Privileged Exec

For RADIUS users, “enrollment” is the process of generating a private key and a
corresponding client certificate for each user, with the certificate signed by the
root CA for the trustpoint. The resulting certificates may be exported to client
devices, for use with PEAP or EAP-TLS authentication with the local RADIUS server.

The specified trustpoint must represent a locally self-signed certificate authority.

The private key and certificate are packaged into a PKCS#12-formatted file,
suitable for export using the crypto pki export pkcs12 command. The private key
is encrypted for security, with a passphrase that is entered at the command line.
The passphrase is required when the PKCS#12 file is imported on the client system.
The passphrase is not stored anywhere on the device, so users are responsible for
remembering it until the export-import process is complete.

If local-radius-all-users is specified instead of an individual user, then keys and
certificates for all RADIUS users will be generated at once. All the keys will be
encrypted using the same passphrase.

The specified trustpoint must already exist, it must represent a locally self-signed
CA, and it must already have been authenticated.

To enroll the user “example-user” with the trustpoint “example”, use the following
commands:

awpl us> enabl e

awpl us# crypto pki enroll exanple user exanpl e-user
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To enroll all local RADIUS users with the trustpoint “example”, use the following
commands:

awpl us> enabl e

awpl us# crypto pki enroll exanple |ocal-radius-all-users

Related crypto pki export pkcs12

commands . .
crypto pki trustpoint
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CRYPTO PKI EXPORT PEM

crypto pki export pem

Overview

Syntax

Default
Mode
Usage notes

Example

Related
commands
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Use this command to export the root CA certificate for the given trustpoint to a file
in Privacy-Enhanced Mail (PEM) format. The file may be transferred to the specified
destination URL, or displayed at the terminal.

crypto pki export <trustpoint> pem|[term nal|<url>]

Parameter Description

<t rust poi nt > The name of the trustpoint for which the root CA certificate is
tobe exported.

t erm nal Display the PEM file to the terminal.

<url > Transfer the PEM file to the specified URL.

The PEM will be displayed to the terminal by default.

Privileged Exec

The specified trustpoint must already exist, and it must already be authenticated.
To display the PEM file for the trustpoint “example” to the terminal, use the
following commands:

awpl us> enabl e

awpl us# crypto pki export exanple pemterninal

To export the PEM file “example.pem” for the trustpoint “example” to the URL
“tftp://server_a/", use the following commands:

awpl us> enabl e

awpl us# crypto pki export exanple pem
tftp://server_al exanpl e. pem

crypto pki authenticate
crypto pki import pem

crypto pki trustpoint
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CRYPTO PKI EXPORT PKCS12

crypto pki export pkcs12

Overview

Syntax

Mode

Usage notes
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Use this command to export a certificate and private key for an entity in a
trustpoint to a file in PKCS#12 format at the specified URL. The private key is
encrypted with a passphrase for security.

crypto pki export <trustpoint> pkcsl2 {calserver| <usernane>}
<url >

Parameter Description

<t rust poi nt > The name of the trustpoint for which the certificate and key are
tobe exported.

ca If this option is specified, the command exports the root CA
certificate and corresponding key.

server If this option is specified, the command exports the server
certificate and corresponding key.

<user nane> If a RADIUS username is specified, the command exports the
PKCS#12 file that was previously generated using the crypto pki
enroll user command. To avoid ambiguity with keywords, the
username may be prefixed by the string “user:".

<url > The destination URL for the PKCS#12 file. The format of the URLis
the same as any valid destination for a file copy command.

Privileged Exec

If the ca option is specified, this command exports the root CA certificate and the
corresponding private key, if the trustpoint has been authenticated as a locally
selfsigned CA. (If the trustpoint represents an external CA, then there is no private
key on the system corresponding to the root CA certificate. Use the crypto pki
export pem file to export the certificate by itself.) The command prompts for a
passphrase to encrypt the private key.

If the server option is specified, this command exports the server certificate and
the corresponding private key, if the server has been enrolled to the trustpoint. The
command prompts for a passphrase to encrypt the private key.

If a RADIUS username is specified, this command exports the PKCS#12 file that was
generated using the crypto pki enroll user command. (The key within the file was
already encrypted as part of the user enrollment process.)

In the event that there is a RADIUS user named “ca” or “server”, enter “user:ca” or
“user:server” as the username.

The key and certificate must already exist.
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Example To exportthe PKCS#12 file “example.pk12” for the trustpoint “example” to the URL
“tftp://backup/”, use the following commands:

awpl us> enabl e

awpl us# crypto pki export exanple pkcsl2 ca
tftp://backup/ exanpl e. pk12

Related crypto pki enroll user

commands .
crypto pki export pem
crypto pki import pkcs12
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CRYPTO PKI IMPORT PEM

crypto pki import pem

Overview

Syntax

Default
Mode

Usage notes

Example
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This command imports a certificate for the given trustpoint from a file in
Privacy-Enhanced Mail (PEM) format. The file may be transferred from the specified
destination URL, or entered at the terminal.

crypto pki inport <trustpoint> pem|[term nal|<url>]

Parameter Description

<t rust poi nt > The name of the trustpoint for which the root CA certificate is to
be imported.

t erm nal Optional parameter, If specified, the command prompts the user
to enter (or paste) the PEM file at the terminal. If parameter is
specified terminal is assumed by default.

<url > Optional parameter, If specified, the PEM file is transferred from
the specified URL

The PEM will be imported from the terminal by default.
Privileged Exec

The command is generally used for trustpoints representing external certificate
authorities. It accepts root CA certificates, intermediate CA certificates, and server
certificates. The system automatically detects the certificate type upon import.

Using this command to import root CA certificates at the terminal is identical to the
functionality provided by the crypto pki authenticate command, for external
certificate authorities. The imported certificate is validated to ensure it is a proper
CA certificate.

Intermediate CA certificates are validated to ensure they are proper CA certificates,
and that the issuer chain ends in a root CA certificate already installed for the
trustpoint. If there is no root CA certificate for the trustpoint (i.e., if the trustpoint is
unauthenticated) then intermediate CA certificates may not be imported.

Server certificates are validated to ensure that the issuer chain ends in a root CA
certificate already installed for the trustpoint. If there is no root CA certificate for
the trustpoint (i.e., if the trustpoint is unauthenticated) then server certificates may
not be imported.

The specified trustpoint must already exist. If the imported certificate is
self-signed, then no certificates may exist for the trustpoint. Otherwise, the issuer’s
certificate must already be present for the trustpoint.

To import the PEM file for the trustpoint “example” from the terminal, use the
following commands:
awpl us> enabl e

awpl us# crypto pki inport exanple pem
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To import the PEM file for the trustpoint “example” from the URL “tftp://server_a/",
use the following commands:

awpl us> enabl e
awpl us# crypto pki inport exanple pem
tftp://server_al exanpl e. pem

Related crypto pki authenticate

commands .
crypto pki export pem
crypto pki trustpoint
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CRYPTO PKI IMPORT PKCS12

crypto pki import pkcs12

Overview

Syntax

Mode

Usage notes

Example

Related
commands
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This command imports a certificate and private key for an entity in a trustpoint
from a file in PKCS#12 format at the specified URL. The command prompts for a
passphrase to decrypt the private key within the file.

crypto pki inport <trustpoint> pkcsl2 {ca|server} <url>

Parameter Description

<t rust poi nt > The name of the trustpoint for which the certificate and key are to
be imported.

ca If this option is specified, the command imports the root CA
certificate and corresponding key.

server If this option is specified, the command imports the server
certificate and corresponding key.

<url > The source URL for the PKCS#12 file. The format of the URLis the
same as any valid destination for a file copy command.

Privileged Exec

If the ca option is specified, this command imports the root CA certificate and the
corresponding private key. This is only valid if the root CA certificate does not
already exist for the trustpoint (i.e., if the trustpoint is unauthenticated).

If the server option is specified, this command imports the server certificate and
the corresponding private key. The imported private key is given a new unique
label of the form “localN”, where N is a non-negative integer. This operation is only
valid if the server certificate does not already exist for the trustpoint (i.e., if the
server is not enrolled to the trustpoint).

PKCS#12 files for RADIUS users may not be imported with this command. (There is
no value in doing so, as the files are not needed on the local system.)

The specified trustpoint must already exist. The key and certificate must not
already exist.

To import the PKCS#12 file “example.pk12” for the trustpoint “example” to the URL
“tftp://backup/”, use the following commands:

awpl us> enabl e

awpl us# crypto pki inport exanple pkcsl2 ca
tftp://backup/ exanpl e. pkl2

crypto pki export pkcs12

crypto pki import pem
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CRYPTO PKI TRUSTPOINT

crypto pki trustpoint

Overview

Syntax

Mode

Usage notes

Example

Related
commands

Command
changes
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Use this command to declare the named trustpoint and enter trustpoint
configuration mode.

Use the no variant of this command to destroy the trustpoint.

crypto pki trustpoint <trustpoint>

no crypto pki trustpoint <trustpoint>

Parameter Description

<t r ust poi nt > The name of the trustpoint. The name must start with an
alphanumeric character, and may only contain alphanumeric
characters, underscores, dashes, or periods. The maximum length
of the name is 63 characters.

Global Configuration

If the trustpoint did not previously exist, it is created as a new trustpoint. The
trustpoint will be empty (unauthenticated) unless the name “local” is selected, in
which case the system will automatically authenticate the trustpoint as a local
self-signed certificate authority.

The no variant of this command destroys the trustpoint by removing all CA and
server certificates associated with the trustpoint, as well as the private key
associated with the root certificate (if the root certificate was locally self-signed).
This is a destructive and irreversible operation, so this command should be used
with caution.

To configure a trustpoint named “example”, use the following commands:

awpl us> enabl e
awpl us# configure term nal

awpl us(config)# crypto pki trustpoint exanple

show crypto pki certificates

show crypto pki trustpoint

Version 5.4.6-1.1: command added to x930 Series
Version 5.4.8-1: command added to x220, XS900MX, x550 Series
Version 5.4.8-2.1: command added to SBx908 GEN2, x950 Series
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enroliment (ca-trustpoint)

Overview

Syntax

Mode

Usage notes

Example

Related
commands
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Use this command to declare how certificates will be added to the system for the
current trustpoint.

enrol | ment {sel fsigned|terninal}

Parameter Description

sel f si gned Sets the enrollment mode for the current trustpoint to selfsigned.

t erm nal Sets the enrollment mode for the current trustpoint to terminal.

Trustpoint Configuration

If the enrollment is set to selfsigned, then the system will generate a root CA
certificate and its associated key when the crypto pki authenticate command is
issued. It will generate a server certificate (signed by the root CA certificate) when
the crypto pki enroll command is issued.

If the enrollment is set to terminal, then the system will prompt the user to paste
the root CA certificate Privacy Enhanced Mail (PEM) file at the terminal, when the
crypto pki authenticate command is issued. It will create a Certificate Signing
Request (CSR) file for the local server when the crypto pki enroll command is
issued. The server certificate received from the external CA should be imported
using the crypto pki import pem command.

The trustpoint named “local” may only use the selfsigned enrollment setting.

If no enrollment mode is specified, the crypto pki authenticate command will fail
for the trustpoint.

To configure the trustpoint named "example" and set its enroliment to selfsigned,
use the following commands:

awpl us> enabl e

awpl us# configure term nal

awpl us(config)# crypto pki trustpoint exanple

awpl us(ca-trustpoint)# enroll ment selfsigned

crypto pki enroll
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FINGERPRINT (CA-TRUSTPOINT)

fingerpri

Overview

Syntax

nt (ca-trustpoint)

Use this command to declare that certificates with the specified fingerprint should
be automatically accepted, when importing certificates from an external certificate
authority. This can affect the behavior of the crypto pki authenticate and crypto
pki import pem commands.

Use the no variant of this command to remove the specified fingerprint from the
pre-accepted list.

fingerprint <word>

no fingerprint <word>

Parameter Description

Default
Mode

Usage notes

Example

Related
commands

C613-50418-01 Rev A

<wor d> The fingerprint as a series of 40 hexadecimal characters,
optionally separated into multiple character strings.

By default, no fingerprints are pre-accepted for the trustpoint.
Trustpoint Configuration

Specifying a fingerprint adds it to a list of pre-accepted fingerprints for the
trustpoint. When a certificate is imported, if it matches any of the pre-accepted
values, then it will be saved in the system automatically. If the imported
certificate’s fingerprint does not match any pre-accepted value, then the user will
be prompted to verify the certificate contents and fingerprint visually.

This command is useful when certificates from an external certificate authority are
being transmitted over an insecure channel. If the certificate fingerprint is
delivered via a separate messaging channel, then pre-entering the fingerprint
value via cut-and-paste may be less errorprone than attempting to verify the
fingerprint value visually.

The fingerprint is a series of 40 hexadecimal characters. It may be entered as a
continuous string, or as a series of up to multiple strings separated by spaces. The
input format is flexible because different certificate authorities may provide the
fingerprint string in different formats.

To configure afingerprint “5A81D34C 759CC4DA CFCA9F65 0303AD83 410B0O3AF”
for the trustpoint named “example”, use the following commands:

awpl us> enabl e
awpl us# configure term nal
awpl us(config)# crypto pki trustpoint exanple

awpl us(ca-trustpoint)# fingerprint 5A81D34C 759CCADA CFCA9F65
0303AD83 410B03AF

crypto pki authenticate

Command Reference for AMF Cloud 457
AlliedWare Plus™ Operating System - Version 5.5.0-1.x



PusLIC KEY INFRASTRUCTURE AND CRYPTO COMMANDS
FINGERPRINT (CA-TRUSTPOINT)

crypto pki import pem

C613-50418-01 Rev A Command Reference for AMF Cloud 458
AlliedWare Plus™ Operating System - Version 5.5.0-1.x



PUBLIC KEY INFRASTRUCTURE AND CRYPTO COMMANDS

NO CRYPTO PKI CERTIFICATE

no crypto pki certificate

Overview

Syntax

Default
Mode

Usage notes

Example

Related
commands
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Use this command to delete a certificate with the specified fingerprint from the
specified trustpoint.

no crypto pki certificate <trustpoint> <word>

Parameter Description

<t rust poi nt > The name of the trustpoint.

<wor d> The fingerprint as a series of 40 hexadecimal characters,
optionally separated into multiple character strings.

By default, no fingerprints are pre-accepted for the trustpoint.
Privileged Exec

The fingerprint can be found in the output of the show crypto pki certificates
command. If there are dependent certificates in the trustpoint (i.e., if other
certificates were signed by the specified certificate), the command will be rejected.

If the specified certificate is the root CA certificate and the trustpoint represents a
locally selfsigned CA, then the corresponding private key is also deleted from the
system. Deleting the root CA certificate effectively resets the trustpoint to an
unauthenticated state.

To delete a certificate with the fingerprint "594EDEF9 C7C4308C 36D408EQ
77E784F0 A59E8792" from the trustpoint “example”, use the following commands:
awpl us> enabl e

awpl us# no crypto pki certificate exanple
594EDEF9 C7C4308C 36D408EQ0 77E784F0 A59E8792

no crypto pki trustpoint

show crypto pki certificates
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RSAKEYPAIR (CA-TRUSTPOINT)

rsakeypair (ca-trustpoint)

Overview

Syntax

Default

Mode

Usage notes

Example

Related
commands
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Use this command to declare which RSA key pair should be used to enroll the local
server with the trustpoint. Note that this defines the key pair used with the server
certificate, not the key pair used with the root CA certificate.

Use the no variant of this command to restore the default value, “server-default”.

rsakeypair <keyl abel > [ <1024- 4096>]

no rsakeypair

Parameter Description

<keyl abel > The key to be used with the server certificate for this trustpoint.
The name must start with an alphanumeric character, and may
only contain alphanumeric characters, underscores, dashes, or
periods. The maximum length of the name is 63 characters.

<1024- 4096> The bit length for the key, to be used if the key is implicitly
generated during server enrollment.

The default value for keylabel is “server-default”.

The default value for the key bit length is 2048.
Trustpoint Configuration

If the label specified does not refer to an existing key created by the crypto key
generate rsa command, the key will be implicitly generated when the crypto pki
enroll command isissued to generate the server certificate or the server certificate
signing request. The optional numeric parameter defines the bit length for the key,
and is only applicable for keys that are implicitly created during enrollment.

This command does not affect server certificates or server certificate signing
requests that have already been generated. The trustpoint’s server certificate is set
to use whatever key pair was specified for the trustpoint at the time the crypto pki
enroll command is issued.

The default key pair is “server-default”. The default bit length is 2048 bits.

To configure trustpoint "example" to use the key pair "example-server-key" with a
bit length of 2048, use the following commands:

awpl us> enabl e

awpl us# configure term nal

awpl us(config)# crypto pki trustpoint exanple
awpl us(ca-trustpoint)# rsakeypair exanpl e-server-key 2048

crypto key generate rsa
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SHOW CRYPTO KEY MYPUBKEY RSA

show crypto key mypubkey rsa

Overview Use this command to display information about the specified
Rivest-Shamir-Adleman encryption key.

Syntax show crypto key mypubkey rsa [<keyl abel >]

Parameter Description

<keyl abel > The name of the key to be shown, if specified.

Default By default, all keys will be shown.
Mode Privileged Exec

Usage notes If no key label is specified, information about all keys is shown. The command
displays the bit length of the key, a key fingerprint (a hash of the key contents to
help uniquely identify a key), and a list of trustpoints in which the server certificate
is using the key.

The specified keys must exist.
Example To show all keys, use the following commands:

awpl us> enabl e

awpl us# show crypto key mypubkey rsa

Output Figure 18-1: Example output from show crypto key mypubkey rsa

awpl us#show crypt o key mypubkey rsa

RSA Key Pair "exanpl e-server-key":
Key size : 2048 bits
Fi ngerprint : 1A605D73 C2274CB7 853886B3 1C802FC6 7CDE45FB
Trust points : exanple

RSA Key Pair "server-default":

Key size : 2048 bits
Fi ngerprint : 34ACAD2D 5249A168 29D426A3 434FFC59 C4A19901
Trustpoints : |ocal

Related crypto key generate rsa
commands
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SHOW CRYPTO PKI CERTIFICATES

show crypto pKki certificates

Overview

Syntax

Default
Mode

Usage notes

Example
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Use this command to display information about existing certificates for the
specified trustpoint.

show crypto pki certificates [<trustpoint>]

Parameter Description

<t rust poi nt > The trustpoint for which the certificates are to be shown.

By default, the certificates for all trustpoints are shown.
Privileged Exec

If no trustpoint is specified, certificates for all trustpoints are shown. The command
displays the certificates organized into certificate chains. It starts with the server
certificate and then displays its issuer, and continues up the issuer chain until the
root CA certificate is reached.

For each certificate, the command displays the certificate type, the subject’s
distinguished name (the entity identified by the certificate), the issuer’s
distinguished name (the entity that signed the certificate), the validity dates for the
certificate, and the fingerprint of the certificate. The fingerprint is a cryptographic
hash of the certificate contents that uniquely identifies the certificate.

The specified trustpoints must already exist.

To show the certificates for the trustpoint “example”, use the following command:
awpl us> enabl e

awpl us# show crypto pki certificates exanple
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SHOW CRYPTO PKI CERTIFICATES

Output

Related
commands
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Figure 18-2:

Example output from show crypto pki certificates

awpl us>enabl e
awpl us#show crypto pki certificates exanple

Server certificate

Subj ect
| ssuer

[/ O=l ocal / CN=l ocal .l oc. | c
/ C=Nz/ CN=I ocal _Si gni ng_CA

Valid From : Nov 11 15:35:21 2015 GVl

Valid To : Aug 31 15:35:21 2018 GVI

Fi ngerprint : 5A81D34C 759CCADA CFCA9F65 0303AD83 410B0O3AF
Internmedi ate CA certificate

Subj ect
| ssuer

/ C=Nz/ CN=exanpl e_Si gni ng_CA
| C=Nz/ CN=exanpl e_Root _CA

Valid From : Sep 3 18:45:01 2015 GMI

Valid To : COct 10 18:45:01 2020 GV

Fi ngerprint : AE2D5850 9867D258 ABBEE9SE 2EOE3D81 60714920
Inported root certificate

Subj ect
| ssuer

| C=Nz/ CN=exanpl e_Root _CA
| C=Nz/ CN=exanpl e_Root _CA

Valid From : Jul 23 18:12:10 2015 GVI
Valid To : May 12 18:12:10 2025 GV
Fi ngerprint : 594EDEF9 C7C4308C 36D408E0 77E784F0 AS59E8792

crypto pki trustpoint
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PUBLIC KEY INFRASTRUCTURE AND CRYPTO COMMANDS
SHOW CRYPTO PKI ENROLLMENT USER

show crypto pki enroliment user

Overview

Syntax

Mode

Example

Output

Related
commands
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Use this command to display a list of trustpoints for which RADIUS user
enrollments have been performed, using the crypto pki enroll user command.
This indicates that PKCS#12 files for the user are available for export for the given
trustpoints, using the crypto pki export pkcs12 command.

crypto pki enroll ment user <usernanme>

Parameter Description

<user nanme> The user for which enrollments are to be shown.

Privileged Exec

To show the list of trustpoints to which user “exampleuser1” is enrolled, use the
following commands:
awpl us> enabl e

awpl us(config)# show crypto pki enrollnent user exanpleuserl

Figure 18-3: Example output from show crypto pki enroliment user

awpl us> enabl e

awpl us# show crypto pki enrol |l ment user exanpl euserl

User "exanpl euserl"” is enrolled to the follow ng trustpoints:
| ocal , exanpl e

crypto pki enroll user

crypto pki export pkcs12
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SHOW CRYPTO PKI TRUSTPOINT

show crypto pki trustpoint

Overview

Syntax

Default
Mode

Usage notes

Example

Output

Related
commands
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Use this command to display information about the specified trustpoint.

show crypto pki trustpoint [<trustpoint>]

Parameter Description

<t rust poi nt > The name of the trustpoint to be shown

By default, all trustpoints are shown.
Privileged Exec

If no trustpoint is specified, information about all trustpoints is shown. The
command displays the authentication status of the trustpoint, the fingerprint of
the root CA certificate (if it exists), the enrollment status of the local server with the
trustpoint, a list of any applications that are configured to use the trustpoint, and
the trustpoint parameters that were configured from trustpoint-configuration
mode.

The specified trustpoints must already exist.

To show the details of the trustpoint “example”, use the following commands:
awpl us> enabl e

awpl us# show crypto pki trustpoint exanple

Figure 18-4: Example output from show crypto pki trustpoint

awpl us> enabl e
awpl us# show crypto pki trustpoint exanple

Trust poi nt "exanpl e"

Type : Self-signed certificate authority

Root Certificate: 50C1856B EEC7555A OF3A61F6 690D9463 67DF74D1
Local Server : The server is enrolled to this trustpoint.
Server Key : exanpl e- server - key

Appl i cati ons : RADI US

Aut henti cati on and Enrol | ment Paraneters:
Enr ol | nent : sel fsigned
RSA Key Pair : exanpl e-server-key (2048 bits)

crypto pki trustpoint

show crypto pki certificates
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SUBJECT-NAME (CA-TRUSTPOINT)

subject-name (ca-trustpoint)

Overview

Syntax

Default

Mode

Usage notes

Example
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Use this command to specify the distinguished name string that should be used for
the subject field in the server certificate, when enrolling the server (generating the
server certificate or server certificate signing request).

subj ect - name <wor d>

Parameter Description

<wor d> Specify the subject name as a distinguished name string.
Complex strings (e.g., strings containing spaces) should be
surrounded with double-quote characters.

If no subject name is specified for the trustpoint, then the system automatically
builds a name of the form “/O=AlliedWare Plus/CN=xxxx.yyyy.zzz", where “xxxx” is
the hostname of the system and “yyyy.zzz" is the default search domain for the
system.

Trustpoint Configuration

The subject name is specified as a variable number of fields, where each field
begins with a forward-slash character (“/”). Each field is of the form “XX=value”,
where “XX" is the abbreviation of the node type in the tree.

Common values include:
. “C" (country),
. “ST” (state),

. “L" (locality),

. “0” (organization),
. “OU" (organizational unit), and
. “CN” (common name).

Of these fields, “CN” is usually the most important.

NOTE: For aserver certificate, many applications require that the network name of the
server matches the common name in the server’s certificate.

To configure the trustpoint named "example" and set its subject name, use the
following commands:

awpl us> enabl e
awpl us# configure term nal
awpl us(config)# crypto pki trustpoint exanple

awpl us(ca-trustpoint)# subject-nane "/ O=M
Conpany/ CN=192. 168. 1.1
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SUBJECT-NAME (CA-TRUSTPOINT)

Related crypto pki enroll
commands
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TACACS+
Commands

Introduction

Overview This chapter provides an alphabetical reference for commands used to configure
the device to use TACACS+ servers. For more information about TACACS+, see the
TACACS+ Feature Overview and Configuration Guide.

Command List

“aaa authorization commands” on page 469

. “"aaa authorization config-commands” on page 471
. "authorization commands” on page 472
. “ip tacacs source-interface” on page 474
. “show tacacs+” on page 475
. “tacacs-server host” on page 477
. “tacacs-server key” on page 479
. “tacacs-server timeout” on page 480
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TACACS+ COMMANDS

AAA AUTHORIZATION COMMANDS

aaa authorization commands

Overview

Syntax

Mode

Usage notes
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This command configures a method list for commands authorization that can be
applied to console or VTY lines. When command authorization is enabled for a
privilege level, only authorized users can executed commands in that privilege
level.

Use the no variant of this command to remove a named method list or disable the
default method list for a privilege level.

aaa aut horization conmmands <privil ege-Ievel >
{defaul t]|<list-nane>} group tacacs+ [none]

no aaa aut horization commands <privil ege-Ievel >
{defaul t|<list-nane>}

Parameter Description

<privil ege-level > The privilege level of the set of commands the method list
will be applied to.
AlliedWare Plus defines three sets of commands, that are
indexed by a level value:
Level = 1: All commands that can be accessed by a user
with privilege level between 1 and 6 inclusive
Level = 7: All commands that can be accessed by a user
with privilege level between 7 and 14 inclusive
Level = 15: All commands that can be accessed by a user
with privilege level 15

group Specify the server group where authorization messages are
sent. Only the t acacs+ group is available for this
command.

tacacs+ Use all TACACS+ servers configured by the tacacs-server
host command.

def aul t Configure the default authorization commands method list.

<li st - name> Configure a named authorization commands method list

none If specified, this provides a local fallback to command

authorization so that if authorization servers become
unavailable then the device will accept all commands
normally allowed for the privilege level of the user.

Global Configuration

TACACS+ command authorization provides centralized control of the commands
available to a user of an AlliedWare Plus device. Once enabled:

. The command string and username are encrypted and sent to the first
available configured TACACS+ server (the first server configured) for
authorization.
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AAA AUTHORIZATION COMMANDS

Example

Related
commands

Command
changes

C613-50418-01 Rev A

. The TACACS+ server decides if the user is authorized to execute the
command and returns the decision to the AlliedWare Plus device.

. Depending on this decision the device will then either execute the
command or notify the user that authorization has failed.

If multiple TACACS+ servers are configured, and the first server is unreachable or
does not respond, the other servers will be queried, in turn, for an authorization
decision. If all servers are unreachable and a local fallback has been configured,
with the none parameter, then commands are authorized based on the user’s
privilege level; the same behavior as if command authorization had not been
configured. If, however, the local fallback is not configured and all servers become
unreachable then all commands except logout, exit, and quit will be denied.

The default method list is defined with a local fallback unless configured
differently using this command.

To configure a commands authorization method list, named TAC15, using all
TACACS+ servers to authorize commands for privilege level 15, with a local
fallback, use the following commands:

awpl us# configure term nal

awpl us(config)# aaa authorization commands 15 TAC15 group
tacacs+ none

To configure the default method list to authorize commands for privilege level 7,
with no local fallback, use the following commands:

awpl us# configure termnal

awpl us(config)# aaa authorization commands 7 default group
tacacs+

To remove the authorization method list TAC15, use the following commands:

awpl us# configure term nal

awpl us(config)# no aaa authorization commands 15 TACL5

aaa authorization config-commands
authorization commands

tacacs-server host

Version 5.4.6-2.1: command added
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AAA AUTHORIZATION CONFIG-COMMANDS

aaa authorization config-commands

Overview

Syntax

Default
Mode

Usage notes

Example

Related
commands

Command
changes
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Use this command to enable command authorization on configuration mode
commands. By default, command authorization applies to commands in exec
mode only.

Use the no variant of this command to disable command authorization on

configuration mode commands.

aaa aut horization config-comands

no aaa authori zation confi g- commands
By default, command authorization is disabled on configuration mode commands.
Global Configuration

If authorization of configuration mode commands is not enabled then all
configuration commands are accepted by default, including command
authorization commands.

NOTE: Authorization of configuration commands is required for a secure TACACS+
command authorization configuration as it prevents the feature from being disabled
to gain access to unauthorized exec mode commands.

To enable command authorization for configuration mode commands, use the
commands:

awpl us# configure term nal

awpl us(config)# aaa authorization config-comands

To disable command authorization for configuration mode commands, use the
commands:

awpl us# configure term nal

awpl us(config)# no aaa authorization config-commands

aaa authorization commands
authorization commands

tacacs-server host

Version 5.4.6-2.1: command added
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AUTHORIZATION COMMANDS

authorization commands

Overview This command applies a command authorization method list, defined using the
aaa authorization commands command, to console and VTY lines.

Use the no variant of this command to reset the command authorization
configuration on the console and VTY lines.

Syntax aut horization comrands <privil ege-Ilevel > {defaul t|<list-nanme>}

no aut horization commands <privil ege-| evel >

Parameter Description

<privil ege-Ilevel > The privilege level of the set of commands the method list
will be applied to.
AlliedWare Plus defines three sets of commands, that are
indexed by a level value:
Level = 1: All commands that can be accessed by a user with
privilege level between 1 and 6 inclusive
Level = 7: All commands that can be accessed by a user with
privilege level between 7 and 14 inclusive
Level = 15: All commands that can be accessed by a user
with privilege level 15

def aul t Configure the default authorization commands method list.

<li st - name> Configure a named authorization commands method list

Default The default method list is applied to each console and VTY line by default.
Mode Line Configuration

Usage notes If the specified method list does not exist users will not be enable to execute any
commands in the specified method list on the specified VTY lines.

Example To apply the TAC15 command authorization method list with privilege level 15 to
VTY lines 0 to 5, use the following commands:

awpl us# configure term nal
awplus(config)# line vty 05
awplus(config-line)# authorization comands 15 TAC15

To reset the command authorization configuration with privilege level 15 on VTY
lines 0 to 5, use the following commands:

awpl us# configure termnal
awplus(config)# line vty 0 5
awpl us(config-line)# no authorizati on commands 15

Related aaa authorization commands
commands
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AUTHORIZATION COMMANDS

aaa authorization config-commands

tacacs-server host

Command Version 5.4.6-2.1: command added
changes
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IP TACACS SOURCE-INTERFACE

ip tacacs source-interface

Overview This command sets the source interface, or IP address, to use for all TACACS+
packets sent from the device. By default, TACACS+ packets use the source IP
address of the egress interface.

Use the no variant of this command to remove the source interface configuration
and use the source IP address of the egress interface.

Syntax ip tacacs source-interface {<interface>|<ip-address>}

no i p tacacs source-interface

Parameter Description

<interface> Interface name.

<i p- addr ess> IP address in the dotted decimal format A.B.C.D.

Default The source IP address of outgoing TACACS+ packets default to the IP address of
the egress interface.

Mode Global Configuration

Usage notes Setting the source interface ensures that all TACACS+ packets sent from the device
will have the same source IP address. Once configured this affects all TACACS+
packets, namely accounting, authentication, and authorization.

If the specified interface is down or there is no IP address on the interface, then the
source IP address of outgoing TACACS+ packets will default to the IP address of the
egress interface.

Example To configure all outgoing TACACS+ packets to use the IP address of the loop-back
“lo” interface as the source IP address, use the following commands:

awpl us# configure term nal
awplus(config)# ip tacacs source-interface lo

To reset the source interface configuration for all TACACS+ packets, use the
following commands:

awpl us# configure term nal

awpl us(config)# no ip tacacs source-interface

Related tacacs-server host

commands
show tacacs+

Command Version 5.4.6-2.1: command added
changes
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SHOW TACACS+

show tacacs+

Overview
Syntax
Mode

Example

Output
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This command displays the current TACACS+ server configuration and status.
show tacacs+
User Exec and Privileged Exec

To display the current status of TACACS+ servers, use the command:

awpl us# show tacacs+

Figure 19-1: Example output from the show tacacs+ command

TACACS+ d obal Configuration
Source Interface : not configured
Ti meout : 5 sec

Server Host/ Ser ver

| P Addr ess St at us

192. 168. 1. 10 Alive

192.168. 1. 11 Unknown

Table 1: Parameters in the output of the show tacacs+ command

Output Parameter Meaning

Source Interface IP address of source interface if set with ip tacacs
source-interface.

Ti meout A time interval in seconds.

Server Host/| P Address TACACS+ server hostname or IP address.

Server Status The status of the authentication port.
Alive The server is alive.
Dead The server has timed out.
Error The server is not responding or
there is an error in the key string
entered.
Unknown The server is never used or the

status is unkown.

Unr eachabl e The serveris unreachable.

Unr esol ved The server name can not be
resolved.
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SHOW TACACS+

Command Version 5.4.6-2.1: Source Interface parameter added
changes
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TACACS-SERVER HOST

tacacs-server host

Overview

Syntax

Default
Mode

Usage
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Use this command to specify a remote TACACS+ server host for authentication,
authorization and accounting, and to set the shared secret key to use with the
TACACS+ server. The parameters specified with this command override the
corresponding global parameters for TACACS+ servers.

Use the no variant of this command to remove the specified server host as a
TACACS+ authentication and authorization server.

tacacs-server host {<host-nane>|<ip-address>} [key
[ 8] <key-string>]

no tacacs-server host {<host-nane>|<i p-address>}

Parameter Description

<host - nane> Server host name. The DNS name of the TACACS+ server host.

<i p-address>  The IP address of the TACACS+ server host, in dotted decimal

notation A.B.C.D.
key Set shared secret key with TACACS+ servers.
8 Specifies that you are entering a password as a string that has

already been encrypted instead of entering a plain text password.
The running config displays the new password as an encrypted
string even if password encryption is turned off.

<key-string> Shared key string applied, a value in the range 1 to 64 characters.
Specifies the shared secret authentication or encryption key for all
TACACS+ communications between this device and the TACACS+
server. This key must match the encryption used on the TACACS+
server. This setting overrides the global setting of the
tacacs-server key command. If no key value is specified, the global
value is used.

No TACACS+ server is configured by default.
Global Configuration

A TACACS+ server host cannot be configured multiple times like a RADIUS server.

As many as four TACACS+ servers can be configured and consulted for login
authentication, enable password authentication and accounting. The first server
configured is regarded as the primary server and if the primary server fails then the
backup servers are consulted in turn. A backup server is consulted if the primary
server fails, not if a login authentication attempt is rejected. The reasons a server
would fail are:

. it is not network reachable

. it is not currently TACACS+ capable
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Examples

Related
commands
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. it cannot communicate with the switch properly due to the switch and the
server having different secret keys

To add the servert acl. conpany. comas the TACACS+ server host, use the
following commands:

awpl us# configure term nal

awpl us(config)# tacacs-server host tacl.conmpany.com

To set the secret key to secr et on the TACACS+ server 192. 168. 1. 1, use the
following commands:

awpl us# configure term nal

awpl us(config)# tacacs-server host 192.168.1.1 key secret

To remove the TACACS+ servert acl. conpany. com use the following
commands:

awpl us# configure termnal

awpl us(config)# no tacacs-server host tacl.conpany.com

aaa accounting commands
aaa authentication login
tacacs-server key
tacacs-server timeout

show tacacs+
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TACACS-SERVER KEY

tacacs-server key

Overview

Syntax

Mode

Usage notes

Examples

Related
commands
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This command sets a global secret key for TACACS+ authentication, authorization
and accounting. The shared secret text string is used for TACACS+
communications between the switch and all TACACS+ servers.

Note that if no secret key is explicitly specified for a TACACS+ server with the
tacacs-server host command, the global secret key will be used for the shared
secret for the server.

Use the no variant of this command to remove the global secret key.

tacacs-server key [8] <key-string>

no tacacs-server key

Parameter Description

8 Specifies a string in an encrypted format instead of plain text.
The running config will display the new password as an
encrypted string even if password encryption is turned off.

<key-string> Shared key string applied, a value in the range 1 to 64 characters.
Specifies the shared secret authentication or encryption key for
all TACACS+ communications between this device and all
TACACS+ servers. This key must match the encryption used on
the TACACS+ server.

Global Configuration

Use this command to set the global secret key shared between this client and its
TACACS+ servers. If no secret key is specified for a particular TACACS+ server using
the tacacs-server host command, this global key is used.

To set the global secret key to secr et for TACACS+ server, use the following
commands:

awpl us# configure term nal

awplus(config)# tacacs-server key secret
To delete the global secret key for TACACS+ server, use the following commands:

awpl us# configure term nal

awpl us(config)# no tacacs-server key

tacacs-server host

show tacacs+
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TACACS-SERVER TIMEOUT

tacacs-server timeout

Overview

Syntax

Default
Mode

Examples

Related
commands
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Use this command to specify the TACACS+ global timeout value. The timeout
value is how long the device waits for a reply to a TACACS+ request before
considering the server to be dead.

Note that this command configures the timeout parameter for TACACS+ servers
globally.

The no variant of this command resets the transmit timeout to the default (5
seconds).

tacacs-server tineout <seconds>

no tacacs-server timeout

Parameter Description

<seconds> TACACS+ server timeout in seconds, in the range 1 to 1000.

The default timeout value is 5 seconds.
Global Configuration

To set the timeout value to 3 seconds, use the following commands:
awpl us# configure termnal

awpl us(config)# tacacs-server tinmeout 3

To reset the timeout period for TACACS+ servers to the default, use the following
commands:

awpl us# configure term nal

awpl us(config)# no tacacs-server tinmeout

tacacs-server host

show tacacs+

Command Reference for AMF Cloud 480
AlliedWare Plus™ Operating System - Version 5.5.0-1.x



Part 5: Network Management

C613-50418-01 Rev A Command Reference for AMF Cloud 481
AlliedWare Plus™ Operating System - Version 5.5.0-1.x



Allied Telesis
Management
Framework™ (AMF)
Commands

Introduction

Overview
AMF master

nodes

AMF edge

AMF naming
convention

AMF and STP

Command List
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This chapter provides an alphabetical reference for Allied Telesis Management
Framework™ (AMF) commands.

Every AMF network must have at least one master node, which acts as the core of
the AMF network. Not all AlliedWare Plus devices are capable of acting as an AMF
master. See the AMF Feature Overview and Configuration Guide for information
about AMF master support.

AlliedWare Plus CentreCOM® Series switches can only be used as edge switches in
an AMF network. The full management power and convenience of AMF is available
on these switches, but they can only link to one other AMF node. They cannot form
cross-links or virtual links.

When AMF is enabled on a device, it will automatically be assigned a host name. If
a host name has already been assigned, by using the command hostname on page
155, this will remain. If however, no host name has been assigned, then the name
applied will be the prefix, host_ followed (without a space) by the MAC address of
the device. For example, a device whose MAC address is 0016.76b1.7a5e will have
the name host_0016_76b1_7a5e assigned to it.

To efficiently manage your network using AMF, we strongly advise that you devise
a naming convention for your network devices, and apply an appropriate
hostname to each device in your AMF network.

On AR-Series UTM firewalls and Secure VPN routers, you cannot use STP at the
same time as AMF.

. “application-proxy ip-filter” on page 488

. “application-proxy quarantine-vlan” on page 489
. "application-proxy redirect-url” on page 490
. “application-proxy threat-protection” on page 491
. “application-proxy threat-protection send-summary” on page 492
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. “application-proxy whitelist advertised-address” on page 493
. “application-proxy whitelist enable” on page 494

. "application-proxy whitelist server” on page 495

. “application-proxy whitelist trustpoint” on page 497

. “area-link” on page 498

. “atmf-arealink” on page 500

. “atmf-link” on page 502
. “atmf area” on page 503
“atmf area password” on page 505
. “atmf authorize” on page 507
. “atmf authorize provision” on page 509
"atmf backup” on page 511
. “atmf backup area-masters delete” on page 512
. “atmf backup area-masters enable” on page 513
“atmf backup area-masters now” on page 514
. "atmf backup area-masters synchronize” on page 515
. “atmf backup bandwidth” on page 516
“atmf backup delete” on page 517
. “atmf backup enable” on page 518
. “atmf backup guests delete” on page 519
"atmf backup guests enable” on page 520
. “atmf backup guests now” on page 521
. “atmf backup guests synchronize” on page 522
“atmf backup now” on page 523
. “atmf backup redundancy enable” on page 525
. “atmf backup server” on page 526
"atmf backup stop” on page 527
. “atmf backup synchronize” on page 528
. “atmf cleanup” on page 529
“atmf container” on page 530
. “atmf container login” on page 531
. “atmf controller” on page 532

“atmf distribute firmware” on page 533

. “atmf domain vlan” on page 535
. “atmf enable” on page 538
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. “atmf group (membership)” on page 539

. “atmf guest-class” on page 541

. “atmf log-verbose” on page 543

. “atmf management subnet” on page 544

. “atmf management vlan” on page 547

. “atmf master” on page 549

. “atmf mtu” on page 550

. “atmf network-name” on page 551

. “atmf provision (interface)” on page 552

. “atmf provision node” on page 553

. “atmf reboot-rolling” on page 555

. “atmf recover” on page 559

. “atmf recover guest” on page 561

. “atmf recover led-off” on page 562

. “atmf recover over-eth” on page 563

. “atmf recovery-server” on page 564

. “atmf remote-login” on page 566

. “atmf restricted-login” on page 568

. “atmf retry guest-link” on page 570

. “atmf secure-mode” on page 571

. "atmf secure-mode certificate expire” on page 573
. "atmf secure-mode certificate expiry” on page 574
. “atmf secure-mode certificate renew” on page 575
. "atmf secure-mode enable-all” on page 576
. “atmf select-area” on page 578

. “atmf topology-gui enable” on page 579

. "atmf trustpoint” on page 580

. “atmf virtual-crosslink” on page 582

. “atmf virtual-link” on page 584

. “atmf virtual-link description” on page 587
. “atmf virtual-link protection” on page 588

. “atmf working-set” on page 590

. “bridge-group” on page 592

. “clear application-proxy threat-protection” on page 593
. “clear atmf links” on page 594
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. “clear atmf links virtual” on page 595

. “clear atmf links statistics” on page 596

. “clear atmf recovery-file” on page 597

. “clear atmf secure-mode certificates” on page 598

. “clear atmf secure-mode statistics” on page 599

. “clone (amf-provision)” on page 600

. “configure boot config (amf-provision)” on page 602
. “configure boot system (amf-provision)” on page 604

“copy (amf-provision)” on page 606
. “create (amf-provision)” on page 607
. “debug atmf” on page 609
“debug atmf packet” on page 611
. “delete (amf-provision)” on page 613
. “discovery” on page 615
“description (amf-container)” on page 617
. “erase factory-default” on page 618
. “http-enable” on page 619
“identity (amf-provision)” on page 621
. “license-cert (amf-provision)” on page 623
. “locate (amf-provision)” on page 625
“log event-host” on page 627
. “login-fallback enable” on page 628
. “modeltype” on page 629
“service atmf-application-proxy” on page 630
. “show application-proxy threat-protection” on page 631
. “show application-proxy whitelist advertised-address” on page 633
“show application-proxy whitelist interface” on page 634
. “show application-proxy whitelist server” on page 636
. “show application-proxy whitelist supplicant” on page 637
“show atmf” on page 639
. “show atmf area” on page 643
. “show atmf area guests” on page 646

“show atmf area guests-detail” on page 648

. “show atmf area nodes” on page 650
. “show atmf area nodes-detail” on page 652
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. “show atmf area summary” on page 654

. “show atmf authorization” on page 655

. “show atmf backup” on page 658

. “show atmf backup area” on page 662

. “show atmf backup guest” on page 664

. “show atmf container” on page 666

. “show atmf detail” on page 669

. “show atmf group” on page 671

. “show atmf group members” on page 673

. “show atmf guests” on page 675

. “show atmf guests detail” on page 677

. “show atmf links” on page 680

. “show atmf links detail” on page 682

. “show atmf links guest” on page 691

. “show atmf links guest detail” on page 693

. “show atmf links statistics” on page 697

. “show atmf nodes” on page 700

. “show atmf provision nodes” on page 702

. “show atmf recovery-file” on page 704

. “show atmf secure-mode” on page 705

. “show atmf secure-mode audit” on page 707

. “show atmf secure-mode audit link” on page 708
. “show atmf secure-mode certificates” on page 709
. “show atmf secure-mode sa” on page 712

. “show atmf secure-mode statistics” on page 715
. “show atmf tech” on page 717

. “show atmf virtual-links” on page 720

. “show atmf working-set” on page 722

. “show debugging atmf” on page 723
. “show debugging atmf packet” on page 724

. “show running-config atmf” on page 725
. “state” on page 726
. “switchport atmf-agentlink” on page 728
. “switchport atmf-arealink” on page 729
. “switchport atmf-crosslink” on page 731
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. “switchport atmf-guestlink” on page 733
. “switchport atmf-link” on page 735

. “type atmf node” on page 736

. “undebug atmf” on page 739

. “username” on page 740
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APPLICATION-PROXY IP-FILTER

application-proxy ip-filter

Overview Use this command to enable global IP filtering on a device. Once enabled the
device will add a global ACL in response to a threat message from an AMF Security
(AMF-Sec) Controller.

Use the no variant of this command to disable global IP filtering.

Syntax application-proxy ip-filter

no application-proxy ip-filter
Default Global IP filtering is disabled by default.
Mode Global Configuration

Usage notes For this feature to work, the AMF Application Proxy service needs to be enabled on
your network, using the command service atmf-application-proxy.
Example To enable global IP filtering, use the commands:
awpl us# configure termnal
awpl us(config)# application-proxy ip-filter
To disable global IP filtering, use the commands:

awpl us# configure term nal

awpl us(config)# no application-proxy ip-filter

Related application-proxy redirect-url
commands . .
application-proxy threat-protection
clear application-proxy threat-protection
service atmf-application-proxy
show application-proxy threat-protection

Command Version 5.4.7-2.5: command added
changes
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APPLICATION-PROXY QUARANTINE-VLAN

application-proxy quarantine-vian

Overview

Syntax

Default
Mode

Example

Related
commands

Command
changes
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Use this command to set the quarantine VLAN to use when an AMF Security
(AMF-Sec) Controller detects a threat. The port/s on which the threat is detected
are moved to this VLAN if the application-proxy threat-protection action is set to
quarantine.

Use the no variant of this command to delete the quarantine VLAN. If no
guarantine VLAN is specified then no quarantine action will be performed.

application-proxy quarantine-vlan <vlan-id>

no application-proxy quarantine-vlan

Parameter Description

<vl an-id> The ID of the VLAN to use. In the range 1-4094.

By default, no quarantine VLAN is configured.
Global Configuration

To configure VLAN 100 as the quarantine VLAN, use the commands:

awpl us# configure term nal

awpl us(config)# application-proxy quarantine-vlan 100
To delete the quarantine VLAN, use the commands:

awpl us# configure term nal

awpl us(config)# no application-proxy quarantine-vlan

application-proxy threat-protection

clear application-proxy threat-protection
application-proxy threat-protection send-summary
service atmf-application-proxy

show application-proxy threat-protection

Version 5.4.7-2.2: command added
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APPLICATION-PROXY REDIRECT-URL

application-proxy redirect-url

Overview

Syntax

Default
Mode

Example

Related
commands

Command
changes
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Use this command to redirect a user to a helpful URL when they are blocked
because of an application-proxy ip-filter.

Use the no variant of this command to remove the URL redirect.

application-proxy redirect-url <url>

no application-proxy redirect-url

Parameter Description

<url > URL to redirect the user to.

No URL is configured by default.
Global Configuration

To configure a redirect URL, use the command:
awpl us# application-proxy redirect-url http://ny.dom hel p. htn
To remove a redirect URL, use the command:

awpl us# no application-proxy redirect-url

application-proxy ip-filter
application-proxy threat-protection
clear application-proxy threat-protection
service atmf-application-proxy

show application-proxy threat-protection

Version 5.4.9-0.1: command added

Command Reference for AMF Cloud 490
AlliedWare Plus™ Operating System - Version 5.5.0-1.x



ALLIED TELESIS MANAGEMENT FRAMEWORK™ (AMF) COMMANDS
APPLICATION-PROXY THREAT-PROTECTION

application-proxy threat-protection

Overview

Syntax

Default
Mode

Example

Related
commands

Command
changes
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Use this command to set the blocking action to take when a threat detected
message is received from an AMF Security (AMF-Sec) Controller.

Use the no variant of this command to disable threat protection blocking actions
on the port.

application-proxy threat-protection {drop|!ink-down|
qguar anti ne| | og-onl y}

no application-proxy threat-protection

Parameter Description

drop Apply a Layer 2 drop for traffic generating the threat reports.
I'i nk- down Set the link to error disabled in response to threats.

guar anti ne Move the offending port to a quarantine VLAN.

| og-only Log when a threat is detected.

Threat protection is disabled by default.
Interface Configuration
To set the threat protection blocking action on port1.0.4 to drop, use the

commands:

awpl us# configure term nal

awpl us(config)# interface portl.0.4

awpl us(config-1f)# application-proxy threat-protection drop
To disable threat protection blocking actions on port1.0.4, use the commands:

awpl us# configure termnal
awpl us(config)# interface portl.0.4

awplus(config-if)# no application-proxy threat-protection

application-proxy quarantine-vlan
application-proxy threat-protection send-summary
clear application-proxy threat-protection

service atmf-application-proxy

show application-proxy threat-protection

Version 5.4.7-2.2: command added

Version 5.4.9-0.1: log-only parameter added
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APPLICATION-PROXY THREAT-PROTECTION SEND-SUMMARY

application-proxy threat-protection
send-summary

Overview Use this command to send a summary of all current threat-protection blocking
requests to all AMF Application Proxy service nodes. This command can only be
performed on an AMF master.

Syntax application-proxy threat-protecti on send-sumary
Mode Privileged Exec

Example To send a summary of all current threat-protection blocking requests to all AMF
Application Proxy service nodes, use the command:
awpl us# application-proxy threat-protection send-sumary
Related application-proxy quarantine-vlan
commands . .
application-proxy threat-protection
clear application-proxy threat-protection
service atmf-application-proxy
show application-proxy threat-protection

Command Version 5.4.7-2.2: command added
changes

C613-50418-01 Rev A Command Reference for AMF Cloud 492
AlliedWare Plus™ Operating System - Version 5.5.0-1.x



ALLIED TELESIS MANAGEMENT FRAMEWORK™ (AMF) COMMANDS
APPLICATION-PROXY WHITELIST ADVERTISED-ADDRESS

application-proxy whitelist
advertised-address

Overview

Syntax

Default
Mode

Example

Related
commands

Command
changes
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Use this command to register a Layer 3 interface, and the IPv4 address that is
attached to this interface, as the advertised application-proxy whitelist address for
a device.

Use the no variant of this command to stop advertising the Layer 3 interface and
its associated IPv4 address.

application-proxy whitelist adverti sed-address <interface>

no application-proxy whitelist advertised-address

Parameter Description

<interface> Layer 3 interface to configure as the advertised address.

No address advertised by default.
Global Configuration
To configure the IPv4 address attached to VLAN 1as the advertised address, use the

commands:

awpl us# configure term nal

awpl us(config)# application-proxy whitelist adverti sed-address
vl anl

To remove the advertised address, use the commands:

awpl us# configure termnal

awpl us(config)# no application-proxy whitelist
adverti sed- addr ess

application-proxy whitelist server

show application-proxy whitelist advertised-address

Version 5.4.9-1.1: command added
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APPLICATION-PROXY WHITELIST ENABLE

application-proxy whitelist enable

Overview

Syntax

Default
Mode

Example

Related
commands

Command
changes
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Use this command to enable application-proxy whitelist based authentication on
an interface.

Use the no variant of this command to disable the whitelist authentication.

application-proxy whitelist enable

no application-proxy whitelist enable

Application-proxy whitelist is disabled by default.

Interface Configuration

To enable application-proxy whitelist authentication on the interface port1.0.4,
use the commands:

awpl us# configure term nal

awpl us(config)# interface portl.0.4

awpl us(config-if)# application-proxy whitelist enable

To disable application-proxy whitelist authentication on the interface port1.0.4,
use the commands:

awpl us# configure term nal
awplus(config)# interface portl.0.4

awplus(config-if)# no application-proxy whitelist enable

application-proxy whitelist server
show application-proxy whitelist interface
show application-proxy whitelist server

show application-proxy whitelist supplicant

Version 5.4.9-0.1: command added
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APPLICATION-PROXY WHITELIST SERVER

application-proxy whitelist server

Overview Use this command to set an AMF master to act as a whitelist authentication proxy
between AMF members, acting as Network Access Servers, and an external
whitelist RADIUS server.

Use the no variant of this command to disable the whitelist proxy functionality.

Syntax application-proxy whitelist server <ip-address> key <key>
[aut h-port <1-65535>]

no application-proxy whitelist server

Parameter Description

<i p- addr ess> IPv4 address of the upstream RADIUS server in dotted
decimal format A.B.C.D.

key <key> Set the shared secret encryption key for communication
with the upstream RADIUS server.

aut h-port <1-65535>  Setthe RADIUS server UDP port. This is only necessary if
you don't want to use the default port 1812.

Default Disabled by default.
Mode Global Configuration
Example To configure an AMF master to work as a proxy to the external RADIUS server
192.168.1.10, with shared secret 'mysecurekey', on port 1822, use the commands:

awpl us# configure term nal

awpl us(config)# application-proxy whitelist server 192.168.1. 10
key mnmysecurekey auth-port 1822

To configure an AMF master to work as a proxy to the external RADIUS server
192.168.1.10, with shared secret 'mysecurekey’, on the default port (1812), use the
commands:

awpl us# configure term nal

awpl us(config)# application-proxy whitelist server 192.168.1.10
key mnysecurekey

To disable the whitelist proxy, use the commands:

awpl us# configure term nal

awpl us(config)# no application-proxy whitelist server

Related application-proxy whitelist enable

commands . o
service atmf-application-proxy
show application-proxy whitelist interface
show application-proxy whitelist server
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show application-proxy whitelist supplicant

Command Version 5.4.9-0.1: command added
changes
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APPLICATION-PROXY WHITELIST TRUSTPOINT

application-proxy whitelist trustpoint

Overview

Syntax

Default
Mode

Example

Related
commands

Command
changes
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Use this command to set the trustpoint to use when communicating with the
external whitelist RADIUS server. This enables RADIUS over TLS (RadSec)
protection.

Use the no variant of this command to stop using a trustpoint.

application-proxy whitelist trustpoint <name>

no application-proxy whitelist trustpoint

Parameter Description

<nane> Name of the trustpoint.

No trustpoint configured.
Global Configuration
To configure an AMF application-proxy whitelist to use the trustpoint ‘corpca’, use

the commands:

awpl us# configure term nal

awpl us(config)# application-proxy whitelist trustpoint corpca

To configure an AMF application-proxy whitelist to use not use a trustpoint, use
the commands:

awpl us# configure term nal

awpl us(config)# no application-proxy whitelist trustpoint

application-proxy whitelist server

show application-proxy whitelist server

Version 5.4.9-1.1: command added
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AREA-LINK

area-link

Overview

Syntax

Use this command to create an area-link between a Virtual AMF Appliance (VAA)
host controller and an AMF container.

An AMF container is an isolated instance of AlliedWare Plus with its own network
interfaces, configuration, and file system. The features available inside an AMF
container are a sub-set of the features available on the host VAA. These features
enable the AMF container to function as a uniquely identifiable AMF master and
allows for multiple tenants (up to 60) to run on a single VAA host. See the

AMF Feature Overview and Configuration Guide for more information on running
multiple tenants on a single VAA host.

Use the no variant of this command to remove an area-link from a container.

area-|link <area-nanme>

no area-link

Parameter Description

Mode

Usage notes

Example

C613-50418-01 Rev A

<ar ea- nane> AMF area name of the container’s area.

AMF Container Configuration

The AMF area-link connects the AMF controller on a VAA host to the AMF
container. Once a container has been created with the atmf container command
and an area-link configured with the area-link command, it can be enabled using
the state command.

You can only configure a single area-link on a container. You will see the following
message if you try and configure a second one:

% ArealLi nk already configured for this container
Each container has two virtual interfaces:

. Interface ethO, used to connect to the AMF controller on the VAA host via an
AMF area-link, configured using this area-link command.

. Interface eth1, used to connect to the outside world using a bridged L2
network link, configured using the bridge-group command.

See the AMF Feature Overview and Configuration_Guide for more information on
these virtual interfaces and links.
To create the area-link to “wlg” on container “vac-wlg-1”, use the commands:

awpl us# configure term nal
awpl us(config)# atnf container vac-w g-1

awpl us(config-atnf-container)# area-link wg
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AREA-LINK
To remove an area-link from container “vac-wlg-1”, use the commands:
awpl us# configure termnal
awpl us(config)# atnf container vac-w g-1
awpl us(config-atnf-container)# no area-Ilink
Related atmf container
commands .
show atmf container
Command Version 5.4.7-0.1: command added
changes
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ATMF-AREALINK

atmf-arealink

Overview

Syntax

Default
Mode

Usage notes

Example
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This command to enable an Eth interface, on an AR-series device, as an AMF area
link. AMF area links are designed to operate between two nodes in different areas
in an AMF network. This command is only available if your network is running in
AMF secure mode (see atmf secure-mode for more information on AMF secure
mode).

Use the no variant of this command to remove any AMF area links that may exist
for the selected Eth interface.

atnf-arealink renot e-area <area-nane> vl an <2-4094>

no atnf-arealink

Parameter Description

<ar ea- name> The name of the remote area that the interface is connecting to.

<2-4094> The VLAN ID for the link. This VLAN cannot be used for any other
purpose, and the same VLAN ID must be used at each end of the link.

By default, no area links are configured
Eth interface on an AR-series device.

Run this command on the interface at both ends of the link.

Each area must have the area-name configured, and the same area password must
exist on both ends of the link.

Running this command will synchronize the area information stored on the two
nodes.

You can configure multiple area links between two area nodes, but only one area
link at any time will be in use. All other area links will block information, to prevent
network storms.

NOTE: Seethe switchport atmf-arealink command to configure an AMF area link on an
a switch port or link aggregator

To configure eth1 as an AMF area link to the ‘Auckland’ area on VLAN 6, use the
following commands:

master 1# configure term nal

master _1(config)# interface ethl

master 1(config-if)# atnf-arealink renote-area Auckland vlan 6
To remove eth1 as an AMF area link, use the following commands:

master 1# configure term nal

master 1(config)# interface ethl

master 1(config-if)# no atnf-arealink
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ATMF-AREALINK

Related atmfarea
commands
atmf area password
atmf virtual-link
show atmf links

Command Version 5.5.0-1.1: command added
changes
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ATMF-LINK

atmf-link

Overview

Syntax

Mode

Usage notes

Example

Related
commands

Command
changes
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Use this command to enable an Eth interface on an AR-series device as an up/down
AMEF link. This command is only available if your network is running in AMF secure
mode (see atmf secure-mode for more information on AMF secure mode).

Use the no variant of this command to remove any AMF link that may exist for the
selected Eth interface.

atnf-1ink

no atnf-Ilink

Eth interface on an AR-series device.

Up/down links and virtual links interconnect domains in a vertical hierarchy, with
the highest domain being the core domain. In effect, they form a tree of
interconnected AMF domains. This tree must be loop-free. Therefore you must
configure your up/down and virtual links so that no loops are formed.

If you run the command and AMF secure mode is not enabled, you will see the
following error message:

Node_1(config)#int ethl
Node_1(config-if)#atnf-link
% Cannot configure ethl because atnf secure-nobde is not enabl ed.

NOTE: Seethe switchport atmf-link command to configure an AMF up/down link on an
a switch port or link aggregator

To configure eth1 as an AMF up/down link, use the following commands:

Node 1# configure term nal

Node 1(config)# interface ethl

Node 1(config-if)# atnf-link

To remove eth1 as an AMF up/down link, use the following commands:

Node 1# configure term nal
Node 1(config)# interface ethl
Node 1(config-if)# no atnf-Ilink

atmf recover over-eth
atmf secure-mode
show atmf detail

show atmf links

switchport atmf-link

Version 5.5.0-1.1: command added
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atmf area

Overview

Syntax

Mode

Usage notes

Example
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This command creates an AMF area and gives it a name and ID number.
Use the no variant of this command to remove the AMF area.

This command is only valid on AMF controllers, master nodes and gateway nodes.

atnf area <area-name> id <1-126> [l ocal]

no atnf area <area-nane>

Parameter Description

<ar ea- nane> The AMF area name. The area name can be up to 15
characters long. Valid characters are:
a.z
A.Z
0.9

Names are case sensitive and must be unique within an
AMF network. The name cannot be the word “local” or an
abbreviation of the word “local” (such as “I”, “lo” etc.).

<1-126> An ID number that uniquely identifies this area.

| ocal Set the area to be the local area. The local area contains the
device you are configuring.

Global Configuration

This command enables you to divide your AMF network into areas. Each area is
managed by at least one AMF master node. Each area can have up to 120 nodes,
depending on the license installed on that area’s master node.

The whole AMF network is managed by up to 8 AMF controllers. Each AMF
controller can communicate with multiple areas. The number of areas supported
on a controller depends on the license installed on that controller.

You must give each area in an AMF network a unique name and ID number.

Only one local area can be configured on a device. You must specify a local area on
each controller, remote AMF master, and gateway node.

To create the AMF area named New-Zealand, with an ID of 1, and specify that it is
the local area, use the command:

controller-1(config)# atnf area New Zealand id 1 |ocal

To configure a remote area named Auckland, with an ID of 100, use the command:

controller-1(config)# atnf area Auckland id 100
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Related atmf area password

commands
show atmf area
show atmf area summary
show atmf area nodes
switchport atmf-arealink
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ATMF AREA PASSWORD

atmf area password

Overview

Syntax

Mode

Usage notes

Example
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This command sets a password on an AMF area.
Use the no variant of this command to remove the password.

This command is only valid on AMF controllers, master nodes and gateway nodes.
The area name must have been configured first.

atnf area <area-nane> password [8] <password>

no atnf area <area-nane> password

Parameter Description

<ar ea- name> The AMF area name.

8 This parameter is displayed in show running-config
output to indicate that it is displaying the password in
encrypted form. You should not enter 8 on the CLI
yourself.

<passwor d> The password is between 8 and 32 characters long. It
can include spaces.

Global Configuration

You must configure a password on each area that an AMF controller
communicates with, except for the controller’s local area. The areas must already
have been created using the atmf area command.

Enter the password identically on both of:
. the area that locally contains the controller, and
. the remote AMF area masters

The command show running-config atmf will display the encrypted version of
this password. The encryption keys will match between the controller and the
remote AMF master.

If multiple controller and masters exist in an area, they must all have the same area
configuration.

To give the AMF area named Auckland a password of “secure#1” use the following
command on the controller:

controller-1(config)# atnf area Auckl and password secure#l

and also use the following command on the master node for the Auckland area:

auck-master(config)# atnf area Auckl and password secure#l
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Related atmfarea

commands
show atmf area
show atmf area summary
show atmf area nodes
switchport atmf-arealink
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atmf authorize

Overview

Syntax

Mode

Usage notes

Example

Related
commands

C613-50418-01 Rev A

On an AMF network, with secure mode enabled, use this command on an AMF
master to authorize an AMF node to join the network. AMF nodes waiting to be
authorized appear in the pending authorization queue, which can be examined
using the show atmf authorization command with the pending parameter.

Use the no variant of this command to revoke authorization for an AMF node on
an AMF master.

atnf authorize {<node-nanme> [area <area-nane>]|all - pendi ng}

no atnf authorize <node-name> [area <area-nane>]

Parameter Description

<node- nanme> The name of the node to be authorized or have its authorization
revoked.

area Specify an AMF area.

<ar ea- nane> This is the name of the area the node belongs to.

al | - pendi ng Authorize all nodes in the pending queue.

Privileged Exec

On an AMF controller, AMF remote-area masters must be authorized by the
controller, and the AMF remote-area masters will also need to authorized access
from the AMF controller.

To authorize all AMF nodes in the pending authorization queue on an AMF master,
use the command:

awpl us# atnf authorize all-pending

To authorize a node called “node2” in remote AMF area “area3”, use the command:
awpl us# atnf authorize node2 area “area3”

To authorize a node called “node4” on an AMF master, use the command:

awpl us# atnf authorize node4

To revoke authorization for a node called “node4” on an AMF master, use the
command:

awpl us# no atnf authorize node4

atmf secure-mode
clear atmf secure-mode certificates
show atmf authorization

show atmf secure-mode

Command Reference for AMF Cloud 507
AlliedWare Plus™ Operating System - Version 5.5.0-1.x



ALLIED TELESIS MANAGEMENT FRAMEWORK™ (AMF) COMMANDS
ATMF AUTHORIZE

show atmf secure-mode certificates

show atmf secure-mode statistics

Command Version 5.4.7-0.3: command added
changes
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ATMF AUTHORIZE PROVISION

atmf authorize provision

Overview

Syntax

Default
Mode

Example
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Use this command from an AMF controller or AMF master to pre-authorize a node
on an AMF network running in secure mode. This allows a node to join the AMF
network the moment the atmf secure-mode command is run on that node.

Use the no variant of this command to remove a provisional authorization from
and AMF controller or AMF master.

atnf aut horize provision [tineout <m nutes>] node <node-nane>
interface <interface-nane> [area <area-nanme>|

atnf aut horize provision [tinmeout <m nutes>] mac <mac-address>
atnf aut horize provision [tineout <m nutes>] all

no atnf authorize provision node <node-nane> interface
<i nterface-nane> [area <area-name>|

no atnf authorize provision mac <mac-address>

no atnf authorize provision all

Parameter Description

ti meout Timeout for provisional authorization. Authorization for
provisioned nodes expires after the timeout period
specified.

<m nut es> Timeout in minutes. A value between 1 and 6000 is

permissible with the default being 60 minutes.

node Specify a node to provision by node name.
<node- name> The name of the node to provisionally authorize.
i nterface Specify the interface the node will connect on.

<i nterface-nane> The name of the interface, this can be a switchport, link
aggregator, LACP link, or virtual link.

area Specify the AMF area.

<ar ea- nanme> This is the name of the area the node belongs to.

mac Specify a node to provision by MAC address.

<mac- addr ess> Enter a MAC address to provisionally authorize in the format

HHHH.HHHH.HHHH.

al | Provision authorization for all secure mode capable nodes.

The default timeout is 60 minutes.
Privileged Exec

To provisionally authorize all non-secure AMF nodes, use the command:

awpl us# atnf authorize provision all
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To authorize a node with a MAC address of 0000.cd28.0880 for 2 hours, use the
command:

awpl us# aut horize provision timeout 120 mac 0000. cd28. 0880
To remove all provisional authorization, on an AMF master, use the command:

awpl us# no atnf authorize provision all

Related show atmf authorization

commands
show atmf secure-mode

Command Version 5.4.7-0.3: command added
changes
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atmf backup

Overview Thiscommand canonly be applied to a master node. It manually schedules an AMF
backup to start at a specified time and to execute a specified number of times per
day.

Use the no variant of this command to disable the schedule.

Syntax atnf backup {default|<hh: m» frequency <1-24>}

Parameter Description

def aul t Restore the default backup schedule.

<hh: m®» Sets the time of day to apply the first backup, in hours and
minutes. Note that this parameter uses the 24 hour clock.

backup Enables AMF backup to external media.

frequency <1-24>  Setsthe number of times within a 24 hour period that
backups will be taken.

Default Backups run daily at 03:00 AM, by default
Mode Global Configuration

Usage notes Running this command only configures the schedule. To enable the schedule, you
should then apply the command atmf backup enable.

We recommend using the ext3 or ext4 filesystem on external media that are used
for AMF backups.

Example To schedule backup requests to begin at 11 am and execute twice per day (11 am
and 11 pm), use the following command:

node 1# configure term nal

node 1(config)# atnf backup 11:00 frequency 2

CAUTION: File names that comprise identical text, but with differing case, such as
Test.txt and test.txt, will not be recognized as being different on FAT32 based backup
media such as a USB storage device. However, these filenames will be recognized as
being different on your Linux based device. Therefore, for good practice, ensure that
you apply a consistent case structure for your back-up file names.

Related atmf backup enable

commands i f backup stop

show atmf backup
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atmf backup area-masters delete

Overview

Syntax

Mode

Example

Related
commands
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Use this command to delete from external media, a backup of a specified node in
a specified area.

Note that this command can only be run on an AMF controller.

atnf backup area-nmasters del ete area <area-nanme> node
<node- name>

Parameter Description

<ar ea- name> The area that contains the node whose backup will be deleted.

<node- nane> The node whose backup will be deleted.

Privileged Exec

To delete the backup of the remote area-master named “well-gate” in the AMF
area named Wellington, use the command:

control ler-1# atnf backup area-nmasters delete area VWl lington
node wel | -gate

show atmf backup area
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atmf backup area-masters enable

Overview

Syntax

Mode
Default

Usage notes

Example

Related
commands
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Use this command to enable backup of remote area-masters from the AMF
controller. This command is only valid on AMF controllers.

Use the no form of the command to stop backups of remote area-masters.

atnf backup area-nmasters enabl e

no atnf backup area-nmasters enabl e
Global configuration
Remote area backups are disabled by default

Use the following commands to configure the remote area-master backups:

. atmf backup to configure when the backups begin and how often they run
. atmf backup server to configure the backup server.

We recommend using the ext3 or ext4 filesystem on external media that are used
for AMF backups.

To enable scheduled backups of AMF remote area-masters, use the commands:

control ler-1# configure term nal

controller-1(config)# atnf backup area-nmasters enabl e
To disable scheduled backups of AMF remote area-masters, use the commands:

controller-1# configure term nal

controller-1(config)# no atnf backup area-masters enable

atmf backup server
atmf backup

show atmf backup area
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atmf backup area-masters now

Overview

Syntax

Mode

Example

Related
commands
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Use this command to run an AMF backup of one or more remote area-masters from
the AMF controller immediately.

This command is only valid on AMF controllers.

at nf backup area-nmasters now [ area <area- nane>| ar ea <ar ea- nane>
node <node- nane>]

Parameter Description

<ar ea- name> The area whose area-masters will be backed up.

<node- nane> The node that will be backed up.

Privileged Exec

To back up all local master nodes in all areas controlled by controller-1, use the
command

control ler-1# atnf backup area-nmasters now

To back up all local masters in the AMF area named Wellington, use the command
control ler-1# atnf backup area-nasters now area Vel lington

To back up the local master “well-master” in the Wellington area, use the
command

control l er-1# atnf backup area-masters now area Wl | i ngt on node
wel | - mast er

atmf backup area-masters enable
atmf backup area-masters synchronize

show atmf backup area
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atmf backup area-masters synchronize

Overview

Syntax
Mode

Example

Related
commands
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Use this command to synchronize backed-up area-master files between the active

remote file server and the backup remote file server. Files are copied from the
active server to the remote server.

Note that this command is only valid on AMF controllers.
atnf backup area-nmasters synchronize
Privileged Exec

To synchronize backed-up files between the remote file servers for all
area-masters, use the command:

control ler-1# atnf backup area-nmasters synchronize

atmf backup area-masters enable
atmf backup area-masters now

show atmf backup area
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ATMF BACKUP BANDWIDTH

atmf backup bandwidth

Overview

Syntax

Default

Mode

Examples

Related
commands
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This command sets the maximum bandwidth in kilobytes per second (kBps)
available to the AMF backup process. This command enables you to restrict the
bandwidth that is utilized for downloading file contents during a backup.

NOTE: This command will only run on an AMF master. An error message will be
generated if the command is attempted on node that is not a master.

Also note that setting the bandwidth value to zero will allow the transmission of as
much bandwidth as is available, which can exceed the maximum configurable speed
of 1000 kBps. In effect, zero means unlimited.

Use the no variant of this command to reset (to its default value of zero) the
maximum bandwidth in kilobytes per second (kBps) available when initiating an
AMF backup. A value of zero tells the backup process to transfer files using
unlimited bandwidth.

at nf backup bandw dth <0-1000>
no atnf backup bandw dth

Parameter Description

<0- 1000> Sets the bandwidth in kilobytes per second (kBps)

The default value is zero, allowing unlimited bandwidth when executing an AMF
backup.

Global Configuration

To set an atmf backup bandwidth of 750 kBps, use the commands:
node2# configure term nal
node2(config)# atnf backup bandw dth 750

To set the AMF backup bandwidth to the default value for unlimited bandwidth,
use the commands:

node2# configure term nal

node2(config)# no atnf backup bandw dt h

show atmf backup
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ATMF BACKUP DELETE

atmf backup delete

Overview

Syntax

Mode

Example

Related
commands
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This command removes the backup file from the external media of a specified AMF
node.

Note that this command can only be run from an AMF master node.

at nf backup del ete <node- nanme>

Parameter Description

<node- nanme> The AMF node name of the backup file to be deleted.

Privileged Exec

To delete the backup file from node2, use the following command:

Node 1# atnf backup del ete node2

show atmf backup
atmf backup now

atmf backup stop
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atmf backup enable

Overview

Syntax

Default

Mode

Usage notes

Example

Related
commands
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This command enables automatic AMF backups on the AMF master node that you
are connected to. By default, automatic backup starts at 3:00 AM. However, this
schedule can be changed by the atmf backup command. Note that backups are
initiated and stored only on the master nodes.

Use the no variant of this command to disable any AMF backups that have been
scheduled and previously enabled.

atnf backup enabl e

no atnf backup enabl e

Automatic AMF backup functionality is enabled on the AMF master when it is
configured and external media, i.e. an SD card or a USB storage device or remote
server, is detected.

Global Configuration

A warning message will appear if you run the atmf backup enable command with
either insufficient or marginal memory availability on your external storage device.

You can use the command show atmf backup on page 658 to check the amount of
space available on your external storage device.

We recommend using the ext3 or ext4 filesystem on external media that are used
for AMF backups.

To turn on automatic AMF backup, use the following command:

AVF Master 1# configure term nal
AVF Master 1(config)# atnf backup enabl e

show atmf

show atmf backup
atmf backup

atmf backup now

atmf enable
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atmf backup guests delete

Overview

Syntax

Mode

Example

Related
Command
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This command removes a guest node’s backup files from external media such as a
USB drive, SD card, or an external file server.

atnf backup guests del ete <node-nane> <guest-port >

Parameter Description

<node- nane> The name of the guest’s parent node.

<guest - port > The port number on the parent node.

User Exec/Privileged Exec

On a parent node named “node1” (which, in this case, the user has a direct console
connection to) use the following command to remove the backup files of the guest
node that is directly connected to port1.0.3.

nodel# atnf backup guests del ete nodel portl.0.3

atmf backup delete
atmf backup area-masters delete

show atmf backup guest
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atmf backup guests enable

Overview

Syntax

Default
Mode

Usage notes

Example

Related
commands
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Use this command to enable backups of remote guest nodes from an AMF master.
Use the no variant of this command to disable the ability of the guest nodes to be
backed up.

at nf backup guests enabl e

no atnf backup guests enabl e
Guest node backups are enabled by default.
Global Config

We recommend using the ext3 or ext4 filesystem on external media that are used
for AMF backups.
On the AMF master node, enable all scheduled guest node backups:

atnf-master# configure term nal

atnf-master(config)# atnf backup guests enabl e

atmf backup area-masters enable
show atmf backup guest

atmf backup guests synchronize
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atmf backup guests now

Overview

Syntax

Default
Mode

Example

Example

Related
commands
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This command manually triggers an AMF backup of guest nodes on a AMF Master.

atnf backup guests now [ <node- nane>] [<guest-port >]

Parameter Description

<node- nanme> The name of the guest’s parent node.

<guest - port > The port number that connects to the guest node.

n/a
Privileged Exec

Use the following command to manually trigger the backup of all guests in the
AMF network

awpl us# atnf backup guests now

To manually trigger the backup of a guest node connected to port 1.0.23 of nodel1,
use the following command:

awpl us# atnf backup guests now nodel portl.0.23

show atmf backup guest
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atmf backup guests synchronize

Overview

Syntax
Default
Mode

Example

Related
commands
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This command initiates a manual synchronization of all guest backup file-sets
across remote file servers and various redundancy backup media, such as USB
storage devices. This facility ensures that each device contains the same backup
image files. Note that this backup synchronization process will occur as part of the
regular backups scheduled by the atmf backup command.

at nf backup guests synchroni ze
n/a
User Exec/Privileged Exec

To synchronize backups across remote file servers and storage devices, use the
command:

Nodel#at nf backup guests synchroni ze

atmf backup redundancy enable
show atmf guests

atmf backup guests enable
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atmf backup now

Overview

Syntax

Default
Mode

Usage notes

Example 1

Example 2
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This command initiates an immediate AMF backup of either all AMF members, or
a selected AMF member. Note that this backup information is stored in the
external media on the master node of the device on which this command is run,
even though the selected AMF member may not be a master node.

Note that this command can only be run on an AMF master node.

atnf backup now [ <nodenane>]

Parameter Description

<nodenane> The name of the AMF member to be backed up, as set by the

or command hostname on page 155. Where no name has been assigned

<host nane> to this device, then you must use the default name, which is the word
“host”, then an underscore, then (without a space) the MAC address of
the device to be backed up. For example host_0016_76b1_7a5e.
Note that the node-name appears as the command Prompt when in
Privileged Exec mode.

A backup is initiated for all nodes on the AMF (but stored on the master nodes).
Privileged Exec

Although this command will select the AMF node to be backed-up, it can only be
run from any AMF master node.

NOTE: The backup produced will be for the selected node but the backed-up config will
reside on the external media of the AMF master node on which the command was run.
However, this process will result in the information on one master being more
up-to-date. To maintain concurrent backups on both masters, you can apply the
backup now command to the master working-set. This is shown in Example 4 below.

In this example, an AMF member has not been assigned a host name. The
following command is run on the AMF_Master_2 node to immediately backup the
device that is identified by its MAC address of 0016.76b1.7a5e:

AVF Master 2# atnf backup now host 0016 76bl 7a5e

NOTE: When a host name is derived from its MAC address, the syntax format entered
changes from XXXX.XXXX.XXXX to XXXX_XXXX_XXXX.

In this example, an AMF member has the host name, office_annex. The following
command will immediately backup this device:

AMF NMaster 2# atnf backup now of fi ce_annex

This command is initiated on the device’s master node named AMF_Master_2
and initiates an immediate backup on the device named office_annex.
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Example 3

Example 4

Related
commands
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To initiate from AMF_master_1 an immediate backup of all AMF member nodes,
use the following command:

AVF Master 1# anf backup now
To initiate an immediate backup of the node with the host-name “office_annex”
and store the configuration on both masters, use the following process:

From the AMF_master_1, set the working-set to comprise only of the automatic
group, master nodes.

AVF Master 1# atnf worki ng-set group naster

This command returns the following display:

AMF_Master 1, AMF_Master 2

Working set join

Backup the AMF member with the host name, office_annex on both the master
nodes as defined by the working set.

AVF Master[2]# atnf backup now of fi ce_annex

Note that the [2] shown in the command prompt indicates a 2 node working-set.

atmf backup
atmf backup stop
hostname

show atmf backup
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atmf backup redundancy enable

Overview

Syntax

Default
Mode

Usage notes

Example

Related
commands
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This command is used to enable or disable AMF backup redundancy.

at nf backup redundancy enabl e

no atnf backup redundancy enabl e

Disabled

Global Configuration

If the AMF Master or Controller supports any removable media (SD card/USB), it

uses the removable media as the redundant backup for the AMF data backup.

This feature is valid only if remote file servers are configured on the AMF Master or
Controller.

We recommend using the ext3 or ext4 filesystem on external media that are used
for AMF backups.
To enable AMF backup redundancy, use the commands:

awpl us# configure term nal

awpl us(config)# atnf backup redundancy enabl e
To disable AMF backup redundancy, use the commands:

awpl us# configure term nal

awpl us(config)# no atnf backup redundancy enabl e

atmf backup synchronize
show atmf backup

show atmf backup area

Command Reference for AMF Cloud 525
AlliedWare Plus™ Operating System - Version 5.5.0-1.x



ALLIED TELESIS MANAGEMENT FRAMEWORK™ (AMF) COMMANDS
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atmf backup server

Overview

Syntax

Defaults

Mode
Usage notes

Examples

Related
commands
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This command configures remote file servers as the destination for AMF backups.
Use the no variant of this command to remove the destination server(s). When all
servers are removed the system will revert to backup from external media.

atnf backup server id {1] 2} <hostlocation> usernanme <user nanme>
[ path <pat h>| port <1-65535>]

no atnf backup server id {1]2}

Remote backup servers are not configured. The default SSH TCP port is 22. The
path utilized on the remote file server is the home directory of the username.

Global Exec
The hostname and username parameters must both be configured.
To configure server 1 with an IPv4 address and a username of backup1, use the

commands:

AVF Master 1# configure term nal

AVF Master 1(config)# atnf backup server id 1 192.168.1.1
user name backupl

To configure server 1 with an IPv6 address and a username of backup1, use the
command:

AVF backupl 1# configure term nal

AVF Master 1(config)# atnf backup server id 1 FFEE:: 01 user nane
backupl

To configure server 2 with a hostname and username, use the command:

AVF Master 1# configure term nal

AVF Master 1(config)# atnf backup server id 2 ww. exanpl e.com
user name backup?2

To configure server 2 with a hostname and username in addition to the optional
path and port parameters, use the command:

AVF Master 1# configure term nal

AVF NMaster 1(config)# atnf backup server id 2 ww. exanpl e.com
user name backup2 path tokyo port 1024

To unconfigure the AMF remote backup file server 1, use the command:

AVF Master 1# configure term nal
AVF_Master _1(config)# no atnf backup server id 1

show atmf backup
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atmf backup stop

Overview

Syntax
Mode

Usage notes

Example

Related
commands
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Running this command stops a backup that is currently running on the master
node you are logged onto. Note that if you have two masters and want to stop
both, then you can either run this command separately on each master node, or
add both masters to a working set, and issue this command to the working set.

Note that this command can only be run on a master node.
at nf backup stop
Privileged Exec

This command is used to halt an AMF backup that is in progress. In this situation
the backup process will finish on its current node and then stop.

To stop a backup that is currently executing on master node node-1, use the
following command:

AVF Master 1# anf backup stop

atmf backup
atmf backup enable
atmf backup now

show atmf backup
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atmf backup synchronize

Overview

Syntax
Mode

Example

Related
commands
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For the master node you are connected to, this command initiates a system
backup of files from the node’s active remote file server to its backup remote file
server. Note that this process happens automatically each time the network is
backed up.

Note that this command can only be run from a master node.
atnf backup synchroni ze
Privileged Exec

When connected to the master node AMF_Master_1, the following command will
initiate a backup of all system related files from its active remote file server to its
backup remote file server.

AVF Master 1# atnf backup synchronize

atmf backup enable
atmf backup redundancy enable
show atmf

show atmf backup
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atmf cleanup

Overview This command is an alias to the erase factory-default command.
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atmf container

Overview

Syntax

Mode

Usage notes

Examples

Related
commands

Command
changes
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Use this command to create or update an AMF container on a Virtual AMF
Appliance (VAA) virtual machine.

An AMF container is an isolated instance of AlliedWare Plus with its own network
interfaces, configuration, and file system. The features available inside an AMF
container are a sub-set of the features available on the host VAA. These features
enable the AMF container to function as a uniquely identifiable AMF master and
allows for multiple tenants (up to 60) to run on a single VAA host. See the

AMF Feature Overview and Configuration Guide for more information on running
multiple tenants on a single VAA host.

Use the no variant of this command to remove an AMF container.

atnf contai ner <cont ai ner - name>

no atnf contai ner <contai ner-nanme>

Parameter Description

<cont ai ner - nane> The name of the AMF container to create, update, or remove.

AMF Container Configuration

You cannot delete a container while it is still running. First use the state disable
command to stop the container.
To create or update the AMF container “vac-wlg-1”, use the commands:

awpl us# configure term nal

awpl us(config)# atnf container vac-w g-1

awpl us(confi g-at nf-container)#

To remove the AMF container “vac-wlg-1”, use the commands:

awpl us# configure term nal

awpl us(config)# no atnf container vac-w g-1

area-link

atmf container login
bridge-group

description (amf-container)
show atmf container

state

Version 5.4.7-0.1: command added
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atmf container login

Overview Use this command to login to an AMF container on a Virtual AMF Appliance (VAA).

An AMF container is an isolated instance of AlliedWare Plus with its own network
interfaces, configuration, and file system. The features available inside an AMF
container are a sub-set of the features available on the host VAA. These features
enable the AMF container to function as a uniquely identifiable AMF master and
allows for multiple tenants (up to 60) to run on a single VAA host. See the

AMF Feature Overview and Configuration Guide for more information on running
multiple tenants on a single VAA host.

Syntax atnf container |ogin <container-name>

Parameter Description

<cont ai ner - name> The name of the AMF container you wish to login into.

Mode Privileged Exec
Usage notes If you try to login to a AMF container that has not been created, or is not running,
you will see the following message:
% Cont ai ner does not exist or is not running.

To exit from a container and return to the host VAA press <Ct r | +a g>.

Example To login to container “vac-wlg-1”, use the command:
awpl us# atnf container login vac-w g-1

You will then be presented with a login screen for that container:

Connected to tty 1
Type <Ctrl+a g> to exit the console, <Ctrl+a Cirl+a> to enter Ctrl+a itself

vac-wW g-1 | ogi n: nmanager
Password: friend

AlliedWare Plus (TM 5.4.7 02/03/17 08: 46: 12

vac-w g- 1>

Related atmf container

commands .
show atmf container

Command Version 5.4.7-0.1: command added
changes
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ATMF CONTROLLER

atmf controller

Overview

Syntax

Mode

Usage notes

Example

Related
commands
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Use this command to configure the device as an AMF controller. This enables you
to split a large AMF network into multiple areas.

AMF controller is a licensed feature. The number of areas supported on a controller
depends on the license installed on that controller.

Use the no variant of this command to remove the AMF controller functionality.

atnf controller

no atnf controller
Global configuration

If a valid AMF controller license is not available on the device, the device will accept
this command but will not act as a controller until you install a valid license. The
following message will warn you of this:

“An AMF Controller license must be installed before this feature will become
active”

NOTE: If the AMF controller functionality is removed from a device using the no atmf
controller command then the device must be rebooted if it is to function properly as
an AMF master.

To configure the node named controller-1 as an AMF controller, use the
commands:

controller-1# configure term nal

controller-1(config)# atnf controller

To stop the node named controller-1 from being an AMF controller, use the
commands:

control ler-1# configure term nal

controller-1(config)# no atnf controller

atmf area

show atmf
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ATMF DISTRIBUTE FIRMWARE

atmf distribute firmware

Overview

Syntax

Mode

Examples
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This command can be used to upgrade software one AMF node at a time. A URL
can be selected from any media location. The latest compatible release for a node
will be selected from this location.

Several procedures are performed to ensure the upgrade will succeed. This
includes checking the current node release boots from flash. If there is enough
space on flash, the software release is copied to flash on the new location.

The new release name is updated using the boot system command. The old
release will become the backup releasefile. If a release file exists in a remote device
(such as TFTP or HTTP, for example) then the URL should specify the exact release
filename without using a wild card character.

The command will continue to upgrade software until all nodes are upgraded. At
the end of the upgrade cycle the command should be used on the working-set.

atnf distribute firmvare <fil enane>

Parameter Description

<fil enane> The filename and path of the file. See the File Management Feature
Overview and Configuration Guide for valid syntax.

Privileged Exec

To upgrade nodes in a AMF network with a predefined AMF group called ‘teams’,
use the following command:

Teamil# atnf working-set group teans

Teamil, TeanR, TeanB:

Working set join

ATVF NETWORK[ 3] # atnf distribute firmvare card: *.rel
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Related atmf working-set
commands
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ATMF DOMAIN VLAN

atmf domain vian

Overview

Syntax

Default
Mode

Usage notes
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The AMF domain VLAN is created when the AMF network is first initiated and is
assigned a default VID of 4091. This command enables you to change the VID from
this default value on this device.

The AMF domain VLAN is one of AMF’s internal VLANs (the management VLAN is
the other internal VLAN). AMF uses these internal VLANs to communicate network
status information between nodes. These VLANs must be reserved for AMF and not
used for other purposes.

An important point conceptually is that although the domain VLAN exists globally
across the AMF network, it is assigned separately to each domain. The AMF
network therefore can be thought of as comprising a series of domain VLANs each
having the same VID and each being applied to a horizontal slice (domain) of the
AMF. It follows therefore that the domain VLANs are only applied to ports that form
cross-links and not to ports that form uplinks/downlinks.

CAUTION: Every member of your AMF network must have the same domain VLAN,
management VLAN, and management subnet.

cAuTION: If you change the domain VLAN, management VLAN, or management
subnet of a node, that change takes effect immediately and the node will immediately
leave the AMF network and try to rejoin it. The AMF network will not be complete until
you have given all devices the same setting, so they can all rejoin the AMF network.

Use the no variant of this command to reset the VLAN ID to its default value of
40091.

atnf domai n vl an <2-4090>

no atnf domain vlan

Parameter Description
<2-4090> The VLAN number in the range 2 to 4090.
VLAN 4091

Global Configuration

We recommend you only change the domain VLAN when first creating the AMF
network, and only if VLAN 4091 is already being used in your network.
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ATMF DOMAIN VLAN

Examples
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However, if you do need to change the VLAN on an existing AMF network, use the
following steps:

1) Create a working set of the whole of your AMF network, using the
commands:

atnf wor ki ng-set group all

You must use working-set group all if changing the domain VLAN. If you
use a different working-set, nodes that are not in that working-set will lose
contact with the AMF network.

2)  The prompt will display the number of nodes in the AMF network. Record
this number. In this example, the network is named “test” and has 10 nodes:

3)  Enterthe new VLAN ID, using the commands:
configure term nal
atnf domain vlan <2-4090>

The nodes will execute the command in parallel, leave the AMF network, and
attempt to rejoin through the new VLAN.

4)  Create the working set again, using the commands:
exit
at nf wor ki ng-set group all
5)  Save the configuration, using the command:
wite

6)  Thepromptwill display the number of nodes in the AMF network. Check that
this is the same as the number in step 1. If it is not, you will need to change
the VLAN on missing devices by logging into their consoles directly.

NoTE: The domain VLAN will automatically be assigned an IP subnet address based on
the value configured by the command atmf management subnet.

The default VLAN ID lies outside the user-configurable range. If you need to reset
the VLAN to the default VLAN ID, use the no variant of this command to do so.

To change the AMF domain VLAN to 4090 in an existing AMF network, use the
following commands:

atnf wor ki ng-set group all
configure terninal
atnf domain vlan 4090
exit
atnf wor ki ng-set group all

wite
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To reset the AMF domain VLAN to its default of 4091in an existing AMF network,
use the following commands:

mast er# atnf working-set group all
test[10]# configure term nal
test(config)[10]# no atnf domain vlan
master (config)# exit

mast er# atnf working-set group all

test[10]# wite

Related atmfmanagement subnet

commands
atmf management vian
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atmf enable

Overview This command manually enables (turns on) the AMF feature for the device being
configured.

Use the no variant of this command to disable (turn off) the AMF feature on the

member node.

Syntax atnf enable

no atnf enable

Default Once AMF is configured, the AMF feature starts automatically when the device
starts up.

Mode Global Configuration

Usage notes The device does not auto negotiate AMF domain specific settings such as the
Network Name. You should therefore, configure your device with any domain
specific (non default) settings before enabling AMF.

Examples To turn off AMF, use the command:
MyNode# config term nal
MyNode(config)# no atnf enable
To turn on AMF, use the command:

MyNode(config)# atnf enabl e

This command returns the following display:

% War ni ng: The ATMF network config has been set to enable
% Save the config and restart the systemfor this change to take
effect.

C613-50418-01 Rev A Command Reference for AMF Cloud 538
AlliedWare Plus™ Operating System - Version 5.5.0-1.x



ALLIED TELESIS MANAGEMENT FRAMEWORK™ (AMF) COMMANDS

ATMF GROUP (MEMBERSHIP)

atmf group (membership)

Overview

Syntax

Mode

Usage notes
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This command configures a device to be a member of one or more AMF groups.
Groups exist in three forms: Implicit Groups, Automatic Groups, and User-defined
Groups.

. Implicit Groups
- all: All nodes in the AMF
- current: The current working-set
- local: The originating node.
Note that the Implicit Groups do not appear in show group output.

. Automatic Groups - These are defined by hardware architecture, e.g. x510,
x230, x8100, AR3050S, AR4050S.

. User-defined Groups - These enable you to define arbitrary groups of AMF
members based on your own criteria.

Each node in the AMF is automatically assigned membership to the implicit
groups, and the automatic groups that are appropriate to its node type, e.g. x230,
PoE. Similarly, nodes that are configured as masters are automatically assigned to
the master group.

Use the no variant of this command to remove the membership.

atnf group <group-list>

no atnf group <group-list>

Parameter Description

<group-|ist> Alist of group names. These should be entered as a comma
delimited list without spaces.
Names can contain alphanumeric characters, hyphens and
underscores.

Global Configuration

You can use this command to define your own arbitrary groups of AMF members
based on your own network’s configuration requirements. Applying a node to a
non existing group will result in the group automatically being created.

Note that the master nodes are automatically assigned to be members of the
pre-existing master group.

The following example configures the device to be members of three groups; two
are company departments, and one comprises all devices located in building_2.To
avoid having to run this command separately on each device that is to be added to
these groups, you can remotely assign all of these devices to a working-set, then
use the capabilities of the working-set to apply the atmf group (membership)
command to all members of the working set.
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Example 1

Example 2

Related
commands
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To specify the device to become a member of AMF groups named marketing, sales,
and building_2, use the following commands:

node- 1# configure tern nal

node- 1(config)# atnf group marketing, sal es, building 2

To add the nodes member_node_1 and member_node_2 to groups building1 and
sales, first add the nodes to the working-set:

mast er _node# atnf worki ng-set menber_node_1, menber _node_2

This command returns the following output confirming that the nodes
member_node_1 and member_node_2 are now part of the working-set:

menber _node_1, nenber _node_2

Working set join

Then add the members of the working set to the groups:
atnf-net[2]# configure term nal

atnf-net[ 2] (config)# atnf group buildingl, sal es
atnf-net[2] (config)# exit

atnf-net[2]# show atnf group

This command returns the following output displaying the groups that are
members of the working-set.

nmenber _node_ 1

AVMF group information

bui | di ng1, sal es

show atmf group

show atmf group members
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ATMF GUEST-CLASS

atmf guest-class

Overview This modal command creates a guest-class. Guest-classes are modal templates

Syntax

Mode

Example

Related
commands
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that can be applied to selected guest types. Once you have created a guest-class,
you can select it by entering its mode. From here, you can then configure a further
set of operational settings specifically for the new guest-class.

These settings can then all be applied to a guest link by running the switchport
atmf-guestlink command. The following settings can be configured from each
guest class mode:

. discovery method

. model type

. http-enable setting

. guest port, user name, and password

The no variant of this command removes the guest-class. Note that you cannot
remove a guest-class that is assigned to a port.

at nf guest-cl ass <guest-cl ass- nanme>

no atnf guest-class <guest-cl ass- nane>

Parameter Description

<guest - cl ass-nane> The name assigned to the guest-class type. This can be
chosen from an arbitrary string of up to 15 characters.

Global Configuration

To create a guest-class named ‘camera’ use the commands:
nodel# configure term nal
nodel(config)# atnf guest-class canera

nodel(confi g-atnf-guest)#
To remove the guest-class named ‘camera’ use the commands:
nodel# configure term nal

nodel(config)# no atnf guest-class canera

show atmf area guests
discovery

http-enable

username

modeltype

switchport atmf-guestlink
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show atmf links guest
show atmf guests

login-fallback enable
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atmf log-verbose

Overview Use the no variant of this command to reset to the default.
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atmf management subnet

Overview

Syntax

Default
Mode

Usage notes
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This command is used to assign a subnet that will be allocated to the AMF
management and domain management VLANs. From the address space defined
by this command, two subnets are created, a management subnet component
and a domain component, as explained in the Usage section below.

AMF uses these internal IPv4 subnets to communicate network status information
between nodes. These subnet addresses must be reserved for AMF and not used
for other purposes.

CAUTION: Every member of your AMF network must have the same domain VLAN,
management VLAN, and management subnet.

CAUTION: Ifyou change the domain VLAN, management VLAN, or management
subnet of a node, that change takes effect immediately and the node will immediately
leave the AMF network and try to rejoin it. The AMF network will not be complete until
you have given all devices the same setting, so they can all rejoin the AMF network.

Use the no variant of this command to remove the assigned subnet.

at nf nmanagenent subnet <a.b.0.0>

no atnf managenment subnet

Parameter Description

<a. b. 0. 0> The IP address selected for the management subnet. Because a
mask of 255.255.0.0 (i.e. /16) will be applied automatically, an IP
address in the format a.b.0.0 must be selected.

Usually this subnet address is selected from an appropriate
range from within the private address space of 172.16.0.0 to
172.31.255.255, or 192.168.0.0, as defined in RFC1918.

172.31.0.0. A subnet mask of 255.255.0.0 will automatically be applied.
Global Configuration

Running this command will result in the creation of a further two subnets (within
the class B address space assigned) and the mask will extend from /16 to /17.

For example, if the management subnet is assigned the address 172.31.0.0/16, this
will result in the automatic creation of the following two subnets:

. 172.31.0.0/17 assigned to the atmf management vlan
. 172.31.128.0/17 assigned to the atmf domain vlan.

We recommend you only change the management subnet when first creating the
AMF network, and only if 172.31.0.0 is already being used in your network.
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However, if you do need to change the subnet on an existing AMF network, use the
following steps:

1) Create a working set of the whole of your AMF network, using the
commands:

atnf wor ki ng-set group all

You must use working-set group all if changing the domain VLAN,
management VLAN, or management subnet. If you use a different
working-set, nodes that are not in that working-set will lose contact with the
AMF network.

2)  The prompt will display the number of nodes in the AMF network. Record
this number. In this example, the network is named “test” and has 10 nodes:

3)  Enter the new subnet address, using the commands:

configure term nal
atnf nmanagenent subnet <a.b.0.0>

The nodes will execute the command in parallel, leave the AMF network, and
attempt to rejoin through the new subnet.

4)  Create the working set again, using the commands:
exit
atnf wor ki ng-set group all
5)  Save the configuration, using the command:
wite

6)  Thepromptwill display the number of nodes in the AMF network. Check that
this is the same as the number in step 1. If it is not, you will need to change
the subnet on missing devices by logging into their consoles directly.

Examples To change the AMF management subnet address to 172.25.0.0 in an existing AMF
network, use the following commands:

atnf wor ki ng-set group all
configure terninal
at nf managenment subnet 172.25.0.0
exit
atnf wor ki ng-set group all

wite
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Related
commands
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To reset the AMF management subnet address to its default of 172.31.0.0 in an
existing AMF network, use the following commands:

mast er# atnf working-set group all
test[10]# configure term nal
test(config)[10]# no atnf managenment subnet
master (config)# exit

mast er# atnf working-set group all
test[10]# wite

atmf domain vlan

atmf management vian
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atmf management vian

Overview

Syntax

Default
Mode

Usage notes
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The AMF management VLAN is created when the AMF network is first initiated and
is assigned a default VID of 4092. This command enables you to change the VID
from this default value on this device.

The AMF management VLAN is one of AMF’s internal VLANs (the domain VLAN is
the other internal VLAN). AMF uses these internal VLANs to communicate network
status information between nodes. These VLANs must be reserved for AMF and not
used for other purposes.

CAUTION: Every member of your AMF network must have the same domain VLAN,
management VLAN, and management subnet.

CAUTION: Ifyou change the domain VLAN, management VLAN, or management
subnet of a node, that change takes effect immediately and the node will immediately
leave the AMF network and try to rejoin it. The AMF network will not be complete until
you have given all devices the same setting, so they can all rejoin the AMF network.

Use the no variant of this command to restore the VID to the default of 4092.

at nf managenent vl an <2-4090>

no atnf managemnent vl an

Parameter Description
<2-4090> The VID assigned to the AMF management VLAN.
VLAN 4092

Global Configuration
We recommend you only change the management VLAN when first creating the
AMF network, and only if VLAN 4092 is already being used in your network.

However, if you do need to change the VLAN on an existing AMF network, use the
following steps to ensure you change it on all nodes simultaneously:

1) Create a working set of the whole of your AMF network, using the
commands:

master# atnf working-set group all

You must use working-set group all if changing the management VLAN. If
you use a different working-set, nodes that are not in that working-set will
lose contact with the AMF network.

2)  The prompt will display the number of nodes in the AMF network. Record
this number. In this example, the network is named “test” and has 10 nodes:

test[10] #

Command Reference for AMF Cloud 547
AlliedWare Plus™ Operating System - Version 5.5.0-1.x



ALLIED TELESIS MANAGEMENT FRAMEWORK™ (AMF) COMMANDS

ATMF MANAGEMENT VLAN

Examples

Related
commands

C613-50418-01 Rev A

3)  Enterthe new VLAN ID, using the commands:

test[10]# configure term nal
test(config)[10]# atnf managenent vlan <2-4090>

The nodes will execute the command in parallel, leave the AMF network, and
attempt to rejoin through the new VLAN.

4)  Create the working set again, using the commands:

master (config)# exit
mast er# atnf working-set group all

5)  Save the configuration, using the command:

test[10]# write

6)  Thepromptwill display the number of nodes in the AMF network. Check that
this is the same as the number in step 1. If it is not, you will need to change
the VLAN on missing devices by logging into their consoles directly.

NOTE: The management VLAN will automatically be assigned an IP subnet address
based on the value configured by the command atmf management subnet.

The default VLAN ID lies outside the user-configurable range. If you need to reset
the VLAN to the default VLAN ID, use the no variant of this command to do so.

To change the AMF management VLAN to 4090 in an existing AMF network, use
the following commands:

mast er# atnf working-set group all
test[10]# configure term nal
test(config)[10]# atnf managenent vlan 4090
master (config)# exit

mast er# atnf working-set group all

test[10]# wite

To reset the AMF management VLAN to its default of 4092 in an existing AMF
network, use the following commands:

master# atnf working-set group all
test[10]# configure term nal
test(config)[10]# no atnf managenent vl an
master (config)# exit

master# atnf working-set group all
test[10]# wite

atmf domain vlan

atmf management subnet
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Overview This command configures the device to be an AMF master node and automatically

Syntax

Default
Mode

Example

Related
commands
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creates an AMF master group. The master node is considered to be the core of the
AMF network, and must be present for the AMF to form. The AMF master has its
node depth set to 0. Note that the node depth vertical distance is determined by
the number of uplinks/downlinks that exist between the node and its master.

An AMF master node must be present for an AMF network to form. Up to two AMF
master nodes may exist in a network, and they must be connected by an AMF
crosslink.

NOTE: Master nodes are an essential component of an AMF network. In order to run
AMF, an AMF License is required for each master node.

If the crosslink between two AMF masters fails, then one of the masters will
become isolated from the rest of the AMF network.

Use the no variant of this command to remove the device as an AMF master node.
The node will retain its node depth of 0 until the network is rebooted.

NoTE: Node depth is the vertical distance (or level) from the master node (whose depth
value is 0).

atnf master

no atnf naster
The device is not configured to be an AMF master node.
Global Configuration

To specify that this node is an AMF master, use the following command:

configure term nal

atnf nmster

show atmf

show atmf group
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Default
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Usage notes
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commands
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This command configures the AMF network Maximum Transmission Unit (MTU).
The MTU value will be applied to the AMF Management VLAN, the AMF Domain
VLAN and AMF Area links.

Use the no variant of this command to restore the default MTU.

atnf ntu <1300-1442>
no atnf mntu

Parameter Description

<1300- 1442> The value of the maximum transmission unit for the
AMF network, which sets the maximum size of all AMF
packets generated from the device.

1300
Global Configuration

The default value of 1300 will work for all AMF networks (including those that
involve virtual links over IPsec tunnels). If there are virtual links over IPsec tunnels
anywhere in the AMF network, we recommend not changing this default. If there
are no virtual links over IPsec tunnels, then this AMF MTU value may be increased
for network efficiency.

To change the ATMF network MTU to 1442, use the command:
awplus(config)# atmf mu 1442

show atmf detail
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atmf network-name

Overview This command applies an AMF network name to a (prospective) AMF node. In
order for an AMF network to be valid, its network-name must be configured on at
least two nodes, one of which must be configured as a master and have an AMF
License applied. These nodes may be connected using either AMF downlinks or
crosslinks.

For more information on configuring an AMF master node, see the command atmf
master.

Use the no variant of this command to remove the AMF network name.

Syntax atnf network-nanme <name>

no atnf networ k- nane

Parameter Description

<nane> The AMF network name. Up to 15 printable characters
can be entered for the network-name.

Mode Global Configuration

Usage notes Thisis one of the essential commands when configuring AMF and must be entered
on each node that is to be part of the AMF.

A switching node (master or member) may be a member of only one AMF network.

CAUTION: Ensurethat you enter the correct network name. Entering an incorrect name
will cause the AMF network to fragment (at the next reboot).

Example To set the AMF network name to amf_net use the command:

Node 1(config)# atnf network-name anf_net
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Mode

Usage notes

Example

Related
commands
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This command configures a specified port on an AMF node to accept a provisioned
node, via an AMF link, some time in the future.

Use the no variant of this command to remove the provisioning on the node.

atnf provi si on <nodenane>

no atnf provision

Parameter Description

<nodenane> The name of the provisioned node that will appear on
the AMF network in the future.

Interface Configuration for a switchport, a static aggregator, dynamic channel
group or an Eth port on an AR-Series device.

The port should be configured as an AMF link or cross link and should be ‘down’ to
add or remove a provisioned node.
To provision an AMF node named node1 for port1.0.1, use the commands:

host 1(config)# interface portl1l.0.1
host1(config-if)# atnf provision nodel

atmf provision node

clone (amf-provision)

configure boot config (amf-provision)
configure boot system (amf-provision)
copy (amf-provision)

create (@amf-provision)

delete (amf-provision)

identity (amf-provision)

license-cert (amf-provision)

locate (amf-provision)

show atmf provision nodes

show atmf links

switchport atmf-link

switchport atmf-crosslink
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atmf provision node

Overview

Syntax

Mode

Usage notes

Example
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Use this command to provision a replacement node for a specified interface. Node
provisioning is effectively the process of creating a backup file-set on a master
node that can be loaded onto a provisioned node some time in the future. This
file-set is created just as if the provisioned node really existed and was connected
to the network. Typically these comprise configuration, operating system, and
license files etc.

You can optionally provision a node with multiple device-type backups. When a
device is then attached to the network, AMF uses its device-type to find the correct
configuration to use. For example you can create an x510 and an x530 provisioning
configuration for a node called ‘node1’ and if either an x510 or an x530 is attached
to that node the appropriate configuration will be used.

Use the no variant of this command to remove a provisioned node.

atnf provision node <nodenane> [device <device-type>]

no atnf provision node <nodenane> [devi ce <device-type>]

Parameter Description

<nodenane> The name of the provisioned node that will appear on the AMF
network.
devi ce Optionally specify a device type.

<devi ce-type> Any valid device type e.g. AR3050s, ie200, x950. For a full list of
valid device types use the command atmf provision node
<nodename> device ?.

Privileged Exec

This command creates the directory structure for the provisioned node’s file-set. It
also switches to the AMF provision node prompt so that the nodes backup file-set
can be created or updated. This is typically done with the create (amf-provision) or
clone (amf-provision) commands.

For more information on AMF provisioning, see the AMF Feature Overview and
Configuration Guide..

To configure node named ‘node1’, use the command:

awpl us# atnf provi sion node nodel

awpl us(at nf-provision)#

To configure a node named ‘node1’ for device type x530', use the command:
awpl us# atnf provision node nodel device x530

awpl us(at nf-provision)#
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Related atmf provision (interface)

commands clone (amf-provision)
configure boot config (amf-provision)
configure boot system (amf-provision)
copy (amf-provision)
create (amf-provision)
delete (amf-provision)
identity (amf-provision)
license-cert (amf-provision)

locate (amf-provision)

show atmf provision nodes

Command Version 5.4.9-0.1: command added
changes
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atmf reboot-rolling

Overview

Syntax

Mode

Usage notes
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This command enables you to reboot the nodes in an AMF working-set, one at a
time, as a rolling sequence in order to minimize downtime. Once a rebooted node
has finished running its configuration and its ports are up, it re-joins the AMF
network and the next node is rebooted.

By adding the url parameter, you can also upgrade your devices’ software one AMF
node at a time.

The force parameter forces the rolling reboot to continue even if a previous node
does not rejoin the AMF network. Without the force parameter, the unsuitable
node will time-out and the rolling reboot process will stop. However, with the
force parameter applied, the process will ignore the timeout and move on to
reboot the next node in the sequence.

This command can take a significant amount of time to complete.

atnf reboot-rolling [force] [<url>]

Parameter Description

force Ignore a failed node and move on to the next node. Where a
node fails to reboot a timeout is applied based on the time
taken during the last reboot.

<url > The path to the software upgrade file.

Privileged Exec

You can load the software from a variety of locations. The latest compatible release
for a node will be selected from your selected location, based on the parameters
and URL you have entered.

For example card:/5.4.6/x*-5.4.6-*.rel will select from the folder card:/5.4.6 the
latest file that matches the selection x (wildcard) -5.4.6-(wildcard).rel. Because x* is
applied, each device type will be detected and its appropriate release file will be
installed.

Other allowable entries are:

Entry Used when loading software

card:*.rel: from an SD card
tftp:<ip-address>: from a TFTP server
ush: from a USB flash drive
flash: from flash memory, e.g. from one x930 switch to another
scp: using secure copy
http: from an HTTP file server
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Several checks are performed to ensure the upgrade will succeed. These include
checking the current node release boots from flash. If there is enough space on
flash, the software release is copied to flash to a new location on each node as it is
processed. The new release name will be updated using the boot
system<release-name> command, and the old release will become the backup
release file.

NOTE: Ifyou are using TFTP or HTTP, for example, to access a file on a remote device
then the URL should specify the exact release filename without using wild card
characters.

On bootup the software release is verified. Should an upgrade fail, the upgrading
unit will revert back to its previous software version. At the completion of this
command, a report is run showing the release upgrade status of each node.

NOTE: Take care when removing external media or rebooting your devices. Removing
an external media while files are being written entails a significant risk of causing a file
corruption.
To reboot all X510 nodes in an AMF network, use the following command:

at nf wor ki ng-set group x510

This command returns the following type of screen output:

nodel, node2, node3:

Working set join

AVF_NETWORK] 3] #

atnf reboot-rolling

When the reboot has completed, a number of status screens appear. The selection
of these screens will depend on the parameters set.
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Bl d2_Fl oor _1#at nf wo

rki ng-set group x510

SW Teant, SW Tean®,

SW TeanB:

Working set join

ATME_NETWORK] 3] #at nf
ATMF Rol | i ng Reboot

SW Teani
SW Tean?
SW TeanB
Conti nue the rolling

reboot-rolling
Nodes:

Ti meout
(M nut es)

reboot ? (y/n):y

ATMF Rol | i ng Reboot :

Rebooti ng SW Teaml

% SW Teaml has | eft
Reboot of SW. Teaml h

t he wor ki ng- set
as conpl et ed

ATMF Rol |'i ng Reboot :

Rebooti ng SW Tean®

% SW. Tean? has | eft
Reboot of SW.Tean® h

t he wor ki ng- set
as conpl et ed

ATMF Rol | i ng Reboot :

Rebooti ng SW TeanB

% SW TeanB has | eft
Reboot of SW.TeanB h

t he wor ki ng- set
as conpl et ed

ATMF Rol | i ng Reboot
Node Nane

SW Teani

SW Tean?

SW TeanB

Conpl et e

Reboot St at us
Reboot ed
Reboot ed
Reboot ed

Example 2 To update firmware releases, use the following command:

atnf workin

at
card:/5.4.6/x*-5. 4.

g-set group all

nf reboot-rolling
6-*.rel
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atmf recover

Overview

Syntax

Mode

Usage notes
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This command is used to manually initiate the recovery (or replication) of an AMF
node, usually when a node is being replaced.

atnf recover [<node-name> master <node- nane>]

atnf recover [<node-nane> controller <node-nane>]

Parameter Description

<node- nane> The name of the device whose configuration is to be
recovered or replicated.

nmast er The name of the master device that holds the required
<node- name> configuration information.
Note that although you can omit both the node name and
the master name; you cannot specify a master name unless
you also specify the node name.

control |l er <node- The name of the controller that holds the required

nane> configuration information.
Note that although you can omit both the node name and
the controller name; you cannot specify a controller name
unless you also specify the node name.

Privileged Exec

The recovery/replication process involves loading the configuration file for a node
that is either about to be replaced or has experienced some problem. You can
specify the configuration file of the device being replaced by using the
<node-name> parameter, and you can specify the name of the master node or
controller holding the configuration file.

If the <node-name> parameter is not entered then the node will attempt to use
one that has been previously configured. If the replacement node has no previous
configuration (and has no previously used node-name), then the recovery will fail.

If the master or controller name is not specified then the device will poll all known
AMF masters and controllers and execute an election process (based on the last
successful backup and its timestamp) to determine which to use. If no valid backup
master or controller is found, then this command will fail.

No error checking occurs when this command is run. Regardless of the last backup
status, the recovering node will attempt to load its configuration from the
specified master node or controller.

If the node has previously been configured, we recommend that you suspend any
AMF backup before running this command. This is to prevent corruption of the
backup files on the AMF master as it attempts to both backup and recover the
node at the same time.
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Example To recover the AMF node named Node_10 from the AMF master node named
Master_2, use the following command:

Master 2# atnf recover Node 10 rmaster Master 2

Related atmf backup stop

commands show atmf backup

show atmf
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atmf recover guest

Overview

Syntax

Mode

Example

Related
commands
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Use this command to initiate a guest node recovery or replacement by reloading
its backup file-set that is located within the AMF backup system. Note that this
command must be run on the edge node device that connects to the guest node.

atnf recover guest [<guest-port>]

Parameter Description

<guest - port > The port number that connects to the guest node.

User Exec/Privileged Exec

To recover a guest on node1 port1.0.1, use the following command

nodel# atnf recover guest portl.0.1

show atmf backup guest

Command Reference for AMF Cloud 561
AlliedWare Plus™ Operating System - Version 5.5.0-1.x



ALLIED TELESIS MANAGEMENT FRAMEWORK™ (AMF) COMMANDS
ATMF RECOVER LED-OFF

atmf recover led-off

Overview This command turns off the recovery failure flashing port LEDs. It reverts the LED's
function to their normal operational mode, and in doing so assists with resolving
the recovery problem. You can repeat this process until the recovery failure has
been resolved. For more information, see the AMF Feature Overview and
Configuration Guide.

Syntax atnf recover |ed-off
Default Normal operational mode
Mode Privileged Exec

Example To revert the LEDs on Node1 from recovery mode display to their normal
operational mode, use the command:

Nodel# atnf recover |ed-off

Related atmfrecover
commands
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atmf recover over-eth

Overview Usethiscommand to enable AMF recovery over an AR-series device’s Eth port. This
setting persists even after restoring a device to a ‘clean’ state with the erase
factory-default or atmf cleanup command.

Use the no variant of this command to disable AMF recover over an Eth port.

Syntax atnf recover over-eth

no atnf recover over-eth
Default Eth ports cannot be used for recovery.
Mode Privileged Exec

Usage notes AMF links over Eth ports are only available if your network is running in AMF secure
mode (see atmf secure-mode for more information on AMF secure mode).
Example To enable AMF recovery over an Eth port, use the command:
awpl us# atnf recover over-eth
To disable AMF recovery over an Eth port, use the commands:
awpl us# no atnf recover over-eth
Related atmf-link
commands
atmf recover
atmf secure-mode
erase factory-default
show atmf detail

Command Version 5.5.0-1.1: command added
changes
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atmf recovery-server

Overview

Syntax

Default
Mode

Usage notes

Example

Related
commands
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Use this command on an AMF master to process recovery requests from isolated
AMF nodes. An isolated node is an AMF member that is only connected to the rest
of the AMF network via a virtual-link.

This option allows these nodes, which have no AMF neighbors, to be identified for
recovery or provisioning purposes. They are identified using an identity token
which is stored on the AMF master.

Use the no variant of this command to disable processing of recovery requests
from isolated AMF nodes.

atnf recovery-server

no atnf recovery-server
Recovery-server is disabled by default.
Global Configuration

Once recovery-server is enabled on an AMF network, the next time an isolated
node is backed up its identity token will be stored in the AMF master’s database.
Should the device fail it can then be replaced and auto-recovery will occur as long
as:

. the AMF master is accessible to the isolated node, and

. either, a DHCP server is configured to send the Uniform Resource Identifier
(URI) of the AMF master to the recovering node, or

. a DNS server is configured to resolve the default recovery URI (
https://amfrecovery.alliedtelesis.com) to the IP address of the AMF master.

Provisioning of isolated nodes is achieved by creating an identity token for the new
node using the identity (amf-provision) command.

See the AMF Feature Overview and Configuration Guide for information on
preparing your network for recovering or provisioning isolated nodes.
To enable recovery-server on an AMF master, use the commands:

awpl us# configure term nal

awpl us(config)# atnf recovery-server
To disable recovery-server on an AMF master, use the commands:

awpl us# configure term nal

awpl us(config)# no atnf recovery-server

atmf backup
atmf cleanup
identity (amf-provision)

atmf virtual-link
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Command Version 5.4.7-2.1: command added
changes

C613-50418-01 Rev A Command Reference for AMF Cloud 565
AlliedWare Plus™ Operating System - Version 5.5.0-1.x



ALLIED TELESIS MANAGEMENT FRAMEWORK™ (AMF) COMMANDS

ATMF REMOTE-LOGIN

atmf remote-login

Overview

Syntax

Mode

Usage notes

Example
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Use this command to remotely login to other AMF nodes in order to run
commands as if you were a local user of that node.

atnf renote-login [user <name>] <nodename>

Parameter Description

<nane> The name of a user on the remote node.

<nodenane> The name of the remote AMF node you are connecting to.

Privileged Exec (This command will only run at privilege level 15)

You do not need a valid login on the local device in order to run this command. The
session will take you to the enable prompt on the new device. If the remote login
session exits for any reason (e.g. device reboot) you will be returned to the
originating node.

You can create additional user accounts on nodes. AMF's goal is to provide a
uniform management plane across the whole network, so we recommend you use
the same user accounts on all the nodes in the network.

In reality, though, it is not essential to have the same accounts on all the nodes.
Users can remote login from one node to a second node even if they are logged
into the first node with a user account that does not exist on the second node
(provided that atmf restricted-login is disabled and the user account on the first
node has privilege level 15).

Moreover, it is possible to use a RADIUS or TACACS+ server to manage user
authentication, so users can log into AMF nodes using user accounts that are
present on the RADIUS or TACACS+ server, and not present in the local user
databases of the AMF nodes.

The software will not allow you to run multiple remote login sessions. You must
exit an existing session before starting a new one.

If you disconnect from the VTY session without first exiting from the AMF remote
session, the device will keep the AMF remote session open until the exec-timeout
time expires (10 minutes by default). If the exec-timeout time is set to infinity
(exec-timeout 0 0), then the device is unable to ever close the remote session. To
avoid this, we recommend you use the exit command to close AMF remote
sessions, instead of closing the associated VTY sessions. We also recommend you
avoid setting the exec-timeout to infinity.

To remotely login from node Node10 to Node20, use the following command:

Nodel0# atnf renote-login node20
Node20>
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To close the session on Node20 and return to Node10’s command line, use the
following command:

Node20# exit
NodelO#

In this example, user User1 is a valid user of node5. They can remotely login from
node5 to node3 by using the following commands:

node5# atnf renote-1ogin user Userl node3

node3> enabl e

Related atmf restricted-login
commands

Command Version 5.4.6-2.1: changes to AMF user account requirements
changes
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atmf restricted-login

Overview

Syntax

Mode

Default

Usage notes

Example

Related
commands
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By default, users who are logged into any node on an AMF network are able to
manage any other node by using either working-sets or an AMF remote login. If the
access provided by this feature is too wide, or contravenes network security
restrictions, it can be limited by running this command, which changes the access
so that:

. users who are logged into non-master nodes cannot execute any commands
that involve working-sets, and

. from non-master nodes, users can use remote-login, but only to loginto a
user account that is valid on the remote device (via a statically configured
account or RADIUS/TACACS+). Users are also required to enter the password
for that user account.

Once entered on any AMF master node, this command will propagate across the
network.

Use the no variant of this command to disable restricted login on the AMF
network. This allows access to the atmf working-set command from any node in
the AMF network.

atnf restricted-1ogin

no atnf restricted-1ogin
Privileged Exec

Master nodes operate with atmf restricted-login disabled.
Member nodes operate with atmf restricted-login enabled.

NOTE: The default conditions of this command vary from those applied by its “no”
variant. This is because the restricted-login action is only applied by master nodes, and
in the absence of a master node, the default is to apply the restricted action to all
member nodes with AMF configured.

In the presence of a master node, its default of atmf restricted-login disabled
will propagate to all its member nodes. Similarly, any change in this command'’s
status that is made on a master node, will also propagate to all its member nodes

Note that once you have run this command, certain other commands that utilize
the AMF working-set command, such as the include, atmf reboot-rolling and
show atmf group members commands, will operate only on master nodes.

Restricted-login must be enabled on AMF areas with more than 120 nodes.

To enable restricted login, use the command

atnf restricted-1ogin node20

atmf remote-login

show atmf
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atmf retry guest-link

Overview

Syntax

Mode

Example

Related
commands
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Use this command to retry an AMF guest-link by restarting AMF guest discovery on
a port if it is currently in the failed state.

If no port is specified then all configured AMF guest-link ports that are in the failed
state are retried.

If a port is specified then that port will only be retried if it is both:
. configured as an AMF guest-link, and

. it is currently in the failed state.

atnf retry guest-link [<interface>]

Parameter Description

<interface> Name of the interface the guest-link you want to retry is
configured on.

Privileged Exec

To retry all configured AMF guest-link currently in a failed state, use the command:
awpl us# atnf retry guest-1link

To retry an AMF guest-link configured on port1.0.2 currently in a failed state, use
the command:

awpl us# atnf retry guest-link portl.0.2

show atmf links guest

switchport atmf-guestlink
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Usage notes
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commands
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Use this command to enable AMF secure mode on an AMF node. AMF secure mode
makes an AMF network more secure by:

. Adding an authorization mechanism before and AMF member is allowed to
join an AMF network.

. The encryption of all AMF packets sent between AMF nodes.

. Adding support for user login authentication by RADIUS or TACACS+, and
removing the requirement to have the same privileged user account in the
local user database on all devices in the AMF network.

. Adding additional logging which enables network administrators to monitor
attempts to gain unauthorized access to the AMF network.

Once the secure mode command is run on all nodes on an AMF network, the AMF
masters and AMF controllers manage the addition of AMF nodes and AMF areas to
the AMF network.

Use the no variant of this command to disable AMF secure mode on an AMF node.

at nf secure-node

no atnf secure-node
Secure mode is disabled by default.
Global Configuration

When an AMF network is running in AMF secure mode the atmf restricted-login
feature is automatically enabled. This restricts the atmf working-set command to
users that are logged on to an AMF master. This feature cannot be disabled
independently of secure mode.

When AMF secure mode is enabled the AMF controllers and masters in the AMF
network form a group of certificate authorities. A node may only join a secure AMF
network once it has been authorized by a master or controller. When enabled, all
devices in the AMF network must be running in secure mode. Unsecured devices
will not be able to join a secure AMF network.
To enable AMF secure mode on an AMF node, use the commands:

configure terninal

atnf secure-node

To disable AMF secure mode on an AMF node, use the commands:

configure term nal

no atnf secure-node

atmf authorize

atmf secure-mode certificate expiry
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Command
changes

clear atmf secure-mode certificates
clear atmf secure-mode statistics
show atmf

show atmf authorization

show atmf secure-mode

show atmf secure-mode certificates
show atmf secure-mode sa

show atmf secure-mode statistics

Version 5.4.7-0.3: command added
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atmf secure-mode certificate expire
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Related
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Use this command on an AMF master to expire a secure mode certificate. Running
this command will force the removal of the AMF node from the network.

atnf secure-npde certificate expire <node-name> [area
<ar ea- name>]

Parameter Description

<node- name> Name of the AMF node you want to expire the certificate for.

area Specify an AMF area.

<ar ea- name> Name of the AMF area you want to expire the AMF nodes
certificate for.

Privileged Exec

To remove an AMF node named “node3” from an AMF network, use the following
command on the AMF master:

awpl us# atnf secure-npde certificate expire node3

To remove an AMF node named “node2” in an area named “area2”, use the
following command on the AMF master:

awpl us# atnf secure-npde certificate expire node2 area area2?

atmf secure-mode
show atmf secure-mode

show atmf secure-mode certificates

Version 5.4.7-0.3: command added
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Use this command to set the expiry time of AMF secure mode certificates. Once an
AMF node’s certificate expires it must re-authorize and obtain a new certificate
from the AMF master.

Use the no variant of this command to reset the expiry time to 180 days.

atnf secure-node certificate expiry {<days>|infinite}

no atnf secure-node certificate expiry

Parameter Description

<days> Length of time, in days, that an AMF secure mode certificate
remains valid. A value between 1 and 365.

infinite The authorization certificate does not expire, in other words AMF
nodes stay authorized indefinitely.

The default expiry time is 180 days.
Global Configuration

To set AMF secure mode certificate expiry to 7 days, use the commands:
awpl us# configure termnal

awpl us(config)# atnf secure-npde certificate expiry 7
To set AMF secure mode certificates to never expire, use the commands:

awpl us# configure term nal

awpl us(config)# atnf secure-node certificate expiry infinite
To reset the certificate expiry to 180 days, use the commands:

awpl us# configure termnal

awpl us(config)# no atnf secure-node certificate expiry

atmf secure-mode
show atmf secure-mode

show atmf secure-mode certificates

Version 5.4.7-0.3: command added
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Use this command to force all local certificates to expire and be renewed on an
AMF secure mode network.

Secure mode certificates renew automatically but this command could be used to
renew a certificate in a situation where the automatic renewal may happen while
the device is not attached to the AMF network.

atnf secure-node certificate renew

Privileged Exec

To renew a local certificate on a AMF member or AMF master, use the command:

awpl us# atnmf secure-node certificate renew

show atmf secure-mode certificates

show atmf secure-mode statistics

Version 5.4.7-0.3: command added
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Use this command to enable AMF secure mode on an entire network. AMF secure
mode makes an AMF network more secure by:

. Adding an authorization mechanism before an AMF member is allowed to
join an AMF network.

. The encryption of all AMF packets sent between AMF nodes.

. Adding support for user login authentication by RADIUS or TACACS+, and
removing the requirement to have the same privileged user account in the
local user database on all devices in the AMF network.

. Adding additional logging which enables network administrators to monitor
attempts to gain unauthorized access to the AMF network.

Once this command is run on an AMF network, the AMF masters and AMF
controllers manage the addition of AMF nodes and AMF areas to the AMF network.

This command can only be run on an AMF master.
Use the no variant of this command to disable AMF se