AV Allied Telesis

AT-FS9/70M Series

Fast Ethernet Switch

AT-FS970M/8
AT-FS970M/8PS
AT-FS970M/8PS-E
AT-FS970M/24C
AT-FS970M/24PS
AT-FS970M/48
AT-FS970M/48PS
AT-FS970M/ 1 6F8-LC

o o o o a o a

mmmmm«m«mmm||||nmrmnmmm‘u)w‘n)m
e B B B B B BN - I
i e e e B B B S B H_}H -LE]

Management Software
Web Interface User’s Guide

AT-FS970M Series Version 2.3.1.0

613-001946 Rev. A

AV Allied Telesis the solution : the network




Copyright

Copyright © 2014, Allied Telesis, Inc.
All rights reserved.

This product includes software licensed under the BSD License. As such, the following language applies for those
portions of the software licensed under the BSD License:

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following
conditions are met:

* Redistributions of source code must retain the above copyright notice, this list of conditions and the following
disclaimer.

* Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following
disclaimer in the documentation and/or other materials provided with the distribution.

* Neither the name of Allied Telesis, Inc. nor the names of the respective companies above may be used to endorse or
promote products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS" AND ANY
EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT
SHALL THE COPYRIGHT HOLDER OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED
TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY
WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Copyright 1989, 1991, 1992 by Carnegie Mellon University. Derivative Work - 1996, 1998-2000. Copyright 1996, 1998-
2000 by The Regents of the University of California - All rights reserved. Copyright (c) 2001-2003 by Networks
Associates Technology, Inc. - All rights reserved. Copyright (c) 2001-2003 by Cambridge Broadband Ltd. - All rights
reserved. Copyright (c) 2003 by Sun Microsystems, Inc. - All rights reserved. Copyright (c) 2003-2005 by Sparta, Inc. -
All rights reserved. Copyright (c) 2004 by Cisco, Inc. and Information Network Center of Beijing University of Posts and
Telecommunications. - All rights reserved. Copyright (c) 2003 by Fabasoft R&D Software GmbH & Co KG - All rights
reserved. Copyright (c) 2004-2006 by Internet Systems Consortium, Inc. ("ISC") - All rights reserved. Copyright (c)
1995-2003 by Internet Software Consortium - All rights reserved. Copyright (c) 1992-2003 by David Mills - All rights
reserved. Copyright (c) 1995 by Tatu Ylonen <ylo@cs.hut.fi>, Espoo, Finland - All rights reserved. Copyright (c) 1998
by CORE SDI S.A., Buenos Aires, Argentina - All rights reserved. Copyright 1995, 1996 by David Mazieres - All rights
reserved. Copyright 1983, 1990, 1992, 1993, 1995 by The Regents of the University of California - All rights reserved.
Copyright (c) 1995 Patrick Powell - All rights reserved. Copyright (c¢) 1998-2005 The OpenSSL Project - All rights
reserved. Copyright (C) 1995-1998 Eric Young (eay@cryptsoft.com) - All rights reserved. Copyright (c) 2008, Henry
Kwok - All rights reserved. Copyright (c) 1995, 1998, 1999, 2000, 2001 by Jef Poskanzer <jef@mail.acme.com>. - All
rights reserved.

Some components of the SSH software are provided under a standard 2-term BSD license with the following names as
copyright holders: Markus Friedl, Theo de Raadt, Niels Provos, Dug Song, Aaron Campbell, Damien Miller, Kevin
Steves, Daniel Kouril, Wesley Griffin, Per Allansson, Nils Nordman, and Simon Wilkinson,

Portable OpenSSH includes code from the following copyright holders, also under the 2-term BSD license: Ben
Lindstrom, Tim Rice, Andre Lucas, Chris Adams, Corinna Vinschen, Cray Inc., Denis Parker, Gert Doering, Jakob
Schlyter, Jason Downs, Juha Yrjola, Michael Stone, Network Associates, Solar Designer, Todd C. Miller, Wayne
Schroeder, William Jones, Darren Tucker, Sun Microsystems, The SCO Group.

Some Portable OpenSSH code is licensed under a 3-term BSD style license to the following copyright holders: Todd C.
Miller, Theo de Raadt, Damien Miller, Eric P. Allman, The Regents of the University of California, and Constantin S.
Svintsoff. Some Portable OpenSSH code is licensed under an ISC-style license to the following copyright holders:
Internet Software Consortium, Todd C. Miller, Reyk Floeter, and Chad Mynhier. Some Portable OpenSSH code is
licensed under a MIT-style license to the following copyright holder: Free Software Foundation, Inc.

This product also includes software licensed under the GNU General Public License available from:

http://www.gnu.org/licenses/gpl2.html



Allied Telesis is committed to meeting the requirements of the open source licenses including the GNU General Public
License (GPL) and will make all required source code available.

If you would like a copy of the GPL source code contained in this product, please send us a request by registered mail
including a check for US$15 to cover production and shipping costs, and a CD with the GPL code will be mailed to you.

GPL Code Request

Allied Telesis, Inc.

3041 Orchard Parkway
San Jose, California 95134

No part of this publication may be reproduced without prior written permission from Allied Telesis, Inc.

Allied Telesis, AlliedWare Plus, and the Allied Telesis logo are trademarks of Allied Telesis, Incorporated. Microsoft and
Internet Explorer are registered trademarks of Microsoft Corporation. All other product names, company names, logos or
other designations mentioned herein are trademarks or registered trademarks of their respective owners.

Allied Telesis, Inc. reserves the right to make changes in specifications and other information contained in this document
without prior written notice. The information provided herein is subject to change without notice. In no event shall Allied
Telesis, Inc. be liable for any incidental, special, indirect, or consequential damages whatsoever, including but not limited
to lost profits, arising out of or related to this manual or the information contained herein, even if Allied Telesis, Inc. has
been advised of, known, or should have known, the possibility of such damages.






Contents

PrEfaCe ...t e e e e et e e e e e e 15
DOCUMENT CONVENTIONS .....eeiiiiiii ittt ettt sttt e e ehb e e bt e e e eab e e e e abe e e e b b e e e abbeesbbeeeanbeeeanbeeenanes 16
Where to FiNnd Web-based GUIAES ...........ciiiuiiiiiiii ettt b ettt et e e s ae e sbae e e sneeas 17
Contacting AllIEd TEIESIS ...ttt e e e e e e e e e et e et e e e e e e e e e s nnnbebeeeeaaaaaeaaeas 18
Chapter 1: AT-FS970M Series Version 2.3.1.0 Web Browser Interface ......................cccccciiiiiccceennn, 19
MaNAGEMENT SESSIONS ....ceiiiiiiiiie ettt e et e e e e bttt e e e e e bttt e e e e aa b et e e e e e bbb e e e e e aabe e e e e e e nnbeeeeeennnnes 20
WED MaNAGET ACCOUNTS ...ttt ettt e ettt e e b bt e e e e s bbb et e e s abb et e e snbbee e e e annneeee s 21
Chapter 2: Starting a Management SESSION ...........cooiiiiiiiiiiiiii e 23
Non-secure HTTP and Secure HTTPS MOAES........coooiiiiiiiiiiiiiee e 24
I I /o o 1SS 24
L I I S T 1Y o T [ U 24
Starting the Initial Web Management SESSION.........c..uiii e 25
Logging ONnto the SWILCH ... e e e e e 27
What t0 CONfIGUIE FIrSt....... ettt e ettt e e sab e e e sabb e e e e e annreeee s 30
Changing the LOgin PasSWOIT ..........cooiiiiiiiiiie ettt et e st e e e e anneeeee s 30
Assigning @ Name 10 the SWILCh ..........ooii e 30
Changing a Management [P AdAreSS .........eiiiiiiiiiiiiieeie et e e raaaeee s 30
SettiNG SYSIEM TIME ...ttt e e e et e e et e e s e e e e aaneeeae s 31
Starting @ Web Management SESSION ..........eiiii it 32
When You Do Not Know the IP Address of the SWItCh ..., 32
When the Switch Does Not Display the LOgin Page ...........ooeiiiiiiiiiiic e 33
Logging onto the CLI through the Console POrt............cooiiiiiiiii e 33
Checking for the IP Addresses of the Switch in the CLI.............oooiii e 34
Adding an IP Address to the Switch in the CLI ..........oooiiiii e 34
Checking the Status of HTTP and HTTPS Services in the CLI...........coooiiiiiiee e, 34
Enabling HTTP or HTTPS Service in the CLI ... 35
Saving your Changes iN the CLI ... ...t e e e nneeeae s 36
SAVING YOUI CRANGES. ... ..eiiiiiiiiieiie ettt e e ettt e e e e bttt e e e e aab e e e e e e e beeee e e e anbeeeeesnbeneeeeanbeneeeeaans 37
Ending @ Web Management SESSION ..........oii ittt a e e e e e e e e e e e e e 38
Chapter 3: Basic SWItCh Parameters ...t ee e 39
Setting the System Date and TimMe ... .....ooi i e e e st e e e s ee e e e e e anreeeeeeaaes 40
Configuring @an SNTP OF NTP SEIVET ......ueiiiiiiiiie et e et e e e st eeennneeeeae s 40
Setting System Time ManUally............cooo i e e e neeeeae s 43
Configuring @ TelNet OF SSH SEIVET .......ooi e e e e e e e e abeeeeeeens 45
Configuring @ ReMOLE LOG SEIVET ..ottt e e e e e bt e e e e s be e e e e s snbeeeeeeaans 47
Setting the SWitch INfOrMEAtION ... et e e e snree e e e 48
Managing the Configuration File.............ooueiiii e e et e e e 50
Displaying the Configuration Files............oooi e e ee e e 50
Setting the Active Configuration File .............ooi i 51
Downloading a Configuration File onto YOUr PC...........ooiiiiiiiiiiie e 51
Deleting @ ConfIQUIatioN....... ..ottt e e ettt e e e e s rab e e e e e snbeeee e e snreeeaeeanes 51
Managing LOCAl USEI ACCOUNES .........ciiiiiiiiiiee ittt et e e e e h e e e e e ea et e e e e aanbe e e e e e anbbeeeeeeanbeeeeeennneeas 52
AddING @ NEW USEI ACCOUNL ... .ttt e e bttt e e e et e e e e e bt e e e e e s bbee e e e enbeeeeeennneees 52
Changing @ USEr PASSWOIG .........cooiiiiiiiiiiiiiiie ettt ettt e e s ettt e e s eae e e e e s aeee e e e s aneeeeeannnneeaeas 53



Contents

Changing the USEr PriVIEgE .........eeeeiieiei ittt e e e e e e e e e e e e e e e eeees 54

Deleting @ USEIr ACCOUNL..... ...ttt oottt et e e e e e e e e e s s aebbe e eeeeeeaaeeeannnnnbeeeeeeaaaaaens 55
=T oToTo ] o =TT (o] o USRI 57
Upgrading the SOMIWAIE ..........ooi it e e e e ettt e e e sttt e e e e s etteeeeeeanteeeesantseeaesanstaeaaeans 58
Displaying System INfOrMEAtION ..........coiiiiiiiii e et e e e e st e e e e s s bt e e s enteeeaeseanbaeaaeans 61
Chapter 4: Setting Port Parameters ... 63
Port NUMDErs 0N the SWILCH ....... oottt e et e e e e e et e e e e e e et aeeeeees 64
Displaying the Port ParameEters ............eeiii ittt ettt e et e e e s b e e e 65
(@7 gF= T o [ aTe IR gL =0T ST =] 111 0o [ 3SR 67
Displaying the Storm Control SEHNGS .......coo it e e e e e e e e 71
Modifying the Storm Control SEHNGS ... .coviiiiii e e e e e e e 73
Chapter 5: Setting Port StatiStiCs ... 75
Displaying Port StatiStiCS .......oiiiiiiiiie ettt e e e e e e e e e e e e e e e e e e e nneeneees 76

Displaying Transmit and Receive Port StatiStics .......ooooi i 76

Displaying RecCeive StatiStiCS....... ..o i e e e e e e e e 77

Displaying Transmit StatiStiCS. .....ccooii e e e e e e e e 79

Displaying Interface StatiStiCs........ooii e e e e e e e 80
LT Ty aTo T o) S = 1] 1 [P S 82
(=] 0= To [T ] €= 11153 1o USSR 83
Chapter 6: POrt MIrTOTING ........oooiiiiiiii ettt e e e et e e e e st e e e e e e b b ee e e e e anbbeeeeeanres 85
(@ )T QYT YT 86
Displaying Port MirrOring SeHNGS .......uueiiiiiiiieiii it r e e e e e e e s e e s s areeeeaeeeeeeeanannnrenneees 87
ASSIGNING @ DESHNALION PO ...ttt e e e e e e e e s e e et e e e e e e aaeeees s nnnnsrennneeeaaaeens 88
ST L=Ted 1T To T =Yox 1o o TN 1Y/ 1= 3SR 89
Deleting Port Mirroring SettiNgS ....ccoii ittt e e e e e et e e e e aeeeeesaaaennreareeaeeeeeeaaannnreneeees 91
Chapter 7: Spanning Tree Protocol on a Port ... 93
OVEIVIBW ...ttt ettt et e e e e e e e ettt et e e eeeeeeeeee s e s se e eeeaeeeaaaeeessaaassatssaeeeeeaaaeeeeeanssssbasaeeeeeeeeessnaasnsrennnees 94
Displaying Port Spanning Tree Protocol SEtiNgsS ........cccciiiiiiiiiiieie e 95
Modifying Port Spanning Tree ProtoCol SENGS .......eviiiiiiiiii e 97
Chapter 8: Setting the MAC AdAIreSS ...........ooiiiiiiiiiiiii e e e e e e e e e e e e eaaaeeeeeaaannnns 101
Displaying the Unicast MAC AAIESSES ......ccciiiiciiiiiiiiieiee et e e e e e e ee et e e e e e e e e e e e e e s e basaeeeeeaaaaeeessasnnsseeeeees 102
Displaying the Multicast MAC AAArESSES ........cccuuuiiiiiiiiiiie ettt e e e e e e e e e e e e e e e e e e e e e e s esanraaaeees 104
AssigniNg @ UNICAst MAC AQAIESS ......ccooiiiiiiieeee ettt et e e e e e e e e e e e e e e e eaaaeeeeseeanensraaareeeaaaeaeas 105
Assigning @ MUIICASt MAC AAAIESS .......oociiiiiiiiei ettt e e e e e e e e e ae et e e e e e e e seeasraeareeeaaaeaeas 107
Deleting @ UNiCAst MAC AAIESS......uuuiiiiiiiee ettt ettt e e e e e e e e e e e et be e e e e eeaeeeeeeeeannsseeeeeas 109
Deleting @ MUltiCast MAC AAAIESS ........uuuuiiiiiiiieeiee ettt e e e e e e e e e e e e e e et e e e e e e e e e e seanassaeeeeeas 110
Chapter 9: Link Aggregation Control Protocol (LACP) ............ccciiiiiiiiiii e 111
L@ AT AV 1 112
DiSPIayiNg LACP TIUNKS ....ooiiiiiiiiiettee ettt e e e e e e e e et e ettt a e e e e eeaeeeeeeeeeaaasbssbeeeeeaaeeesesaassnsseneees 113
AdAING AN LACP TIUNK ..ottt e e e e et e e e e e e e e e eee e e e e e ba st eeeeeeeeeaeesanssrasnreeeeaaaaaas 115
MOdIfyiNG @N LACP TIUNK ...coiiiiiiiiee et e e e e e e e e e e e et e b e e e e e e eeeeeeeeee s asbabeseeeaeeeesesannnnssseneees 117
Deleting @n LACP TIUNK ...oooiiiie ettt e e e e e e e e e et eeeeeeeeeeeeesa b abrabeeaeeeesesaannnnsreaeees 119
Chapter 10: Setting Static Port TrUNKS ..o 121
OVEBIVIEW ...ttt ettt e e e et et e e e e ettt a e e e e e e ettt eeeeeeeaaa e e e e e e taneeeeesstansaeeseesssannseeseesraneseesesnnnnsaneeens 122
Displaying Static TrUNK SEINGS .......ooiiiiiii e raene s 123
AdAING SEALIC TIUNKS ...ttt e e e bt e e e e s b e e e e e e s abe e e e e sbbe e e e e e aanbeeeeeaans 125
Modifying the Static Trunk SEttiNgS .......cooiiie e 127
Deleting STAtiC TIUNKS ...cooieeeee ettt e ettt e e sttt e e sab et e e s aabb e e e e e e aannneeens 129
Chapter 11: Setting Port-based and Tagged VLANS ..........ccoooiiiiiiiiiii e 131
L@ N T YT Y 132

(o o o= T <To IV A Y Y £ 132



AT-FS970M Series Version 2.3.1.0 Web Interface User’s Guide

o A IV [ 1= 0 1= SRR 132
LI [o [ To IV A I APPSR 132
Tagged and Untagged POIS ........ .ot e e e e e e e e e e e e e e e e eeeeas 133
I E= YIS 133
1Yo F= 1Y T g IRV Y N OO 134
e o 1 T = T4 I N PRSPPSO 135
Y To T 11 77T Te TV I PRSPPI 137
ASSIGNING @ NAIVE VLAN ...ttt e et e e et e e ettt e et e e e e e e e e e e s e aannbeeeeeeaaaaeeeaaaaannnnnes 139
Removing an Untagged Port from @ VLAN .......coi ettt ettt e e et e e e e et ae e e e s steeeeeessneeeeaenanes 141
1= Lt (g T Y Y SRR 142
Chapter 12: Spanning Tree Protocols on the Switch ... 143
L0 YT T SO 144
Displaying and Modifying Spanning Tree Protocol Settings on the Switch ...........ccccooiiiiiiiiiie 145
Chapter 13: Internet Group Management Protocol (IGMP) Snooping ...........cccceiiiiiiiiiiiii e, 149
L YT 11 S SPR 150
Displaying and Modifying IGMP Snooping Configuration...............cooo e 151
D= o] [T g o I [€]1Y | s ToTo] o1 s o O 154
Displaying the ROULEIS LSt ... ittt ettt e e e e e e e e e e e et e e e e e e e e e e e nnneeneeeeeaaaaaeeans 155
Clearing the ROULEIS LSt ...ttt et et e e e e e e e e e e e neeeeeeee e e e e e e e e e nnnnnnnneeeeas 156
Displaying the HOSES LISt ... ...ttt ettt e e e e e e e e e e e et e e e e e e e e e e nnnenneeeeeaaaaaaeans 157
Chapter 14: IGMP Snooping QUETIET ............cooii oot e et e e e e e e e e e e s s teeeeeeraeaaeeseeaaannnnennes 159
L YT 11 SO 160
ASSIgNING MUIIPIE QUETIEIS ...ttt e e e sttt e e e e et e e e e e anbeeee e s anbeeeeeesanes 161
LU To [T =T SO 164
Displaying IGMP SNOOPING QUETIET ..........uueiiiei ittt ettt ettt e e e e ettt e e e abteeee e s aabbeeeeeaabeeeeeesanbaeeeaesane 165
Modifying IGMP Snooping QUETY INtEIVAL ..........oiueiiiiii et e e e e e 167
Chapter 15: Power Over Ethernet (POE) ... e e e e e 169
L@ YT o RS R 170
Power Sourcing EQUIPMENT (PSE) .......ccoiiieeeeeie e e e e e e e e e e e e e e aaaeeeeeeaas 170
POWEIEA DEVICE (PD).. . ittt ettt e et e e ettt e e e e e e e e e e s et aaaeeeeeeaeaeeeeansassrasaeeeeaaaaaeeaess 170
B O =TT SRS 170
oY= g = T T [ = 170
POt PriortiZAtION ...ttt e e e e et e e e e e e e e as 171
Displaying POE PoOrt SEIINGS. .. ..ueiiiiiiiiii it e e e e e e e e e e e e e e e e e e e s e e a b r e e e e aaaaaaaaas 172
Modifying POE Settings GIODallY ... e e e e e e e e e e e e e 175
Modifying POE Settings 0N @ POIt.......ooo ittt e e sttt e e e s st e e e e s sbeeeeaeeanes 176
Chapter 16: MAC Address-based Port Security .............ccccccciiiiiiii s 179
OVEIVIBW....cee e ieteeee e ettt e ettt e e ettt e e e sttt eee e st tteeee e aaseee e e e e s seeeee e e sseeeeeeanses e e e e e anssseeeeansseeeeannseeeeeaanssaeaeeannnsnneens 180
Static Versus DYNamiC AdArESSES ..........uuuuiiiiiiiiiee et e e e e e e e e e e e e rreeaaeeeaaas 180
a1 (g VT o] o1 1T 1 TP UPURURTRT 180
LU0 =Y ] o SRR 181
Displaying MAC Address-based Port Security Settings ........ccccuviiiiiiiiii e 182
Modifying MAC Address-based Port Security SEtliNgs ........cccccuiiiiiiiiiii e 184
Disabling MAC Address-based Port Security Settings ..........ccocciiiiiiiiiiie e 186
Chapter 17: RADIUS and TACACS* Clents ..............oouiiiiiiiii e 187
OVEIVIBW. ..ottt ettt ettt e e ettt e e ettt eee e sttt et e e e aasee e e e e e s sse e e e e e s seeeeeeansas e e e e e anssseeaeansseeeeansseeeeeaanssaeeeeannnseneens 188
Remote Manager ACCOUNTS. ...ttt e ettt e e e e e e e e e e s e s e nnbesbeeeeeeaaaaaeaeaeas 188
FXetoto 10141 o Lo .4 F=1 i o] o PRSPPI 189
Configuring RADIUS and TACACST ...ttt ettt e e e et tae e e e st ee e e e e nnteeeesennsbeeeeeenneeeas 189
Placing RADIUS and TACACS+ Servers in the Client’s List ..........ccooviiiiiiiiiii e, 189
Configuring RADIUS for Remote Manager Authentication..............ccccoieiiiiiiii e 191
Configuring Remote Manager Authentication Using RADIUS ...........c.cooiiiiiiiie e 191



Contents

AddING @ RADIUS SEIVET ... .eeeeiie ettt ettt e ettt e e e s s ee e e e e assaeeeeesansaeeeeeaansseeeeesnseeaesannneeeens 193
Configuring TACACS+ for Remote Manager Authentication ............cccooociiii i 195
Configuring Remote Manager Authentication Using TACACS*........ccovii oo 195
AdAING @ TACACST SEIVET ....eeiiiiiiiieiee ettt e e ettt e e e st e e e e aaseeeeesaasseeeeeesansaeeeesansseeeeeansseeeeaannneeeens 198
Deleting an AUtheNtiCAtIoN SEIVET ...........ci ittt e e sabe e e eneeas 200
Chapter 18: 802.1x Port-based Network ACCESS ..........c..ooiiiiiiiiiiii i 201
OVEIVIBW ...ttt et ookttt e £ o2ttt e+ o a s bttt e+ 4 s kbt e 44442k b e e e+ o an b et e e e e bbbt e e e e aanbe e e e e e anbe e e e e ennes 202
PO ROIES ...ttt e ettt e e oo sttt e e e bbbt e e e e bbb e e e et e e e e anbe e e e e ennes 202
O ToT=T =1 (] gTo 1Y (oTo [ U PP P PPP PP PPPO 203
Dynamic VLAN ASSIGNMENTS......oeiiiiiiiiiiiitii ettt e e e bbb e e s e b e e e e e e e e e e aanbe e e e e aanneas 205
GUESE VLAN ..ttt ettt et oot e oo ettt e et e e e et ee e e eaee e e te e e e neeeaneeeeamseeeanseeeseeeeaanneeaseeeeanneean 206
Enabling 802.1x Port-based Authentication on the SWItCh ............coooiii e, 207
Configuring 802.1x Port-based AUthentiCation ............ccuuiiiiiiiii e 208
Disabling 802.1x Port-based Authentication on the SWitch ..., 213
Disabling 802.1x Port-based Authentication on @ Port ............c.uiiiiiiiii e 214
Chapter 19: Setting IPv4 and IPV6 AdAreSSes ............ccooiiiiiiiiiiiiii e 215
OVEIVIBW ...ttt ettt ettt ekttt e+ o2ttt e e oo a s bttt e+ 42 s kbt e 4444 a e b e et e e o s a b bt e e e e bbbt e e e e e s b e e e e e eanbe e e e e ennes 216
[P Management GUIAEIINES ...ttt e e st e e e s aaaaee e s 217
Displaying IPVA INTEITACES ......cooiuiiiiiiiie et e et e et e e s ab e e e e e aaineeee s 218
AdING AN IPV4 AGAMESS ...ttt ettt e e e a bttt e e e e b e et e e e s et be e e e e s aab et e e abbeeeeeeaanbeeeeeaans 219
Changing @n IPVA AQAIESS .....c.ooiuuiiiiiiiiiii ettt e s et e e s e bbbt e e e e abbb e e e e e e abe e e e e eabbeeeeeannres 220
Deleting @n IPVA AQUAIESS .....oooiiiiiiiiei ittt ettt s bbbttt e e ettt e e aabb e e e s aabba e e e e e aanraeee s 222
Displaying the IPV6 INtEIFACE .........ccoi it 223
AdING AN IPVB AGAIESS ....eeiiiiiiiiiiie ettt e e e oo a bttt e e e e bbbt e e e s aab b et e e e s aab bt e e sbbeeeeeeaabbeeeeeaans 225
Changing IPVB AQUIESSES .......oiiiiiiiiiii ittt et e et e e e e ettt e e e s st et e e e e et e e e e aabbe e e e e anneas 227
DEleting IPVO AGAIESSES.......eiiiiiiiiiiie ittt ettt e bttt e e s b ettt e e s sttt et e e e abe et e e e e be e e e s aabbee e e e e aannneeens 229
Chapter 20: Access CoNtrol Lists (ACL) ..........cooiiiiiiiiiiiiie e 231
L@ =T Yo RSP 232
Classifier NUMDEI RANGES. ... .uiiiiii ittt et e e et e e e e s bt e e e e s nbe e e e e annbeeeeeannnes 232
11T gL O 41 Y o = PSP 232
[PV AAress @nd MaASK..........eeiiiiiiiiiiii ettt et e e ea ettt e e sttt e e e s nbe et e e e eanb e e e e e annaeeee s 233
e 110 L SRR 233
How Ingress Packets are Compared AgaiNSt ACLS .........uuiiiiiiiiiiee e 233
LCTU 1o oY 1] o PP 234
(07 (=T 11 o To = o 1Y O USRS 235
ASSIGNING AN ACL 10 POIMS ..ttt ettt e e e sttt e e e e eabe e e e e e s bbe e e e e e annreeeeeaans 239
DI Yo e )Y aTo = ] o) Y O I PR 241
Chapter 21: Setting Static ROULES ..............oomiiiiiiiii e e e e e e 243
Displaying STatiC ROULES ......oooiii it e e e e e e e e e e e e e e e et e e e e e e e e s e sennnnsraneeees 244
PN [o [T aTe I TS €= L o 2o 10 | (= ISP 245
Deleting @ StAtiC ROULE .....uiiiiiiie et e e e e e e et eeee e e e e e e s e s et reeeaaaeeeseeaannnsreneeees 247
Displaying the RoOULING TabIe .........coeeiieeeee e e e e e e e e e e e e et e e e e e ee e ee e renensnnnnnnnnns 248
Chapter 22: Quality of Service (QOS) .........cooiiiiiiiiieie ettt aeas 251
OVEBIVIBW ...ttt ettt ettt o ke ekt e o oa ket o4 a s et £ 4a ke e 4o ks e e ok et e e oh b e e e kbt e e aa b et e eh bt e e b be e e sab e e e aaneeeebreennnes 252
Class INFOMMATION........iiiiiie ettt e bt e et e e h bt e e s bt e e sa bt e e sbe e e abe e e s abreeesaneeaas 252
PrIOMIY QUEBUE......eeeeeeee ettt et e e ettt e e e ettt e e e anstbe e e e s e s teeee e e nnbaee e e e nstaeeeansbeeeeeennsteeaeennnnees 252
Classifier NUMDEr RANGES...........uuuiiiiiiiiiiie et e e e e e e e e e e e et re e e e e e e e e e e e senanssaeaeees 252
1) G T aTo [ O 4) (=Y - TSP PP 253
e (1] L PO OPPPPPPOTPP 253
How Ingress Packets are Selected with Filtering Criteria............coooiiiiiiiiiii e 253
LC 10T (=1 1o 1= T PRSPPSO PP TP 253
Creating @ QOS POLICY ... ..uiiiiiiteitit ettt ettt et e sk et e e a e e e h bt e e e b et e e bt e e e abe e e sab e e e aab e e e abaeeeanes 255



AT-FS970M Series Version 2.3.1.0 Web Interface User’s Guide

Assigning @ QOS POlICY 10 POIS ........uiiiiiiie i b e et e st e st e e b e e nnnes 260
Displaying a List 0f QOS POIICIES ..........uiiiiiiiiiiii ettt et b et e et e b e sbeee e snbeeeans 262
Chapter 23: Setting Dynamic Routes USING RIP ... 263
OVEIVIBW. ..ottt ettt ettt oo b bttt oo oa sttt e e o a b bttt e e 4k b et et 44 4a b e e e et e o a b bttt e £ 4 s bt e e e abe e et e e e nb b e e e e e e nnneeee s 264
g F= o [T oo T | PSPPSR 264
Displaying the RIP CONfIQUIation...........ooiiiiiii ettt e e e rb e e e e s aaes 265
Enabling RIP 0N @ VLAN INtEITACE .....cooiiiiiiiie ettt e e 267
Changing the RIP SElINGS ........veiiiiiiiiii ettt e st e bbb e e s s nnneeee s 270
Removing a VLAN Interface from the RIP Configuration .............cccoiiiiiiiiiii e 271
Displaying RIP SHAtISHICS. ..ot e e e s s bt e e e e s abeeeeeesaae 272
Reloading RIP SEAtISHCS ...ttt e e bt e e e s abeee e e e e aae 274
Chapter 24: Managing the ARP Table ............oooo e s 275
OVEIVIBW. ..ttt ettt ettt ookttt e e oMbttt e e o s b bttt e e 4 bbbt et 44 4a b e e et e e o a b bttt e e o a b bt e e e abe e et e e e nbbe e e e e e nnneeee s 276
ARP Table Management GUIAEINES .........oouuiiiiiiiii e ee e 276
Displaying the ARP Table..... ...ttt e e s e et e e e s bt e e e e e s abreeeeeeaae 277
AddiNg @ SEatiC ARP BNy ... e 278
Deleting ARP ENEFIES ... .ottt e ettt e e e bbb e e e e s bt et e e e e aabbee e e e bt e e e e e s abree e e e e e 280
Chapter 25: LLDP and LLDP-MED ...ttt e e e e e e e s e e s et teeeeaeaeaeseeaaannnnennes 281
L@ YT Yo PRSPPI 282
Enabling and Configuring LLDP 0N the SWItCh..........cooiiiiiiiii e 284
Disabling LLDP 0N the SWILCH ...ttt e e e sbeeee e e e aae 287
ConfiguriNg LLDP ON @ POMt...... ettt sttt e e s ettt e e e neb e e s bt e eeaesannneeeens 288
Selecting LLDP TLVS ON @ POIT....cooiiiiiee ettt e et e e e st e e e e s e nnaeeee s 290
Setting a Location Entry for the LLDP-MED LOCatoN TLV ....ccoiiiiiiiiiiiiiiiee et 294
Creating @ Civic LOCAtION ENTIY ... i e e e 294
Creating @ Coordinate LOCALION .......o.uuiiiiii e e e e 298
Creating an Emergency Location Identification Number (ELIN) Location............cccccveiiiiiiiiniiiee 300
AsSigNINg LLDP LOCAIONS £0 @ POIt....... ettt e e e e e e 302
Selecting LLDP-MED TLVS ON @ POM....cooiiiiiiie ettt ettt e e s a e s e e s 304
Displaying LLDP Neighbor INfOrmation ............ouueiiiiiiiiiii et e e 307
Displaying LLDP StatiStiCS. ... ...ueiiiiiiiiiiie ittt ettt e ettt e e e e eab bt e e e s bt e e e e s anreeeaeeaae 309
Displaying LOCAtIoON ENTES ......cooiiiiiiiie ettt e sttt e e e s s bttt e e e s bb e e e e e s aneeeeaeeaaes 311
Displaying CiViC LOCALIONS .......coiiuuiiiieiiiiiiie ettt ettt e e sttt e e e s enb e e e e e s nneeeee s 311
Displaying Coordinate LOCAIONS...........uiiiiiiiiiiiii ettt e et e e e s e e snneee e s 312
Displaying ELIN LOCALONS .....ccoiiiiiiiiieiiie ettt ettt e ettt e e s st bt e e e snt e e e e s nnnneeeens 313
Displaying LLDP and LLDP-MED SettiNgs.........ccoii ittt e e ee e e e 314
Displaying the Basic LLDP Configuration .............couiiiiiiiiiiiiiie et 314
Displaying LLDP Port ASSIGNMENES .........oiiiiiiiiiie ettt e e st e e e e e s snnneeeeeas 315
Displaying PoOrt LOCAtIONS. .......cooiiiiiiiie ettt e ettt e e s ettt e e s ate e e e e s anbaee e e s nneeeeens 316
DiISPIAYING LLDP TLV ... eiieitiie e seee ettt ettt ettt e e st e e st e e ne e e e tee e e amaeeeemteeeaneeeaneeeeamseeaaneeeaaneeeeannes 316
Displaying LLDP-IMED TLV .....oeiiieiiiiie ittt ettt e st e e e e e et e e e emteeesne e e e amseeeanneeesamseeeanseeaneeeeannes 318
L0 o =T o1 2= a0 <] e USSR 321
OIVBIVIBW ...ttt ettt h et oo et ekt e e oa Rt eea b et e 4R et e e b et e 4R e et e ek s e e e ea R et e e Rt e e et e nn et e e enn e e e anr e e e nreees 322
INGreSS PACKEt SAMIPIES ....oveeiiiiiiie it e e e e e e e e e e e e e e e e e aeeesa e s satenanaeeeeeeeaaaannnnnnes 322
PACKEE COUNTETS. ...ttt e e s et e e bt e et et e e ss et e e sn e e ene e e s nn e e s anreeenanes 322
SFIOW COlIECIOTS ...ttt ettt e e et e e bt e et e e ere e e e be e e sane e e e naneeas 323
GUIRIINES ..ot b e oa et e ettt e o bt e ettt e s eh et e e ebe e e ea et e sbneeenre e e naneee e 323
Specifying @n SFIOW COIIECION ..........uiiiiieiieeei e e e e e e e e e e s e eeeeeeaeessesnnnrssseseeeees 324
107e]liTe [0 gaTe JR=] i [o ) Vo] g = TN o] « APPSO 327
ENabling SFIOW ON the SWILCRN......cciiiiiiii e e e e e e e e e e e e e e et b a e e e reaaaaaeaaeas 329
Displaying the SFIOW SEINGS.......uoiiiiiiiiii e e e e e e s e e e e e e e e e ae e e e ssaab e e reeeeaaaaaeeaeas 330



Contents



Figures

(o U T B o To 1 = To L= T OO PP PP PP PPPPRROO 26
Figure 2: Login Page With ENFIES ... .. ..ottt e ettt e e e et e e e e e ab et e e e e eaneteeeeeennnreeeeeeannnes 27
e To [ I T I T TS o] o Yo T= o I = Lo = PRSPPI 28
Figure 4: AlliedWare Plus™ Command LiNe PrOMPt........coooiiiiiiiiiiiiii ettt e e e e s et e e n e e e e s eanreeaeesennnes 34
Figure 5: Displaying the [P AQUIESS ........uiiiiiiiiiie ettt b e ettt se e e e b bt e e eab et e sab et e e bn e e e aane e e naneas 34
Figure 6: Displaying the Status Of HTTP SEIVICE ........coouiiiiiiiiiii e e 35
Figure 7: Displaying the Status Of HTTPS SEIVICE .......cccueiiiiiiiii et 35
Figure 8: System Contact INfOrmation PAge............iiiuiiiiiiiecie ettt e e et e e et e e smneeeenneeeeeneeeesnneas 37
Figure 9: System SettiNgS Tab ....ccoiii ittt e e st e et e e e st e e en e e enn e e e e e e nnteeeeneeeennes 41
Figure 10: System Time SettiNgS PAgE ......cocoiiuiiiiii i e et e et e e e e st e e e s e e e e s eaasseeaeeennnseeeeesannees 41
Figure 11: System Time Settings Page with Network Time Settings Tab ..........ccco i 42
(o [0 T B 071 (=T g To F= Tl o To = PSP PP OPRO 44
Figure 13: SYStEM SEIVICES PAQE ......ociiuiiiiiiie ittt ettt e bt et e st e e e bt e e et et e sanee e e nnn e e e aane e e nannes 45
Figure 14: System Contact INfOrmMation Page..........c.uii i e e et s e e e nnee e e enneeeeneeas 48
Figure 15: Configuration FIlES PAgE .........coiouiiiiiiieeiie ettt ettt e st e e et e e eaee e e seeeeaneeeeensaeesmneeeenneeeeanneeennneas 50
Figure 16: File DownIload POPUP WINAOW..........ccoiiiiiiiie et eee et e et e e e e et e e e s e sabee e e e s esseeeaeseasnsseeaeeenansenaeesannres 51
Figure 17: User ManagemeENt Page..........uiiuiiiiiiii ittt ettt ettt e bt e ettt e s b e e eab et e sane e e e an e e e aate e e naneas 52
Figure 18: User Management Page with Change Password Tab..........cooiiiiiiiiiii e 54
Figure 19: User Management Page with Change Privilege Tab..........ccoiiiiiiiii e 55
Figure 20: User Management Page with Delete USer Tab ..........oo oot 56
Figure 21: User Login Page on the Allied Telesis WEDSITE............ueiiiiiiee e 58
Figure 22: System UpPGrade PAge .........coioiiiiiiiiii ettt e e et e e e ettt e e e st et e e e s e abaeeeeeaassseeaeeeansaeeaeeennnreeeeeeanres 59
FIGUIE 23: PO INUMDET ...t h ettt e ekt e e et e e s b et e e b b e e eab et e sane e e e nab e e e aaneeenaneas 64
Figure 24: Switching Tab With POt Tab ..........oo ittt e e et 65
Figure 25: Port ConfIgQUration PAgE ...........oouiiiiiiie ittt ettt ettt se e e e ekt e e et e s et e e nar e e e e e nannes 65
Figure 26: Port Configuration MOdify PAgE...........coiiiiiiiiie et e et e et e e e e e e ne s e e ensee e smneeeenneeeeanneeesnneas 68
Figure 27: Storm COoNtrol LISt PG ........uii ittt e et e et e e s et e e e ent e e seeeesseeeeensaeesmneeeeaneeeeanneeennneas 71
Figure 28: Storm CoNtrol SEHNGS PG .......cciieiiiii ettt e e e e e e e e st e e e e e sabe s e e asaseeaeeeasasseeaeeennnreneeeeanres 73
Figure 29: Port Statistics Page With TX + RX Tab ...co.uiiiiiiiie ettt s 76
Figure 30: Port Statistics With the RECEIVE Tab ..........ooiiiiiiii e e 78
Figure 31: Port Statistics with the Transmit Tab ..o e 79
Figure 32: Port Statistics Page with INterface Tab...........ccooi i e s 81
Figure 33: Port Statistics Page with the Reload Page BULON.............oo i e 83
Figure 34: Port MiIrrOring LISt Page........cooi oottt e e e e e e aeae e e e e e e e e st e beeeaeeeeeeeeaaaaaeeaeeeeeeaanannen 87
Figure 35: Modify POrt MIrTOrING Page........ueiiiiie itttk bttt b e b e e eab et s et e e b e e e aane e e naneas 89
Figure 36: Port Spanning Tree SetliNgS PAge .......coouiiiiiiiiiii ettt ettt e st 95
Figure 37: Modify Port Spanning Tree Settings Page .........oooiiiiiiii e e 97
Figure 38: SWItCING Tab ... ..oiiieiiiiiiii ettt e st e e ettt e sttt e s e e e e steeeenee e e neeeeaneeeaneeeenneeeeaneeeeanseeeanseeeanneeeenees 102
Figure 39: UnICaSt MACS PAE .......uoiiiiiieiiie et e et e e stee et e e st e e sttt e s e e e e st e e eneeeeaneeeeamae e e et e enseeeenneeeeanseeeanseeeanneeeennees 102
Figure 40: MUIICASt MACS PAQE .......ooiiieiiiiie ettt e e e e ettt e e e e e st e e e e e st e eeeeesateeeaasssaeaaeeansseeaeessnsbaneeanan 104
Figure 41: Unicast MAC AdAreSS PAge .........oo ittt ettt re e e e bt e et e sa e e et e enes 105
Figure 42: Multicast MAC AdAreSS Page........couiuuiiiiiie ittt ettt ettt se e e e bt e et e e it e e et e enees 107
Figure 43: Switching Tab with Link Aggregation Selected.............ciiiiiiiiii e 113
Figure 44: LACP TrUNKS PAGE.....couuiii ettt ettt h ekt e s et e et e e ne e e st et e e se e e e ear e e e ssne e e eanreeenns 113
Figure 45: Add LACP TIUNK PAGE .....cccueieiieie ettt e sttt e ettt e et e e e st e e et eesm e e e amee e e emseenneeeeaneeeeanseeeanseeeenneeeennees 115
Figure 46: Modify LACP TIUNK PAgE .........uuiii ittt e e ettt e e e e et e e e e e saat et e e e s s st ae e s eaeaeeeannsseeaeesansbaneaenan 117
Figure 47: Switching Tab wWith Static TrUNKS...........cooiiiii e e e e e st e e e e s snbaeeeenan 123
Figure 48: STatiC TIUNKS PAgE ........ueiiiiiii ittt ettt b e e ettt bt e e st e e eab e e e sa b e e e eabbe e enees 123
Figure 49: Add STatiC TIUNK PAGE ......coueiiiiiii ittt et b e et e et e s be e e e et e e s e e e se e e e eanreeenns 126
Figure 50: Modify StatiC TIUNK PAgE .......ccoouiiiiiiiiie ettt et e et e e e e e e e et e enees 127



Figures

Figure 51:
Figure 52:
Figure 53:
Figure 54:
Figure 55:
Figure 56:
Figure 57:
Figure 58:
Figure 59:
Figure 60:
Figure 61:
Figure 62:
Figure 63:
Figure 64:
Figure 65:
Figure 66:
Figure 67:
Figure 68:
Figure 69:
Figure 70:
Figure 71:
Figure 72:
Figure 73:
Figure 74:
Figure 75:
Figure 76:
Figure 77:
Figure 78:
Figure 79:
Figure 80:
Figure 81:
Figure 82:
Figure 83:
Figure 84:
Figure 85:
Figure 86:
Figure 87:
Figure 88:
Figure 89:
Figure 90:
Figure 91:
Figure 92:
Figure 93:
Figure 94:
Figure 95:
Figure 96:
Figure 97:
Figure 98:
Figure 99:

Figure 100:
Figure 101:
Figure 102:
Figure 103:
Figure 104:
Figure 105:
Figure 106:
Figure 107:
Figure 108:
Figure 109:

Figure 110

WLANS PAJE ...ttt ettt ettt e e bt ea et e e bt e et e R e et e ar e e e R et e e ne e e e ek e e e e n e e e s e e e e nnneenn 134

F N [0 IV N - To OO O USRS T R UPPPRT 135
Edit VLAN PAGE......cc ettt ettt ettt et e h e e et e et b et s e e b et b ettt e aneene s 137
NGEVE VLAN PAgE......ooiiiiiiiii ettt ettt e e e e ettt e e e e et b e e e e e sataeeeaeesasssaeaesanssseeeeeannnsaeeaessnsseeaaesansns 139
Spanning Tree SEHINGS PAgE........ooiiiiiiiiiiiie ettt eb ettt e e e e et nees 145
SWItCHING IGIMP TaD ...ttt h bttt b e et e e st e et e e sheeebeeshbeaneenaeeans 151
IGMP Snooping Page with Configuration Tab ..o e 152
IGMP Snooping Page with ROULEIS LiSt Tab ......ccuuiiiiiieiiiie et 155
IGMP Snooping Page wWith HOSES LiSt Tab.........ccoocuiiiiiiiice et 157
IGMP Snooping Querier With ONe QUETIET ...........uii it st e e e e e sneeesneee s 161
IGMP Snooping Querier With TWO QUETIEIS ..........eiiiiiiiiiiie ettt n 162
SWItCHING IGIMP TaD ...ttt sttt sttt e e eae e e bt e st e teesmee e beesneeenbeesnbeeseenneeans 165
IGMP SNooping QUEFEI PAJE .......cooiiiiiiiee ittt e e et e et e sn e e et e e nnneesnnee s 165
Edit IGMP SNo0opiNg QUETIEI PAJE........coiuiiiiiiiiiiee ittt ettt ettt ettt e seeeene e 167
IS (o o T R = o J SR 172
[edo] ol o] o A I 4 =T [N SO UPSUPPRPPN 173
Modify Port POE SEtlNGS PAgE ........coiiuiiiiiiiiiiiee ettt st e et nees 176
S TCTe 014 1= 1o PSPPI 182
MAC Based Port SECUIILY Page.........ooo ittt et st e e e ere e 182
Modify MAC Based Port SECUNItY PaAgE .......ccoiuiiiiiieiiie ettt e et e e eee e e enne e e anaeeeeeeeeenees 184
Authentication Server Configuration Page with RADIUS Tab .......cccooiiiiiiiiiieeeeee e 191
RADIUS SEIVEN AQG PAge......c ettt e ettt e e ettt e e e e e e st e e e e e e sata e e e e e st e e e eassseeaeeesnnteneeessansnees 193
Authentication Server Configuration Page with TACACS+ Tab ......ccocuiiiiiiiiiii e 196
TACACSH SErVEr Add PaAge.....cc ettt ettt a et eea et eae e et e e aat e e e sabeeeabeeenan 198
EXAMPIE Of PO ROIES ...t ettt sn e e e et e e nnreeennee s 203
ST T | L= o 0TS A1V o T 1= SR 203
Multiple Host Operating MOE ...........uiieiiie ettt e e st e e s eae e e neeeeteeesneeeeanneeeanneeeeneeeenees 204
Multiple SUPPIICANT MOGE........ooii ettt e e e e st e e e e et e e e e e e sbaeeabs et eaeseannsaeeaeesnsseeaasaanses 205
802.1X AUtNENTICAtION PAGE...... . ittt b e a e e e s e e e ebe e s nees 207
Modify 802.1X AUThENtiCAtION Page ........couiiiiiiieie e e e e 208
Modify 802.1x Authentication Page EXPanded............ccooiiiiiiiiiiiiic e 209
802.1x Authentication Page with Status ENabled..............oociiiiireiee e e 213
LI R 1= | o TSSO SRPTN 218
| g (= = Lot T = To [ S PP SUPEPR 218
IP Address Configuration PAge .........c.c.uiiiiiiiiiie ittt e et n 219
Edit IP Address Configuration Page ............oooiiiiiiiiiiiiie e e 220
[ 1= T 1= o TP TR PT PP PPPPPO 223
LY S L1 (=T = o YN = o OSSR 223
IPv6 Management Configuration Page............ceiiiiiiiiie ettt e et st e et e e et e e snee e snneee s 225
Edit IPv6 Management Configuration Page...........coccuuuiiii oottt e e e e e 227
ACLS AN QOS TAD......eiiiitii ettt a ettt e b e b ket h e ab e e e e b e e e e e nn e e 235
Traffic ClasSifiers Page..... ..o ettt et e et e s e e e 235
Traffic ClassSifiCation PAgE ...........eoi ittt e et en e e e 236
MENU FOr IMIITOE 10 POI.....e et bbbt bt b e st b e e eae e et e e eeneene e e 237
POIICIES/ACLS PAQE ...ttt ettt e ettt e st e e ettt e et e e e nee e e ae e et ee e ente e e aneeeeaneeeeneeeennneen 239
Traffic Classifiers Page from POlCIES/ACLS Page...........uuiiiiiiiiiiie ettt 240
Traffic ClasSifierS Page...... .ottt sttt et eat e e s e e e 241
(I 1= e T 1= | o PP PPPP 244
StAtiC ROUIES PG ...ttt et e s b e e e et e e e e s e e e e nn e e s nnnes 244

Add StatiC ROULE PAJE ... ..eeeieiiie ettt e ettt e sa e e e n e e et e e smteenseeeente e e sneeeeenteeeeneeeeneeen 245
[T R = o SRS UPTRSP 248
o 01 (] aTo I IF= T o L= =T T PR 248
ACLS @NA QOS TAD.....eeeeitiie ittt e e bbbt b e h e e b e e et nnae e enaee s 255
Traffic ClasSifierS Page.......coo ittt ettt e et saee e nnee s 255
Traffic ClassifiCation Page .........oouiiiiii et s 256
Text BoX fOr Priority QUUEBUE .......couiiiieieee ettt ettt et et et e e e e e nen e e e et e e nnreeennee s 257
TEXEBOX FOr DSCP ...ttt ettt h e et h e a e bt e bt e bt e s b et e bt nae e e bt e nae e bt e ene e ne e 257
TEXEBOX fOr COS ...ttt ettt a et bt b e et re et b e ettt et re e e 258
POCIES/ACLS PAQE ..ottt e e e e ettt e e e et e e e e e e e aaeeeeeeeasasaeaesassseeaeaeasstseeaessansseeeeeease 260
T Traffic ClasSifier PAge........oo ittt ettt n 261



Figure 111:
Figure 112:
Figure 113:
Figure 114:
Figure 115:
Figure 116:
Figure 117:
Figure 118:
Figure 119:
Figure 120:
Figure 121:
Figure 122:
Figure 123:
Figure 124:
Figure 125:
Figure 126:
Figure 127:
Figure 128:
Figure 129:
Figure 130:
Figure 131:
Figure 132:
Figure 133:
Figure 134:
Figure 135:
Figure 136:
Figure 137:
Figure 138:
Figure 139:
Figure 140:
Figure 141:
Figure 142:
Figure 143:
Figure 144:
Figure 145:
Figure 146:
Figure 147:

AT-FS970M Series Version 2.3.1.0 Web Interface User’s Guide

Traffic ClassSifiers Page...... .ot 262
[T R = o SRR 265
R S Ol To 0] =1 (o] T = To [ TSP PUP PR 265
0= Y= g T - | o TS RU SRR 267
RIP INtEIfACE PAge ... oottt bt ettt e eb bt e et nne e e aee s 268
[T R = o SRR 272
RIP ConfigUuration Page.......c. ettt ettt e e e e ettt e e e e e e be e e e e nnea e e e e e e nnseeaeeeannnneeaaan 272
RIP Statistics Page with the Refresh BUON ...........oooiiiiii e 274
0= )Y g T - | o PSR URS RSP 277
F N =1 o [N = Vo TSP 277
Add SEAtIC ARP PAQE ...ttt 278
Discovery & MONItOrING Tab ........oooiiiiii et rb et e e b s 284
LLDP Configuration Page.........ccouiiiiiiieiiiie ettt e bt e ae e s e en e et e e e e s 285
LLDP POrt CONfig PAgE .....eeiueieiiiieieii ettt ettt et e e e e st e e e e e e et e e e sae e e eteeeene e e e aneeeeanteeeeneeeeaneeenn 288
Modify LLDP Port Configuration Page...........cceiuiieiiiieiiiie et sie e stee et e st e e e st e e saee s saseeenneeeeenneeesnneeean 289
LLDP TLV TAD ...ttt ettt h et h et e e sh e bt e et et skt e et ettt et e e eae e eenanenan e e 290
[ Y - o TSP 291
o Te 1 I I Y o PP 292
(o Toz= | {To] o KT =] o BT PSP PP PP PP OPPPRPI 295
[ ] O T o Tz T o o = SRS 295
(D] S 21 o3 W Tor= 1 fo] g T =T [ Yo o SRS 296
LLDP Coordinate LOCation LiSt PAQE .........cccuiiiiiiiiiiiie ettt et e e et e e e e e st e e e e e s easbaeeaeaan 298
LLDP Coordinate Location Page— Add............iiiiiiiie et s 299
LLDP ELIN LOCAtION LISt PAGE ... ..eeiiiiiiiiiie ittt ettt et ene e e nee s 300
LLDP ELIN LOCAEON PAGE .....oeeiiiiiiiiiie ittt ettt et e b e e eere e e nne e e neee s 301
(I D] e o o g oY= (o] o I = To [ SRR 302
Modify LLDP Port LOCAtION PAQJE .....c..eiiiiieeiiie ettt e e see e e snte e eaeee e sne e e e enteeeenneeeanneeean 303
LLDP-MED TLY PAJE ....cuttetiiiitietie ittt ettt ettt et eat e bt e et e ettt esae e s e e senenanee e 304
MOdify LLDP-MED TLY PAGE......ceiuiiiuiieitiiiie ettt ettt ettt as e sseesae e e beeameeesbeteeebeesneesnbeesneesnneenees 305
LLDP Neighbors INfOrmation Page.............cooiiiiiiiiiiiit et 307
LLDP Statistics Page with Port Statistics Tab ..........cooiiiiiiiii e 309
LLDP Statistics Page with SUMMAry Tab..........cooiiiiiieie e e e e es 310
Discovery & MONItOrING Tab ........oiiiiiie ettt e e e st e e e e e e s te e sne e e e sneeeeenteeeenneeeanneeean 324
sFlow Page with the Port Configurations Tab ..........cccuuiiiiiiiiiii e e e 324
SFlow Page With CollECtOrs Tab ........couiiiiiiie e e 325
S o) A 0o [=Ter (o] =T [ TS PP PUPP PP 325
SFIOW POrt MOAIfY PAgE......coeeiiiieieit ettt e et e et e e enne e 328

13



Figures



Preface

This is the web interface user’s guide for the AT-FS970M Series of Fast
Ethernet switches. The instructions in this guide explain how to start a
management session, use the web interface of the AlliedWare Plus™
Management Software, and configure the features of the switch.

For hardware installation instructions, refer to the AT-FS970M Series Fast
Ethernet Switches Installation Guide.

This preface contains the following sections:

O “Document Conventions” on page 16
O “Where to Find Web-based Guides” on page 17
0 “Contacting Allied Telesis” on page 18

Caution

The software described in this document may contain certain
encryption/security or cryptographic functionality and for exporting
those products/software, USA export restrictions apply as per 15
C.F.R. Part 730-772 (particularly Part 740.17). At present, as per
United States of America’s export regulations our products/software
cannot be exported to Cuba, Iran, North Korea, North Sudan, or
Syria. If you wish to transfer this software outside the United States
or Canada, please refer to export regulations of USA.
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Document Conventions

This document uses the following conventions:

Note
Notes provide additional information.

Caution
Cautions inform you that performing or omitting a specific action
may result in equipment damage or loss of data.

Warning
Warnings inform you that performing or omitting a specific action
may result in bodily injury.
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Where to Find Web-based Guides

The installation and user guides for all of the Allied Telesis products are
available for viewing in portable document format (PDF) from our web site
at www.alliedtelesis.com/support/documentation.
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Contacting Allied Telesis

If you need assistance with this product, you may contact Allied Telesis
technical support by going to the Support & Services section of the Allied
Telesis web site at www.alliedtelesis.com/support. You can find links for
the following services on this page:

a

24/7 Online Support— Enter our interactive support center to
search for answers to your product questions in our knowledge
database, to check support tickets, to learn about RMAs, and to
contact Allied Telesis experts.

USA and EMEA phone support— Select the phone number that
best fits your location and customer type.

Hardware warranty information— Learn about Allied Telesis
warranties and register your product online.

Replacement Services— Submit a Return Materials Authorization
(RMA) request via our interactive support center.

Documentation— View the most recent installation and user
guides, software release notes, white papers, and data sheets for
your products.

Software Downloads— Download the latest software releases for
your managed products.

For sales or corporate information, go to www.alliedtelesis.com/
purchase and select your region.


http://www.alliedtelesis.com/support
http://www.alliedtelesis.com/purchase
http://www.alliedtelesis.com/purchase

Chapter 1

AT-FS970M Series Version 2.3.1.0 Web
Browser Interface

This chapter describes the types of management sessions using the
AT-FS970M Series management software and the web interface manager
accounts. See the following sections:

O “Management Sessions” on page 20
O “Web Manager Accounts” on page 21
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Management Sessions

20

The AT-FS970M Series switches provide two management interfaces: the
web interface and Command Line Interface (CLI). This manual provides
procedures that guide you through the web interface.

The initial management session of the switch can be from a management
session, either through the web interface or the CLI. The switch is shipped
from the factory with an IP address assigned and the web interface (HTTP
service) enabled so that you can start the initial management session
through the web interface. To start the initial web management session,
see Chapter 2, “Starting a Management Session” on page 23.

The web interface allows access to a subset of the AlliedWare Plus
features. For access to all of the AlliedWare Plus features, you must use
the CLI.

Detailed feature descriptions are not provided in this guide. For thorough
explanations of the features, see the AT-FS970M Series Version 2.3.1.0
Management Software Command Line Interface User’s Guide.
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Web Manager Accounts

You must log on to manage the switch. This requires a valid username and
password. The switch comes with one manager account with a username
of “manager” and the default password of “friend.” Both the username and
password are case-sensitive. This account gives you access to all
management modes and commands.

In the web interface, you can create two additional remote manager
accounts. For instructions, see “Managing Local User Accounts” on
page 52. The switch supports up to three manager sessions at one time.
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Chapter 2
Starting a Management Session

This chapter describes how to start a management session using the
AlliedWare Plus™ web interface as well as how to select fields, save your
changes, and end a management session. See the following sections:

o “Non-secure HTTP and Secure HTTPS Modes” on page 24

o “Starting the Initial Web Management Session” on page 25

o “Logging onto the Switch” on page 27

o “What to Configure First” on page 30

o “Starting a Web Management Session” on page 32

o “Saving Your Changes” on page 37

o “Ending a Web Management Session” on page 38

For additional information about the web server, see the following chapters
in the AT-FS970M Series Version 2.3.1.0 Management Software
Command Line Interface User’s Guide:

o Non-secure HTTP Web Browser Server

o Non-secure HTTP Web Browser Server Commands

o Secure HTTPS Web Browser Server

o Secure HTTPS Web Browser Server Commands

o Starting a Management Session

23
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Non-secure HTTP and Secure HTTPS Modes

24

HTTP Mode

HTTPS Mode

The switch has a web server so that you can remotely manage the switch
over the network from a web browser on your PC. The server can operate
in either plain-text HTTP mode or encrypted HTTPS mode. To access the
switch through a web browser on your PC, either HTTP service or HTTPS
service must be enabled.

Web browser management sessions of the switch conducted in the HTTP
mode are non-secure because the packets exchanged by the server on
the switch and your management workstation are sent in clear text,
leaving the packets vulnerable to snooping.

The switch shipped from the factory is configured with HTTP service
enabled.

Web browser management sessions of the switch conducted in the
HTTPS mode are protected against snooping because the packets
exchanged between the switch and your management workstation are
encrypted. Only the switch and the workstation are able to decipher the
packets.

To access the switch in the HTTPS mode:

o The switch must have an HTTPS certificate.
o HTTPS service on the switch must be enabled.

Note
Either HTTPS or HTTP service can be enabled. To enable HTTPS
service, HTTP must be disabled.

To configure the switch with an HTTPS certificate and enable HTTPS
service, you must use the AlliedWare Plus™ Command Line Interface
(CLI). See “Secure HTTPS Web Browser Server” chapter in AT-FS970M
Series Version 2.3.1.0 Management Software Command Line Interface
User’s Guide.
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Starting the Initial Web Management Session

This section explains how to start a management session for the first time
using the AT-FS970M web interface. The switch shipped from the factory
is configured with an IP address assigned and the web interface (HTTP
service) enabled.

The switch and your PC must be directly connected through a twisted-pair
cable, and the IP addresses of the switch and your PC must be members
of the same network. Because the switch is shipped from the factory with
the IP address 169.254.1.1 and the subnet mask 16, you must assign your
PC an IP address in the 169.254.0.0/16 network, except 169.254.1.1. In
addition, your PC must have a web browser, such as Windows Internet
Explorer, installed.

There are two ways to assign an IP address to your PC:

o Manually assign any IP address in the 169.254.0.0/16 network (except
169.254.1.1) to your PC.

o Disconnect your PC from a network and let your PC automatically set
an IP address in the 169.254.0.0/16 network. When a PC is
disconnected from a network and no longer connected to a DHCP
server, Windows assigns a random IP address in the 169.254.0.0/16
network to the PC.

Note

Deleting the boot.cfg file and restarting the switch restores the
switch to its default configuration with HTTP service disabled and no
IP address assigned.

To start a web management session when the switch has lost the
factory default settings, you must use the Command Line Interface
(CLI) to assign an IP address and enable HTTP or HTTPS service.
For more information about enabling HTTP or HTTPS service and
assigning an management IP address, see “Starting a Web
Management Session” on page 32.”

To start a web management session using a PC with an IP address in the
169.254.0.0/16 network, perform the following procedure:

1. Connect an RJ-45 plug on a straight-through twisted-pair cable to an
Ethernet port on the switch.

2. Connect the other RJ-45 plug on the straight-through twisted-pair
cable to an Ethernet port on the PC network interface card (NIC).
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3. Open a web browser on the PC and enter the following:

http://169.254.1.1
The AT-FS970M Login page is displayed as shown in Figure 1.

Login

User Name: | |

Password: | |

Figure 1. Login Page
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Logging onto the Switch

Once you start the web interface, the AT-FS970M Login page is displayed.

Enter “manager” in the User Name field and “friend” in the Password field
as shown in Figure 2. Then click the Login button.

User Hame: |mar|ager

Password: |nnn

Login

Figure 2. Login Page with Entries

The Dashboard page is displayed. See Figure 3 on page 28. The
Dashboard page is the home page of the switch.
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AVE Allied Telesis’ AT-FS970M/16F8-SC

Up Time: 0 Days 00 : 51 : 58 SAVE

Dashboard
Standalone

MAC Address 0210.1822.3345 Contact
Serial No. None Location
Build Type

Build Date

System MName RELEASE

Build Version Jan 22 2014 11:58:38

Services

IPvi Management
SNMP
HTTP

Disabled
Disabled

Unsecured

Spanning Tree
LLDP
SFLOW

QoS
B802.1x Port Authentication
RIP

Telnet Enabled
55H Disabled
Disabled

IGMP Snooping
Unkmown Multicast Flooding

Remote Logging IGMP Snooping Querier

Administrative Options

System Upgrade
Reboot

Copyright @ 2014 Allied Telesis Inc. All rights reserved. www.alliedtelesis. com
Figure 3. Dashboard Page
The following fields are displayed:

o Up Time— Length of time since the switch was last reset or power
cycled in days, hours, minutes and seconds.

Note
Up Time is displayed on the top-right corner of the screen.

The System section displays the following information:

o MAC Address— MAC address of the switch.
o Serial No.— Unique serial number of the switch.
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System Name— Name of the switch. To specify this field, see
“Setting the Switch Information” on page 48.

Version— Software version number of the Management Software.

Contact— Contact person for the switch. To specify this field, see
“Setting the Switch Information” on page 48.

Location—Location of the switch. To specify this field, see “Setting
the Switch Information” on page 48.

The Services section displays the following information:

m}

m}

IPv6 Management— Indicates if IPv6 Management is enabled or
disabled on the switch.

SNMP— SNMP setting of the switch.

HTTP— HTTP setting of the switch.

Telnet— Indicates if Telnet is enabled or disabled on the switch.
SSH— Indicates if SSH is enabled or disabled on the switch.

Remote Logging— Indicates if the remote logging is enabled or
disabled on the switch.

Spanning Tree— Indicates if STP, RSTP, or MSTP is enabled on
the switch. The default setting is “RSTP.”

QoS— Indicates if QoS is enabled or disabled on the switch.
LLDP— Indicates if LLDP is enabled or disabled on the switch.
sFLOW— Indicates if sFlow is enabled or disabled on the switch.

IGMP Snooping— Indicates if IGMP Snooping is enabled or
disabled on the switch.

IGMP Snooping Querier— Indicates if IGMP Snooping Querier is
enabled or disabled on the switch.

802.1x Port Authentication— Indicates if 802.1x Port
Authentication is enabled or disabled on the switch.

RIP— Indicates if RIP is enabled or disabled on the switch.

The Administration Options section displays the following information:

m}

System Upgrade— Select this field to upgrade your system
software. See “Upgrading the Software” on page 58.

Reboot— Select this field to reboot the switch. For instructions,
see “Rebooting a Switch” on page 57.
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What to Configure First

Changing the
Login Password

Assigning a Name

30

to the Switch

Changing a
Management IP
Address

Here are a few suggestions on what to configure during your initial
management session on the switch through the web interface. The initial
management session can be performed through the Command Line
Interface (CLI) as well as the web interface. For instructions on how to
start a local management session through the CLI, refer to the AT-
FS970M Series Version 2.3.1.0 Management Software Command Line
Interface User’s Guide.

To protect the switch from unauthorized access, change the password of
the manager account. For instructions, see “Changing a User Password”
on page 53.

Note
Write down the new password and keep it in a safe and secure

location. If you forget the manager password, you cannot manage
the switch if there are no other management accounts on the unit. In
this case, contact Allied Telesis Technical Support for assistance.

For instructions on how to create additional management accounts, see
“Adding a New User Account” on page 52.

The switch is easier to identify if you assign it a name. The switch’s name
is displayed on the Dashboard page. To change the name of the switch,
see “Setting the Switch Information” on page 48.

A name can be up to 39 alphanumeric characters. Special characters,
except spaces and quotation marks, are allowed.

The switch shipped from the factory has the IP address 169.254.1.1
assigned. You must change the factory default IP address to an address in
your network. To change the IP address, see “Changing an IPv4 Address”
on page 220. Also, remember to change the IP address of your PC.

Note
When you change the management IP address of the switch, you

lose the connection to the switch. After you change the IP address of
your PC, start a management session again by opening a web
browser on the PC and entering the new IP address of the switch.

Here are the requirements:

o You can assign one IPv4 address per VLAN.
o The switch can have up to 256 IPv4 addresses.
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o The management IPv4 address can be any IPv4 address assigned
on the switch.

o The switch can have only one IPv6 address.

o Your PC must have an IP address that belongs to the network
where the management IP address belongs, or have access to the
network where the management IP address belongs.

Setting System  To set the system time, either manually or with an NTP server, see
Time ' Setting the System Date and Time” on page 40.
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Starting a Web Management Session
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When You Do
Not Know the IP
Address of the
Switch

This section provides how to start a web management session when the
switch does not have the factory default configuration.

To log onto the switch through the web interface, enter the IP address of
the switch on the web browser, such as Windows Internet Explorer, on the
PC or laptop that can access the switch. If the web interface comes up,
you can skip the rest of this section and continue a web management
session. If the web interface does not come up, you must configure the
switch using the Command Line Interface (CLI).

Note

For more information about how to start the Command Line
Interface (CLI), see the AT-FS970M Series Version 2.3.1.0
Management Software Command Line Interface User’s Guide.

There are some cases in which you must configure the switch using the
CLI to start a web management session:

o The switch does not have an IP address assigned, or you do not know
the IP address of the switch.

o HTTP service on the switch is disabled.

o You want to access the switch in the HTTPS mode.

If the switch has no IP address assigned, or you do not know the IP
address of the switch, perform the following steps:

-_—

“Logging onto the CLI through the Console Port” on page 33.
2. “Checking for the IP Addresses of the Switch in the CLI” on page 34.

3. If the switch does not have any IP address assigned, “Adding an IP
Address to the Switch in the CLI” on page 34.

4. “Checking the Status of HTTP and HTTPS Services in the CLI” on
page 34.

5. “Enabling HTTP or HTTPS Service in the CLI” on page 35.

6. “Saving your Changes in the CLI” on page 36.
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CLI through the
Console Port
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When the switch does not display the web interface, even though you
enter the IP address of the switch on the web browser, you must enable
HTTP or HTTPS service on the switch through the CLI by performing the
following steps:

1. “Logging onto the CLI through the Console Port” on page 33.

Or
Log onto the CLI using the Telnet or SSH protocol.

Note

To start a Telnet or SSH management session, see the AT-FS970M
Series Version 2.3.1.0 Management Software Command Line
Interface User’s Guide.

2. “Checking the Status of HTTP and HTTPS Services in the CLI” on
page 34.

3. “Enabling HTTP or HTTPS Service in the CLI” on page 35.

4. “Saving your Changes in the CLI” on page 36.

To log onto the CLI through the console port on the switch, perform the
following procedure:

1. Connect the RJ-45 connector on the management cable to the console
port on the switch.

2. Connect the other end of the cable to an RS-232 port on a terminal or
a PC with a terminal emulator program.

3. Configure the terminal or terminal emulator program as follows:

o Baud rate: 9600

o Data bits: 8
o Parity: None
o Stop bits: 1

o Flow control: None
4. Press Enter.
You are prompted for a username and password.

5. Enter a username and password. If this is the initial management
session of the switch, enter “manager” as the username and “friend” as
the password. The username and password are case-sensitive.
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Checking for the
IP Addresses of
the Switch in the
CLI

Adding an IP
Address to the
Switch in the CLI

Checking the
Status of HTTP
and HTTPS
Services in the
CLI
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The local management session is started when the AlliedWare Plus™
command line prompt is displayed as shown in Figure 4.

va'l us> )

Figure 4. AlliedWare Plus™ Command Line Prompt

To check for IP addresses assigned to the switch, enter the following
commands:

awpTlus> enable
awplus# show ip interface

For a display of this command, see Figure 5.

awplus# show ip interface

Interface IP-Address Status Protocol
vlanl-0 192.168.1.3/24 admin up running

Figure 5. Displaying the IP Address

When the switch does not have an IP address, assign an IP address and
subnet mask to the switch. The following example assigns the IP address
192.168.1.2. and the subnet mask 24 to VLAN 1:

awplus> enable

awplus# configure terminal

awpTlus(config)# interface vlanl
awplus(config-if)# ip address 192.168.1.2/24

awplus(config-if)#

To check if HTTP service is enabled, enter the following commands:
awplus> enable
awplus# show 1ip http

Figure 6 on page 35 shows an example of the command output.
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awplus# show ip http
HTTP server disabled.

Figure 6. Displaying the Status of HTTP Service

To check whether HTTPS service is enabled, enter the following
commands:

awplus> enable
awplus# show 1ip https
Figure 7 shows an example of the command output.

TTPS server enabled. Port: 443
Certificate 1 is active

Issued by: self-signed

Figure 7. Displaying the Status of HTTPS Service

Note
HTTPS and HTTP services cannot be enabled at the same time. For

example, when HTTP is enabled, HTTPS is disabled.

Enabling HTTP  To enable HTTP service on the switch, enter the following commands:

or HTTPS . .
L. awplus# configure terminal
Service in the
CLI awplus(config)# service http

awplus(config)# exit
awp lus#

To enable HTTPS, the switch must have a certificate. To configure the
web server in the HTTPS mode, see the “Secure HTTPS Web Browser
Server” chapter in the AT-FS970M Series Version 2.3.1.0 Management
Software Command Line Interface User’s Guide.
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Saving your  Save your changes to the startup configuration file by entering the
Changes in the following commands:

CLI awplus# copy running-config startup-config
or

awplus# write
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Saving Your Changes

The changes you have made are temporarily stored in the running
configuration file. When you reboot the switch, the information in the
running configuration file is lost. To save your changes after you reboot the
switch, do the following:

1. Click SAVE.

Figure 8 shows the SAVE at the upper right corner of the web page.
Clicking SAVE saves the changes to the startup configuration file.

Dashboard = System = System Setfings > Contact Information

System Contact Information

HELP

System Name :
System Name— Enter the name of the switch (for
example, 51 and 52). The system name is displayed

System Contact . on the Dashboard page. It can contain from 1 to 39

characters in length and include spaces and special

System Location |:| characters, such as dashes and asterisks. By

default, no system name is specified.

System Contact— Enter the name of the network
administrator responsible for managing the switch.
The system contact can be from 1 to 255 characters;
however, only the first 50 characters are displayed

on the Dashboard page. It can include spaces and
special characters, such as dashes and asterisks. By
default, no system contact is specified.

Figure 8. System Contact Information Page
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Ending a Web Management Session

To end a web management session, select LOGOUT at the top of the web
page. For an example, see the System Contact Information page in Figure
8 on page 37.
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Basic Switch Parameters

This chapter describes how to set up basic switch operations. See the
following sections:

“Setting the System Date and Time” on page 40

“Configuring a Telnet or SSH Server” on page 45

“Configuring a Remote Log Server” on page 47

“Setting the Switch Information” on page 48

“Managing the Configuration File” on page 50

“Managing Local User Accounts” on page 52

“Rebooting a Switch” on page 57

“Upgrading the Software” on page 58

g gagaaaaaa

“Displaying System Information” on page 61

For additional information about basic port settings, see the following
chapters in the AT-FS970M Series Version 2.3.1.0 Management Software
Command Line Interface User’'s Guide:

O Basic Switch Management
0 Basic Switch Management Commands
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Setting the System Date and Time

40

Configuring an
SNTP or NTP
Server

This procedure explains how to set the switch’s date and time. Setting the
date and time is important if you plan to view the events in the switch’s
event log or on a syslog server. The correct date and time are also
important if the management software sends traps to a management
workstation or if you plan to create a self-signed SSL certificate. Events,
traps, and self-signed certificates should contain the date and time of
when they occurred or, in the case of certificates, when they were created.

There are two ways to set the switch’s date and time. One method is to set
it manually. This method is not recommended because the date and time
are lost if you reboot the switch.

The second method uses the Simple Network Time Protocol (SNTP). The
AlliedWare Plus™ Management Software comes with the client version of
this protocol. You can configure the management software to obtain the
current date and time from a Network Time Protocol (NTP) or SNTP
server located on your network or the Internet.

SNTP is a simplified version of the NTP and uses the same packet
structure as NTP. The SNTP client software in the management software
is interoperable with NTP servers.

Note

In order for the management software on the switch to communicate
with an SNTP or NTP server, there must be an interface on the local
subnet from where the switch is able to reach the server. The switch
uses the IP address of the interface as its source address when
sending packets to the server.

Note
The default system time on the switch is midnight, January 1, 2000.

Choose from the following procedures:

ad “Configuring an SNTP or NTP Server” on page 40
O “Setting System Time Manually” on page 43

To configure SNTP or NTP server, do the following:
1. Hover the cursor over the System tab.

2. From the System tab, select System Settings.

The System Settings Tab is displayed in Figure 9 on page 41.



System Time Settings

AT-FS970M Series Version 2.3.1.0 Web Interface User’s Guide

Figure 9. System Settings Tab
3. From the System tab, hover over System Settings.
4. Move the cursor to the right and select Time.

The System Time Settings page is displayed. See Figure 10.

Date & Time Network Time Settings

Date & Time

HELP

2000-01-01 00:56:09 ﬂ' If you setthe date and time manually, the time is resetto January
1, 2000 when you reboot the switch. Therefore, Allied Telesis
recommends using NTP.

Apply To setthe date and time manually, click on the calendaricon. Use

the arrows atthe top of the calendar set the Month and Year. Then
setthe Time in the following format: hh:mm:ss, and then select
the Date.

Click Apply to save your changes to the running-configuration file.

Please refer to the AlliedWare Flus Web Browser Users Guide for
configuration instructions.

Figure 10. System Time Settings Page
5. Select the Network Time Settings tab.

The Network Time Settings page is displayed. See Figure 11 on page
42.
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System Time Settings

Date & Time Network Time Settings

NTP Status

Server IP Address

Time Zone

Daylight Saving

HELP A

NTP Status— Select
Enabled or Disabled to

configure the SNTP client on
the switch. The default is
0.0.0.0 disabled.
[(GMT) Casablanca, Montrovia, Reykjavik ~] Server IP Address— Enter
the IP address of an SNTP
server. The IPv4 address
format is: nnn.nnn.nnn.nnn.
Time Zone— Select the
time zone from the pull- v
Apply down menu.

Figure 11. System Time Settings Page with Network Time Settings Tab

6. To configure the switch to obtain its date and time from an SNTP or

N

a

a

TP server on your network or the Internet, specify the following fields:

NTP Status— Select Enabled or Disabled to configure the SNTP
client on the switch. The default is disabled.

Server IP Address— Specify the IPv4 address of an SNTP or
NTP server.

The IPv4 format is: xxx.xxx.xxx.xxx where xxx is a decimal number
from O to 255.

Note
If the local interface on the switch is obtaining its IP address and

subnet mask from a DHCP server, you can configure the server to
provide the interface with an IP address of an NTP or SNTP server.
If you configured the server to provide this address, then you do not
need to enter it here.

O Time Zone— Select the time zone as a measurement of

Greenwich Mean Time (GMT) which is the default setting. Use the
pull-down menu to select the other time zones.

0 Daylight Saving— Enable or disable the system’s adjustment for

daylight savings time. The default is disabled.
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Note

The switch does not set daylight saving time (DST) automatically. If
the switch is in a locale that uses DST, you must remember to
enable this in March when DST begins and disable it in October
when DST ends. If the switch is in a locale that does not use DST,
this option should be set to disabled all the time.

Click Apply.

If you enabled the SNTP client, the switch immediately polls the SNTP
or SNTP server for the current date and time. (When SNTP is enabled,
the switch automatically polls the server whenever a change is made
to any of the fields on this page.)

Click SAVE to save your changes to the startup configuration file.

To set the system time manually, do the following:

1.

2.

Hover the cursor over the System tab.

From the System tab, hover over System Settings.

The System Settings Tab is displayed in Figure 9 on page 41.
Move the cursor to the right and click Time.

The System Time Settings page is displayed. See Figure 10 on page
41.

. You have two ways to set the date and time in the Date & Time field.

Use either Step 5 or Step 6.

Type in the time and date in the following format:
yyyy-dd-mm hh:mm:ss

Select the calendar icon next to the Date & Time field.

The Calendar page is displayed. See Figure 12 on page 44.
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Figure 12. Calendar Page

a. Use the arrows at the top of the Calendar to select the month and

year.

b. Set the time of day using the following format:

hh:mm:ss

c. Click on the day of the month.

7. Click Apply.

8. Click SAVE to save your changes to the startup configuration file.
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Configuring a Telnet or SSH Server

The AT-FS970M web browser interface allows you to configure the switch
as a Telnet or SSH server.

You can use the web browser interface to enable a Telnet server, but not
as a Telnet client. The Telnet client is only supported from the Command
Line Interface (CLI). For information about how to use a Telnet client, see
the AT-FS970M Series Version 2.3.1.0 Management Software Command
Line Interface User’s Guide.

To enable an SSH server in the web interface, you must first create an
encryption key in the CLI interface. Then you can enable the SSH server in
the web interface.

To enable Telnet or SSH server on the switch, do the following:
1. From the home page, hover the cursor over the System tab.
2. From the System tab, hover over System Settings.
The System Settings tab is displayed. See Figure 9 on page 41.

3. Move the cursor to the right and select Services from the drop-down
menu.

The System Services page is displayed. See Figure 13.

System Services

W Telnet
[ ssu

[J Remote Log

Server IP Address

L ]

HELF ~

Telnet— Check the checkbox to enable a Telnet
server on the switch. To disable a Telnet server,
uncheck the checkbox.

§8H— Check the checkbox to enable an SSH server
on the switch. To disable an SSH server on the
switch, uncheck the checkbox.

Remote Log— Check the checkbox to enable the
switch to send status and error messages to a
remote log server.

Server IP Address— Enter the IPv4 address of the
remote log server if you check the Remote Log field
ahnua Fntar tha IP addrace in tha IPuAd farmat-

Figure 13. System Services Page
4. Specify the following fields as necessary:

O Telnet— Check the checkbox to enable the Telnet server on the
switch. To disable the server on the switch, uncheck the checkbox.

O SSH— Check the checkbox to enable the SSH server on the
switch. To disable the server on the switch, uncheck the checkbox.
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Note
Both the Remote Log and Server IP Address fields are used only to

set a remote log server. For information on these fields, see
“Configuring a Remote Log Server” on page 47.

0 Remote Log— Check the checkbox to enable the switch to send
status and error messages to a remote log server. To disable the
switch to send messages to a remote log server, uncheck the
checkbox.

0 Server IP Address— Enter the IPv4 address of the remote log
server if you check the Remote Log checkbox above. Enter the IP
address in the IPv4 format: nnn.nnn.nnn.nnn.

5. Click Apply.

6. Click SAVE to save your changes to the startup configuration file.
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Configuring a Remote Log Server

You can use the AT-FS970M web browser interface to enable logging to a
remote log server, which is part of the Syslog feature. However, you must
use the CLI to view or clear the event log. For information about the Syslog
features, see the SysLog chapters in the AT-FS970M Series Version
2.3.1.0 Management Software Command Line Interface User’s Guide.

To activate remote logging on the switch, do the following:

1.

2.

Hover the cursor over the System tab.

From the System tab, hover over System Settings.

The System Settings tab is displayed. See Figure 9 on page 41.
Move the cursor to the right and select Services.

The System Services page is displayed. See Figure 13 on page 45.
Specify the following fields:

0 Remote Log— Check the checkbox to enable the switch to send
status and error messages to a remote log server. To disable the
switch from sending messages to a remote log server, uncheck the
checkbox.

0 Server IP Address— Enter the IPv4 address of the remote log
server in the IPv4 format: nnn.nnn.nnn.nnn.

Click Apply.

Click SAVE to save your changes to the startup configuration file.
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Setting the Switch Information

This procedure allows you to set information about the switch, such as a
switch name, contact person, and location. Assigning a name to the switch
helps you identify your switches when you manage them and avoid
performing a configuration procedure on the wrong switch.

To assign a name, contact person, and location to the switch, perform the
following procedure:

1. From the home page, hover the cursor over the System tab.
2. From the System tab, hover over System Settings.

The System Setting tab is displayed. See Figure 9 on page 41.
3. Move the cursor to the right and select Contact Information.

The System Contact Information page is displayed. See Figure 14.

System Contact Information
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HELP A

System Name | |

System Name— Enter the name of the switch (for
example, S1 and 52). The system name is displayed

System Contact | | on the Dashboard page. It can contain from 1 to 39
characters in length and include spaces and special
System Location | | characters, such as dashes and asterisks. By

default, no system name is specified.

System Contact— Enter the name of the network
administrator responsible for managing the switch.
The system contact can be from 1 to 255 characters;
however, only the first 50 characters are displayed

on the Dashboard page. It can include spaces and
special characters, such as dashes and asterisks. By
default, no system contact is specified.

Figure 14. System Contact Information Page
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Specify the following fields as necessary:

0 System Name— Enter a name for the switch, for example, S1 or
Switch2. The name is displayed on the Dashboard page. See
Figure 3 on page 28. The name can be from 1 to 39 characters in
length. Special characters, except spaces and quotation marks,
are allowed. By default, no system name is specified. This field is
optional.

O System Contact — Enter the name of a network administrator
responsible for managing the switch. The name can be from 1 to
255 characters; however, only the first 50 characters are displayed
on the Dashboard page. Spaces and special characters, such as
dashes and asterisks are allowed. By default, no system contact is
specified. This field is optional.

0 System Location— Enter the location of the switch, (for example,
4th Floor - room 402B). The location can be from 1 to 255
characters; however, only the first 50 characters are displayed on
the Dashboard page. Spaces and special characters, such as
dashes and asterisks, are allowed. By default, no system location
is specified. This field is optional.

Click Apply.

Click SAVE to save your changes to the startup configuration file.
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Managing the Configuration File

50

Within the web browser interface, you can upload a configuration file onto
the switch, download a configuration file from the switch, delete a
configuration file, and save your changes to the current configuration file.
However, to create a new configuration file, you need to access the switch
through the CLI.

See the following procedures:

0 “Displaying the Configuration Files” on page 50
O “Setting the Active Configuration File” on page 51
0 “Downloading a Configuration File onto Your PC” on page 51

Displaying the To display a list of the configuration files on the switch, do the following:
Configuration

Fil 1. From the Dashboard page, hover the cursor over the System tab.
1les

2. From the System tab drop-down menu, select Configuration Files
from the pull-down menu.

For an example of the Configuration Files page, see Figure 15.

Configuration Files

Startup Config: | boot.cfg |Z| Apply
Upload
File Hame File Size Last Modify
Delete Download EventPermanentLog.txt 388825 2000-01-01
Delete | Download boot.cfg 595 2000-01-01

Figure 15. Configuration Files Page
The following fields are displayed:

0 Startup Config— Name of the active boot configuration file, which
for the switch of the example is “boot.cfg.”
0 File Name— Name of the file.

O File Size— File size in bytes.



Setting the Active
Configuration
File

Downloading a
Configuration
File onto Your

PC

Deleting a
Configuration
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0 Last Modify— Date the configuration file was last modified. The
format is year, month, date.

To specify a file as the startup configuration file, do the following:

1.

2.

Use the pull-down menu to select a file as the active configuration file.

Click Apply.

The file you select is the active configuration file after you reboot the
switch.

To download a configuration file onto your PC, do the following:

1.

Hover the cursor over the System tab.
For an example of the System tab, see Figure 9 on page 41.
From the System tab drop-down menu, select Configuration Files.

For an example of the Configuration Files page, See Figure 15 on
page 50.

Click Download next to the file name that you want to download.

For an example of the File Download popup window, see Figure 16.

Do you want to open or save ssh_host_rsa_key.pub (226 bytes) from 192.168.1.47

Open Save o Cancel
Figure 16. File Download Popup Window

Follow the instructions of your web browser to select a location and
save the file.

To delete a configuration file, do the following:

1.

Hover the cursor over the System tab.
For an example of the System tab, see Figure 9 on page 41.
From the System tab drop-down menu, select Configuration Files.

For an example of the Configuration Files page, See Figure 15 on
page 50.

Click Delete next to the file name that you want to download.

The file is deleted.
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Managing Local User Accounts

52

The switch comes with one local manager account. The account, which
has the username “manager” and default password “friend,” is referred to
as a local account because it is the switch that authenticates the
username and password when a manager logs on using the account.

This section explains how to create additional local user accounts, how to
change passwords and privileges, and how to delete a manager account.
See the following:

“Adding a New User Account” on page 52

“Changing a User Password” on page 53

“Changing the User Privilege” on page 54

Q aaa

“Deleting a User Account” on page 55

The switch also supports remote manager accounts that are not
authenticated by the switch, but by a RADIUS or TACACS+ server on your
network. For information, see Chapter 17, “RADIUS and TACACS+
Clients” on page 187.

Adding a New To add a local user account, do the following:
User Account 1. From the home page, hover the cursor over the System tab.
2. From the System tab drop-down menu, select User Management.

For an example of the User Management page, see Figure 17.

User Management

New User Change Password ‘Change Privilege Delete User

HELP ~
User Name l:l User Name— Specifies the log on name for a new

account. The name is case sensitive and can contain
Password |:| up to fifteen alphanumeric characters. Spaces and

special characters are riof allowed.
Privilege Level 15 |v Password— Specifies the password for the new

management account. You can enter the password
in plaintext or encrypted. A plaintext password can

consist of up fo 16 alphanumeric characters and is

case sensitive. Spaces and special characters are

not allowed.

Add User Privilege— Uses the pull-down menu fo select a v

user privilege level. Choose from the following:

Figure 17. User Management Page
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3. Add a new user by doing the following:

O User Name— Enter a new logon name for the new account. The
name is case-sensitive and can contain up to 15 alphanumeric
characters. Spaces and special characters are not allowed.

0 Password— Enter the password for the new account in plain text.
The password can consist of up to 16 alphanumeric characters and
is case-sensitive. Spaces and special characters are not allowed.

O Privilege— Select a user privilege level from the pull-down menu.
Choose from the following:

Level 15: Management accounts with a user level of 15 have
unrestricted access to the management software.
This is the default setting.

Level 1: Management accounts with a user level of 1 have
restricted access to the management software.
Accounts with this level are allowed to view the
settings on the switch, but not allowed to change
them.

4. Click Add User.

5. Click SAVE to save your changes to the startup configuration file.

Changing a User To change a user password, do the following:
Password 1. From the home page, hover the cursor over the System tab.
2. From the System tab drop-down menu, select User Management.
The User Management page is displayed. See Figure 17 on page 52.

3. From the User Management page, select the Change Password tab.

The User Management page with the Change Password tab is
displayed. See Figure 18 on page 54.
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User Management

m Change Password Change Privilege Delete User

»

HELP |
User Name |manager El

User Mame— Use the pull-down
New Password |lllllllllllll | menu to selectthe User Name. 3

Mew Password— Specifies the
new passward for the new —
management account. You can
enter the password in plaintext or
encrypted. A plaintext password
can consist of up to 16

alphanumeric characters and is
case-sensitive. Spaces and
special characters are not allowed.

Tn antar an alraade ancnmtad

Confirm New Password |Pllllllllllll |

Figure 18. User Management Page with Change Password Tab

»

Use the pull-down menu next to the User Name field to select a
username.

The username must already exist.
5. Enter a new password in plaintext in the New Password field.

A password can consist of up to 16 alphanumeric characters and is
case-sensitive. Spaces and special characters are not allowed.

6. Re-enter the new password in the Confirm New Password field.

N

Click Set Password.

©

Click SAVE to save your changes to the startup configuration file.

Changing the To change a privilege of a user, do the following:

User Privilege 1. From the home page, hover the cursor over the System tab.

2. From the System tab drop-down menu, select User Management.
The User Management page is displayed. See Figure 17 on page 52.

3. From the User Management page, select the Change Privilege tab.

The User Management page with the Change Privilege tab is
displayed. See Figure 19 on page 55.
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Success!

User Name

New Privilege

New User | Change Password (Je(ENLERSGUEGES Delete User

»

HELP N

User Mame— Use the pull-down

|admin1
menu next to to select a user.

m

[« [E]

Mew Privilege— Use the pull-down
menu to select a user privilege .
level.

Choose from the following:

Set Privilege « Level 15: Management

accounts with a user level
of 15 are unrestricted and
have access to all A

Figure 19. User Management Page with Change Privilege Tab
Use the pull-down menu next to the User Name field to select a user.

Use the pull-down menu next the New Privilege field to select a user
privilege level. Choose from the following:

O Level 15— Management accounts with a user level of 15 have
unrestricted access to the management software.

O Level 1— Management accounts with a user level of 1 have
restricted access to the management software. Accounts with this
level are allowed to view the settings on the switch, but not allowed
to change them.

Click Set Privilege.

Click SAVE to save your changes to the startup configuration file.

Deleting a User To delete a user account from the switch, do the following:

Account

1.

2.

From the home page, hover the cursor over the System tab.

From the System tab drop-down menu, select User Management.
The User Management page is displayed. See Figure 17 on page 52.
From the User Management page, select the Delete User tab.

The User Management page with the Delete User tab is displayed.
See Figure 20 on page 56.
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User Management

New User

Success!

User Name

Change Password

Change Privilege Delete User

ladmn1__|E3

Delete User

HELP

User Name— Use the pull-down
menu to select a user.

Click Delete User to save your
changes to the running configuration
file.

Click SAVE to save your changes to
the star-up configuration file.

Please refer to the AlliedWare FPlus
Web Browser Users Guide for
configuration instructions.

56

Figure 20. User Management Page with Delete User Tab

4. Use the pull-down menu to select a user.

5. Click Delete User.

6. Click SAVE to save your changes to the startup configuration file.
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Resetting the switch ends your web browser management session. To
continue managing the switch, you must log in again.

Note
All unsaved changes are discarded when you reset a switch. To

save your changes to the startup configuration file, click SAVE.

To reboot a switch, perform the following procedure:

1.

2.

Hover the cursor over the System Tab.
From the System tab drop-down menu, select Dashboard.
The Dashboard Page is displayed. See Figure 3 on page 28.

Select Reboot at the bottom of the page.

A confirmation prompt is displayed indicating that the connection to the
web is lost during a reboot.

Click OK to reset the switch or Cancel to cancel the procedure.

Note
The switch does not forward packets while it initializes the

management software and loads its active configuration file. This
process takes between 20 seconds to 2 minutes to complete,
depending on the number and types of commands in the
configuration file.
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Upgrading the Software

The latest version of the AlliedWare Plus™ Management Software is
available from the Allied Telesis website. You can download the software
image file on your workstation and upload the file onto the switch.

To upgrade the AT-FS970M software, perform the following procedure:
1. Open a new browser and enter the following:

http://lwww.alliedtelesis.com/support/software

The Allied Telesis Software Download page is displayed.

2. Select your hardware product model from the pull-down menu next to
the Product field. If the model is not listed, click the Log in to access
restricted software link, then skip to Step 4.

3. Click the software file that you want to upload to the switch.

The User Login page is displayed. See Figure 21.

AV Allied Telesis”

Solutions | Products | Support | About | Purchase |O. Search..

Support

HOME » SUPPORT » RESTRICTED SOFTWARE » DOWHNLOADS
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» Support Center .
» s Restricted Software Downloads
#» Documentation
» Replacement Senvices
# Open Source Downloads g
User Login

#» Warranties

z The page you have requested is for members only. If you are a member, please sign
» Senice Contracts in below to continue.
»

Training

Email Address:
Password:
[T] Iagree to the Allied Telesis Software Agreement
= Forgot your password?

» Create Account

Figure 21. User Login Page on the Allied Telesis Website
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4. Enter your email address and password, then click the Sign In button.

Note
If you do not know your password, click the Create Account link and
follow the instructions on the page.

5. Download the software image file to your workstation.

6. Go back to the AT-FS970M web interface and select Dashboard from
the System tab drop-down menu.

The Dashboard Page is displayed. See Figure 3 on page 28.

Note

All unsaved changes are discarded when you upgrade the software
on a switch. To save your changes to the startup configuration file,
click SAVE.

7. Select System Upgrade at the bottom of the page.

The System Upgrade page is displayed. See Figure 22.

System Upgrade

System upgrade may take upto 3 minutes to complete
Switch will reboot after system upgrade is completed.

Choose system image file: Browse...

Start Upgrade

Figure 22. System Upgrade Page
8. Click Browse to select an image file.
9. Click Open to select the file that you downloaded in Step 5.

10. Click Start Upgrade to begin the software upgrade or close the
System Upgrade page to cancel the procedure.

The upgrade process takes approximately three minutes.

59



Chapter 3: Basic Switch Parameters

60

Note

Upgrading the system software on the switch ends your current web
browser management session. To continue managing the switch,
you must log in again.
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Displaying System Information

To view basic information about the switch, select the System Tab.

The Dashboard Page is displayed as shown in Figure 3 on page 28.

The following fields are displayed:

)

Up Time— Length of time since the switch was last reset or power-
cycled in days, hours, minutes and seconds.

The System section displays the following information:

a
a

)

MAC Address— MAC address of the switch.

Contact— Contact person for the switch. To specify this field, see
“Setting the Switch Information” on page 48.

Serial No.— Unique serial number of the switch.

Location— Location of the switch. To specify this field, see
“Setting the Switch Information” on page 48.

System Name— Name of the switch. To specify this field, see
“Setting the Switch Information” on page 48.

Version— Version number of the AT-FS970M software.

The Services section displays the following information:

m

a

o aooaoaoaoaoaoaoa a4

a

IPv6 Management— Indicates if IPv6 Management is enabled or
disabled on the switch.

Spanning Tree— Indicates if STP, RSTP, or MSTP is enabled on
the switch. The default setting is “RSTP.”

802.1x Port Authentication— Indicates if 802.1x Port
Authentication is enabled or disabled on the switch.

SNMP— SNMP setting of the switch.

QoS— Indicates if QoS is enabled or disabled on the switch.
RIP— RIP setting of the switch

HTTP— HTTP setting of the switch

LLDP— Indicates if LLDP is enabled or disabled on the switch.
Telnet— Indicates if Telnet is enabled or disabled on the switch.
SFLOW— Indicates if sFlow is enabled or disabled on the switch.
SSH— Indicates if SSH is enabled or disabled on the switch.

IGMP Snooping— Indicates if IGMP Snooping is enabled or
disabled on the switch.

Remote Logging— Indicates if the remote log is enabled or
disabled on the switch.
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O IGMP Snooping Querier— Indicates if IGMP Snooping Querier is
enabled or disabled on the switch.

The Administration Options section displays the following information:

0 System Upgrade— Click this link to go to the System Upgrade
page to upgrade your system software. See “Upgrading the
Software” on page 58.

O Reboot— Click this link to reboot the switch. For instructions, see
“Rebooting a Switch” on page 57.
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This chapter describes how to display and modify the port settings such as
back pressure and flow control. In addition, it provides procedures to
display and modify storm control settings.

This chapter contains the following sections:

“Port Numbers on the Switch” on page 64
“Displaying the Port Parameters” on page 65
“Changing the Port Settings” on page 67
“Displaying the Storm Control Settings” on page 71

o aaa

“Modifying the Storm Control Settings” on page 73

For additional information about the port parameters and the storm control
feature, see the following chapters in the AT-FS970M Series Version
2.3.1.0 Management Software Command Line Interface User’s Guide:

O Port Parameters
O Port Parameter Commands
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Port Numbers on the Switch

The ports on the switch are identified in the format shown in Figure 23.

portn.0.n
Switch 1D —|
Module Slot Number
Port Number

Figure 23. Port Number

O Switch ID: This number is used if the switch supports stacking. It is the
switch’s ID number in a stack. This number should always be 1 for
AT-FS970M Series switches because they do not support stacking.

O Module Slot ID: This number is used to identify a slot in a modular
switch. This number is always 0 for AT-FS970M Series switches
because they are not modular switches.

O Port number: This is the port number.
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To display the settings for all of the switch ports, do the following:

1.

Dashboard =

Hover the cursor over the Switching tab.

The Switching tab is displayed. See Figure 24.

System

Switching

Mac Table

System Link Aggregation

VLANs
Spanning Tree
IGMP

PoE

Security

W

Layer 3 ACLs & QoS
Port Configuration
Storm Control

Statistics

Discovery & Monitoring

Mirroring

Spanning Tree

Figure 24. Switching Tab with Port Tab

2. From the Switching tab, hover over Port.

The Port tab expands to the right.

From the Port tab, move the cursor to the right and select Port
Configuration from the drop-down menu.

The Port Configuration page is displayed. See Figure 25.

Figure 25. Port Configuration Page

4. The following fields are displayed:

O Interface— Port ID.

Port Configuration
: : 5 - Back Back - Flow Flow EE
Interface Type Status Link | Auto-Neg Speed Duplex | Polarity e | P_re:_ssure: ot C_on_trol Description

| Lirmit Limit

Edit | port1.0.1 10/100Base-T Enabled Down Auto AUTO Disabled 7935 Disabled | 7935

Edit port1.0.2 10/100Base-T Enabled Down  Auto AUTO Disabled 7935 Disabled = 7935

Edit  port1.0.3 10/100Base-T Enabled | Up Auto 100Mbps | Full AUTO Disabled 7935 Disabled | 7935

Edit port1.0.4 10/100Base-T Enabled Down  Auto AUTO Disabled 7935 Disabled = 7935

Edit | port1.0.5 10/100Base-T Enabled Down Auto AUTO Dizabled 7935 Disabled | 7935

Edit port1.0.6 10/100Base-T Enabled Down Auto AUTO Dizabled 7935 Dizabled 7935

Edit | port1.0.7 10/100Base-T Enabled Down Auto AUTO Disabled 7935 Dizabled | 7935

Edit port1.0.8 10/100Base-T Enabled Down Auto AUTO Dizabled 7935 Dizabled 7935

Edit | port1.0.9 10/100Base-T Enabled Down Auto AUTO Disabled 7935 Disabled | 7935

Edit port1.0.10 10/100Base-T Enabled Down  Auto AUTO Disabled 7935 Disabled = 7935

Edit = port1.0.11 10/100Base-T Enabled | Down @ Auto AUTO Disabled 7935 Disabled | 7935
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Type— Transmission speed and medium, copper or fiber optic, of
the port. For example, 1000Base-SX indicates that the port is a
fiber optic gigabit standard.

Status— Indicates if the port is enabled or disabled. The default
setting is “Enabled.” Disabling a port turns off its receiver and
transmitter so that the port cannot forward traffic.

Link— Indicates whether the port has successfully connected to a
port on another switch or unit.

Auto-Neg— Auto-Negotiation. The setting is “Auto” or “Manual.”
The default is “Auto.”

Speed— Speed of the port. The possible options are 10 Mbps,
100 Mbps, and 1000 Mbps.

Duplex— Duplex mode of the twisted-pair port. The setting is
“Half” or “Full.”

Polarity— Indicates the port’s wiring configuration is MDI (medium
dependent interface), MDI-X (medium dependent interface
crossover), or the auto setting. This setting only applies to a
twisted-pair port that is operating at 10 or 100 Mbps.

Back Pressure— Indicates if back pressure is enabled or disabled
on the port. Back pressure is used by a port during periods of
packet congestion to temporarily stop its network counterpart from
transmitting more packets. This prevents a buffer overrun and the
subsequent loss and retransmission of network packets. A port
initiates back pressure by transmitting on the shared link to cause
a data collision, which causes its link partner to cease
transmission. The default setting is “Disabled.”

Back Pressure Limit— Threshold level for back pressure on the
port. Specifies the number of cells for back pressure. The default
value is 7935 cells.

Flow Control— Indicates if flow control (send and receive) is
enabled or disabled on a port. If flow control is enabled, a port
sends pause packets when it reaches the point of packet
congestion. Also, the port stops transmitting packets when it
receives pause packets from its local or remote counterpart. When
flow control is disabled, the port transmits regardless of packet
congestion. In addition, the port continues transmitting packets
when it receives pause packets from its local or remote
counterpart. The default is “Disabled.”

Flow Control Limit— Threshold level for flow control on a port.
The default value is 7935.

Description— Description of a port. To specify this field, see
“Changing the Port Settings” on page 67.
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Changing the Port Settings

You can change the settings of one port at a time. Use the following
procedure to change the port settings or reset a port to its default value,

To change the port settings, do the following:
1. Hover the cursor over the Switching tab.

The Switching tab is displayed. See Figure 24 on page 65.
2. From the Switching tab, hover over Port.

The Port tab expands to the right.

3. From the Port tab, move the cursor to the right and select Port
Configuration.

The Port Configuration page is displayed. See Figure 25 on page 65.
4. Click Edit next to the port that you want to modify.

The Port Configuration Modify page is displayed. See Figure 26 on
page 68.
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Port Configuration
HELP ‘
ilgiface port.1.0-% Interface— Indicates the port ID. R |
Port Type 10/100Base-T Port Type— Indicates the
transmission speed and medium
Port Description— Enter a
Status Enabled E2 description of 1 to 256
. alphanumeric characters for the
Negotiation n port. Spaces and special
characters are allowed. Note: The
Current Speed 100Mbps description will only show first 30
characters
Current Duplex Mode Full Status— Select Enabled or
Disabled. The default setting is
Configure Speed 10Mbps =] Enabled. Disabling the port turns
off the receiver and transmitter so
Configure Duplex Mode l:lz that the port do not forward traffic.
Polarity AUTO v Negotiation— Select the state of
Auto Megotiation on the port.
Back Pressure Status Disabled ﬂ CIE T T T T
o * Auto: Enables Auto
Back Pressure Limit {1-7935) 7935 Negatiation. This is the
Default: 7935 default setting. When Auto
is selected, the Speed and -
Flow Control Status Disabled B2
Flow Control Limit (1-7935) 7935
Default: 7935
Apply Default

Figure 26. Port Configuration Modify Page

5. Specify the following fields as needed:

a a

a

a

a

Interface— Indicates the port ID.

Port Type— Indicates the transmission speed and medium,
copper or fiber, that the port supports.

Port Description— Enter a description of the port. You can enter
up to 80 alphanumeric characters; however, only 30 characters are
displayed in the Port Configuration List page. Spaces and special
characters are allowed.

Status— Select either “Enabled” or “Disabled.” The default setting
is enabled. Disabling a port turns off its receiver and transmitter so
that the port does not forward traffic. You may want to disable a
port if there is a problem with a cable or network device.

Negotiation— Select the state of Auto Negotiation from the pull-

down menu. Setting “Auto” enables Auto Negotiation, and setting
“Manual” disables Auto Negotiation. The default setting is “Auto.”

When the setting for this field is “Auto,” the Configure Speed and
Configure Duplex fields change from white to brown, and you
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cannot select them. To change the Configure Speed and
Configure Duplex fields, change the Negotiation setting to
“Manual.”

Note
When the port type is 1000Base fiber optic, the Negotiation must be
“Auto”, and you are not allowed to change the setting to “Manual.”

Current Speed— Displays the current speed of the port.

Current Duplex Mode— Displays the current duplex mode setting
of the port.

Configure Speed— Select a port speed from the pull-down menu.
For example, for a 10/100Base-T port, the options are 10 and 100.
For a 1000Base-SX/LX port, 1000 is the only option. You can enter
a value in this field when the Negotiation is set to “Manual.”

Configure Duplex Mode— Select the duplex mode of the twisted-
pair port. Choose from Half, Full, or Auto. A port operating in half-
duplex mode can either receive or transmit packets, but not both at
the same time. Ports operating in full-duplex can both send and
receive packets, simultaneously.

Polarity— Select the wiring configuration of the twisted-pair port.
When a port is operating at 1000 Mbps, the only option is “AUTO.”
When operating at 10 or 100 Mbps, in either half- or full-duplex
mode, the options are “AUTO,” “MDI,” and “MDI-X.”

To forward traffic, a port on the switch and a port on a network
device must have different settings. For instance, the wiring
configuration of a switch port has to be MDI if the wiring
configuration on a port on a network device is MDIX.

To set the polarity to either “MDI” or “MDI-X" on a port, the
Negotiation setting must be “Manual.” A port with the Auto-
Negotiation must set the polarity to “AUTO.”

Back Pressure Status— Enable or disable back pressure on a
port that is operating at 10 or 100 Mbps in half-duplex mode. Back
pressure is used by a port during periods of packet congestion to
temporarily stop their network counterparts from transmitting more
packets. This prevents a buffer overrun and the subsequent loss
and retransmission of network packets. A port initiates back
pressure by transmitting on the shared link to cause a data
collision, which causes its link partner to cease transmission.

To enable or disable back pressure on a port, the speed and
duplex mode must be specified manually.

Back Pressure Limit (1 - 7935)— Enter a threshold level for back
pressure on the port. Enter the number of cells for back pressure.
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A cell represents 128 bytes. The range is 1 to 7935 cells. The
default value is 7935 cells.

O Flow Control Status— Enable or disable the flow control feature.
By default, flow control is disabled on the port.

O Flow Control Limit (1 - 7935)— Set the threshold level for flow
control on the port. Enter the number of cells for flow control. A cell
represents 128 bytes. The range is 1 to 7935 cells. The default
value is 7935 cells.

To set the port to the default port value, click Default. Otherwise skip
this step.

Click Apply.

Click SAVE to save your changes to the startup configuration file.
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Displaying the Storm Control Settings

To display the storm control settings, do the following:
1. Hover the cursor over the Switching tab.

The Switching tab is displayed. See Figure 24 on page 65.
2. From the Switching tab, hover over Port.

The Port tab expands to the right.

3. From the Port tab, move the cursor to the right and select Storm
Control.

The Storm Control List page is displayed. See Figure 27.

Storm Control List

Interface Broadcast Broadcast Level | Multicast Multicast Level DIf DIf Level
Edit port1.0.1 Disabled 33554431 Disabled 33554431 Disabled 33554431
Edit port1.0.2 Disabled 33554431 Disabled 33554431 Disabled 33554431
Edit port1.0.3 Disabled 33554431 Disabled 33554431 Disabled 33554431
Edit port1.0.4 Disabled 33554431 Disabled 33554431 Disabled 33554431
Edit port1.0.5 Disabled 33554431 Disabled 33554431 Disabled 33554431
Edit port1.0.6 Disabled 33554431 Disabled 33554431 Disabled 33554431
Edit port1.0.7 Disabled 33554431 Disabled 33554431 Disabled 33554431
Edit port1.0.8 Disabled 33554431 Disabled 33554431 Disabled 33554431
Edit port1.0.9 Disabled 33554431 Disabled 33554431 Disabled 33554431
Edit port1.0.10 Disabled 33554431 Disabled 33554431 Disabled 33554431

Figure 27. Storm Control List Page

The following fields are displayed:

O Interface— Port ID.

O Broadcast— Indicates whether the Broadcast threshold setting is
enabled or disabled.

O Broadcast Level— Maximum number of ingress packets per
second of broadcast packets the port receives. Broadcast packets
that exceed the threshold are discarded by the port. The range is 0
to 33,554,431 packets. The default is 33,554,431 packets.

O Multicast— Indicates whether the Multicast threshold setting is
enabled or disabled.

O Multicast Level— Indicates the maximum number of ingress
packets per second of multicast packets the port receives.
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Multicast packets that exceed the threshold are discarded by the
port. The range is 0 to 33,554,431 packets. The default is
33,554,431 packets.

DIf— Indicates whether the unknown unicast threshold setting is
enabled or disabled.

DIf Level— Maximum number of ingress packets per second of
unknown unicast packets the port receives. Unknown unicast
packets that exceed the threshold are discarded by the port. The
range is 0 to 33,554,431 packets. The default is 33,554,431
packets.
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Modifying the Storm Control Settings

To modify the storm control settings, do the following:

1. Hover the cursor over the Switching tab.

The Switching tab is displayed. See Figure 24 on page 65.

2. From the Switching tab, hover over Port.

The Port tab expands to the right.

3. From the Port tab, move the cursor to the right and select Storm

Control.

The Storm Control List page is displayed. See Figure 25 on page 65.

4. Click Edit on the port that you want to modify.

The Storm Control Settings page is displayed. See Figure 28.

Storm Control Settings

Interface port1.0.3
Broadcast | Disabled
Enter the Level 33554431
(Default: 33554431)

Multicast | Disabled
Enter the Level 33554431
(Default: 33554431)

DLF | Disabled
Enter the Level 33554431

{Default: 33554431)

»

HELP i

Interface— Indicates the port
number.

m

Broadcast— Indicates Broadcast '—
packets are received, indicated

by “Enabled” or not received,
indicated by “Disabled” by the

port. By default, Broadcast

packets are not received by a

port.

Broadcast Level— Specifies the
maximum number of ingress

packets per second of broadcast
packets the port will forward. The
range is 0to 33,554 431 packets. ~

Figure 28. Storm Control Settings Page
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5. Change the following fields as needed:

a

Broadcast— Enable or disable the broadcast storm control
feature. When this feature is enabled, the port discards ingress
broadcast packets that exceed the specified level. This feature is
disabled by default.

Enter the Level— Enter the maximum number of ingress packets
per second of broadcast packets the port receives. Broadcast
packets that exceed this level are discarded when the feature is
enabled. The range is 0 to 33,554,431 packets. The default is
33,554,431 packets.

Multicast— Enable or disable the multicast storm control feature.
When this feature is enabled, the port discards ingress multicast
packets that exceed the specified level. This feature is disabled by
default.

Enter the Level— Enter the maximum number of ingress packets
per second of multicast packets the port receives. Multicast
packets that exceed this level are discarded when this feature is
enabled. The range is 0 to 33,554,431 packets. The default is
33,554,431 packets.

DLF— Enable or disable the unknown unicast storm control
feature. When this feature is enabled, the port discards ingress
unknown packets that exceed the specified level.This feature is
disabled by default.

Enter the Level— Enter the maximum number of ingress packets
per second of unknown unicast packets the port receives.
Unknown unicast packets that exceed this level are discarded
when this feature is enabled. The range is 0 to 33,554,431
packets. The default is 33,554,431 packets.

6. Click Apply.

7. Click SAVE to save your changes to the startup configuration file.
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Setting Port Statistics

This chapter describes how to display and clear port statistics. Within the
AlliedWare Plus™ software, you can display and clear transmit, receive,
and interface port statistics.

This chapter contains the following topics:

0 “Displaying Port Statistics” on page 76

0 “Clearing Port Statistics” on page 82

O “Reloading Statistics” on page 83

For additional information about port statistics, see the following chapters
in the AT-FS970M Series Version 2.3.1.0 Management Software
Command Line Interface User’s Guide:

O Port Parameters

O Port Parameter Commands
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Displaying Port Statistics

Displaying
Transmit and

You can display several types of port statistics. See the following sections:

Q aaaa

Receive Port 4
Statistics

“Displaying Transmit and Receive Port Statistics” on page 76
“Displaying Receive Statistics” on page 77
“Displaying Transmit Statistics” on page 79
“Displaying Interface Statistics” on page 80

Hover the cursor over the Switching tab.

The Switching tab is displayed. See Figure 24 on page 65.

From the Switching tab, hover over Port.

Move the cursor to the right and select Statistics.

The Port Statistics page is displayed with the Tx + Rx tab automatically
selected. See Figure 29.

To display the transmit and receive statistics for all of the switch ports, do
the following:

76

65-127 Byte
Frames

0
0
63318

Port Statistics
| Interface | 0-64 Byte Frames
Clear port1.0.1 0
Clear port1.0.2 o
Clear port1.0.3 122002
Clear port.0.4 0
Clear port1.0.5 0
Clear port1.0.6 0
Clear port1.0.7 0
Clear port1.0.8 o
Clear port1.0.9 0
Clear port1.0.10 0
Clear port1.0.11 0
Clear port.0.12 0

=T = N A ==~

256-511 Byte 512-1023 Byte

128-255 Byte
Frames Frames Frames
0 0

o 0
101255 9167

o o

0 0

o o

0 0

o 0

a 0

o o

0 0

o o

Figure 29. Port Statistics Page with Tx + Rx Tab
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Frames
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The following fields are displayed:

O Interface— Port ID.

O 0-64 Byte Frames— Number of frames transmitted by the port that
contains O to 64 bytes.

0 65-127 Byte Frames— Number of frames transmitted by the port
that contains 65 to 127 bytes.

O 128-255 Byte Frames— Number of frames transmitted by the port
that contains 128 to 255 bytes.

O 256-511 Byte Frames— Number of frames transmitted by the port
that contains 256 to 511 bytes.

O 512-1023 Byte Frames— Number of frames transmitted by the
port that contains 512 to 1023 bytes.

O 1024-1518 Byte Frames— Number of frames transmitted by the
port that contains 1024 to 1518 bytes.

O 1519-1522 Byte Frames— Number of frames transmitted by the
port that contains 1519 to 1522 bytes.

Displaying To display the statistics on the Receive Statistics tab, do the following:

Receive Statistics

1.

Hover the cursor over the Switching tab.

The Switching tab is displayed. See Figure 24 on page 65.
From the Switching tab, hover over Port.

Move the cursor to the right and select Statistics.

The Port Statistics page with the Tx + Rx tab selected is displayed.
See Figure 29 on page 76.

Click on the Receive Tab.

The Port Statistics with the Receive tab selected is displayed. See
Figure 30 on page 78.
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Total CRC

Interface | Total Bytes

port1.0.1
port1.0.2
port1.0.3
port1.0.4
port1.0.5
port1.0.6
port1.0.7
port1.0.8

46184465
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0
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303257
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.
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0 0 0 0 0 0 ] 0 0
0 0 0 0 0 0 0 o 0
0 130005 170792 0 ] 0 ] ] 0
o 0 0 0 ] 0 a ] 0
] 0 0 0 0 0 0 0 0
0 1] 0 1] 0 o 0 o 1]
0 0 0 0 0 0 0 0 0
o 1] o 1] 0 o ] 0 0 e

Figure 30. Port Statistics with the Receive Tab

The following fields are displayed:

a a a

a a

Interface— Port ID.
Total Bytes— Number of received bytes.
Total Frames— Number of received frames.

Total Error Frames— Total number of received frames with
errors.

Multicast Frames— Number of received multicast frames.
Broadcast Frames— Number of received broadcast frames.

CRC Error Frames— Number of frames with a cyclic redundancy
check (CRC) error, but with the proper length (64 -1518 bytes)
received by the port.

FCS Error Frames— Number of ingress frames that had frame
check sequence (FCS) errors.

Pause Frames— Number of received flow-control pause frames.

Oversized Frames— Number of received frames that exceeded
the maximum size as specified by IEEE 802.3 (1518 bytes,
including the CRC).

Fragmented Frames— Number of received fragmented frames.

Jabber Frames— Number of occurrences of corrupted data or
useless signals the port has encountered.

Note
The following fields are not displayed in Figure 30.
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O Undersize Frames— Number of received frames that were less
than the minimum length as specified by IEEE 802.3 (64 bytes,
including the CRC).

O Dropped Frames— Number of frames successfully received and
buffered by the port, but discarded and not forwarded.

O MTU Exceed Discarded Frames— Number of received frames
with an MTU that exceeds the MTU of the switch. These frames
are discarded.

O MAC Error Frames— Number of Receive Error events seen by
the receive side of the MAC.

Displaying To display the statistics on the Transmit Statistics tab, do the following:
Transmit

.. Hover the cursor over the Switching tab.
Statistics

The Switching tab is displayed. See Figure 24 on page 65.
2. From the Switching tab, hover over Port.
3. Move the cursor to the right and select Statistics.

The Port Statistics page with the Tx + Rx tab selected is displayed.
See Figure 29 on page 76.

4. Click the Transmit tab.

The Port Statistics with the Transmit tab selected is displayed. See
Figure 31.

Port Statistics
Total Total Error | Multicast | Broadcast | F2us® single Multi Late Exce
SRS IR Frames Frames Frames Frames ;:::;1&5 LEEGE] Collision Collision Collision Colli

Clear port1.0.1 | 0 0 0 0 0 0 0 0 0 0 o
Clear port1.0.2 0 0 0 0 0 0 o 0 0 0 1]
Clear port1.0.3 | 1523823 10602 0 S042 0 0 0 0 0 0 o
Clear port1.0.4 0 o 0 o 0 0 o 0 0 0 i}
Clear port1.0.5 |0 0 0 0 0 ] 0 0 ] ] 0
Clear port1.06 0 0 0 0 0 0 0 0 0 0 i}
Clear port1.0.7 | 0 0 0 0 0 0 0 0 0 0 o
Clear port1.0.8 0 0 0 0 0 0 o 0 0 0 1]
Clear port1.0.9 0 0 0 0 0 0 0 0 0 0 0 =
Clear port1.0.10 0 0 0 0 0 0 0 0 0 o i}

Figure 31. Port Statistics with the Transmit Tab

The following fields are displayed:

O Interface— Port ID.
0 Total Bytes— Number of transmitted bytes.
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Displaying
Interface
Statistics

O Total Frames— Number of transmitted frames.

O Total Error Frames— Number of transmitted frames with errors.

O Multicast Frames— Number of transmitted multicast frames.

O Broadcast Frames— Number of transmitted broadcast frames.

O Pause Frames Sent— Number of transmitted flow-control pause
frames.

0 Deferred— Number of egress frames that the port could not

immediately transmit.

O Single Collision— Number of frames that were transmitted after
at least one collision.

Multi Collision— Number of frames that were transmitted after
more than one collision.

a

Late Collision— Number of late collisions.
Excessive Collision— Number of excessive collisions.

Total Collision Frames— Total number of collisions on the port.

Q aaa

MAC Error Frames— Number of frames not transmitted correctly
or dropped due to an internal MAC transmit error.

To display the interface statistics, do the following:

Hover the cursor over the Switching tab.

The Switching tab is displayed. See Figure 24 on page 65.
2. From the Switching tab, hover over Port.
3. Move the cursor to the right and select Statistics.

The Port Statistics page with the Tx + Rx tab selected is displayed.
See Figure 29 on page 76.

4. Click the Interface tab.

The Port Statistics Page with the Interface tab selected is displayed.
See Figure 32 on page 81.
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Port Statistics
| Interface | Reload Page
Interface g::k':f:’t ﬁ:g::;:“’ g;':‘:t:‘“e' Etor Tx Unicast Packets | Tx Discard Packets | TX Error Packets =
Clear portd.0.1 0 0 0 0 0 0
Clear port1.0.2 0 0 0 0 0 0
Clear port1.0.3 2500 189566 0 1560 0 0
Clear port1.0.4 0 0 0 0 0 0
Clear port1.0.5 0 0 0 0 0 0
Clear port1.0.6 0 0 0 0 0 0
Clear port1.0.7 0 0 0 0 0 0
Clear port1.0.8 0 0 0 0 0 0
Clear port1.0.9 0 0 0 0 0 0
Clear port1.0.10 0 0 0 ] 0 0 =

Figure 32. Port Statistics Page with Interface Tab

The following fields are displayed:

O Interface— Port ID.
0 Rx Unicast Packets— Number of ingress unicast packets.

0 Rx Discard Packets— Number of ingress packets that were
discarded prior to transmission because of an error.

O RxIP Header Error Packets— Number of ingress packets that
were discarded because of an IP Header error.

0 Tx Unicast Packets— Number of egress unicast packets.

O Tx Discard Packets— Number of egress packets that were
discarded prior to transmission because of an error.

0 Tx Error Packets— Number of egress error packets.
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Clearing Port Statistics

To clear the statistics for a port, do the following:
1. Hover the cursor over the Switching tab.
The Switching tab is displayed. See Figure 24 on page 65.
2. From the Switching tab, hover over Port.
3. Move the cursor to the right and select Statistics.

The Port Statistics Page with Tx + Rx tab selected is displayed. See
Figure 29 on page 76.

4. Select the desired Port Statistics tab. Choose from the following:

Tx+Rx— Transmit and receive statistics.
Receive— Receive statistics.

m]
m]
O Transmit— Transmit statistics.
m]

Interface— Interface statistics.

5. Click Clear on the port that you want to clear.
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Reloading Statistics

Port statistics are constantly counting, and the values are changing so that
the data displayed in the Port Statistics pages are not the most recent. To
display the latest data possible, click on the Reload Page button on a Port
Statistics page.

Figure 33 shows the Reload Page button on the Port Statistics page as an
example.

|
Port Statistics

|

Total
Error
Frames

CRC
Error
Frames

Undersize
Frames

Jabber
Frames

FC5 Error
Frames

Oversized
Frames

Pause
Frames

Broadcast
Frames

Fragmented
Frames

Multicast
Frames

0 0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 o 0

0 130005 170752 0 0 0 0 0 0 0

Figure 33. Port Statistics Page with the Reload Page Button
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Chapter 6

Port Mirroring

The port mirror is a management tool that allows you to monitor the traffic
on one or more ports on the switch. It works by copying the traffic from
source ports to a destination port where the traffic can be monitored with a
network analyzer. The port mirror can be used to troubleshoot network
problems or to investigate possible unauthorized network access. The
performance and speed of the switch is not affected by the port mirroring
feature.

This chapter provides a brief description of the port mirroring feature and
explains how to display and set port mirroring. See the following sections:
“Overview” on page 86

“Displaying Port Mirroring Settings” on page 87

“Assigning a Destination Port” on page 88
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“Specifying Direction Type” on page 89

0 “Deleting Port Mirroring Settings” on page 91

For more information about port mirroring, see the following chapters in the
AT-FS970M Series Version 2.3.1.0 Management Soffware Command Line
Interface User’s Guide:

a Port Mirror

0 Port Mirror Commands
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To use the port mirroring feature, you must designate one or more source
ports and one destination port. The source ports are the ports whose
packets are mirrored and monitored. The destination port is the port where
the packets from the source ports are copied and where the network
analyzer is connected. There can be only one destination port on the
switch.

Here are guidelines for setting the port mirroring feature:

d Port mirroring can have one destination port.

d Port mirroring can have more than one source port. This allows you to
monitor the traffic on multiple ports at the same time. For example, you
might monitor the traffic on all the ports of a particular VLAN.

O You can select whether to mirror the receive traffic, the transmit traffic,
or both, on the source ports.

O The destination port must not be a member of a static port trunk or an
LACP trunk.
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Displaying Port Mirroring Settings

To display the port mirroring assignments for all of the switch ports, do the
following:

1.

Hover the cursor over the Switching tab.

The Switching tab is displayed. See Figure 24 on page 65.

From the Switching tab, hover over Port.

The Port tab is displayed.

From the Port tab, move the cursor to the right and select Mirroring.

The Port Mirroring List page is displayed. See Figure 34.

Port Mirroring List

Destination Port:  MNone = | Apply

Interface Mirror Transmit Mirror Receive
Edit port1.0.1 b4 b 4
Edit port1.0.2 o ®
Edit port1.0.3 b 4 b 4
Edit port1.0.4 b4 ®
Edit port1.0.5 b4 b 4
Edit port1.0.6 o ¥

Figure 34. Port Mirroring List Page

The following fields are displayed:

O Destination Port— Use the pull-down menu to select the port
where the packets from the source ports are copied and where the
network analyzer is connected. You can assign only one
destination port to the switch.

O Interface— Port ID.

O Mirror Transmit— Source port whose transmitted (egress)
packets are mirrored and monitored. In this case, transmit is the
specified direction in which the packets are mirrored. There can be
multiple source ports on the switch.

O Mirror Receive— Source port whose received (ingress) packets
are mirrored and monitored. In this case, receive is the specified
direction in which the packets are mirrored. There can be multiple
source ports on the switch.
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The destination port is the source port where the packets are copied. You
can only assign one destination port to the switch.

To assign a destination port, do the following:

1.

Hover the cursor over the Switching tab.

The Switching tab is displayed. See Figure 24 on page 65.
From the Switching tab, hover over Port.

The Port tab is displayed.

From the Port tab, move the cursor to the right and select Mirroring
from the drop-down menu.

The Port Mirroring List page is displayed. See Figure 34 on page 87.

Select the pull-down menu next to the Destination Port field at the top
of the page.

Click on the port that you want to designate as the destination port.
You can only assign one destination port to a switch.
Click Apply.

The Edit option is removed from the port. This indicates the
destination port for the switch.

Click SAVE to save your changes to the startup configuration file.
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Specifying Direction Type

To specify source ports and type of packet direction, do the following:
1. Hover the cursor over the Switching tab.

The Switching tab is displayed. See Figure 24 on page 65.
2. From the Switching tab, hover over Port.

The Port tab is displayed.

3. From the Port tab, move the cursor to the right and select Mirroring
from the drop-down menu.

The Port Mirroring List page is displayed. See Figure 34 on page 87.

4. Click Edit next to the port that you want to specify as a source port for
mirroring.

The Modify Port Mirroring Page is displayed. See Figure 35.

Maodify Port Mirroring

e T e B e

s Transmit: Specifies the
portis atransmitting, or
egress, source port.

Interface port1.0.4 ‘ ‘

portis a receiving, or

» Receive: Specifies the
rhi—l ingress, source port.

Mirror |

s Both: Specifies the port

is both a transmitting
and a receiving source
port. By default, there is

P PR nn tAaccinnn A

Figure 35. Modify Port Mirroring Page
5. Select the type of mirroring for the port. The options are:

O Transmit— Egress traffic on this port to be copied to the
destination port.

O Receive— Ingress traffic on this port to be copied to the
destination port.

0 Both— Both the egress and ingress traffic on this port to be copied
to the destination port.

By default, there is no port assigned to port mirroring.
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6. Click Apply.

7. Click SAVE to save your changes to the startup configuration file.
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Deleting Port Mirroring Settings

To delete the existing port mirroring settings, assign the port to “None” by
doing the following:

1. Display the port mirroring assignments. See “Displaying Port Mirroring
Settings” on page 87.

The Port Mirroring List page is displayed. See Figure 34 on page 87.

2. Select the pull-down menu next to the Destination Port field at the top
of the page.

3. Click on “None.”
4. Click Apply.

5. Click SAVE to save your changes to the startup configuration file.
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Chapter 7
Spanning Tree Protocol on a Port

The Spanning Tree Protocol (STP) and Rapid Spanning Tree Protocol
(RSTP) guard against the formation of loops in an Ethernet network
topology. A topology has a loop when two or more nodes can transmit
packets to each other over more than one data path. Packets can become
caught in repeating cycles, referred to as broadcast storms, that
needlessly consume network bandwidth and that can significantly reduce
network performance.

This chapter provides a brief description of the spanning tree protocols and
explains how to set spanning tree on a port. See the following sections:

O “Overview” on page 94

0 “Displaying Port Spanning Tree Protocol Settings” on page 95

0 “Modifying Port Spanning Tree Protocol Settings” on page 97

Note

For information about how to set a spanning tree protocol for the
switch, see Chapter 12, “Spanning Tree Protocols on the Switch” on
page 143.

For more information about the spanning tree protocols, see the following
chapters in the AT-FS970M Series Version 2.3.1.0 Management Software
Command Line Interface User’s Guide:

Spanning Tree and Rapid Spanning Tree Protocols

Spanning Tree Protocol (STP)

STP Commands

Rapid Spanning Tree Protocol (RSTP)

RSTP Commands

Q aaaa
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STP and RSTP prevent loops from forming by ensuring that only one path
is available at a time between the switches in your network. Where
multiple paths exist, these spanning tree protocols place the extra paths in
a standby or blocking mode. In addition, these protocols can activate
redundant paths if primary paths go down. These protocols guard against
multiple links between segments and the risk of broadcast storms as well
as maintain network connectivity by activating backup redundant paths.

One of the primary differences between the STP and RTP protocols is in
the time each takes to complete the process referred to as convergence.
When a change is made to the network topology, such as the addition of a
new bridge, a spanning tree protocol determines whether there are
redundant paths that must be blocked to prevent data loops, or activated
to maintain communications between the various network segments. This
is the process of convergence.

With STP, convergence can take up to a minute to complete in a large
network. This can result in the loss of communication between various
parts of the network during the convergence process, and the subsequent
lost of data packets. RSTP is much faster than STP. It can complete a
convergence in seconds, and so greatly diminish the possible impact the
process can have on your network.

Only one spanning tree can be active on the switch at a time. The default
setting is RSTP.
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Displaying Port Spanning Tree Protocol Settings

To display the Spanning Tree Protocol settings for all of the switch ports,
do the following:

1. Hover the cursor over the Switching tab.
The Switching tab is displayed. See Figure 24 on page 65.
2. From the Switching tab, hover over Port.

3. Move the cursor to the right and select Spanning Tree.

The Port Spanning Tree Settings page is displayed. See Figure 36.

Port Spanning Tree Settings
Interface il Priority Version Portfast Link Type Loop Guard | Root Guard
Path Cost
Edit port1.0.1 0 128 RSTP No AUTO No No
Edit port1.0.2 o 128 RSTP No AUTO No No
Edit port1.0.3 0 128 RSTP No AUTO No No
Edit port1.0.4 o 128 RSTP No AUTO No No
Edit port1.0.5 0 128 RSTP No AUTO No No
Edit port1.0.6 o 128 RSTP No AUTO No No
Edit port1.0.7 0 128 RSTP No AUTO No No
Edit port1.0.8 o 128 RSTP No AUTO No No
Edit port1.0.8 0 128 RSTP No AUTO No No
Edit port1.0.10 o 128 RSTP No AUTO No No

Figure 36. Port Spanning Tree Settings Page

The following fields are displayed:

O Interface— Port ID.

0 Configured Path Cost— Cost of a port to the root bridge. This
cost is combined with the costs of the other ports in the path to the
root bridge to determine the total path cost. The lower the numeric
value, the higher the priority of the path. The range is 1 to
200,000,000.

d Priority— Port priority number for the switch. The device with the
lowest priority number in the spanning tree domain becomes the
root bridge. If two or more devices have the same priority value,
the device with the numerically lowest MAC address becomes the
root bridge.
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Version— Spanning Tree Protocol version: STP, RSTP, or MSTP.
The default setting is RSTP.

Portfast— Indicates if the port is designated as an edge port. If a
port on the switch is not connected to a switch or a network that is
running the spanning tree protocol, you can designate it as an
edge port. A port that is designated as an edge port transitions
from the blocking to forwarding state immediately to minimize the
time that the port must wait for spanning tree to converge.

If an edge port starts to receive BPDUSs, the spanning tree protocol
no longer considers the port as an edge port.

Link Type— Indicates one of the following:

Shared: The shared link type disables rapid transition of the
port to the forwarding state during the convergence process.
You may want to set Link Type to Shared when the port is
connected to a hub with multiple switches connected to it.

PTP: The point-to-point link type allows for rapid transition of
the port to the forwarding state during the convergence
process.

AUTO: The switch automatically determines the link type of the
port.

Loop Guard— Indicates the BPDU loop-guard feature on the port
is enabled (Yes) or disabled (No). If a port that has this feature
activated stops receiving BPDU packets, the switch automatically
disables it. A port that has been disabled by the feature remains in
that state until it begins to receive BPDU packets again or the
switch is reset.

This feature is supported in RSTP and not supported on edge
ports. The default setting for BPDU loop-guard on a port is
disabled.

Root Guard— Indicates if the Root Guard feature is enabled or
disabled.
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Modifying Port Spanning Tree Protocol Settings

To modify port settings for Spanning Tree Protocol, do the following:
1. Hover the cursor over the Switching tab.
The Switching tab is displayed. See Figure 24 on page 65.
2. From the Switching tab, hover over Port.
3. Move the cursor to the right and select Spanning Tree.
The Port Spanning Tree page is displayed. See Figure 36 on page 95.
4. Click Edit on the port that you want to change.

The Modify Port Spanning Tree Settings page is displayed. See
Figure 37.

Modify Port Spanning Tree Settings

HELP r
interface port1.0.3 Interface— Indicates the port ;

number.
Version RSTP

Version— Indicates the Spanning
Configured Path Cost |D | Tree Frotocol version. The default
{1-200000000) is RSTP.

Configured Path Cost
Priority (0-15) (Actual |8 | (1-200000000)— Use this field to

specify the cost of a port to the root
pridge. This costis combined with
the costs of the other ports in the

value is multiple of 16)

- path to the root bridge, to
Portfast | Disabled El determine the total path cost The
. lower the numericvalue, the higher
Link Type |AUTO El the priority of the path. The range is  ~
Loop Guard |Disab|ed El
Root Guard | Disabled [~]

Figure 37. Modify Port Spanning Tree Settings Page
5. Change the following settings as needed:

0 Interface— Indicates the port ID.
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Version— Indicates the Spanning Tree Protocol version. The
default setting is RSTP.

Configured Path Cost— Enter the cost of the port to the root
bridge. This cost is combined with the costs of the other ports in
the path to the root bridge to determine the total path cost. The
lower the numeric value, the higher the priority of the path. The
range is 1 to 200,000,000. The default value is O.

Priority (0-15)— Enter the priority value of the port. You can
influence which port is elected for a specific port role.

For example, when the switch has the two ports with the same
path cost, and the path cost is the lowest on the switch, it uses the
port priority value to determine which port is the root port.

If both priority values of these two ports are the same, the switch
elects a port with the lower port ID.

The range of the priority value is 0 to 240, in increments of 16, for a
total of 16 increments. See Table 1. Specify the increment of the
desired value. The default port priority is 128 (increment 8).

Table 1. STP Port Priority Value Increments

Increment I?or_t Increment I?or_t
Priority Priority
0 0 8 128
1 16 9 144
2 32 10 160
3 48 11 176
4 64 12 192
5 80 13 208
6 96 14 224
7 112 15 240

PortFast— Select “Enabled” to assign the port as an edge port, or
“Disabled” to assign the port as an non-edge port. Assign the port
as an edge port if the port is not connected to spanning tree
devices or to LANs that have spanning tree devices. An edge port
transitions from the blocking to forwarding state immediately so
that the host connected to the edge port can connect to the
network immediately, rather than waiting for spanning tree to
converge.

When an edge port starts to receive BPDUs, the switch no longer
considers the port as an edge port.
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O Link Type— Choose from the following settings:

AUTO: The switch determines the link type of the port is either
PTP or Shared. If a port is set to full-duplex mode, the link type
is point-to-point. If a port is set to half-duplex mode, the link
type is shared.

PTP: Allows the port rapid transition to the forwarding state
during the convergence process of the spanning tree domain.

Shared: Disables rapid transition. You may want to set the link
type to shared if the port is connected to a hub with multiple
switches connected to it.

0 Loop Guard— Enable or disable the BPDU loop-guard feature on
the port. If a port with the loop guard activated stops receiving
BPDU packets, the switch automatically shut down the port. A port
that is disabled by the feature remains in that state until it begins to
receive BPDU packets again or the switch is reset. The default
setting for BPDU loop-guard on the ports is disabled.

O Root Guard— Enable or disable the Root Guard feature.
6. Click Apply.

7. Click SAVE to save your changes to the startup configuration file.
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Chapter 8

Setting the MAC Address

The procedures in this chapter describe how to display the MAC address
table that resides on the switch, as well as how to add a unicast or
multicast MAC addresses to the table. Procedures to modify and delete
MAC addresses within the table are also included in this chapter.

See the following sections:

“Displaying the Unicast MAC Addresses” on page 102
“Displaying the Multicast MAC Addresses” on page 104
“Assigning a Unicast MAC Address” on page 105
“Assigning a Multicast MAC Address” on page 107

o aaa

“Deleting a Unicast MAC Address” on page 109
O “Deleting a Multicast MAC Address” on page 110

For more information about MAC addresses, see the following chapters in
the AT-FS970M Series Version 2.3.1.0 Management Software Command
Line Interface User’s Guide:

O MAC Address Table
O MAC Address Table Commands
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Displaying the Unicast MAC Addresses

To display the unicast MAC addresses, do the following:
1. Hover the cursor over the Switching Tab.

The Switching Tab is displayed. See Figure 38.

Switching a ACLs & QoS

Port
Unicast

Link Aggregation Multicast

VLANs

Spanning Tree

IGMP

PoE

Figure 38. Switching Tab

2. Hover over Mac Table and then move the cursor to the right to select
Unicast.

The Unicast MACs page is displayed. See Figure 39.

Unicast MACs

Number of Unicast MACs: 1 Add
Clear Static

Clear Dynamic

MAC Address Type

Delete 0030.83436 Tche dynamic

Figure 39. Unicast MACs Page
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The following fields are displayed:

)

m

MAC Address— Dynamic and static unicast MAC addresses
learned on or assigned to the port.

Vian— ID number of the VLAN that the node designated by the
MAC address belongs to. The default VLAN is Vlan1.

Interface— Port number where the address was learned on or
assigned to.

Type— Type of MAC address entry, static or dynamic.
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Displaying the Multicast MAC Addresses

To display the multicast MAC addresses, do the following:
1. Hover the cursor over the Switching tab.
The Switching Tab is displayed. See Figure 38 on page 102.

2. Hover over Mac Table and then move the cursor to the right to select
Multicast.

The Multicast MACs Page is displayed. See Figure 40.

Multicast MACs

Number of Multicast MACs: 0 Add
Clear Static

Clear Dynamic

MAC Address Interface

Figure 40. Multicast MACs Page

The following fields are displayed:

0 MAC Address— Dynamic or static unicast MAC address learned
on or assigned to the port.

O Vlan— ID number of the VLAN where the multicast application and
the host nodes are members. The default VLAN is Vlan1.

0 Interface— Port where the address was learned or assigned.
0 Type— Type of MAC address entry: static or dynamic.
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Assigning a Unicast MAC Address

To assign a unicast MAC address to the MAC address table, do the
following:

1. Hover the cursor over the Switching tab.
The Switching tab is displayed. See Figure 24 on page 65.

2. Hover over Mac Table and then move the cursor to the right to select
Unicast.

The Unicast MACs page is displayed. See Figure 39 on page 102.
3. Click Add.

The Unicast MAC Page is displayed. See Figure 41.

Unicast Mac Address

»

HELP b
Mac Address MAC Address— Enter a unicast

MAC address. Use the following | =
Port Number [1.01 [ format; 10000000
VLAN |VLAN'I |E| Port Number— Select a port

number from the pull-down i
Action | forward [~] menu.

Specify the port that the unicast
Mac address is assigned to.

VLAN— Select a VLAN with the
pull-down menu. Specify the
YLAM ID where the portis a

Add member. -

Figure 41. Unicast MAC Address Page
4. To add a new unicast MAC address, do the following:

0 MAC Address— Enter a unicast MAC address. Use the following
format:

XXIXXIXXIXXIXXIXX OF XXXX . XXX X XXXX

O Port Number— Select the port number to which the end node of
the MAC address is connected.

O VLAN— Select a VLAN where the port is a member.
0 Action— Select one of the following options:
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Forward: Specifies the port to forward packets that have the
designated source MAC address.

Discard: Specifies the port to discard packets that have the
designated source MAC address.

5. Click Add.

6. Click SAVE to save your changes to the startup configuration file.
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Assigning a Multicast MAC Address

Multicast Mac Address

To assign a multicast MAC address to the MAC address table, do the
following:

1. Hover the cursor over the Switching tab.
The Switching tab is displayed. See Figure 24 on page 65.

2. Hover over Mac Table and then move the cursor to the right to select
Multicast.

The Multicast MACs page is displayed. See Figure 40 on page 104.
3. Click Add.

The Multicast MAC Address page is displayed. See Figure 42.

Mac Address

Port List

Vlan

Action

HELP

MAC Address— Indicates the

dynamic or static multicast MAC
address learned on or assigned

to the port.

Port List— Selects a port listwith

the Port List pull-down menu. For

a multicast address, you can
assign more than one port
number. Enter multiple ports
separated by commas. Or, enter
arange of ports separated by a
dash.

Figure 42. Multicast MAC Address Page
4. To add a new multicast MAC address, do the following:

O MAC Address— Enter a multicast MAC address. Use the
following format:

XXIXXIXXIXXIXXIXX O XXXX L XXXX . XXXX

O Port Number— Select the port number to which the end node of
the MAC address is connected.

O Vlan— Select a VLAN where the port is a member.
O Action— Select one of the following options:
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Forward: Specifies the port to forward packets that have the
designated source MAC address.

Discard: Specifies the port to discard packets that have the
designated source MAC address.

5. Click Add.

6. Click SAVE to save your changes to the startup configuration file.
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Deleting a Unicast MAC Address

To delete a unicast address or clear all static or dynamic unicast
addresses, do the following:

1.

Hover the cursor over the Switching tab.
The Switching tab is displayed. See Figure 38 on page 102.

Hover over Mac Table and then move the cursor to the right to select
Unicast.

The Unicast MACs page is displayed. See Figure 39 on page 102.
Do one of the following:
O To clear all of the static unicast addresses in the MAC address

table, click Clear Static.

O To clear the dynamic unicast addresses in the MAC address table,
click Clear Dynamic.

O To delete a specific MAC address, click Delete next to the MAC
address that you want to delete.
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Deleting a Multicast MAC Address

To delete a multicast address or clear all static or dynamic multicast
addresses, do the following:

1. Hover the cursor over the Switching Tab.
The Switching Tab is displayed. See Figure 38 on page 102.

2. Hover over Mac Table and then move the cursor to the right to select
Multicast.

The Multicast MACs page is displayed. See Figure 40 on page 104.
3. Do one of the following:
O To clear all of the static multicast addresses in the MAC address

table, click Clear Static.

O To clear all of the dynamic multicast addresses in the MAC
address table, click Clear Dynamic.

O To delete a specific MAC address, click Delete next to the MAC
address that you want to delete.
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Chapter 9

Link Aggregation Control Protocol
(LACP)

LACP is used to increase the bandwidth between the switch and other
LACP compatible devices by grouping ports together to form single virtual
links.

This chapter provides a brief description of LACP and explains how to
display and set LACP. See the following sections:

“Overview” on page 112

“Displaying LACP Trunks” on page 113

“Adding an LACP Trunk” on page 115

“Modifying an LACP Trunk” on page 117

3 “Deleting an LACP Trunk” on page 119

Q aaa

For more information about LACP trunks, see the following chapters in the
AT-FS970M Series Version 2.3.1.0 Management Soffware Command Line
Interface User’s Guide:

0 Link Aggregation Control Protocol (LACP)
0 LACP Commands
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Overview

112

LACP trunks are similar in function to static port trunks, but they are more
flexible. The implementations of static trunks tend to be vendor-specific
and may not always be compatible. In contrast, the implementation of
LACP in the switch is compliant with the IEEE 802.3ad standard. It is
interoperable with equipment from other vendors that also comply with the
standard. This makes it possible to create LACP trunks between the
switch and network devices from other manufacturers.

The main component of an LACP trunk is an aggregator. An aggregator is
a group of ports on the switch. The ports of an aggregator are further
grouped into a trunk, referred to as an aggregate trunk. An aggregator
can have only one trunk. You have to create a separate aggregator for
each trunk on the switch.

An aggregate trunk can consist of any number of ports on the switch, but
only a maximum of eight ports can be active at a time. If an aggregate
trunk contains more ports than can be active at one time, the extra ports
are placed in standby mode. Ports in standby mode do not pass network
traffic, but they do transmit and accept LACP data unit (LACPDU) packets,
which the switch uses to search for LACP compliant devices.
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Displaying LACP Trunks

To display the LACP trunk assignments for all of the switch ports, do the
following:

1.

Hover the cursor over the Switching tab.

The Switching tab is displayed. See Figure 24 on page 65.

2. From the Switching tab, hover over Link Aggregation.

For an example of the Link Aggregation menu, see Figure 43.

Switching ayer 3 ACLs & QoS

Port

Mac Table

VLANs
Spanning Tree
IGMP

]

Figure 43. Switching Tab with Link Aggregation Selected

3. Move the cursor to the right and select LACP.

LACP Trunks

The LACP Trunks page is displayed. See Figure 44.

Aggregator ID Load Balance Method Member Port(s)

Src MAC 138

Figure 44. LACP Trunks Page

4. The following fields are displayed:

0 Aggregator ID— ID assigned by the user to the aggregator. It can
be any number between 1-32.
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O Load Balance Method— Load distribution methods of the
aggregators. An aggregator can have only one load distribution
method. The load distribution method determines the manner in
which the switch distributes the egress packets among the active
ports of an aggregator. The packets can be distributed by source
MAC or IP address, destination MAC or IP address, or by both
source and destination addresses.

O Member Port(s)— Member ports of the aggregator.
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Adding an LACP Trunk

To create an LACP trunk, do the following:
1. Hover the cursor over the Switching tab.

The Switching tab is displayed. See Figure 24 on page 65.
2. From the Switching tab, hover over Link Aggregation.

For an example of the Link Aggregation selection, see Figure 43 on
page 113.

3. Move the cursor to the right and select LACP.
The LACP Trunks page is displayed. See Figure 44 on page 113.
4. From the LACP Trunks page, click Add.

The Add LACP Trunk page is displayed. See Figure 45.

Add LACP Trunk

HELFP

Aggregator ID |
(1-22)

Aggregator ID— Enter an
aggregator ID number. The number
must be the base port number (or
Load Balance Method |Src-Dst MAC lowest port number) of an
aggregator. For instance, an
aggregator of ports 15,16 and 17 is
assigned the |D number 15.

Default: Sro-Des Mac

Device ID 1

Load Balance Method— Select the
s [7 ] o [0 [[r3]]15]] 17 [0 2] 23 || 25 load balance mefhod ofhe
aggregators from the pull-down
menu. Choose from the following:
s |8 o]l 12 1a [ 16 | 18 [20]l 22  2a ][2s] S WAc: Spotis surce
MAC address as the load
distribution method.
dd

- Puné BAA M Comnifinn

Figure 45. Add LACP Trunk Page

115



Chapter 9: Link Aggregation Control Protocol (LACP)

116

Enter an aggregator ID number in the Aggregator ID field. The
number can be from 1-32.

Select the Load Balance Method. Choose from the following:

a
a

Src MAC— Source MAC address as the load distribution method.

Dst MAC— Destination MAC address as the load distribution
method.

Src-Dst MAC— Source address and destination MAC address as
the load distribution method.

Src IP— Source IP address as the load distribution method.
Dst IP— Destination IP address as the load distribution method.

Src-Dst IP— Source IP address and destination IP address as the
load distribution method.

Click a port number to add to the aggregator. A green check mark
indicates a port has been selected. You can select multiple ports.

To deselect a port, click the box that indicates the port number.

Click Add.

A confirmation message is displayed.

Click SAVE to save your changes to the startup configuration file.
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Modifying an LACP Trunk

To modify the LACP Trunk settings, see the following procedure:
1. Hover the cursor over the Switching tab.

The Switching tab is displayed. See Figure 24 on page 65.
2. From the Switching tab, hover over Link Aggregation.

For an example of the Link Aggregation selection, see Figure 43 on
page 113.

3. Move the cursor to the right and select LACP.
The LACP Trunks page is displayed. See Figure 44 on page 113.

4. From the LACP Trunks page, click Edit next to the Aggregator ID that
you want to change.

The Modify LACP Trunk page is displayed. See Figure 46.

Modify LACP Trunk

HELP
Aggregator 1D pot
Aggregator ID— Click on the port
numbers you want to attach to the
Load Balance Method | Src-Dst MAC e e e
- trunk, the software appends the port
Device ID 1 numbers with an “po” prefix. For

example, the aggregator ID of “po1”
1 sl s |7l e Jla1f1alias 17 flas] 21 23]l 25 can be a tunk i ports 2.3.4
@ assigned to the trunk.
Load Balance Method— Indicates
n n n “ m m m m m m m m the load distribution methods of the
@ aggregators. An aggregator can
have only one load distribution
method. The load distribution

method determines the manner in
Apply which the switch distributes the v

egress packets among the active

Figure 46. Modify LACP Trunk Page
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5. Select the Load Balance Method. Choose from the following:

Src MAC— Source MAC address as the load distribution method.
Dst MAC— Destination MAC address.

Src-Dst MAC— Source address/destination MAC address.

Src IP— Source IP address.

Dst IP— Destination IP address.

g aoaaaa

Src-Dst IP— Source address/destination IP address.

6. Add or remove the member ports of the aggregator by clicking on the
ports.

A check mark indicates the port has been selected.
7. Click Apply.
A confirmation message is displayed.

8. Click SAVE to save your changes to the startup configuration file.

118



AT-FS970M Series Version 2.3.1.0 Web Interface User’s Guide

Deleting an LACP Trunk

To delete an LACP trunk, do the following:

1.

Hover the cursor over the Switching tab.
The Switching tab is displayed. See Figure 24 on page 65.
From the Switching tab, hover over Link Aggregation.

For an example of the Link Aggregation selection, see Figure 43 on
page 113.

Move the cursor to the right and select LACP.
The LACP Trunks page is displayed. See Figure 44 on page 113.

From the LACP Trunks page, click Delete next to the Aggregator ID
that you want to delete.

Click SAVE to save your changes to the startup configuration file.
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Chapter 10

Setting Static Port Trunks

Static port trunks are groups of two to eight ports that act as single virtual
links between the switch and other network devices. This chapter
describes how to display, create, and modify static trunks. See the
following sections:

ad “Overview” on page 122

0 “Displaying Static Trunk Settings” on page 123

O “Adding Static Trunks” on page 125

O “Modifying the Static Trunk Settings” on page 127

O “Deleting Static Trunks” on page 129

For additional guidelines and information regarding static port trunks, see
the following chapters in the AT-FS970M Series Version 2.3.1.0
Management Software Command Line Interface User’s Guide:

0 Static Port Trunks

0 Static Port Trunk Commands
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Overview
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Static port trunks are commonly used to improve network performance by
increasing the available bandwidth between the switch and other network
devices, as well as to enhance the reliability of the connections between
network devices.

When you create a static port trunk, you can designate how the traffic
is distributed across the physical links of the switch by defining the load
distribution method.

Static port trunks do not permit standby ports, unlike LACP trunks (which
are described in Chapter 9, “Link Aggregation Control Protocol (LACP)” on
page 111). If a link is lost on a port in a static port trunk, the trunk’s total
bandwidth is reduced. Although the traffic carried by a lost link is shifted to
one of the remaining ports in the trunk, the bandwidth remains reduced
until a lost link is reestablished or another port is manually added to the
trunk.

Here are some guidelines regarding static port trunks:

O A static trunk can have up to eight ports.

O The switch supports up to a total of 32 static port trunks and LACP
trunks at a time. An LACP trunk is counted against the maximum
number of trunks when it is active.

O The ports of a static port trunk can be all Ethernet ports or all SFP
ports. Static port trunks cannot have both types of ports.

O The ports of a trunk can be consecutive (for example ports 5-9) or
nonconsecutive (for example, ports 4, 8, 11, 20).
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Displaying Static Trunk Settings

To display the static port trunks for all of the switch ports, do the following:
1. Hover the cursor over the Switching tab.

The Switching tab is displayed. See Figure 24 on page 65.
2. From the Switching tab, hover over Link Aggregation.

For an example of the Link Aggregation tab, see Figure 47.

Switching ACLs & QoS

Port

Mac Table

Link Aggregation
VLANs

Spanning Tree
IGMP

PoE

Figure 47. Switching Tab with Static Trunks
3. Move the cursor to the right and select Static Trunks.
The Static Trunks page is displayed as shown in Figure 48. By default,

no static trunks are specified on the switch.

Static Trunks

| Trunk 1D | Load Balance Method | Port List

Src-Dist MAC port1.0.5 port1.0.7

Figure 48. Static Trunks Page

The following fields are displayed:

a Trunk ID— ID number of the static trunk.
O Load Balance Method— Indicates one of the following:

Src MAC: Source MAC address is the load distribution method.
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Dst MAC: Destination MAC address is the load distribution
method.

Src-Dst MAC: Source address and destination MAC address
is the load distribution method.

Src IP: Source IP address is the load distribution method.
Dst IP: Destination IP address is the load distribution method.

Src-Dst IP: Source address and destination IP address is the
load distribution method.

0 Port List— List of ports that are members of the static trunk.
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Adding Static Trunks

Review the following information before creating a new static port trunk:

O When you create a new trunk, the settings of the lowest-numbered port
are copied to the other ports so that all the ports have the same
settings. Therefore, you must examine and verify that the speed,
duplex mode, and flow control settings of the lowest-numbered port
are correct for the network device to which the trunk is connected.

O All ports of a trunk must be members of the same VLAN.

O Ports can be members of one static port trunk at a time. A port that is
already a member of a trunk cannot be added to another trunk. To
accomplish this, you must first remove the member port from its
current trunk assignment. For instructions, see “Adding Static Trunks”
on page 125.

To create a static port trunk, do the following:
1. Hover the cursor over the Switching tab.

The Switching tab is displayed. See Figure 24 on page 65.
2. From the Switching tab, hover over Link Aggregation.

For an example of the Link Aggregation selection, see Figure 47 on
page 123.

3. Move the cursor to the right and select Static Trunks.
The Static Trunks page is displayed. See Figure 48 on page 123.
4. From the Static Trunks page, click Add.

The Add Static Trunk page is displayed. See Figure 49 on page 126.
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Add Static Trunk

Trunk ID
{1-32)

Load Balance Method
Default: Src-Des Mac

Device 1D 4
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Trunk ID— Assign an 1D number
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Src-Dst MAC

Load Balance Method— Select
the load balance method of the
aggregator from the pull-down
menu. You can assign different
load distribution methods to

m different static trunks on the same
switch.
EHH Choose from the following:
HHH@H@EHWWEHW - Scwc et
e v
the load distribution
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Figure 49. Add Static Trunk Page

Assign an ID number of a new static trunk in the Trunk ID field. The
range is 1 to 32.

Select the Load Balance Method. You can assign different load
distribution methods to different static trunks on the same switch.

Choose from the following:

Src MAC— Source MAC address.

Dst MAC— Destination MAC address.

Src-Dst MAC— Source address and destination MAC address.
Src IP— Source IP address.

Dst IP— Destination IP address.

Src-Dst IP— Source address and destination IP address.

O aoaaaa

Select a member port in the Device ID table by clicking a box that
indicates a port number. You can select multiple ports. A green check
mark indicates a port has been selected.

To deselect a port, click the box that indicates the port number.
Click Add.
A confirmation message is displayed.

Click SAVE to save your changes to the startup configuration file.
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Modifying the Static Trunk Settings

Review the following information if you are adding ports to an existing
trunk:

O The ports of a static trunk must be members of the same VLAN.

O If the new port added to a trunk is already a member of another static
trunk, you must first remove it from its current trunk assignment.

To add or remove member ports from a static port trunk, or modify the load
balance method, do the following:

1. Hover the cursor over the Switching tab.
The Switching tab is displayed. See Figure 24 on page 65.
2. From the Switching tab, hover over Link Aggregation.

For an example of the Link Aggregation selection, see Figure 47 on
page 123.

3. Move the cursor to the right and select Static Trunks.
The Static Trunks page is displayed. See Figure 48 on page 123.
4. From the Static Trunks page, click Edit.

The Modify Static Trunk page is displayed. See Figure 50.

Modify Static Trunk

HELP ~
Trunk 1D sal

Load Balance Method Src-Dst MAC [v

Trunk ID— Indicates the Trunk
1D.

Load Balance Method— Change
. the load balance method of the
Device ID 1 aggregators as needed. You can

assign different load distribution
m m methods to different static trunks
@ on the same switch.
(2]l afl6]l8 01214 li16]18]20] 22 [[2a] creese Tem emienme
@ * Src MAC: Specifies
source MAC address as
the load distribution
method.

v
Apply
= N=t MAC Snerifies

Figure 50. Modify Static Trunk Page
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5. Change the Load Balance Method as needed. You can assign
different load distribution methods to different static trunks on the
same switch.

Choose from the following:

Src MAC— Source MAC address.

Dst MAC— Destination MAC address.

Src-Dst MAC— Source address/destination MAC address.
Src IP— Source IP address.

Dst IP— Destination IP address.

Src-Dst IP— Source address/destination IP address.

g aoaaaa

6. Select the member ports that you want to add to or remove from the
static trunk by clicking on the ports.

Caution

To prevent the formation of network loops in your network topology,
do not remove ports from a static port trunk without first
disconnecting their network cable. Network loops can result in
broadcast storms that can adversely affect network performance.

7. Click Apply.
A confirmation message is displayed.

8. Click SAVE to save your changes to the startup configuration file.
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Deleting Static Trunks

To delete a static port trunk, do the following:
1. Hover the cursor over the Switching tab.

The Switching tab is displayed. See Figure 24 on page 65.
2. From the Switching tab, hover over Link Aggregation.

For an example of the Link Aggregation selection, see Figure 47 on
page 123.

3. Move the cursor to the right and select Static Trunks.
The Static Trunks page is displayed. See Figure 48 on page 123.

4. From the Static Trunks page, click Delete next to the Trunk ID that you
want to delete.
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Chapter 11

Setting Port-based and Tagged VLANS

This chapter provides a brief description of VLANs and explains how to
display, create, and modify port-based and tagged VLANSs. See the
following sections:

O aQaaaa

a

“Overview” on page 132

“Displaying VLANs” on page 134

“Adding a VLAN” on page 135

“Modifying VLANSs” on page 137

“Assigning a Native VLAN” on page 139

“‘Removing an Untagged Port from a VLAN” on page 141
“Deleting VLANS” on page 142

For additional information about VLANSs, see the following chapters in the
AT-FS970M Series Version 2.3.1.0 Management Soffware Command Line
Interface User’s Guide:

0 Port-based and Tagged VLANs
0 Port-based and Tagged VLAN Commands
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Overview

132

Port-based
VLANSs

Port VLAN
Identifier

Tagged VLANSs

A VLAN is a group of ports that form a logical Ethernet segment on an
Ethernet switch. The ports of a VLAN form an independent broadcast
domain in which the traffic generated by the nodes remains within the
VLAN.

VLANS let you segment your network through the switch’s management
software so that you can group nodes with related functions into their own
separate, logical LAN segments. These VLAN groupings can be based on
similar data needs or security requirements. For example, you can create
separate VLANSs for the different departments in your company, such as
one for Sales and another for Accounting. Setting port-based and tagged
VLANSs is supported via the web interface.

A port-based VLAN is a group of ports on an Ethernet switch that form a
logical Ethernet segment. Each port of a port-based VLAN can belong to
only one VLAN at a time. A port-based VLAN can have as many or as few
ports as needed. The VLAN can consist of all the ports on an Ethernet
switch, or just a few ports. In addition, a port-based VLAN can span
switches and consist of ports from multiple Ethernet switches.

Ports in a port-based VLAN are referred to as untagged ports and the
frames received on the ports as untagged frames. The names derive from
the fact that the frames received on a port do not contain any information
that indicates VLAN membership, and that VLAN membership is
determined solely by a port’s port VLAN identifier (PVID).

Each port in a port-based VLAN must have a PVID. The switch associates
a frame to a port-based VLAN by the PVID assigned to a port on which a
frame is received, and forwards a frame only to those ports with the same
PVID. Consequently, all ports of a port-based VLAN must have the same
PVID. In addition, the PVID of the ports in a VLAN must match the VLAN'’s
VID.

For example, if you create a port-based VLAN on the switch and assign it
the VID 5, the PVID for each port in the VLAN must be assigned the value
of 5.

The second type of VLAN is the tagged VLAN. VLAN membership in a
tagged VLAN is determined by information within the frames that are
received on a port. This differs from a port-based VLAN, where the PVIDs
assigned to the ports determine VLAN membership.



Tagged and
Untagged Ports

Native VLAN
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The VLAN information within an Ethernet frame is referred to as a tag or
tagged header. A tag, which follows the source and destination addresses
in a frame, contains the VID of the VLAN to which the frame belongs (IEEE
802.3ac standard). This number uniquely identifies each VLAN in a
network.

When the switch receives a frame with a VLAN tag, referred to as a tagged
frame, the switch forwards the frame only to those ports that share the
same VID.

A port that receives or transmits tagged frames is referred to as a tagged
port. Any network device connected to a tagged port must be IEEE
802.1Q-compliant. This is the standard that outlines the requirements and
standards for tagging. The device must be able to process the tagged
information on received frames and add tagged information to transmitted
frames.

You need to specify which ports are members of the VLAN. In the case of
a tagged VLAN, it is usually a combination of both untagged ports and
tagged ports. You specify which ports are tagged and which are untagged
when you create the VLAN.

An untagged port, whether a member of a port-based VLAN or a tagged
VLAN, can be in only one VLAN at a time. However, a tagged port can be
a member of more than one VLAN. A port can also be an untagged
member of one VLAN and a tagged member of different VLANs
simultaneously.

A tagged port supports traffic coming from multiple VLANs (tagged traffic)
as well as traffic that does not come from a VLAN (untagged traffic). If a
native VLAN is assigned to the tagged port, when the tagged port receives
untagged frames, it forwards those frames to the native VLAN.
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Displaying VLANSs

To display the VLAN assignments for all of the switch ports, do the
following:

1. Hover the cursor over the Switching tab.
The Switching tab is displayed. See Figure 24 on page 65.

2. From the Switching tab drop-down menu, select VLANSs.

The VLANSs page is displayed. For an example of the VLANs page,
see Figure 51.

VLANSs
Add
Vian ID ! Name Untagged Member Ports i Tagged Member Ports
Edit 1 Default_WVLAN 2-10
Delete | Edit 2 techpub 11-24 1
Delete Edit 3 engineering 25-28 1
Delete | Edit 99 management

Figure 51. VLANs Page

The following fields are displayed:

O Vilan ID— VLAN identifier. The range is 1 to 4094. The VID of 1 is
the default VLAN.
0 Name— VLAN name.

0 Untagged Member Ports— Untagged ports that belong to the
VLAN.

O Tagged Member Ports— Tagged ports that belong to the VLAN.

Note
By default, there is one VLAN configured. This is the default VLAN,

with a VLAN ID of 1. All ports on the switch are assigned to the
default VLAN. All ports in VLAN ID 1 are untagged by default.
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Adding a VLAN

To create a VLAN, do the following:
1. Hover the cursor over the Switching tab.
The Switching tab is displayed. See Figure 24 on page 65.
2. From the Switching tab drop-down menu, select VLANS.
The VLANSs page is displayed. See Figure 51 on page 134.
3. From the VLANS page, click Add.

The Add VLAN page is displayed. See Figure 52.

[
Add VLAN

Warning: Modifying active ports may cause loss of connectivity to the switch.

HELP ~
VLAN Id | | VLAN ID— Assign a
VLAN ID. The range is 2
2-4094 All Tagged to 4094. The VID 1is
VLAN N reserved for the
ame | | All Untagged Default_VLAN. The VID
Max: 20 chars cannot be the same as
Deselect All the VID of an existing
VLAN on the switch.

M If this VLAN is unique in

your network, its VID

must also be unique.

However, if this VLAN is

Device ID 1 part of a larger VLAN
that spans multiple

the same on each
switch. For e>_<ample, if
aon " moooa | S g
at spans three

switches, assign the

Sales VLAN on each
| Add | | Cancel | switch a VID value of 3.

VLAN Name— Enter the
name of the VLAMN. The
name can be from 1 to
20 characters in length.

Figure 52. Add VLAN Page
4. Enter the following settings as needed:

O VLAN ID— Assign a VLAN identifier. The range is 2 to 4094. The
VID 1 is reserved for the Default_VLAN. The VID cannot be the
same as the VID of an existing VLAN on the switch.

If this VLAN is unique in your network, its VID must also be unique.
However, if this VLAN is part of a larger VLAN that spans multiple
switches, the VID value for the VLAN must be the same on each
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switch. For example, if you are creating a VLAN called Sales with a
VID of 3 that spans three switches, assign the Sales VLAN on
each switch the VID value of 3.

O VLAN Name— Specify the name of a VLAN. The name can be
from 1 to 20 characters in length. The first character must be a
letter; it cannot be a number. The name cannot contain spaces or
special characters, such as asterisks (*) or exclamation points (!).
You cannot assign the name of name of an existing VLAN on the
switch.

VLANSs are easier to identify if their names reflect the functions of
their subnetworks or workgroups (for example, Sales or
Accounting). If a VLAN is unique in your network, then its name
must be unique as well. A VLAN that spans multiple switches must
have the same name on each switch.

LT

O Device ID— Assign a “T”, “U”, or “H” by clicking a port number until
the desired choice appears in the box below the port number. A “T”
indicates the port is a tagged port. A “U” indicates the port is an
untagged port. An "H" indicates the port does not belong to any
VLANSs on the switch as an untagged port. To remove the port from
the VLAN, click the port number until the box is unchecked.

Note
For information about tagged and untagged ports, see “Overview”

on page 132.

0 All Tagged— Click this button to make all ports on the switch
tagged ports.

0 All Untagged— Click this button to make all ports on the switch
untagged ports.

O Deselect All— Click this button to deselect, or uncheck, all of the
selected ports.

Click Add.
A confirmation message is displayed.

Click SAVE to save your changes to the startup configuration file.
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Modifying VLANs

To modify the VLAN settings, see the following procedure:

Caution
Modifying the VLAN membership of active ports may cause loss of
connectivity to the switch.

1. Hover the cursor over the Switching tab.
The Switching tab is displayed. See Figure 24 on page 65.
2. From the Switching tab drop-down menu, select VLANSs.
The VLANSs page is displayed. See Figure 51 on page 134.

3. From the VLANSs page, click Edit next to the VLAN ID that you want to
modify.

The Edit VLAN page is displayed. See Figure 53.

T —
Edit VLAN

Warning: Modifying active ports may cause loss of connectivity to the switch.

HELP ~
VAN d 2 VLAN ID— Indicates a
VILAN ID.
VLAN Name TechPubs _AII Tagged S
a name of the WLAN as
All Untagged needed. The name can
be from 1 to 20
Desclect Al characters in length. The
Native Vlans first character must be a

letter; it cannot be a

number. The name
Device ID 1 cannot contain spaces

or special characters,

19 B
~ e
VILAN on the switch.
’ﬁ”ﬁuﬁ"gwﬁwﬁ”ﬁ”ﬁ”ﬁ”ﬁuﬁuﬁwﬁ‘ If this VLAN is unique in
= your network, its VID

must also be unique.

However, if this VLAN is
| Apply | | Cancel | part of a larger VLAN

that spans multiple

switches, the VID value

for the VLAN must be

the same on each

switch. For example, if v
you are creating a VLAN

Figure 53. Edit VLAN Page
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4. Change the following fields as needed:

O VLAN Name— Change the name of a VLAN. The name can be
from 1 to 20 characters in length. The first character must be a
letter; it cannot be a number. A name cannot contain spaces or
special characters, such as asterisks (*) or exclamation points (!).
You cannot assign the name of an existing VLAN on the switch.

VLANS are easier to identify if their names reflect the functions of
their subnetworks or workgroups (for example, Sales or
Accounting). If a VLAN is unique in your network, then its name
must be unique as well. A VLAN that spans multiple switches must
have the same name on each switch.

0 Device ID— Assign a “T”, “U”, or “H” by clicking a port number until
the desired choice appears in the box below the port number. A “T”
indicates the port is a tagged port. A “U” indicates the port is an
untagged port. An "H" indicates the port does not belong to any
VLANS on the switch as an untagged port. To remove the port from
the VLAN, click the port number until the box is unchecked.

Note

When a port does not have any mark, the port belongs to the default
VLAN. When you assign an “H” to a port, the switch removes the
untagged port from the VLAN and also removes the untagged port
from the default VLAN. For more information, see “Removing an
Untagged Port from a VLAN” on page 141.

0 All Tagged— Click this button to make all ports on the switch
tagged ports.

0 All Untagged— Click this button to make all ports on the switch
untagged ports.

O Deselect All— Click this button to deselect, or uncheck, all of the
selected ports.

5. Click Apply.

A confirmation message is displayed.

6. Click SAVE to save your changes to the startup configuration file.
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Assigning a Native VLAN

Native Vian

A VLAN can be assigned to a tagged port so that untagged ingress traffic
is placed on the VLAN. This VLAN is referred to as the native VLAN.

To assign a native VLAN to a tagged port, perform the following
procedure:

1. Hover the cursor over the Switching tab.
The Switching tab is displayed. See Figure 24 on page 65.
2. From the Switching tab drop-down menu, select VLANS.
The VLANSs page is displayed. See Figure 51 on page 134.
3. From the VLANSs page, click Add.
The Add VLAN page is displayed. See Figure 52 on page 135.
4. From Add VLANSs page, click Native VLAN.

The Native VLAN page is displayed. See Figure 54.

VLAN Interface

PortID

HELP

VLAN Interface— Select a VLAN
1D from the pull-down menu. The
selected VLAN Interface is assigned
to a port as a native VLAN, which
untagged frames are placed on.

Port ID— Select a pori ID from the
pull-down menu. ¥ou can only
select a tagged port.

Click Create.

To save your changes to the satriup
configuration file, click SAVE on the
upper right corner of the page.

Please refer to the AliedWare Pius v

Aok Braumar | lear's Qida far

Figure 54. Native VLAN Page
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5. Change the following fields as needed:

O VLAN Interface— Select a VLAN ID from the pull-down menu.The
selected VLAN Interface is assigned to a port as a native VLAN, on
which untagged frames are placed.

O Port ID— Select a port ID from the pull-down menu. You can only
select a tagged port.

6. Click Create.
A confirmation message is displayed.

7. Click SAVE to save your changes to the startup configuration file.
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Removing an Untagged Port from a VLAN

By default, all the ports on the switch belong to the default VLAN, VLAN1,
as untagged ports. When you assign a port to another VLAN as an
untagged port, the switch removes the untagged port from the original
VLAN and then assigns it to the new VLAN.

Caution
Modifying the VLAN membership of active ports may cause loss of

connectivity to the switch.

To remove an untagged port from the VLAN and leave the port not
belonging to any VLAN, do the following:

1. Hover the cursor over the Switching tab.
The Switching tab is displayed. See Figure 24 on page 65.
2. From the Switching tab drop-down menu, select VLANS.
The VLANSs page is displayed. See Figure 51 on page 134.

3. From the VLANSs page, click Edit next to the VLAN that the untagged
port you want to remove belongs to.

The Edit VLAN page is displayed. See Figure 53 on page 137.

4. Click a port number until the port is marked as “H” to check the port
with an “H” mark. An “H” indicates the port is removed from all VLANs
on the switch as an untagged port.

Note

When you remove a “U” mark from a port and leave no mark on the
port, and then click Apply, the switch removes the port from the
VLAN and assigns it to the default VLAN as an untagged port. When
you check a port with an “H” mark, the switch removes the port from
the VLAN, but does not assign it to any VLAN. Even when a port
does not belong to any VLAN as an untagged port, the port can be a
member of a VLAN as a tagged port.

5. Click Apply.

6. Click SAVE to save your changes to the startup configuration file.
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Deleting VLLANS

Caution
Deleting VLANS that active ports belong to may cause loss of

connectivity to the switch.

To delete a VLAN, do the following:
1. Hover the cursor over the Switching tab.
The Switching tab is displayed. See Figure 24 on page 65.
2. From the Switching tab drop-down menu, select VLANSs.
The VLANSs page is displayed. See Figure 51 on page 134.

3. From the VLANSs page, click Delete next to the VLAN that you want to
remove.

The selected VLAN is removed.

Note
You cannot remove the default VLAN, which has a VLAN ID of 1.

4. Click SAVE to save your changes to the startup configuration file.

142



Chapter 12
Spanning Tree Protocols on the Switch

This chapter provides a brief description of both the Spanning Tree
Protocol (STP) and the Rapid Spanning Tree Protocol (RSTP), and
explains how to set the spanning tree protocols on the switch. See the
following sections:

ad “Overview” on page 144

a “Displaying and Modifying Spanning Tree Protocol Settings on the
Switch” on page 145

Note

For information about how to set a spanning tree protocol on the
ports, see Chapter 7, “Spanning Tree Protocol on a Port” on page
93.

For more information about spanning tree, see the following chapters in
the AT-FS970M Series Version 2.3.1.0 Management Software Command
Line Interface User’s Guide:

Spanning Tree and Rapid Spanning Tree Protocols

Spanning Tree Protocol (STP)

STP Commands

Rapid Spanning Tree Protocol (RSTP)

RSTP Commands

a aaaa
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Overview
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Both STP and RSTP guard against the formation of loops in an Ethernet
network topology. A topology has a loop when two or more nodes can
transmit packets to each other over more than one data path. Packets can
become caught in repeating cycles, referred to as broadcast storms, that
needlessly consume network bandwidth and that can significantly reduce
network performance.

STP and RSTP prevent loops from forming by ensuring that only one path
exists between the end nodes in your network. Where multiple paths exist,
these protocols place the extra paths in a standby or blocking mode. In
addition, STP and RSTP can activate redundant paths if primary paths go
down. These protocols guard against multiple links between segments
and the risk of broadcast storms and maintain network connectivity by
activating backup redundant paths.

One of the primary differences between the two protocols is in the time
each takes to complete the process referred to as convergence. When a
change is made to the network topology, such as the addition of a new
bridge, a spanning tree protocol determines whether there are redundant
paths that must be blocked to prevent data loops, or activated to maintain
communications between the various network segments. This is the
process of convergence.

With STP, convergence can take up to a minute or more to complete in a
large network. This can result in the loss of communication between
various parts of the network during the convergence process, and the
subsequent lost of data packets.

RSTP is much faster than STP. It can complete a convergence in
seconds, and in turn, greatly diminish the possible impact the process can
have on your network. With STP or RSTP, only one spanning tree can be
active on the switch at a time. The default setting is RSTP.

The AT-FS970M Series switch supports MSTP; however, the web
browser interface does not support MSTP configuration. You must use the
CLI to configure MSTP on the switch. See “Multiple Spanning Tree
Protocol” in the AT-FS970M Series Version 2.3.1.0 Management Software
Command Line Interface User’s Guide.
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Displaying and Modifying Spanning Tree Protocol Settings on the
Switch

To display and modify Spanning Tree Protocol settings on the switch, do
the following:

1. Hover the cursor over the Switching tab.
The Switching tab is displayed. See Figure 24 on page 65.
2. From the Switching tab drop-down menu, select Spanning Tree.

The Spanning Tree Settings page is displayed. See Figure 55.

Spanning Tree Settings

| »

HELP
Active Protocol | RSTP E' Active Protocol— Select the 3
spanning tree protocol from the
Status | Enabled El pull-down menu. The options are
STP, RSTF, and MSTF The default
Bridge Priority |32?68 | setting is RSTR.
(0-61440 in multiple of 4096} Status— Select Enabled or
default: 39768 Disabled from the pull-down menu.
By default, the spanning tree
rotocol is enabled.
Hello Time [2 | =
[1-10; default: 2 sec) Current Priority— Indicates the
currentvalue of the By default, the
current priority is set to 32,768, You
Forward Delay |15 | cannot change this field.
{4-30; default: 15 sec)
New Priority (0-15}— Assign the
Max Age |2[| | switch a bridge priority number
using an increment. The range is 0
(6-40; default: 20 sec) to 15. -
4| i | 3
BPDU Guard | Disabled (=]

Figure 55. Spanning Tree Settings Page

The following fields are displayed. Change the settings as needed:

O Active Protocol— Select the spanning tree protocol from the pull-
down menu. The options are STP and RSTP. The default setting is
RSTP.
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Note

If you try to select MSTP from the menu, a message will appear
indicating that MSTP can only be set via the Command Line
Interface and will not allow the selection. To set the protocol to
MSTP, and for more information on MSTP, see Section VII:
Spanning Tree Protocols in the AT-FS970M Series Version 2.3.1.0
Management Software Command Line Interface User’s Guide and
refer to the STP, RSTP and MSTP Protocols, and MSTP
Commands chapters.

Status— Enable or disable the spanning tree protocol on the
switch. By default, the spanning tree protocol is enabled.
Bridge Priority— Assign the switch a bridge priority number. The
device that has the lowest priority number in the spanning tree
domain becomes the root bridge. You can use the priority number
to influence which switch becomes the root bridge. If two or more
devices have the same priority value, the device with the
numerically lowest MAC address becomes the root bridge.
The actual range is 0 to 61440, in increments of 4096, for a total of
16 increments, shown in Table 2. You specify the increment of the
value, from 0 to 15. The default is 32768, which is increment 8.
Table 2. STP Bridge Priority Value Increments
Increment B':'dge Increment B':'dge
Priority Priority
0 0 8 32768
1 4096 9 36864
2 8192 10 40960
3 12288 11 45056
4 16384 12 49152
5 20480 13 53248
6 24576 14 57344
7 28672 15 61440
Note

Set the hello time, forward delay, and max-age fields according to
the following formulas, as specified in IEEE Standard 802.1d:
max-age <= 2 x (forward time - 1.0 second)

max-age => 2 x (hello time + 1.0 second)
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0 Hello Time— Enter the hello time in seconds. The hello time is the
frequency that the switch sends bridge protocol data units
(BPDUs), which contain spanning tree configuration information.
The range is 1 to 10 seconds.

This value is active only when the switch is acting as the root
bridge of the spanning tree domain. Switches that are not acting as
the root bridge use a dynamic value supplied by the root bridge.

O Forward Delay— Enter the forward delay time in seconds. The
forward delay specifies how long the ports remain in the listening
and learning or discarding states before they transition to the
forwarding state. The range is 4 to 30 seconds.

This value is active only when the switch is acting as the root
bridge of the spanning tree domain. Switches that are not acting as
the root bridge use a dynamic value supplied by the root bridge.

0 Max Age— Enter the max age in seconds. The max age
determines how long BPDUs are stored by the switch before they
are deleted. The default setting is 20 seconds. The range is 6 to 40
seconds.

This value is active only when the switch is acting as the root
bridge of the spanning tree domain. Switches that are not acting as
the root bridge use a dynamic value supplied by the root bridge.

0 BPDU Guard— Enable or disable the BPDU guard feature on the
switch. When the BPDU guard feature is enabled on the switch, the
switch monitors edge ports and disables them if they receive
BPDU packets.

3. Click Apply.

4. Click SAVE to save your changes to the startup configuration file.
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Chapter 13
Internet Group Management Protocol

(IGMP) Snooping

This chapter provides a brief description of IGMP Snooping and explains
how to set this feature on the switch. See the following sections:
“Overview” on page 150

“Displaying and Modifying IGMP Snooping Configuration” on page 151
“Disabling IGMP Snooping” on page 154

“Displaying the Routers List” on page 155

a aaaa

“Clearing the Routers List” on page 156
0 “Displaying the Hosts List” on page 157

For more information about IGMP, see the following chapters in the AT-
FS970M Series Version 2.3.1.0 Management Software Command Line
Interface User’s Guide:

0 Internet Group Management Protocol (IGMP) Snooping
0o IGMP Commands
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Overview
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IGMP snooping allows the switch to control the flow of multicast packets
from its ports. It enables the switch to forward packets of a multicast group
to only ports connected to members of the multicast group. When the
switch is not using IGMP snooping and receives multicast packets, it
floods the packets out all its ports, except the port on which it received the
packets. Such flooding of packets can negatively impact network
performance.

IGMP is used by IPv4 routers to create lists of nodes that are members of
multicast groups. A multicast group is a group of end nodes that want to
receive multicast packets from a multicast application. The router creates
a multicast membership list by periodically sending out queries to the local
area networks connected to its ports.

A node that wants to become a member of a multicast group responds to a
query by sending a report. A report indicates that an end node wants to
become a member of a multicast group. Nodes that join a multicast group
are referred to as host nodes. After joining a multicast group, a host node
must continue to periodically issue reports to remain a member.

After the router has received a report from a host node, it notes the
multicast group that the host node wants to join and the port on the router
where the node is located. Any multicast packets belonging to that
multicast group are then forwarded by the router from the port. If a
particular port on the router has no nodes that want to be members of
multicast groups, the router does not send multicast packets from the port.
This improves network performance by restricting the multicast packets
only to router ports where host nodes are located.

The switch monitors the flow of queries from routers and reports from host
nodes to build its own multicast membership lists. It uses the lists to
forward multicast packets to only switch ports where there are host nodes
that are members of multicast groups. This improves switch performance
and network security by restricting the flow of multicast packets to only
those switch ports that are connected to host nodes.

The switch maintains its list of multicast groups through an adjustable
timeout value, which controls how frequently it expects to see reports from
end nodes that want to remain members of multicast groups, and by
processing leave requests.

Note

When IGMP snooping is disabled on the switch, all reports are
suppressed on a port. The default setting for IGMP snooping on the
switch is disabled.
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Displaying and Modifying IGMP Snooping Configuration

To display and modify the IGMP Configuration settings, do the following:
1. Hover the cursor over the Switching tab.

The Switching Tab is displayed. See Figure 56.

Switching Security ACLs & QoS

Port
Mac Table

Link Aggregation

VLANSs
Spanning Tree
IGMP Snooping

IGMP Querier

Figure 56. Switching IGMP Tab

2. Hover over IGMP and then move the cursor to the right to select IGMP
Snooping.

The IGMP Snooping Configuration page is displayed. See Figure 57
on page 152.
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IGMP Snooping

Status
Host Topology

Host/Router Timeout

Maximum Groups
{0-255; default: 64)

Router Ports Mode
Router Ports

Flood Unknown
Multicasts

Configuration Routers List

Dizabled

ngle

® auto ) Manual the packet.

I

Dizabled the following:

Hosts List

M| e
o
wm

HELFP A

Status— Enable or disable IGMP
Snooping. When you enable
IGMPF, the switch beqins to build
itz multicast tables as queries
from the multicast router and
reports from the host nodes arrive
on its ports. When you disable
IGMP, the switch floods the
multicast packets on all of the
ports except the port that received

Host Topology— Specify the
IGMP host topology. Choose from

= Single: Select this option
when the switch has one- VY

Apply host-node per port. This is

Figure 57. IGMP Snooping Page with Configuration Tab

Change the following settings as needed:

a

a

a

a

a

Status— Enable or disable IGMP Snooping. When you enable
IGMP, the switch begins to build its multicast tables as queries
from the multicast router and reports from the host nodes arrive on
its ports. When you disable IGMP, the switch floods the multicast
packets on all of the ports except the port that received the packet.
By default, the switch is set to “Disabled.”

Host Topology— Specify the IGMP host topology. Choose
between “Single” and “Multiple.” Select “Single” when the switch
has one host-node per port. Select “Multiple” when the switch has
more than one host-node per port. By default, the switch is set to
“Single.”

Host/Router Timeout— Specify the host/router time in seconds
that the switch times out when it finds inactive host nodes and
multicast routers. The range is from 0 to 86,400 seconds (24
hours). The default is 255 seconds. Setting the timeout to zero (0)
disables the timer.

Maximum Groups— Specify the maximum number of multicast
addresses the switch is allowed to learn. The range is 0 to 255
multicast addresses. The default is 64.

Router Ports Mode— Check a radio button to select the router
ports mode. Choose from the following:
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Auto: The switch automatically detect ports that are
connected to multicast routers.

Manual: You manually specify ports that are connected to
multicast routers.

O Router Ports— Specify the port ID of a port that is connected to a
multicast router. You can enter a port ID in this field only when the
Router Ports Mode is “Manual.”

0 Flood Unknown Multicasts— Select Enabled to disable the
automatic suppression of unknown multicast traffic on the switch.
Select Disabled to enable the automatic suppression of unknown
multicast traffic on the switch.

4. Click Apply.

5. Click SAVE to save your changes to the startup configuration file.
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Disabling IGMP Snooping
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To disable the IGMP Configuration on the switch, do the following:

1.

Hover the cursor over the Switching tab.
The Switching tab is displayed. See Figure 56 on page 151.

Hover over IGMP and then move the cursor to the right to select IGMP
Snooping.

The IGMP Snooping page is displayed with the Configuration tab
selected by default. See Figure 57 on page 152.

Use the pull-down menu next to the Status field to select “Disabled.”

When you disable IGMP snooping, the switch floods the multicast
packets on all of the ports except those that receive the packets.

Click Apply.

Click SAVE to save your changes to the startup configuration file.
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Displaying the Routers List

To display the IGMP Routers List, do the following:
1. Hover the cursor over the Switching tab.
The Switching tab is displayed. See Figure 56 on page 151.

2. Hover over IGMP and then move the cursor to the right to select IGMP
Snooping.

The IGMP Snooping page is displayed with the Configuration tab
selected by default. See Figure 57 on page 152.

3. Click the Routers List tab.

The Routers List page is displayed. See Figure 58.

IGMP Shooping

Configuration Routers List Hosts List

Clear group membership

| VLAN Id Port Id Router Ip Time To Expiry
1 Port 1 10.4.8.1 180 seconds

Figure 58. IGMP Snooping Page with Routers List Tab

The following settings are displayed:

O VLAN ID— ID number of the VLAN of the router port.

O Port ID— The port that a multicast router is connected to. If the
switch learned a router on a port trunk, the trunk ID number,
instead of a port number, is displayed.

O Router IP— IP address of the multicast router.

O Time to Expiry— Number of seconds remaining before the switch
times out a multicast router if there is no further IGMP query from it.
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Clearing the Routers List
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To clear the group membership on the IGMP Routers List, do the
following:

1.

Hover the cursor over the Switching tab.
The Switching tab is displayed. See Figure 56 on page 151.

Hover over IGMP and then move the cursor to the right to select IGMP
Snooping.

The IGMP Snooping page is displayed with the Configuration tab
selected by default. See Figure 57 on page 152.

Click the Routers List tab.

The IGMP Snooping page with the Routers List tab selected is
displayed. See Figure 58 on page 155.

Click Clear group membership to remove all multicast router ports in
the list.
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Displaying the Hosts List

To display the IGMP Hosts List, do the following:
1. Hover the cursor over the Switching tab.
The Switching tab is displayed. See Figure 56 on page 151.

2. Hover over IGMP and then move the cursor to the right to select IGMP
Snooping.

The IGMP Snooping page is displayed with the Configuration tab
selected by default. See Figure 57 on page 152.

3. Click the Hosts List tab.

The Hosts List page is displayed. See Figure 59.

NN
IGMP Snooping

Configuration Routers List Hosts List

Number of nmlticast groups - 1
Group Address VLAN Id | Port Id | Host Ip IGMP Version Time To Expiry
01:00:5e:00:00: v 1 Port 3 10.4.17.62 V2 228 seconds

Figure 59. IGMP Snooping Page with Hosts List Tab

The following settings are displayed:

O Group Address— Multicast address of the group.
O VLAN ID— VLAN ID of the host node.

0 Port ID— Port of the host node. If the host node is on a port trunk,
this field displays the trunk ID number instead of the port number.

0 Host IP— IP address of the host node.
0 IGMP Version— IGMP versions used by the host node.

0 Time to Expiry— Number of seconds remaining before the host
node is timed out if it does not send an IGMP report.
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Chapter 14

IGMP Snooping Querier

This chapter provides a brief description of IGMP Snooping Querier and
explains how to set this feature on the switch. See the following sections:

“Overview” on page 160
“Guidelines” on page 164

a a a

“Displaying IGMP Snooping Querier” on page 165
0 “Modifying IGMP Snooping Query Interval” on page 167

For more information about IGMP, see the following chapters in the AT-
FS970M Series Version 2.3.1.0 Management Software Command Line
Interface User’s Guide:

0 IGMP Snooping Querier
0 IGMP Snooping Querier Commands

159



Chapter 14: IGMP Snooping Querier

Overview
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Multicast routers are an essential part of IP multicasting. They send out
queries to the network nodes to determine group memberships, route the
multicast packets across networks, and maintain lists of the multicast
groups and the ports where group members are located.

IGMP snooping querier can be used in place of multicast routers in
situations where IP multicasting is restricted to a single LAN, without the
need for routing. This feature enables the switch to mimic a multicast
router by sending out general IGMP queries to the host nodes.

IGMP snooping querier supports IGMP version 1, version 2, and version
3. By default, the switch sends version 2 messages. If it receives version 1
messages from any of the nodes, the switch sends version 1 queries. If
the switch receives version 3 messages, all nodes respond with version 3
messages. By default, the interval at which the querier sends out IGMP
querier reports is 125 seconds. The switch reverts to version 2 queries if,
after 255 seconds, no additional version 1 or version 3 messages are
received.

The switch must have an IP address to add to the queries as its source
address. In addition, the address must be a member of the same network
as the host nodes and the multicasting source. You assign an IP address
to the switch by creating a routing interface in the VLAN. Then, apply the
IP address to the VLAN where it sends its queries to enable IGMP
snooping querier on the VLAN. Allied Telesis recommends using the
Default VLAN, which has a VID of 1.

IGMP snooping querier must be used in conjunction with IGMP snooping.
Activate IGMP snooping on all of the switches in the LAN, including the
switches running the IGMP snooping querier. The switches use IGMP
snooping to monitor the responses of the host nodes to the general IGMP
queries sent by the IGMP snooping querier. From the responses, they
create lists of ports that have host nodes that want to join the various
multicast groups and forward the multicast packets to only those ports.

Figure 60 on page 161 provides an example of IGMP snooping querier on
a LAN. It consists of a single switch with one VLAN, the Default VLAN.
Both IGMP snooping and IGMP snooping querier are enabled on the
switch. You assign a routing interface to the VLAN, with an IP address that
belongs to the same subnet as the multicast source and the host nodes.
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Switch 1:
VLAN: Default_VLAN
Routing interface: 149.123.48.2

-

V2 Z4

E'. ® 00 E'

— —
Multicast source: Host nodes:
IP address: IP addresses:
149.123.48.1 149.123.48.3 to 149.123.48.24

Figure 60. IGMP Snooping Querier with One Querier
Table 3 lists the switch settings that are illustrated in Figure 60.

Table 3. IGMP Snooping Querier with One Querier

. IGMP .
Switch Routing IGMI? Snooping Querier
Address Snooping . Status
Querier
1 149.123.48.2 Enabled Enabled Active

IGMP snooping querier supports multiple queriers. A total of three queriers
are supported, one active querier and up to two standby queriers. The
active querier is the querier with the lowest IP address. The standby
querier has the second lowest IP address, and the switch with the highest
IP address is the second standby querier.

The difference between the active and standby queriers is that only the
active querier registers IGMP reports. A standby querier does not update
its MAC tables, so IGMP reports are not registered on the switch.

When you assign multiple queriers to a LAN, the software must decide
which is the active querier and which is the standby querier. This task falls
to a switch in the network that has IGMP snooping enabled, but IGMP
snooping querier disabled. Consequently, a LAN with multiple queriers
requires this extra switch.

For example, to assign two queriers to a network, you need three
switches. First, enable IGMP snooping on all three switches. Then enable
IGMP snooping querier on two switches, for this example, switches 1 and
3. Switch 2 determines which of the querier-enabled switches has the
lowest IP address and deems that switch the active querier. The switch
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with the second lowest IP address is made the standby querier, again by
switch 2. In the case where there are three queriers, the switch in the
network with IGMP snooping enabled and IGMP querier disabled
determines the standby querier and then the second standby querier by
comparing their IP addresses.

The following example consists of a LAN with three switches. See

Figure 61. IGMP snooping is enabled on all three switches. However,
IGMP snooping querier is enabled on switches 1 and 3. Switch 2
determines that switch 1 has the lowest IP routing address and forwards
all multicast packets to switch 1, making switch 1 the active querier.
Switch 3 becomes the standby querier in case switch 1 stops transmitting
query packets.

Note
Switches 1 and 3 are only sending queriers. Neither switch detects
nor displays an opposing querier.

Switch 1:
VLAN: Default_ VLAN
Routing interface: 149.123.48.2

Multicast source: ‘ an
IP address: 149.123.48.1
§_
FExxmr
— — Switch 2:
VLAN: Default_ VLAN
Host nodes: Routing interface: 149.123.48.3
IP addresses:

149.123.48.3 to 149.123.48.24 — Seeees Tereesvn

Host nodes:

IP addresses:
149.123.48.25 to 149.123.48.40

1T Switch 3:
SeyaessE VLAN: Default VLAN

Routing interface: 149.123.48.4
[l o o

@ | | Hostnodes with IP addresses:
L == 149.123.48.41 to 149.123.48.62

Figure 61. IGMP Snooping Querier with Two Queriers
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Table 4 lists the switch settings that are illustrated in Figure 61 on page

162.
Table 4. IGMP Snooping Querier with Two Queriers
. IGMP .
Switch Routing IGMF_’ Snooping Querier
Address Snooping . Status
Querier
1 149.123.48.2 Enabled Enabled Active
2 149.123.48.3 Enabled Disabled None
3 149.123.48 4 Enabled Enabled Standby
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Guidelines

The guidelines for IGMP snooping querier are listed here:

The network can have only one LAN.
The network cannot have any multicast routers.
IGMP snooping must be enabled on the switch.

Q aaaa

IGMP snooping querier should be enabled on only one switch. Other
switches in the LAN should use IGMP snooping.

a

IGMP snooping querier must be applied to the VLAN on which the
queries are to be sent.

O The VLAN must be assigned a routing interface with an IP address
that is a member of the same network as the host nodes and the
source node of the multicast packets. The switch adds the IP address
to the queries as its source address.

O If you want to add or remove ports from the VLAN after activating
IGMP snooping querier, you must disable IGMP snooping querier,
modify the VLAN, and then enable it again.

O The switch supports IGMP versions 1, 2, and 3. The switch normally
sends just version 2 messages. If it receives a version 1 message, it
sends version 1 messages on all of the ports. If the switch does not
receive any further version 1 messages for 400 seconds, the switch
reverts to sending version 2 messages.

O If the switch receives a query either from a multicast router or from
another switch with IGMP snooping querier, it suspends IGMP
snooping querier and sends no further queries for 225 seconds. If the
switch does not receive any further queries, it reactivates the feature
and resumes sending queries.

0 IGMP snooping querier is supported on the base ports and SFP
modules.
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Displaying IGMP Snooping Querier

To display an IGMP Snooping Querier list, do the following:
1. Hover the cursor over the Switching tab.

The Switching Tab is displayed. See Figure 62.

Switching Security

Port

Mac Table

Link Aggregation
VLANs
Spanning Tree

IGMP IGMP Snooping
PoE h

Figure 62. Switching IGMP Tab

2. Hover over IGMP and then move the cursor to the right to select IGMP
Querier.

The IGMP Snooping Querier page is displayed. See Figure 63.

IGMP Snooping Querier

=
=

VLAN Query Interval
Delete Edit 1
Delete | Edit 2
Delete Edit 3

Figure 63. IGMP Snooping Querier Page
3. The following settings are displayed:

0 VLAN— VLAN ID.
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O Query Interval— Time interval in seconds at which IGMP General
Query messages are transmitted.
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Modifying IGMP Snooping Query Interval

To modify the value of Query interval, do the following:
1. Hover the cursor over the Switching tab.
The Switching Tab is displayed. See Figure 62 on page 165.

2. Hover over IGMP and then move the cursor to the right to select IGMP
Querier.

The IGMP Snooping Querier page is displayed. See Figure 63 on page
165.

3. From the IGMP Snooping Querier page, click Add or Edit.

The Edit IGMP Snooping Querier page is displayed. See Figure 64.

IGMP Snooping Querier

HELP
VLAN
|\.’Ian1 il VLAN — Select a VLAN ID from the
Query Interval | | pull-down menu.

Query Interval— Enter a query
<2-12000> interval in seconds. The range is 2 to
18,000. The default is 125 seconds.

Click Apply.

To save the changes to the satrtup
configuration file, click SAVE on the
upper right cormer of the page.

Flease refer to the AlledWare Flus
Web Browser User's Guide for
configuration instructions.

Figure 64. Edit IGMP Snooping Querier Page
4. Enter the following settings as needed:

O VLAN— Select the VLAN ID from the pull-down menu.

O Query Interval— Enter a query interval in seconds. The range is 2
to 18,000. The default is 125 seconds.

5. Click Apply.

6. Click SAVE to save your changes to the startup configuration file.
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Power Over Ethernet (PoE)

This chapter provides brief descriptions of PoE and explains how to
change the configuration of a port on the PoE featured switch.

See the following sections:

a a a

a

“Overview” on page 170

“Displaying PoE Port Settings” on page 172
“Modifying PoE Settings Globally” on page 175
“Modifying PoE Settings on a Port” on page 176

For more information about PoE, see the following chapters in the AT-
FS970M Series Version 2.3.1.0 Management Software Command Line
Interface User’s Guide:

O Power Over Ethernet

O Power Over Ethernet Commands
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Overview

Power Sourcing

Equipment (PSE)

170

Powered Device
(PD)

PD Classes

Power Budget

The AT-FS970M/8PS, AT-FS970M/8PS-E, AT-FS970M/24PS, and AT-
FS970M/48PS switches feature Power over Ethernet (PoE) on the 10/
100Base-Tx ports. PoE is used to supply power to network devices over
the same twisted pair cables that carry the network traffic.

The main advantage of PoE is that it can make installing a network easier.
The selection of a location for a network device is often limited by whether
there is a power source nearby. This constraint limits equipment
placement or requires the added time and cost of having additional
electrical sources installed. However, with PoE, you can install PoE-
compatible devices wherever they are needed without having to worry
about a nearby power source.

A device that provides PoE to other network devices is referred to as
power sourcing equipment (PSE). The AT-FS970M/8PS, AT-FS970M/
8PS-E, AT-FS970M/24PS, and AT-FS970M/48PS switches are PSE
devices providing DC power to the network cable and functioning as a
central power source for other network devices.

A device that receives power from a PSE device is called a powered
device (PD). Examples include wireless access points, IP phones,
webcams, and even other Ethernet switches.

PDs are grouped into five classes. The classes are based on the amount
of power that PDs require. The AT-FS970M PoE switches support all five
classes listed in Table 5.

Table 5. IEEE Powered Device Classes

Maximum Power Output

Class from a Switch Port Power Ranges of the PDs
0 15.4W 0.44W to 12.95W
1 4.0W 0.44W to 3.84W
2 7.0W 3.84W to 6.49W
3 15.4W 6.49W to 12.95W
4 34.2W 25.5W to 38.9W

Power budget is the maximum amount of power that the PoOE switch can
provide at one time to the connected PDs.

The AT-FS970M/8PS and AT-FS970M/8PS-E switches have one power
supply. The AT-FS970M/24PS and AT-FS970M/48PS switches have two
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power supplies and can be operated using either one power supply or both
power supplies. One power supply is responsible for providing 185 watts
of the power budget. Table 6 shows power budget per model.

Table 6. PoE Switch’s Power Budget

Swichodel | WhenUsngone | WhenUsig T
AT-FS970M/8PS 185W N/A
AT-FS970M/8PS-E | 185W N/A
AT-FS970M/24PS 185W 370W
AT-FS970M/48PS 185W 370W

As long as the total power requirements of the PDs is less than the total
available power of the switch, it can supply power to all of the PDs.
However, when the PD power requirements exceed the total available
power, the switch denies power to some ports based on a process called
port prioritization.

The ports on the PoE switch are assigned to one of three priority levels.
These levels and descriptions are listed in Table 7.

Table 7. PoE Port Priorities

Priority e
Level Description

Critical This is the highest priority level. Ports set to the Critical
level are guaranteed to receive power before any of the
ports assigned to the other priority levels.

High Ports set to the High level receive power only when all
the ports assigned to the Critical level are already
receiving power.

Low This is the lowest priority level. Ports set to the Low level
receive power only when all the ports assigned to the
Critical and High levels are already receiving power. This
level is the default setting.

Without enough power to support all the ports set to the same priority level
at one time, the switch provides power to the ports based on the port
number, in ascending order. For example, when all of the ports in the
switch are set to the low priority level, and the power requirements are
exceeded on the switch, port 1 has the highest priority level, port 2 has the
next highest priority level and so forth.
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Displaying PoE Port Settings

To display a list of the PoE port settings, do the following:

Note
The PoE pull-down menu item appears only when you are
accessing a PoE featured switch.

1. Hover the cursor over the Switching tab.

The Switching tab is displayed. See Figure 65.

Switching Security

Port

Mac Table

Link Aggregation
VLANs

Spanning Tree

IGMP

Figure 65. Switching Tab
2. From the Switching tab drop-down menu, select PoE.

A list of PoE settings on the ports is displayed. See Figure 66 on page
173.
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PoE

Status:  Enabled - Apply

Power Usage Threshold (1-99%)= 380

Port Configurations |

lnterrane|nescripﬁon :f;“s ‘gﬂ"::;m _q | PowerLimit | Port Priority zf::; ‘g‘:ﬂ":‘:r
Edit port1.0.1 Enabled | 0 15400 Low off D
Edit port1.0.2 Enabled 0 15400 Low off D
Edit port1.0.3 Enabled | 0 15400 Low off D
Edit port1.0.4 Enabled 0 15400 Low off )
Edit port1.0.5 Enabled | 0 15400 Low off D
Edit port1.0.6 Enabled 0 15400 Low off )

Figure 66. PoE Port List Page

The following fields are displayed:

O Status— Enable or disable PoE on the ports globally. By default,
power is enabled on all ports.

Note

This status does not indicate that the PoE status of all the ports is
the same. To find out the PoE status, you must examine the PoE
status for a port individually.

O Power Usage Threshold— Power usage threshold in a
percentage of the switch’s total available power. The range is 1 to
99%.

O Interface— Port ID.
0 Description— Description of the port.

O PoE Status— Indicates if power for the port is enabled or disabled.
By default, power is enabled for all the ports on the switch.

O Power Consumed— Power consumption in milliwatts (mW) for
the port.

O Power Limit— Power limit in milliwatts (mW) on the port.

ad Port Priority— Port priority: Low, High, or Critical. For more
details, see “Port Prioritization” on page 171.
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O Power Status— Indicates if a powered device that is connected to
the port is powered on or off. When powered on, it indicates
Powered. When no powered device is connected to the port,
indicates Off.

O Power Class— Class of the connected PD. The switch
automatically detects to which class the connected PD belongs.
For more details, see “PD Classes” on page 170.
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Modifying PoE Settings Globally

To modify PoE settings on the switch, do the following:
1. Hover the cursor over the Switching tab.
The Switching tab is displayed. See Figure 65 on page 172.

2. From the Switching tab drop-down menu, select PoE.

Note
The PoE pull-down menu item appears only when you are accessing
an AT-FS970M PoE switch.

The PoE setting page is displayed. See Figure 66 on page 173.
3. Change the following settings as needed:

0 Status— Enable or disable PoE globally for all the ports on the
switch. Change this field when you want to change the PoE status
for all the ports all at once.

0 Power Threshold— Set the power usage threshold in a
percentage of the switch’s total available power. The range is 1 to
99%. By default, the power threshold is 80% of the total available
power of the switch.

Note

The power threshold value is used to monitor power consumption on
the switch. You can configure the switch with an SNMP server to
notify you when the switch reaches power consumption at the
specified level. To configure an SNMP server, you must use the
AlliedWare Plus™ Command Line Interface (CLI). See the AT-
FS970M Series Version 2.3.1.0 Management Software Command
Line Interface User’s Guide.

4. Click Apply.

5. Click SAVE to save your changes to the startup configuration file.
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Modifying PoE Settings on a Port

To display a list of the IPv4 interfaces, do the following:

1. Hover the cursor over the Switching tab.

The Switching tab is displayed. See Figure 67.

2. From the Switching tab drop-down menu, select PoE.

A list of PoE settings on the ports is displayed. See Figure 66 on page
173.

3. From the PoE page, click Edit next to the port number that you want to
modify.

The following page is displayed. See Figure 67.

Modify Port PoE Settings

| »

HELP

Interface— Indicates the port 1D. E

[~] PoE Port Status— Select Enabled

or Disabled. The default setting is

Interface port1.0.4
PoE port status | Enabled
PoE device Description |

| Enabled.

PoE Device Description— Enter
the description ofthe PoE device
that is connected to the port. The
description can contain up to 256

PoE port Power Limit |15.m{|

| alphanumeric characters. Spaces

(4000-30000)

and special characters are
allowed. Note: The description will
only show first 32 characters

PoE legacy device | Mo

PoE Port Power Limit— Enter the =

POE port Priority | Low

L1 ]

Figure 67. Modify Port PoE Settings Page

4. Change the following fields as needed:

a
a
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O PoE Device Description— Enter the description of the PoE
device that is connected to the port. The description can contain up
to 256 alphanumeric characters. Spaces and special characters
are allowed.

O PoE Port Power Limit (4000 ~ 30000)— Enter the power limit in
milliwatts (mW) that the switch provides to a device connected to
the port. The default is 15400 mW.

O PoE Legacy Device— Select “Yes” to allow the switch to supply
power to a device that is connected to the port, even if the device is
a legacy PD. Select “No” to not allow the switch to supply power if
a device that is connected to the port is a legacy PD. By default,
the PoE switch does not supply power to legacy PDs.

Legacy PDs are PoE devices that were designed before the IEEE
802.3af and IEEE 802.3at PoE standards were finalized.

O PoE Port Priority— Select the PoE port priority from Low, High or
Critical. For more details, see “Port Prioritization” on page 171.

5. Click Apply.

6. Click SAVE to save your changes to the startup configuration file.
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MAC Address-based Port Security

This chapter provides a brief description of MAC address-based port
security and explains how to set this feature on the switch. See the
following sections:

O “Overview” on page 180

0 “Displaying MAC Address-based Port Security Settings” on page 182
O “Modifying MAC Address-based Port Security Settings” on page 184
0 “Disabling MAC Address-based Port Security Settings” on page 186
For more information about MAC address-based security, see the
following chapters in the AT-FS970M Series Version 2.3.1.0 Management
Software Command Line Interface User’s Guide:

0 MAC Address-based Port Security

0 MAC Address-based Port Security Commands
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Overview

Static Versus
Dynamic
Addresses

Intrusion Actions

180

This feature lets you control access to the ports on the switch based on
the source MAC addresses of the network devices. You specify the
maximum number of source MAC addresses that ports can learn. Ports
that learn their maximum number of addresses discard packets that have
new, unknown addresses, preventing access to the switch by any
additional devices.

For example, if you configure port 3 on the switch to learn five source MAC
addresses, the port learns up to five address and forwards the ingress
packets of the devices that belong to those addresses. If the port receives
ingress packets that have source MAC addresses other than the five it has
already learned, it discards those packets to prevent the devices from
passing traffic through the switch.

The MAC addresses that the ports learn can be stored as either static or
dynamic addresses in the MAC address table in the switch. Ports that
store the addresses as static addresses do not learn new addresses after
they have learned their maximum number. In contrast, ports that store
the addresses as dynamic addresses can learn new addresses when
addresses are timed out from the table by the switch. The addresses are
aged out according to the aging time of the MAC address table.

The intrusion actions define what the switch does when ports that have
learned their maximum number of MAC addresses receive packets that
have unknown source MAC addresses. Intrusion actions are also called
violation actions. The possible settings are:

0 Protect— Ports discard those frames that have unknown MAC
addresses. No other action is taken. For example, if port 14 is
configured to learn 18 addresses, it starts to discard packets with
unknown source MAC addresses after learning 18 MAC addresses.

O Restrict— This is the same as the protect action, except that the
switch sends SNMP traps when the ports discard frames. For
example, if port 12 is configured to learn two addresses, the switch
sends a trap every time the port, after learning two addresses,
discards a packet that has an unknown MAC address.

0 Shutdown— The switch disables the ports and sends SNMP traps.
For example, if port 5 is configured to learn three MAC addresses, it is
disabled by the switch to prevent it from forwarding any further traffic if
it receives a packet with an unknown source MAC address, after
learning three addresses. The switch also sends an SNMP trap.
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Guidelines Here are the guidelines to MAC address-based port security:

a

)

The filtering of a packet occurs on the ingress port, not on the egress
port.

You cannot use MAC address-based port security and 802.1x port-
based access control on the same port. To specify a port as an
Authenticator or Supplicant in 802.1x port-based access control, you
must remove MAC address-based port security.

MAC address-based port security is not supported on the optional
GBIC, SFP, or XFP modules.
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Displaying MAC Address-based Port Security Settings

To display the MAC address-based port security settings, do the following:
1. Hover the cursor over the Security tab.

The Security tab is displayed. See Figure 68.

ACLs & QoS

Authentication Servers

802.1x Port Authentication

Figure 68. Security Tab
2. From the Security tab drop-down menu, select MAC Based Security.

The MAC Based Port Security page is displayed. See Figure 69.

MAC Based Port Security
Interface MAC Security | Aging | MAX MACs Violation Action
Edit port1.0.1 Disabled Mo 100 Protect
Edit port1.0.2 Disabled Mo 100 Protect
Edit port1.0.3 Disabled Mo 100 Protect
Edit port1.0.4 Disabled Mo 100 Protect
Edit port1.0.5 Disabled Mo 100 Protect
Edit pori1.0.6 Disabled Mo 100 Protect
Edit port1.0.7 Disabled Mo 100 Protect
Edit pori1.0.8 Disabled Mo 100 Protect
Edit port1.0.9 Disabled Mo 100 Protect
Edit port1.0.10 Disabled Mo 100 Protect

Figure 69. MAC Based Port Security Page

The following fields are displayed:

O Interface— Port ID.

O MAC Security— Indicates MAC address-based security is either
“Enabled” or “Disabled” on a port. By default, this setting is
disabled.

O Aging— Indicates one of the following:
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Yes: Saves the source MAC addresses as dynamic addresses
in the MAC address table.

No: Saves the source MAC addresses as static addresses in
the MAC address table. This is the default setting.

MAX MACs— Maximum number of dynamic MAC addresses the
port is permitted to learn. The range is 0 to 255. By default, this
field is set to 100.

Violation Action— Indicates one of the following actions:
Protect: Discards invalid frames. This is the default setting.
Restrict: Discards invalid frames and sends SNMP traps.

Shutdown: Sends SNMP traps and disables the port.
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Modifying MAC Address-based Port Security Settings

To the modify the MAC address-based port security settings, do the
following:

1. Hover the cursor over the Security tab.
The Security tab is displayed. See Figure 68 on page 182.
2. From the Security tab drop-down menu, select MAC Based Security.

The MAC Based Port Security page is displayed. See Figure 69 on
page 182.

3. Click Edit next to the port that you want to modify.

The Modify MAC Based Port Security page is displayed. See

Figure 70.
Modify MAC Based Port Security

HELP ~

Interface port1.0.4
Interface— Indicates the port ID.

MAC Security Disabled MAC Security— Select “Enabled”
or “Disabled” to activate or

Aging [No deactivate MAC address-based
security on the port.

MAX MACs 100 | Aging— Select how the switch
saves source MAC addresses to the

Violation Action [Protect ms(f:o :Iagﬂirﬁzsut;%ﬁé Choose from

* Yes: Saves the source MAC
addresses as dynamic
addresses in the MAC

Apply address table. W

= kln- Qouac tha cnnrca BAAT

Figure 70. Modify MAC Based Port Security Page
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4. Change the following settings as needed:

a

a

Interface— Indicates the port number. You cannot change this
parameter from this page.

MAC Security— Select between “Enabled” and “Disabled” to
activate or deactivate MAC address-based security on the port.

Aging— Select how the switch saves source MAC addresses to
the MAC address table. Choose from the following options:

Yes: Saves the source MAC addresses as dynamic addresses
in the MAC address table.

No: Saves the source MAC addresses as static addresses in
the MAC address table.

MAX MACs— Enter the maximum number of source MAC
addresses that the switch can learn and store for the port. The
range is 0 to 255. The default is 100 addresses.

Violation Action— Select the intrusion action of the port. Choose
from the following:

Protect: Discards invalid frames.
Restrict: Discards invalid frames and sends SNMP traps.

Shut Down: Sends SNMP traps and disables the port.

5. Click Apply.

6. Click SAVE to save your changes to the startup configuration file.
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Disabling MAC Address-based Port Security Settings

186

To deactivate MAC address-based port security settings, do the following:

1.

Hover the cursor over the Security tab.
The Security tab is displayed. See Figure 68 on page 182.
From the Security tab drop-down menu, select MAC Based Security.

The MAC Based Port Security page is displayed. See Figure 69 on
page 182.

Click Edit next to the port that you want to remove.

The Modify MAC Based Port Security page is displayed. See Figure
70 on page 184.

Use the pull-down menu next to the MAC Security field and select
“Disabled.”

Click Apply.

Click SAVE to save your changes to the startup configuration file.



Chapter 17

RADIUS and TACACS+ Clients

This chapter provides a brief description of both the RADIUS and
TACACS+ clients and explains how to configure these clients on the
switch.

See the following sections:

O “Overview” on page 188

0 “Configuring RADIUS for Remote Manager Authentication” on
page 191

d “Configuring TACACS+ for Remote Manager Authentication” on
page 195

O “Deleting an Authentication Server” on page 200

For more information about the authentication server features, see the
following chapters in the AT-FS970M Series Version 2.3.1.0 Management
Software Command Line Interface User’s Guide:

O RADIUS and TACACS+ Clients
0 RADIUS and TACACS+ Client Commands
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Overview

Remote Manager

188

Accounts

The switch has RADIUS and TACACS+ clients for remote authentication.
Here are the features that use remote authentication:

0 802.1x port-based network access control. This feature lets you
increase network security by requiring that network users log on with a
username and password before the switch forwards their packets. This
feature is described in Chapter 18, “802.1x Port-based Network
Access” on page 201.

O Remote manager accounts. This feature lets you add manager
accounts to the switch by transferring the authenticating task from the
switch to an authentication server on your network. Accounts that the
switch authenticates are called local accounts. This feature is
described in “Managing Local User Accounts” on page 52.

The RADIUS client supports both features, but the TACACS+ client
supports only the remote manager accounts feature. Here are the
guidelines:

O Only one client can be active on the switch at a time.

O If you want to use only the remote manager account feature, you can
use either RADIUS or TACACS+ because both clients support that
feature.

O If you want to use 802.1x port-based network access control, you have
to use the RADIUS client because the TACACS+ client does not
support that feature.

The switch comes with one local manager account. The account is
referred to as a local account because the switch authenticates the
username and password when a manager uses the account to log on. If
the username and password are valid, the switch allows the individual to
access its management software. Otherwise, it cancels the login to
prevent unauthorized access.

There are two ways to add more manager accounts. The first way is to
create additional local accounts. For more information about local
accounts, see “Managing Local User Accounts” on page 52.

The second way to add more accounts is with a RADIUS or TACACS+
authentication server on your network. With either authentication method,
the authentication of the usernames and passwords of the manager
accounts is performed by one or more authentication servers. The switch
forwards the information to the servers when managers log on.
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The following steps illustrate the authentication process that occurs
between the switch and an authentication server when a manager logs on:

1. The switch uses its RADIUS or TACACS+ client to transmit the
username and password to an authentication server on the network.

2. The server checks to see if the username and password are valid.

3. If the combination is valid, the authentication server notifies the switch,
which completes the login process, allowing the manager access to its
management software.

4. If the username and password are invalid, the authentication protocol
server notifies the switch, which cancels the login.

RADIUS and TACACSH+ also provides a way to monitor usage by login
users. You can configure the switch to send a start accounting message at
the beginning of a session and a stop accounting message at the end of
the session to an authentication sever.

To authenticate using a RADIUS or TACACS+ server, you must configure
remote manager authentication and add authentication servers that the
switch can access.

You can configure up to three servers each for the RADIUS and
TACACS+ features. However, only one authentication method can be
used at a time, either RADIUS or TACACS+.

To configure remote manager authentication and add authentication
servers, choose from the following procedures:

0 “Configuring RADIUS for Remote Manager Authentication” on
page 191

0 “Configuring TACACS+ for Remote Manager Authentication” on
page 195

When a user logs on to the switch, the authentication client polls the
servers for authentication information in the order in which they are listed
in the client. The order that you add a server determines its order on the
client. For instance, the first server that you add becomes Server 1, the
second server that you add becomes Server 2, and the third server that
you add becomes Server 3.

When you remove a server from the switch, the place holder is retained.
For example, you make the following assignments:

O Server 1 has an IP address of 192.168.10.11
O Server 2 has an IP address of 192.168.10.12
O Server 3 has an IP address of 192.168.10.13
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When you delete Server 1, the server with an IP address of 192.168.10.12
remains Server 2; the server with an IP address of 192.168.10.13 remains
Server 3. As a result, the next server that you add to the switch becomes
Server 1.
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Configuring RADIUS for Remote Manager Authentication

To configure remote manager authentication using RADIUS and add
RADIUS servers to the switch, perform the following:

d “Configuring Remote Manager Authentication Using RADIUS” on
page 191

0 “Adding a RADIUS Server” on page 193

Configuring To configure the RADIUS server, do the following:
Remote Manager

Authentication
Using RADIUS The Security tab is displayed. See Figure 68 on page 182.

1. Hover the cursor over the Security tab.

2. From the Security tab drop-down menu, select Authentication
Servers.

The Authentication Server Configuration page with the RADIUS tab
selected is displayed. See Figure 71.

Authentication Server Configuration

Active Authentication Server: None

RADIUS
Timeout Value(1-1000) 5 HELP a
Key Value(Max length is 40) Timeout Value— Enter the length of 3
the time, in seconds, that the switch
waits for a response from a RADIUS
RADIUS Authentication Login Disabled IZ‘ server to an authentication request,
befare querying the next serverin the
o i - list. The range is 1to 1,000
AAA Authentication Login Local Disabled |Z| seconds. The defaultvalue is 5.
] Key Value— Enter the value of the
AAA Accounting None [=] global encryption key of the RADIUS

servers. You can define a global
encryption key if you have one
RADIUS server or ifthere is more
than one server and they all use the
same encryption key. The maximum

length is 40 characters. Special
characters are allowed.

Configured RADIUS Servers

dd IP Address Accounting Port Authentication Port Key Source IP Address

Figure 71. Authentication Server Configuration Page with RADIUS Tab
3. Change the following fields as needed:
O Timeout Value— Enter the length of the time, in seconds, that the

switch waits for a response from a RADIUS server to an
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authentication request, before querying the next server in the list.
The range is 1 to 1,000 seconds. The default value is 5 seconds.

Key Value— Enter the value of the global encryption key of the
RADIUS servers. You can define a global encryption key if you
have one RADIUS server or if there is more than one server and
they all use the same encryption key. The maximum length is 40
characters. Special characters are allowed, but spaces are not
permitted.

A Caution

192

To define two or three servers that use different encryption keys, do
not enter a global encryption key value on this web page. Instead,
define the individual keys when you add the IP addresses of the
servers to the client on the RADIUS Server Configuration Page. See
“Adding a RADIUS Server” on page 193.

O RADIUS Authentication Login— Enable or disable RADIUS to

authenticate user login. Choose from the following:
Enabled: The RADIUS servers authenticate user login.

Disabled: The RADIUS servers do not authenticate user login.
Authentication is attempted using the username and password
combinations specified on the User Management page and
using the USERNAME command in the CLI.

0 AAA Authentication Login Local— Enable or disable RADIUS to

authenticate user login in combination with local manager
accounts. Choose from the following:

Enabled: The RADIUS servers authenticate the user login.
When any RADIUS server is not available, authentication is
attempted using the username and password combinations
specified on the User Management page and using the
USERNAME command in the CLI.

Disabled: The RADIUS servers do not authenticate user login.
Authentication is attempted using the username and password
combinations specified on the User Management page and
using the USERNAME command in the CLI.

Note

For additional information about the User Management page, see
“Managing Local User Accounts” on page 52. For more information
about the USERNAME command, see “Local Manager Accounts” in
the AT-FS970M Series Version 2.3.1.0 Management Software
Command Line Interface User’s Guide.
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O AAA Accounting— Select a RADIUS accounting setting. Choose
from the following:

Start-Stop: Indicates that a start accounting message is sent at
the beginning of a session, and a stop accounting message is
sent at the end of the session.

Stop-Only: Indicates a stop accounting message is sent at the
end of the session.

None: Indicates that sending accounting messages is disabled.

4. Click Apply.

The Active Authentication Server field shown on the upper middle of
the page indicates “RADIUS.”

5. Click SAVE to save your changes to the startup configuration file.

Adding a  To add a RADIUS server, do the following:

RADIUS Server = .\ Add near the RADIUS server list.

The RADIUS Server Add page is displayed. See Figure 72.

e
RADIUS Server Add

HELP A
IP Address
| IP Address— Enter the IP address
o of a RADIUS server on the network.
Authentication Port |1812 The IP address must be in the

|

| following |Pv4 format:
Accounting Port |131 3 | KR OO JO0LKRX.

|

Authentication Port— Speciiy the
UDP destination port for RADIUS
authentication requests. If you
Source IP Address of G select 0, the server is not used for
e s [Viant ] authentication. The default UDP
port for authentication is 1812.

Accounting Port— Specify the
UDP destination port for RADIUS
accounting reguests. If you select 0,
the server is not used for
accounting. The default UDP port v
for accountina is 1813.

Key |

Figure 72. RADIUS Server Add Page
2. Configure the following as needed:

O IP Address— Enter the IP address of a RADIUS server on the
network. The IP address must be in the following IPv4 format:
XXX XXX XXX XXX.
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Authentication Port— Specify the UDP destination port for
RADIUS authentication requests. If you select 0, the server is not
used for authentication. The default UDP port for authentication is
1812.

Accounting Port— Specify the UDP destination port for RADIUS
accounting requests. If you select 0, the server is not used for
accounting. The default UDP port for accounting is 1813.

Key— Enter the encryption key for RADIUS communications
between the switch and RADIUS server. The key must match the
encryption key used by the RADIUS server. The maximum length
is 40 characters. Special characters are allowed, but spaces are
not permitted.

Source IP Address of Radius Packet— Assign the RADIUS
source interface to a VLAN ID. The RADIUS client uses the
selected VLAN ID on every outgoing RADIUS packet. The default
is Vlan1.

3. Click Apply.

4. Click SAVE to save your changes to the startup configuration file.
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Configuring TACACS+ for Remote Manager Authentication

Configuring
Remote Manager
Authentication
Using TACACS+

To configure remote manager authentication using TACACS+ and add
TACACSH+ servers to the switch, perform the following:

O “Configuring Remote Manager Authentication Using TACACS+” on
page 195

0 “Adding a TACACS+ Server” on page 198
To configure a TACACS+ server, do the following:
1. Hover the cursor over the Security tab.
The Security tab is displayed. See Figure 68 on page 182.

2. From the Security tab drop-down menu, select Authentication
Servers.

The Authentication Server Configuration page is displayed. See Figure
71 on page 191.

3. Click the TACACS+ tab.

The Authentication Server Configuration Page with the TACACS+ tab
is displayed. See Figure 73 on page 196.
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Authentication Server Configuration

Active Authentication Server: None

mf TACAfS+ !
W

Timeout Value(1-1000) 5 HELP ‘i‘

Key Value(Max length is 40) Timeout Value— Enter the length of —
the time, in seconds, that the switch
waits for a response from a

TACACS+ Authentication Login Disabled E TACACS+ server to an authentication
request, before guerying the next

- - - semver in the list. The range is 1to

AAA Authentication Login Local Disabled [=] 1,000 seconds. The defagultvalue is
5.

AAA Authentication Enable Disabled IZ‘ Key Value— Enter the value of the
global encryption key of the

AAA Authentication Enable Local Disabled E TACACS+ servers. You can define a
global encryption key if you have one

. TACACS+ server or ifthere is more

AAA Accounting None E than one server and they all use the
same encryption key. The maximum

length is 40 characters. Special

PRl characters are allowed. s
Configured TACACS+ Servers
Add ‘ IP Address Hey

Figure 73. Authentication Server Configuration Page with TACACS+ Tab

4. Change the following as needed:

O Timeout Value— Enter the length of the time, in seconds, that the
switch waits for a response from a TACACS+ server to an
authentication request, before querying the next server in the list.
The range is 1 to 1,000 seconds. The default value is 5.

0 Key Value— Enter the value of the global encryption key of the
TACACS+ servers. You can define a global encryption key if you
have one TACACS+ server or if there is more than one server and
they all use the same encryption key. The maximum length is 40
characters. Special characters are allowed, but spaces are not
permitted.

Caution

To define two or three servers that use different encryption keys, do
not enter a global encryption key value on this web page. Instead,
define the individual keys when you add the IP addresses of the
servers to the switch on the TACACS+ Server Add page. See
“Adding a RADIUS Server” on page 193.
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0 TACACS+ Authentication Login— Enable or disable TACACS+
to authenticate user login. Choose from the following:

Enabled: The TACACS+ servers authenticate user login.

Disabled: The TACACS+ servers do not authenticate user
login. Authentication is attempted using the username and
password combinations specified on the User Management
page and using the USERNAME command in the CLI.

0 AAA Authentication Login Local— Enable or disable TACACS+
to authenticate user login in combination with local manager
accounts. Choose from the following:

Enabled: The TACACS+ servers authenticate user login.
When any TACACS+ server is not available, authentication is
attempted using the username and password combinations
specified on the User Management page and using the
USERNAME command in the CLI.

Disabled: The TACACS+ servers do not authenticate user
login. Authentication is attempted using the username and
password combinations specified on the User Management
page and using the USERNAME command in the CLI.

Note

For additional information about the User Management page, see
“Managing Local User Accounts” on page 52. For more information
about the USERNAME command, see Chapter 88: Local Manager
Accounts in the AT-FS970M Series Version 2.3.1.0 Management
Software Command Line Interface User’s Guide.

0 AAA Authentication Enable— Enable or disable TACACS+ to
authenticate users requesting the Privileged Exec mode. Choose
from the following:

Enabled: The TACACS+ servers determine whether users can
access the Privileged EXEC level using the TACACS+ enable
password.

Disabled: The TACACS+ servers do not use its enable
password. Authentication is attempted using the password
specified using the ENABLE PASSWORD command in the CLI.

0 AAA Authentication Enable Local— Enable or disable
TACACSH+ to authenticate users requesting the Privileged Exec
mode. Choose from the following:

Enabled: The TACACS+ servers determine whether users can
access the Privileged EXEC level using the TACACS+ enable
password. When any TACACS+ server is not available,
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authentication is attempted using the password specified using
the ENABLE PASSWORD command in the CLI.

Disabled: The TACACS+ servers do not use its enable
password. Authentication is attempted using the password
specified using the ENABLE PASSWORD command in the
CLI.

0 AAA Accounting— Select a TACACS+ accounting setting.
Choose from the following:

Start-Stop: A start accounting message is sent at the
beginning of a session, and a stop accounting message is sent
at the end of the session.

Stop-Only: A stop accounting message is sent at the end of
the session.

None: Sending accounting messages is disabled.
5. Click Apply.

The Active Authentication Server field shown on the upper middle of
the page indicates “TACACS+.”

6. Click SAVE to save your changes to the startup configuration file.

Adding a  To add a TACACS+ server, do the following:
TACACS+

1. Click Add at the bottom of the page.
Server

The TACACS+ Server Add page is displayed. See Figure 74.

TACACS+ Server Add

HELP

IP Address | |

IP Address— Enter the IP address
| of the TACACS+ server. The [P

address must be in the following
1P format: 1061000000100,

Key— Enter the secret key for this
TACACS+ server. The maximum
length is 39 characters. Spaces and
special characters are not permitted.
This value is needed when you
configure a TACACS+ client.

Key |

m

Click Apply to save your changes to
the running configuration file.

Figure 74. TACACS+ Server Add Page
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Enter the following settings:
0 IP Address— Enter the IP address of the TACACS+ server. The IP
address must be in the following IPv4 format: Xxx.XXX.XXX.XXX.

0 Key— Enter the encryption key for TACACS+ communications
between the switch and TACACS+ server. The key must match the
encryption key used by the TACACS+ server. The maximum
length is 40 characters. Special characters are allowed, but spaces
are not permitted.

Click Apply.

Click SAVE to save your changes to the startup configuration file.
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Deleting an Authentication Server
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To delete either an TACACS+ or RADIUS authentication server, do the
following:

1. Hover the cursor over the Security tab.
The Security tab is displayed. See Figure 68 on page 182.

2. From the Security tab drop-down menu, select Authentication
Servers.

The Authentication Server Configuration page is displayed. See Figure
71 on page 191.

3. Click either the TACACS+ or the RADIUS tab, depending on the type
of server you want to delete.

4. Click Delete next to the server that you want to delete.

5. Click SAVE to save your changes to the startup configuration file.



Chapter 18

802.1x Port-based Network Access

This chapter provides a brief description of the 802.1x Port-based
Authentication feature and explains how to enable this feature on the
switch, and specify authentication on a port.

See the following sections:

O “Overview” on page 202

O “Enabling 802.1x Port-based Authentication on the Switch” on
page 207

d “Configuring 802.1x Port-based Authentication” on page 208

O “Disabling 802.1x Port-based Authentication on the Switch” on
page 213

0 “Disabling 802.1x Port-based Authentication on a Port” on page 214

For more information about the 802.1x features, see the following chapters
in the AT-FS970M Series Version 2.3.1.0 Management Software
Command Line Interface User’s Guide:

O 802.1x Port-based Network Access Control
O 802.1x Port-based Network Access Control Commands
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Overview
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Port Roles

The 802.1x port-based network access control feature lets you control
who can send traffic through, and receive traffic from, the individual switch
ports. The switch does not allow an end node to send or receive traffic
through a port until the user of the node has been authenticated by a
RADIUS server.

This port-security feature is used to prevent unauthorized individuals from
connecting a computer to a switch port or using an unattended workstation
to access your network resources. Only those users designated as valid
network users on a RADIUS server are permitted to use the switch to
access the network.

This port security method uses the RADIUS authentication protocol. To
use the 802.1x port-based network access control feature, you must
configure RADIUS and add RADIUS servers to the switch. For more
information about RADIUS and its configuration, see Chapter 17,
“‘RADIUS and TACACS+ Clients” on page 187.

Note

RADIUS with Extensible Authentication Protocol (EAP) extensions
is the only supported authentication protocol for 802.1x port-based
network access control. This feature is not supported with the
TACACS+ authentication protocol.

The switch does not authenticate any end nodes connected to its ports. Its
function is to act as an intermediary between the end nodes or users and
the RADIUS authentication server during the authentication process.

Part of the task to implementing this feature is specifying the roles of the
ports on the switch. The roles are listed here:

O None Role:

Switch ports in the none role do not participate in port-based access
control. They forward traffic without authenticating the supplicants of
the network devices. This is the default setting for the switch ports.

Note

A RADIUS authentication server cannot authenticate itself and must
communicate with the switch through a port that is not configured as
an authenticator port.
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O Authenticator Role:

The authenticator role activates port access control on a port. Ports in
this role do not forward network traffic to or from network devices until
the supplicants are authenticated by a RADIUS server. The
authenticator role is appropriate when you want the switch to
authenticate the supplicants of network devices before they can use
the network.

Figure 75 illustrates the none role and authenticator role.

AT$100824
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Authenticator role None role
\ RADIUS
~—  Authentication
= Server
Authenticated
Supplicant

Figure 75. Example of Port Roles

Operating Modes Authenticator ports have three modes:

O Single host mode

An authenticator port set to the single host mode permits only one
supplicant to log on and forwards only the traffic of that supplicant.
After one supplicant has logged on, the port discards packets from any
other supplicant.

In Figure 76, port 6 is an authenticator port set to the single host mode.
It permits only one supplicant to log on and forwards the traffic of only
that supplicant.

Authentication

Role: Authenticator
Server

Operating Mode: Single Host
Mode —

Authenticated Supplicant

Figure 76. Single Host Mode
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O Multiple host mode

This mode permits multiple supplicants on an authenticator port. An
authenticator host forwards packets from all supplicants once one
supplicant has successfully logged on. This mode is typically used in
situations where you want to add 802.1x port-based network access
control to a switch port that is supporting multiple supplicants, but do
not want to create individual accounts for all the supplicants on the
RADIUS server.

This is referred to as “piggy-backing.” After one supplicant has
successfully logged on, the port permits the other supplicants to piggy-
back onto the initial supplicant’s logon, so that they can forward
packets through the port without being authenticated.

Figure 77 is an example of this mode. Port 6 is connected to an
Ethernet hub or non-802.1x-compliant switch, which in turn is
connected to several supplicants. The switch does not forward the
supplicant traffic until one of the supplicants logs on. Afterwards, it
forwards the traffic of all the supplicants.
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Port 6 \

Role: Authenticator - RADIUS
Operating Mode: Multiple host Authentication
mode server

non-802.1x-compliant
switch

Ethernet hub or

Authenticated UnauthInticaé

Supplicant Supplicants
Figure 77. Multiple Host Operating Mode

O Multiple supplicant mode

This mode authenticates all the supplicants on an authenticator port.
This mode is appropriate in situations where an authenticator port is
supporting more than one supplicant, and you want all supplicants to
be authenticated. A switch in this mode can support up to a maximum
of 208 supplicants.
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An example of this authenticator operating mode is illustrated in
Figure 78. The supplicants are connected to a hub or non-802.1x-
compliant switch which is connected to an authenticator port on the
switch. If the port is configured as 802.1x authenticator, the supplicants
must successfully authenticate before they can forward traffic through
the switch.

AT8100824.
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Port 6 / \
Role: Authenticator " — RADIUS
Operating Mode: Multiple Authentication
Supplicant mode server
Ethernet hub or
non-802.1x-compliant
\ switch

Authenticated
Supplicants

Figure 78. Multiple Supplicant Mode

With 802.1x port-based network access control, you can link a username
and password combination or MAC address to a specific VLAN so that the
switch automatically moves the port to the appropriate VLAN when a
supplicant logs on. This frees the network manager from having to
reconfigure VLANs as end users access the network from different points
or where the same workstation is used by different individuals at different
times.

To use this feature, you have to enter a VLAN identifier, along with other
information, when you create a supplicant account on the RADIUS server.
The server passes the identifier to the switch when a user logs on with a
valid username and password combination or MAC address, depending
on the authentication method.

How the switch responds when it receives VLAN information during the
authentication process can differ depending on the operating mode of the
authenticator port.
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Guest VLAN

An authenticator port in the unauthorized state typically accepts and
transmits only 802.1x packets while waiting to authenticate a supplicant.
However, you can specify an authenticator port to be a member of a Guest
VLAN when no authenticated supplicant is logged on. Any guest user
using the port is not required to log on and has full access to the resources
of the Guest VLAN.

If the switch receives 802.1x packets on the port, signalling that an
authenticated supplicant is logging on, it moves the port to its predefined
VLAN and places it in the unauthorized state. The port remains in the
unauthorized state until the logon process between the authenticated
supplicant and the RADIUS server is completed. When the authenticated
supplicant logs off, the port automatically returns to the Guest VLAN.

Note
The Guest VLAN feature is only supported on an authenticator port
in the Single host operating mode.
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Enabling 802.1x Port-based Authentication on the Switch

To enable the 802.1x port-based Authentication feature on a switch, do
the following:

1. Hover the cursor over the Security tab.
The Security tab is displayed. See Figure 68 on page 182.

2. From the Security tab drop-down menu, select 802.1x Port
Authentication.

The 802.1x Authentication page is displayed. See Figure 79.

802.1x Authentication

Status: Disabled -

Interface | Port Role
Edit port1.0.1 None
Edit port1.0.2 None
Edit port1.0.3 None
Edit port1.0.4 None
Edit port1.0.5 None
Edit port1.0.6 None
Edit port1.0.7 None
Edit port1.0.8 None
Edit port1.0.9 None
Edit port1.0.10 None
Edit port1.0.11 None
Edit port1.0.12 None

Figure 79. 802.1x Authentication Page
3. Use the pull-down menu next to the Status field to select “Enabled.”
The default setting is “Disabled.”
4. Click Apply.

5. Click SAVE to save your changes to the startup configuration file.
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Configuring 802.1x Port-based Authentication

To set 802.1x port authentication on a port, do the following:
1. Hover the cursor over the Security tab.
The Security tab is displayed. See Figure 68 on page 182.

2. From the Security tab drop-down menu, select 802.1x Port
Authentication.

The 802.1x Authentication page is displayed. See Figure 79 on page
207.

3. Click Edit next to the port that you want to modify.

The Modify 802.1x Authentication page is displayed. See Figure 80.

Modify 802.1x Authentication

Interface port1.0.3 PortRole  |None [~]

Figure 80. Modify 802.1x Authentication Page

4. Use the pull-down menu next to the Port Role field to select
“Authenticator.”

The Modify 802.1x Authentication page “Authenticator” expands. See
Figure 81 on page 209.
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Modify 802.1x Authentication

Interface Port Role | Authenticator

HELP

Port Id— Indicates the port number.
Authentication Mode |Aute P

Port Role— Indicates that you've selected
Timeouts the port as an Authenticator.

Authentication Mode— Indicates the
authentication mode. Choose from the
following:

Quiet-period

- * Unauthorized: Sets the port to the
Tx-period 802 .1x authenticator role, in the
unautheorized state. Although the
port is in the authenticator role, the
Reauth-period switch blocks all authentication on
the port. If you set all the ports on
the switch to this setting, then no

- , clients can log on and forward
Supplicant-imeout packets through them.

Force-authorized: Sefs port to the
Server-timeout 802.1x authe_nticator role, in m_e
force—authorized state. A port in the
force—authorized state transitions to
the authorized state without any
[l Re-authentication authentication exchanges required.
The port transmits and receives
Number of Re-auth Requests |2 trafiic normally without 802.1X
—based authentication of the clients.

* Auto: Sets the port to the 302.1X
pori-based authenticator role. A
port in this state begins in the

[] pynamic VLAN Creation unauthorized state, forwarding only

EAPOL frames, until a client has
Type |Mulli logged on successfully.

Port Control Direction |Bath

| Timeouts:

Guest VLAN

« Quiet Period— Sets the number of ¥
Host Mode |Sing|e-Host secnnds that an authenticator nort

[[] mac Authentication

[] Re-auth Learning

Figure 81. Modify 802.1x Authentication Page Expanded
5. Modify the following fields as needed:

0 Interface— Indicates the port ID. You cannot modify this
parameter from this page.

O Port Role— Specifies that you have selected the port as an
Authenticator.
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O Authentication Mode— Select the authentication mode. Choose
from the following:

Unauthorized: Sets the port in the unauthorized state.
Although the port is in the authenticator role, the switch blocks
all authentication on the port. If you set all the ports on the
switch to this setting, then no supplicants can log on and
forward packets through them.

Force-authorized: Sets port in the force-authorized state. A
port in the force-authorized state transitions to the authorized
state without any authentication exchanges required. The port
transmits and receives traffic normally without 802.1X-based
authentication of the supplicants.

Auto: Sets the port active in the authenticator role. A port in
this state begins in the unauthorized state, forwarding only
authentication frames, until a supplicant has logged on
successfully.

O Timeouts
The following fields set the timers for this feature:

Quiet Period— Enter the number of seconds that an
authenticator port remains in the quiet state following a failed
authentication exchange with a supplicant. The range is 0 to
65,535 seconds. The default value is 60 seconds.

Tx-period— Enter the number of seconds that an
authenticator port waits for a response to an EAP-request/
identity frame from a supplicant before retransmitting the
request. The range is 1 to 65,535 seconds. The default value is
30 seconds.

Reauth-period— Enter the time interval that an authenticator
port requires a supplicant to reauthenticate. The range is 1 to
65,535 seconds. The default value is 3,600 seconds.

Supplicant-timeout— Enter the retransmission time for the
EAP-request frame from the authenticator port. The range is 1
to 600 seconds. The default value is 30 seconds.

Server-timeout— Enter the number of seconds the switch
waits for a response from the authentication server. The range
is 1 to 600 seconds. The default value is 30 seconds.

O Re-authentication— Check the checkbox to activate
reauthentication on the authenticator port. The supplicant
periodically reauthenticates according to the time interval set with
the Reauth-period timer.

O Number of Re-auth Requests— Enter the maximum number of
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times the switch retransmits EAP Request packets to a supplicant
before it times out an authentication session. The range is 1 to 10
retransmissions. The default value is 2.

Port Control Direction— Select whether the authenticator port
that is in the unauthorized state should forward egress broadcast
and multicast traffic. Choose from the following:

In: Specifies that the authenticator port in the unauthorized
state should forward egress broadcast and multicast traffic, and
discard the ingress broadcast and multicast traffic. This is the
default setting.

Both: Specifies that the authenticator port in the unauthorized
state should discard both ingress and egress broadcast and
multicast traffic.

Dynamic VLAN Creation— Check the checkbox to activate
dynamic VLAN assignments of the authenticator port.

Type— Select the type of dynamic VLAN assignments. Choose
from the following:

Single: Specifies that an authenticator port forwards packets of
only those supplicants that have the same VID as the
supplicant who initially logged on.

Multi: Specifies that an authenticator port forwards packets of
all supplicants, regardless of the VIDs in their supplicant
accounts on the RADIUS server.

Guest VLAN— Select the ID number of a VLAN that is the guest
VLAN of an authenticator port. You can select only one VID.

Host Mode— Select the operating mode on an authenticator port.
Choose from the following:

Single-host: Specifies the single host operating mode. An
authenticator port set to this mode forwards only those packets
from the one supplicant who initially logs on. This is the default
setting.

Multi-host: Specifies the multiple host operating mode. An
authenticator port set to this mode forwards all packets after
one supplicant logs on. This is referred to as piggy-backing.

Multi-supplicant: Specifies the multiple supplicant operating
mode. An authenticator port set to this mode requires that all
supplicants log on.

Mac Authentication— Check the checkbox to activate MAC
address-based authentication on the authenticator port. An
authenticator port that uses this type of authentication extracts the
source MAC address from the initial frame from a supplicant and
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automatically sends it as the supplicant’s username and password
to the authentication server.

This authentication method does not require 802.1x client software
on supplicant nodes.

O Re-Auth Learning— Check the checkbox to force the port that is
using MAC address authentication into the unauthorized state. You
may use this setting to reauthenticate the nodes on the
authenticator port.

6. Click Apply.

7. Click SAVE to save your changes to the startup configuration file.
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Disabling 802.1x Port-based Authentication on the Switch

To disable the 802.1x port-based Authentication feature on a switch, do
the following:

1. Hover the cursor over the Security tab.
The Security tab is displayed. See Figure 68 on page 182.

2. From the Security tab drop-down menu, select 802.1x Port
Authentication.

The 802.1x Authentication page with the Status field set to “Enabled” is
displayed. See Figure 82.

802.1x Authentication

Staus:

‘ Interface Port Role
Edit port1.0.1 None
Edit port1.0.2 None
Edit port1.0.3 None
Edit port1.0.4 None
Edit port1.0.5 None
Edit port1.0.6 None
Edit port1.0.7 None
Edit port1.0.8 None
Edit port1.0.9 None
Edit port1.0.10 None
Edit port1.0.11 None
Edit porti.0.12 None

Figure 82. 802.1x Authentication Page with Status Enabled
3. Use the pull-down menu next to the Status field to select “Disabled.”
4. Click Apply.

5. Click SAVE to save your changes to the startup configuration file.
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Disabling 802.1x Port-based Authentication on a Port

214

To disable 802.1x port authentication on a port, do the following:

1.

Hover the cursor over the Security tab.
The Security tab is displayed. See Figure 68 on page 182.

From the Security tab drop-down menu, select 802.1x Port
Authentication.

The 802.1x Authentication page is displayed. See Figure 79 on page
207.

Click Edit next to the port that you want to modify.

The Modify 802.1x Authentication page is displayed. See Figure 80 on
page 208.

Use the pull-down menu next to the Port Role field to select “None.”
Click Apply.

Click SAVE to save your changes to the startup configuration file.
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Setting IPv4 and IPv6 Addresses

This chapter provides brief descriptions of management IPv4 and IPv6
addresses and explains how to specify both types of IP addresses on the
switch.

See the following sections:

“Overview” on page 216

“Displaying IPv4 Interfaces” on page 218
“Adding an IPv4 Address” on page 219
“Changing an IPv4 Address” on page 220
“Deleting an IPv4 Address” on page 222
“Displaying the IPv6 Interface” on page 223
“Adding an IPv6 Address” on page 225
“Changing IPv6 Addresses” on page 227
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“Deleting IPv6 Addresses” on page 229

For more information about the IP management address, see the following
chapters in the AT-FS970M Series Version 2.3.1.0 Management Software
Command Line Interface User’s Guide:

0 IPv4 and IPv6 Management Addresses
0 IPv4 and IPv6 Management Address Commands
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Overview

The management IP address is an IP address that the switch uses to
identify itself to other network devices, such as TFTP servers and Telnet
clients. The management address can be any IPv4 address, or an IPv6
address for some features, that is assigned to a VLAN on the switch. The
features listed in Table 8 require that the switch is assigned a
management |P address.

You can assign an IP address only to a VLAN interface. You can assign
one IPv4 address per VLAN. The switch can have as many IPv4
addresses as there are VLANSs on the switch. You can assign an IPv6
address to any VLAN; however, you can assign only one IPv6 address to
the switch.

You can use an IPv6 address as the management IP address. However,
as shown in Table 8, the IPv6 address supports only the TACACS+ client
and HTTP clients. To use features that are not supported by the IPv6
address, you must use an IPv4 address as the management IP address.

Note
In the Command Line Interface, there are additional features that
require either an IPv4 or IPv6 address.

Table 8. Web Interface Features that Require an IP Management Address

... Supported by Supported by
Feature Description IPv4 Address | IPv6 Address
802.1x port-based Used for port security. yes no
network access
control
RADIUS client Used for remote yes no
management authentication
and for 802.1x port-based
network access control.
sFlow agent Used to transmit packet yes no
statistics and port counters to
an sFlow collector on your
network.
TACACSH+ client Used for remote yes yes
management authentication
using a TACACS+ server on
your network.
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Table 8. Web Interface Features that Require an IP Management Address (Continued)

Supported by Supported by

Feature Description IPv4 Address | IPv6 Address
HTTP client Used for a web browser to yes yes
bring the AT-FS970M web
interface on your network.
IP Management See the following list for guidelines about assigning a management IPv4 or
Guidelines !PVv6 address to the switch:

Q aaa

You can assign one IPv4 address per VLAN.
Any IPv4 address can be used as the management IP address.
The switch can have only one IPv6 address.

The management IPv4 address can be any IPv4 address assigned to
a VLAN on the switch. For background information on VLANS, see
Chapter 11, “Setting Port-based and Tagged VLANSs” on page 131.

In the AT-FS970M Series Version 2.3.1.0 web interface, the IPv4
address is assigned as the static address. The web interface does not
support the assignment of an IPv4 address from a DHCP server. When
you want to assign an IPv4 address from a DHCP server, see the AT-
FS970M Series Version 2.3.1.0 Management Software Command Line
Interface User’s Guide.

An IPv6 address is assigned as the static address. The switch does
not support the assignment of an IPv6 address from a DHCP server.

To assign the default gateway IPv4 address, you must assign it as the
static route. For assigning a static route, see Chapter 21, “Setting
Static Routes” on page 243.

To assign the default gateway IPv6 address, you must add it when you
assign the management IPv6 address. See Chapter 19, “Adding an
IPv6 Address” on page 225.

The IPv4 management address and the default gateway IPv4 address
must be members of the same network.

The IPv6 management address and the default gateway IPv6 address
must be members of the same network.
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Displaying IPv4 Interfaces

To display a list of the IPv4 interfaces, do the following:
1. Hover the cursor over the Layer 3 tab.

The Layer 3 tab is displayed. See Figure 83.

ACLS & QoS

IPv6 Interfaces

'

Static Routes

Routing Table
s

ARP Table

RIP

Figure 83. Layer 3 Tab
2. From the Layer 3 tab drop-down menu, select IPv4 Interfaces.

A list of IPv4 interfaces is displayed. See Figure 84.

IPv4 Interfaces

VLAN IP Address Subnet Mask

Delete Edit  vian1 192.168.1.4 235.255.255.0

Figure 84. IPv4 Interfaces Page

The following fields are displayed:

O VLAN— VLAN number that has an IP interface.

O IP Address— IP address that the VLAN is assigned to.
0 Subnet Mask— Subnet mask of the IP address.

0 Status— Status of the link.
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Adding an IPv4 Address

To assign an IPv4 address, do the following:
1. Hover the cursor over the Layer 3 tab.
The Layer 3 tab is displayed. See Figure 83 on page 218.
2. From the Layer 3 tab drop-down menu, select IPv4 Interfaces.
A list of IPv4 interfaces is displayed. See Figure 84 on page 218.
3. Click Add.

The IP Address Configuration Page is displayed. See Figure 85.

IP Address Configuration

»

HELP b
IP Address
| | IP address— Enter an [Pvd
Subnet Mask | | address in the following format:
VLAN |1""r|a”‘I |Z| Subnet Mask— Enter quad-dotted

decimal representation, for
example, 255.255 2550

m

fdd VLAN— Select the VLAN that you

would like to manage the IPvd
address on. The default VLAM is
Ylan1.

Click Add to save your changes to
the running-configuration file.

Olrmen rofar to thin AlliacAlAlaes Doae

Figure 85. IP Address Configuration Page
4. Enter the following fields:

O IP Address— Enter the IP address that you want to add.

O Subnet Mask— Enter the subnet mask of the IPv4 address in
quad-dotted decimal representation, for example, 255.255.255.0.

O VLAN— Select the VLAN ID that you want to assign the IPv4
address to.

5. Click Add.

6. Click SAVE to save your changes to the startup configuration file.
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Changing an IPv4 Address

To display a list of the IPv4 interfaces, do the following:

1. Hover the cursor over the Layer 3 tab.
The Layer 3 tab is displayed. See Figure 83 on page 218.

2. From the Layer 3 tab drop-down menu, select IPv4 Interfaces.
A list of IPv4 interfaces is displayed. See Figure 84 on page 218.

3. From the IPv4 Interfaces page, click Edit next to the VLAN ID that you
want to modify.

The following page is displayed. See Figure 86.

IP Address Configuration

HELP

IP Address [192.168 2 1 |

IP address— Enter an IPvd

Subnet Mask |255_255_255_[] | address in the following format:

VLAN |Vlan1 E Subnet Mask— Enter quad-dotted

decimal representation, for
example, 265,265 2585.0

Apply VLAN— Select the VLAN that you

would like to manage the [Pvd
address on. The default VLAM is
Ylan1.

Click Add to save your changes to
the running-configuration file.

Dlnacn rafar tn thn AlliadAdlAfara Do

Figure 86. Edit IP Address Configuration Page
4. Change the following fields as needed:

0 IP Address— Enter the IP address that the VLAN is assigned to.
0 Subnet Mask— Enter the subnet mask of the IPv4 address.
0 VLAN— Select the VLAN to manage the IP address.
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Note

If you change the IP address that you use to access the web
interface, you lose the connection to the switch. Start a management
session again by opening a web browser on your PC and entering
the new IP address of the switch.

5. Click Apply.

6. Click SAVE to save your changes to the startup configuration file.
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Deleting an IPv4 Address

To delete an IPv4 address, do the following:

1. Hover the cursor over the Layer 3 tab.
The Layer 3 tab is displayed. See Figure 83 on page 218.

2. From the Layer 3 tab drop-down menu, select IPv4 Interfaces.
A list of IPv4 interfaces is displayed. See Figure 84 on page 218.

3. From the IPv4 Interfaces page, click Delete on the same line as the
IPv4 address that you want to delete.

The selected IPv4 address is removed from the VLAN.
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Displaying the IPv6 Interface

To display a list of the IPv6 interface, do the following:
1. Hover the cursor over the Layer 3 tab.

The Layer 3 tab is displayed. See Figure 87.

Security ACLs & QoS

|

IPv4 Interfaces
Static Routes

Routing Table

Figure 87. Layer 3 Tab
2. From the Layer 3 tab drop-down menu, select IPv6 Interface.

The IPv6 interface is displayed if one has already been assigned. See
Figure 88.

IPv6é Management Configuration

HELF

Interface Name [Wlan1 v]

<Mote> The switch supports only
one |IPvG Management address.

IP Address fe80::202-b3ff-fe1e:832

Interface Name— Select the VLAN
Subnet Mask |32 | that you would like to assign an
IPvG address to.

Default Gateway IP | | IP Address— Enter an IPv6
address in the following format:
nnNN:NNNN:NANN:NNRN:RNNN:ANNN:NNNT
Where n is a hexadecimal digit from
0 to F_ The eight groups of digits
must be separated by colons.
Groups where all four digits are “0”
can be omitted. Leading “0°'s” in W
groups can also be omitted. For

< >

Figure 88. IPv6 Interface Page
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224

The following fields are displayed:

)

a

Interface Name— VLAN number that the management IPv6
address is assigned to.

IP Address— Management IPv6 address.
Subnet Mask— Subnet mask of the management IPv6 address.
Default Gateway IP— Default gateway IP address (if assigned).
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Adding an IPv6 Address

The switch supports only one IPv6 address. As a result, you can add an
IPv6 address only when no IPv6 address is assigned to the switch.

To assign an IPv6 address, do the following:
1. Hover the cursor over the Layer 3 tab.
The Layer 3 tab is displayed. See Figure 87 on page 223.
2. From the Layer 3 tab drop-down menu, select IPv6 Interface.

The IPv6 Interface page is displayed. Ensure that no IPv6 address is
displayed.

3. Click Add.

The IPv6 Management Configuration Page is displayed. See
Figure 89.

IPv6 Management Configuration

| »

HELP

Interface Name |Vlan1 |Z| <Mote> The switch supports only =
one IPvE Management address.

IP Address | | :

Interface Name— Selectthe VLAN
Subnet Mask | | that you would like to assign an
IPvE address to.

Default Gateway IP
v | | IP Address— Enter an IPvG

address in the following format:

NANN:NANMANANANARANARANAN:AN
Where n is a hexadecimal digit

from 0 to F. The eight groups of

digits must be separated by

colons. Groups where all four

digits are “0° can be omitted. hd

i mn | 3

Figure 89. IPv6 Management Configuration Page

4. Select a VLAN to assign to the IPv6 address by using the pull-down
menu next to the Interface Name field.

You can only select a VLAN that you have configured previously. For
information about how to assign a VLAN, see Chapter 11, “Setting
Port-based and Tagged VLANS” on page 131.
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Enter an IPv6 address in the IP Address field in the following format:

nnnN:nnNN:nNNN:NNNN:NNNN:NNNN:NNNN:NNNN
Where n is a hexadecimal digit from 0 to F. The eight groups of digits
must be separated by colons. Groups where all four digits are “0” can

(1}

be omitted. Leading “0’s” in groups can also be omitted. For example,
the following IPv6 addresses are equivalent:

12c4:421e:09a8:0000:0000:0000:00a4:1¢50
12c4:421e:9a8::a4:1¢c50

Enter the number of subnet mask bits in the Subnet Mask field.

Enter an IPv6 default gateway address in the Default Gateway IP

' field.

Use this field to assign the switch an IPv6 default gateway address. A
default gateway is an address of an interface on a router or other
Layer 3 device. It defines the first hop to reaching the remote subnets
or networks where the network devices are located.

Click Apply.

Click SAVE to save your changes to the startup configuration file.
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Changing IPv6 Addresses

To edit the management IPv6 interface, do the following:
1. Hover the cursor over the Layer 3 tab.
The Layer 3 tab is displayed. See Figure 87 on page 223.
2. From the Layer 3 tab drop-down menu, select IPv6 Interface.

The IPv6 interface is displayed if one has already been assigned. See
Figure 88 on page 223.

3. From the IPv6 Interface page, click Edit.

The following page is displayed. See Figure 90.

IPv6 Management Configuration

| »

HELP
Interface Name |Vlan1 |Z| <MNote> The switch supporis only =
one IPvG Management address.
Interface Name— Select the VLAN
Subnet Mask |32 that you would like to assign an

IPvE address to.

IP Address [12c4:421e:923.0:0:0:34: |
|
|

Default Gat IP
auithateway | IP Address— Enter an IPvG

address in the following format:

NNNNARNACARNACANARCANAN RN R
Where n is a hexadecimal digit

from 0O to F. The eight groups of

digits must be separated by

colons. Groups where all four

digits are “0” can be omitted. hd

i 1] | 3

Figure 90. Edit IPv6 Management Configuration Page
4. Change the following fields as needed:
0 VLAN— Select the VLAN number that the management IPv6
address is assigned to.

O IP Address— Enter the management IPv6 address.

O Subnet Mask— Enter the number of subnet mask bits of the
management IPv6 address.

0 Default Gateway IP— Enter the default gateway IPv6 address.
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5. Click Apply.

6. Click SAVE to save your changes to the startup configuration file.

228



AT-FS970M Series Version 2.3.1.0 Web Interface User’s Guide

Deleting IPv6 Addresses

To delete an IPv6 address, do the following:
1. Hover the cursor over the Layer 3 tab.
The Layer 3 tab is displayed. See Figure 87 on page 223.
2. From the Layer 3 tab drop-down menu, select IPv6 Interface.
The IPv6 interface is displayed, if any. See Figure 88 on page 223.
3. From the IPv6 Interface page, click Clear.

The management IPv6 address is removed from the switch.
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Chapter 20

Access Control Lists (ACL)

This chapter provides a brief description of the Access Control Lists (ACL)
feature and explains how to use these features on the switch.

See the following sections:

“Overview” on page 232
“Creating an ACL” on page 235
“Assigning an ACL to Ports” on page 239

a aaa

“Displaying a List of ACLs” on page 241

For information about the QoS feature, see Chapter 22, “Quality of Service
(QoS)” on page 251.

For more information about the ACL feature, see the following chapters in
the AT-FS970M Series Version 2.3.1.0 Management Software Command
Line Interface User’s Guide:

0 Advanced Access Control Lists (ACL)
0 ACL Commands
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Overview

Classifier
Number Ranges

Filtering Criteria

232

Access Control Lists (ACLs) act as filters to control the ingress packets on
ports. They are commonly used to restrict the types of packets that ports
accept to increase port security and create physical links dedicated to
carrying specific types of traffic. For instance, you can configure ACLs to
permit ports to accept only ingress packets that have a specific source IP
address or destination IP address.

You create an ACL first and then assign it to a port. ACLs take effect
immediately when they are assigned to ports. To create an ACL, you
assign filtering criteria to select a type of traffic, assign an action of
dropping the traffic, forwarding the traffic to another port, or copying and
mirroring the traffic to another port. The port filters the ingress traffic and
takes an action based on the ACL that is assigned to the port.

Using the AT-FS970M web interface, you can configure two types of
ACLs:

0 IPv4 ACLs
0 MAC ACLs

IPv4 ACLs use IPv4 addresses as filtering criteria while MAC ACLs use
only MAC addresses as filtering criteria. For IPv4 ACLs, you can specify
TCP or UDP port numbers to filter the traffic. In addition, IPv4 ACLs are
only compatible with IPv4 addresses. They are not compatible with IPv6
addresses.

IPv4 and MAC ACLs are identified by classifier numbers. When you create
an ACL, you must choose the correct classifier number based on which
ACL you want to create. See the IPv4 and MAC ACL classifier number
ranges displayed in Table 9.

Table 9. ACL Classifier Number Ranges

Type of ACL Classifier Number Range
IPv4 ACLs 3000 - 3699
MAC ACLs 4000 - 4699

ACLs identify packets using filtering criteria. The AT-FS970M web
interface offers five criteria:

O Source and destination IPv4 addresses

O Source and destination MAC addresses

O Source and destination TCP ports



IPv4 Address and
Mask

Actions

How Ingress
Packets are
Compared
Against ACLs
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O Source and destination UDP ports
O VLAN IDs

The mask of an IPv4 address is a decimal number that represents
the number of bits in the address, from left to right, that constitute the
network portion of the address. For example, the subnet address
149.11.11.0/24 has a mask of “24” for first the twenty-four bits of the
network portion of the address. The IP address and the mask are
separated by a slash (/); for example, “149.11.11.0/24.”

The action defines the response to packets that match the filtering criterion
of the ACL. There are three actions for ACLs:

O Deny— A deny action instructs ports to discard the specified ingress
packets.

O Permit— A permit action instructs ports to forward ingress packets that
match the specified traffic flow of the ACL. By default, all ingress
packets are forwarded by the ports.

O Copy to mirror— This action causes a port to copy all ingress packets
that match the ACL to the destination port of the mirror port.

Ports that do not have an ACL forward all ingress packets. Ports with one
or more deny ACLs discard ingress packets that match the ACLs and
forward all other traffic. A port that has one deny ACL that specifies a
particular source IP address, for example, discards all ingress packets
with the specified source address and forwards all other traffic. In
situations where a port has more than one deny ACL, packets are
discarded at the first match.

Since ports forward all ingress packets unless they have deny ACLs,
permit ACLs are only necessary in situations where you want a port to
forward packets that are a subset of a larger traffic flow that is blocked: for
example, a port that forwards only packets having a specified destination
IP address. A permit ACL specifies the packets with the intended
destination IP address, and a deny ACL specifies all traffic.

When ports have both permit and deny ACLs, you must add the permit
ACLs first, because packets are compared against the ACLs in the order
they are added to the ports. If a permit ACL is added after a deny ACL,
ports are likely to discard packets specified by the permit ACL, thus
causing them to block packets you want them to forward.
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Guidelines

Here are the ACL guidelines:

a

An ACL can have a permit, deny, or copy-to-mirror action. The permit
action allows ports to forward ingress packets of the designated traffic
flow, while the deny action causes ports to discard packets. The copy-
to-mirror action causes a port to copy all ingress packets that match
the ACL to the destination port for mirroring.

A port can have more than one ACL.
An ACL can be assigned to more than one port.

ACLs filter ingress packets on ports, but they do not filter egress
packets. As a result, you must apply ACLs to the ingress ports of the
designated traffic flows.

ACLs for static port trunks or LACP trunks must be assigned to the
individual ports of the trunks.

A port that has more than one ACL checks the ingress packets in the
order in which the ACLs are added and forwards or discards packets
at the first match. The order matters when applying ACLs to a port.

An ACL can have multiple filtering criteria. For example, an ACL filters
with a specific source IP address and UDP port number.

Because ports, by default, forward all ingress packets, permit ACLs
are only required in circumstances where you want ports to forward
packets that are subsets of larger packet flows that are blocked by
deny ACLs.
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Creating an ACL

To create an ACL, do the following:
1. Hover the cursor over the ACLs & QoS tab.

The ACLs & QoS tab is displayed. See Figure 91.

Figure 91. ACLs and QoS Tab

2. From the ACLs & QoS tab drop-down menu, select Traffic
Classifiers.

The Traffic Classifiers page is displayed. See Figure 92.

Traffic Classifiers

Classifier Name ‘ Type ‘ Actions

Figure 92. Traffic Classifiers Page
3. Click Add on the right, above the table.

The Traffic Classification page is displayed. See Figure 93 on page
236.
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Traffic Classification
Classifier # Actions
Fuw4: 3000 - 3600 m E : ﬁ
MAC: 4000 - 4688 Den\ Pem:ut Muror Pnorlt\, Queue Mark DSCP Mark CoS
Match
Source Address Destination Address Source Port Destination Port
VLAN ID CoS DSCP
|
| Create Classifier || Cancel |

Figure 93. Traffic Classification Page
4. Enter and select the following fields as needed:

0 Classifier #— Enter a classifier number to identify an ACL.
Choose a number from the following ranges:

IPv4 ACL: 3000 to 3699
MAC ACL: 4000 to 4699

O Actions— Click a radio button to select an action from the
following options:

Deny: Instructs ports to discard the ingress packets that match
the specified filtering criteria.

Permit: Instructs ports to forward ingress packets that match
the specified filtering criteria. By default, all ingress packets are
forwarded by the ports.

Mirror: Instructs ports to copy all ingress packets that match
the filtering criteria to the mirror port.

When you select Mirror, a pull-down menu appears below the
action icons. Select a port number (for example, port1.0.1)

236



AT-FS970M Series Version 2.3.1.0 Web Interface User’s Guide

from the menu. The menu for Mirror to Port is displayed, as
shown in Figure 94.

Actions

Deny Permit Mirror
®

Mirror to port:

Figure 94. Menu for Mirror to Port

O Mirror to Port— Use the menu to select a destination port number
for mirroring to which you want the switch to send copies of the
packets that match the specified filtering criteria.

Note
The action options of Priority Queue, Mark DSCP, and Mark CoS

are for the Quality of Service (QoS) feature. For information about
creating a QoS policy, see “Creating a QoS Policy” on page 255.

Match:

O Source Address— Enter a source address to match ingress
packets. Enter one of the following:

IPv4 Address and mask: Select IPv4, then enter an IPv4
source address followed by a slash (/) and a mask if you are
creating an IPv4 ACL. The keyword “any” matches all packets
on the source address.

MAC Address and mask: Select MAC, then enter a MAC
source address followed by a slash (/) and a mask if you are
creating a MAC ACL. The keyword “any” matches all packets
on the source address. The wildcard mask for MAC addresses
must be either “0” (zero) or “F” to indicate the parts of MAC
address to filter. “F” means anything; “0” (zero) means it has to
match.

O Destination Address— Enter a destination address to match
ingress packets. Enter one of the following:

IPv4 Address and mask: Select IPv4, then enter an IPv4
source address followed by a slash (/) and a mask if you are
creating an IPv4 ACL. The keyword “any” matches all packets
on the destination address.
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MAC Address and mask: Select MAC, then enter a MAC
source address followed by a slash (/) and a mask if you are
creating a MAC ACL. The keyword “any” matches all packets
on the destination address. The wildcard mask for MAC
addresses must be either “0” (zero) or “F” to indicate the parts
of MAC address to filter. “F” means anything; “0” (zero) means
it has to match.

Note
The Source Port and Destination Port fields are applicable only to

IPv4 ACLs.

O Source Port— Select TCP or UDP from the pull-down menu and
enter a source port number as needed. This field is optional.

O Destination Port— Select TCP or UDP from the pull-down menu
and enter a source port number as needed. This field is optional.

O VLAN ID— Enter a VLAN ID. Use this field if you want the ACL to
filter tagged packets.

Note
The matching criteria of CoS and DSCP are for the Quality of

Service (QoS) feature. For information about creating a QoS, see
“Creating a QoS Policy” on page 255.

5. Click Create Classifier.

6. Click SAVE to save your changes to the startup configuration file.
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Assigning an ACL to Ports

Before assigning ACLs to ports, ACLs must be available on the switch. To
create an ACL, see “Creating an ACL” on page 235.

To assign an ACL to ports, do the following:
1. Hover the cursor over the ACLs & QoS tab.
The ACLs & QoS tab is displayed. See Figure 91 on page 235.
2. From the ACLs & QoS tab drop-down menu, select Policies/ACLs.

The Policies/ACLs page is displayed. See Figure 95.

Policies/ACL's

Classifier Name
3001
3002
4001

Figure 95. Policies/ACLs Page
3. Click Add on the right above the table.

The Traffic Classifiers page is displayed. See Figure 96 on page 240.
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|
Traffic Classifiers

Classifier Name ‘ Type ‘Acﬁons
O 3001 ACL | Access-List
O 3002 ACL  Access-List

o
o e e

| Apply | | Cancel|

Figure 96. Traffic Classifiers Page from Policies/ACLs Page
4. Click a radio button to select an ACL.
5. Check one or multiple port numbers to select ports to apply the ACL.
6. Click Apply.

7. Click SAVE to save your changes to the startup configuration file.
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Displaying a List of ACLs

To display a list of ACLs, do the following:
1. Hover the cursor over the ACLs & QoS tab.
The ACLs & QoS tab is displayed. See Figure 91 on page 235.

2. From the ACLs & QoS tab drop-down menu, select Traffic
Classifiers.

The Traffic Classifiers page is displayed. See Figure 97.

Traffic Classifiers

Classifier Name | Type‘ Actions

View 3001 ACL | PERMIT
View 3002 ACL  COPY-TO-MIRROR

View 4001 ACL | DENY

Figure 97. Traffic Classifiers Page
3. The following fields are displayed:

0 Classifier Number— ACL or QoS classifier number.
0 Type— ACL or QoS.
0 Actions— Actions assigned to the classifier.

Note
This list includes QoS policies as well as ACLs.
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Chapter 21

Setting Static Routes

To make remote networks communicate, you must add static routes or
dynamic routes, or both, to the routing table. Static routes are configured
manually to add routing information to the routing table. This chapter
provides information about static routes.

The procedures in this chapter describe how to display a list of static
routes on the switch, and how to add and delete a static route. See the
following sections:

“Displaying Static Routes” on page 244

“Adding a Static Route” on page 245

a a Q

“Deleting a Static Route” on page 247
0 “Displaying the Routing Table” on page 248

For more information about static routes, see the following chapters in the
AT-FS970M Series Version 2.3.1.0 Management Software Command Line
Interface User’s Guide:

O Internet Protocol Version 4 Packet Routing
0 IPv4 Routing Commands
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Displaying Static Routes

To display the static routes, do the following:
1. Hover the cursor over the Layer 3 tab.

The Layer 3 tab is displayed. See Figure 98.

ACLs & QoS

IPv6 Interfaces

IPv4 Interfaces

Routing Table
ARP Table

RIP

Figure 98. Layer 3 Tab
2. From the Layer 3 tab drop-down menu, select Static Routes.

A list of static routes is displayed. See Figure 99.

Static Routes
Add
' Network Address | Network Mask | Next Hop | AD
Delete 0.0.0.0 0.0.0.0 192.168.100.1 1
Delete 192.168.100.0 255255 255.0 192.168.100.234 1

Figure 99. Static Routes Page
The following fields are displayed:

O Network Address— IP address of the destination network. The IP
address for a default route is 0.0.0.0.

O Network Mask— Subnet mask of the destination network.

O Next Hop— IP address of the next hop to the route.

0 AD— Value of the administrative distance specified to the route.

244



AT-FS970M Series Version 2.3.1.0 Web Interface User’s Guide

Adding a Static Route

Enter Static Route

To add a static route, do the following:
1. Hover the cursor over the Layer 3 tab.
The Layer 3 tab is displayed. See Figure 98 on page 244.
2. From the Layer 3 tab drop-down menu, select Static Routes.
A list of static routes is displayed. See Figure 99 on page 244.
3. Click Add.

The Add Static Route Page is displayed. See Figure 100.

Network Address
Network Mask

Next Hop

AD{1-255)

HELP

Metwork Address— Enter the IPv4

address of the destination network.

To enter the default route, enter:

0.0.0.0

Metwork Mask— Enter the subnat

mask of the destination network, for
example, 255.255.255.0. To enter

Optional the subnat mask of the default
route, enter: 0.0.0.0

Apply Next Hop— Enter the IPv4 address

of the next hop to the route.

AD (1-255)— Enter ihe value of the
administrative distance specified to v
the route. The range is 1 to 255,

Thoiom Fimlod im mombimmml

Figure 100. Add Static Route Page
4. Enter the destination network address in the Network Address field.

5. Enter the subnet mask of the destination network in the Network Mask
field.

6. Enter the IP address of the next hop in the Next Hop field.

7. Enter the value of the metric for the route in the AD field. The range is
1 to 255.

The field is optional. The default is 1.
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8. Click Apply.
9. Click SAVE.
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Deleting a Static Route

To delete a static route entry, do the following:

1. Hover the cursor over the Layer 3 tab.
The Layer 3 tab is displayed. See Figure 98 on page 244.

2. From the Layer 3 tab drop-down menu, select Static Routes.
A list of static routes is displayed. See Figure 99 on page 244.

3. Click Delete next to the network address that you want to delete.
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Displaying the Routing Table

The routing table includes static routes and dynamic routes. The switch
decides which route is the best based on the routing table.

To display the routing table, do the following:
1. Hover the cursor over the Layer 3 tab.

The Layer 3 tab is displayed. See Figure 101.

IPv6 Interfaces

IPv4 Interfaces

Static Routes

ARP Table

RIP

Figure 101. Layer 3 Tab
2. From the Layer 3 tab drop-down menu, select Routing Table.

A list of routes is displayed. See Figure 102.

Routing Table
| Destination | Hetwork Mask | HextHop | Interface | Protocol | ADIMetric
0.0.0.0 0.0.0.0 10.4.16.1 vian2 Static 10010
10.416.0 255 9559520 NIA vian2 Connected NiA

Figure 102. Routing Table Page

The following fields are displayed:

0 Destination— Destination network address.

Network Mask— Subnet mask of the destination network address.
Nexthop— IP address of the next hop to the route.

Interface— VLAN ID of the interface.

a a a
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O Protocol— How this route is established.

“Static” indicates that the route was added statically; “RIP”
indicates that the route was added dynamically using the RIP
protocol; “Connected” indicates that the route is connected directly.

O AD/Metric— Value of the administrative distance specified to the
route, and the number of routing devices a packet must travel
through to reach the destination.
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Chapter 22

Quality of Service (QoS)

This chapter provides a brief description of the QoS feature and explains
how to use the feature on the switch.

See the following sections:

“Overview” on page 252
“Creating a QoS Policy” on page 255

a a a

“Assigning a QoS Policy to Ports” on page 260
0 “Displaying a List of QoS Policies” on page 262

For information about the ACL feature, see Chapter 20, “Access Control
Lists (ACL)” on page 231.

For more information about the QoS feature, see the following chapters in
the AT-FS970M Series Version 2.3.1.0 Management Software Command
Line Interface User’s Guide:

0 Quality of Service (QoS)
O Quality of Service (QoS) Commands
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Overview

Quality of Service (QoS) is a feature that classifies and prioritizes traffic to
guarantee a certain level of performance in converged networks, which
run voice and video services on data networks. QoS can give certain
traffic types preferential treatment. For example, QoS is used to provide
the users of IP phones the same quality of voice transmission as
conventional telephone service provides. With QoS, you can ensure that
voice packets have a higher priority throughout the network.

To give the different forwarding treatment to traffic, QoS assigns a priority
class to packets upon entry into the network. Then, switches and routers
along the path use the class information to select a certain behavior for the
packet and provide appropriate QoS treatment.

Class In the Layer 3 IP packet, the class information is carried in the
Information Differentiated Services Code Point (DSCP) field. The class information
can also be carried as a Class of Service (CoS) value in the Layer 2
frame. Layer 2 Inter-Switch Link (ISL) frame headers have a User field that
carries a class of service (CoS) value; Layer 2 802.1Q frame headers
have a Tag Control Information field that carries the CoS value.

You can use DSCP and CoS values as filtering criteria to classify incoming
packets. You also can configure QoS to assign a new value to the DSCP
and CoS to the packets that match the specified filtering criteria.

Priority Queue Each egress port has eight egress queues allocated. By default, all
gueues on all ports are serviced in strict priority order. This means that the
highest numbered priority queue, queue 7, is emptied first. When queue 7
is completely empty, the next highest priority queue, queue 6, is
processed. This process is continued until you reach queue 0. For a strict
priority queue to be processed, all higher priority queues must be empty.

You can configure QoS to set the packets that match the specified filtering
criteria to an egress queue on a port.

Classifier QoS policies are identified by classifier numbers. When you create a QoS
Number Ranges policy, you must choose the correct classifier number based on whether
you specify an IP address or MAC address as a filtering criterion. See the
classifier number ranges for QoS policies in Table 10.

Table 10. Classifier Number Ranges for QoS

Filtering Criterion Classifier Number Range

Specifying an IPv4 address 3000 - 3699
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Table 10. Classifier Number Ranges for QoS

Filtering Criterion Classifier Number Range
Specifying a MAC address 4000 - 4699
Specifying no address 3000 - 3699 and 4000 - 4699

QoS policies identify packets using filtering criteria. The AT-FS970M web
interface offers seven criteria:

Source and destination IP addresses

Source and destination MAC addresses

Source and destination TCP ports

Source and destination UDP ports

VLAN IDs

CoS value

DSCP value

o aaaaa

The action defines the response to packets that match the filtering criteria
of a QoS policy. There are three actions that you can choose from using
the AT-FS970M web interface:

O Priority Queue— This action causes a port to place all ingress
packets that match the filtering criteria to the specified priority queue.

0 Mark DSCP— This action causes a port to change the DSCP value of
all ingress packets that match the filtering criteria with the specified
DSCP value.

O Mark CoS— This action causes a port to change the CoS value of all
ingress packets that match the filtering criteria with the specified CoS
value.

A QoS policy can have more than one filtering criterion. A QoS policy that
has one filtering criterion that specifies a particular source IP address, for
example, selects only packets with the specified source address and
applies the specified action. A QoS policy that has two filtering criteria that
specify a particular VLAN ID and DSCP value, for example, selects only
packets that match the specified VLAN ID and DSCP value.

Here are the QoS guidelines:

O A QoS policy can have a “Priority Queue,” “Mark DSCP,” or “Mark
CoS” action. The priority queue action allows a port to place ingress
packets that match the filtering criteria to the specified priority queue.
The Mark DSCP action causes a port to change the DSCP value of all
ingress packets that match the filtering criteria with the specified DSCP
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value. The mark CoS action causes a port to change the CoS value of
all ingress packets that match the filtering criteria with the specified
CoS value.

A port can have only one QoS policy.
A QoS policy can be assigned to more than one port.

QoS classifies ingress packets, but does not process egress packets.
As a result, you must apply QoS policies to the ingress ports of the
designated traffic flows.

QoS policies for static port trunks or LACP trunks must be assigned to
the individual ports of the trunks.

A QoS policy can have multiple filtering criteria. For example, a QoS
policy may classify traffic based on a source IP address, a VLAN ID,
and a DSCP value.

A QoS policy that has more than one filtering criterion selects traffic
that matches all specified filtering criteria.
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Creating a QoS Policy

To create a QoS policy, do the following:
1. Hover the cursor over the ACLs & QoS tab.

The ACLs & QoS tab is displayed. See Figure 103.

Figure 103. ACLs and QoS Tab

2. From the ACLs & QoS tab drop-down menu, select Traffic
Classifiers.

The Traffic Classifiers page is displayed. See Figure 104.

Traffic Classifiers

Classifier Name ‘ Type ‘ Actions

Figure 104. Traffic Classifiers Page
3. Click Add on the right above the table.

The Traffic Classification page is displayed. See Figure 105 on page
256.
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Traffic Classification
Classifier # Actions
IPw4: 3000 - 3600
MAC: 4000 - 4688 Deny Muror Pnorm, Queue Mark DSCP Mark CoS
Match
Source Address Destination Address Source Port Destination Port
VLAN ID CoS DSCP
|
| Create Classifier || Cancel |

Figure 105. Traffic Classification Page

4. Enter and select the following fields as needed:

0 Classifier #— Enter a classifier number to identify a QoS policy.
Choose a classifier number according to the following conditions:

When specifying an IPv4 address as a filtering criterion:
Choose from 3000 to 3699.

When specifying a MAC Address as a filtering criterion:
Choose from 4000 to 4699.

When not specifying an address as a filtering criterion: Choose
from 3000 to 3699 or from 4000 to 4699.
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O Actions— Click a radio button to select an action from the
following options:

Priority Queue: Instructs ports to place all ingress packets that
match the filtering criteria into a specified priority queue.

When you select Priority Queue, a text box appears below the
action icons as shown in Figure 106. Enter a priority queue
number. Choose from 0 to 7.

Actions
Deny Mirror Priority Quene  Mark DSCP Mark CoS
® ® @ ®
Priority (0-7):

Figure 106. Text Box for Priority Queue

Mark DSCP: Instructs ports to set the DSCP value in all
ingress packets that match the filtering criteria with a specified
DSCP value.

When you select Mark DSCP, a text box appears below the
action icons as shown in Figure 107. Enter a DSCP value.
Choose from 0 to 63.

Actions
@ 4 E ﬁ @
Deny Mirror Priority Quene  Mark DSCP Mark CoS
DSCP value:

Figure 107. Text Box for DSCP

Mark CoS: Instructs ports to set the CoS value in all ingress
packets that match the filtering criteria with a specified CoS
value.

When you select Mark CoS, a text box appears below the
action icons shown in Figure 108 on page 258. Enter a CoS
value. Choose from 0 to 7.
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Actions
0 M el O
Permit Mirror ~ Priority Queue  Mark DSCP Mark CoS
CoS value:
Figure 108. Text Box for CoS
Note

The action options of Deny, Permit, and Mirror are for the Access
Control List (ACL) feature. For information about creating an ACL,
see “Creating an ACL” on page 235.

Match

The following parameters are under the “Match” heading on the Traffic
Classification Page.

Note
You can specify one or more match criteria to create a QoS policy.

O Source Address— Specify a source address to match ingress
packets as needed. Enter one of the following:

The keyword “any”: Matches all packets on the source
address.

IPv4 Address and mask: Enter an IPv4 source address
followed by a slash (/) and a mask if you are creating an IPv4
ACL.

MAC Address and mask: Enter a MAC source address
followed by a slash (/) and a mask if you are creating a MAC
ACL. The wildcard mask for MAC addresses must be either “0”
(zero) or “F” to indicate the parts of MAC address to filter. “F”
means anything; “0” (zero) means it has to match.

O Destination Address— Specify a destination address to match
ingress packets as needed. Enter one of the following:

The keyword “any”: Matches all packets on the destination
address.

IPv4 Address and mask: Enter an IPv4 source address
followed by a slash (/) and a mask if you are creating an IPv4
ACL.
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MAC Address and mask: Enter a MAC source address
followed by a slash (/) and a mask if you are creating a MAC
ACL. The wildcard mask for MAC addresses must be either “0”
(zero) or “F” to indicate the parts of MAC address to filter. “F”
means anything; “0” (zero) means it has to match.

O Source Port— Select TCP or UDP from the pull-down menu and
enter a source port number as needed.

O Destination Port— Select TCP or UDP from the pull-down menu
and enter a source port number as needed.

O VLAN ID— Enter a VLAN ID. Use this field if you want the QoS
policy to filter tagged packets.

0 CoS— Select a CoS value from the pull-down menu as needed.
Choose from 0 to 7.

O DSCP— Select a DSCP value from the pull-down menu as
needed. Choose from 0 to 63.

5. Click Create Classifier.

6. Click SAVE to save your changes to the startup configuration file.
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Assigning a QoS Policy to Ports

Before assigning QoS policies to ports, QoS policies must be available on
the switch. For how to create a QoS policy, see “Creating a QoS Policy” on
page 255.
To assign a QoS policy to ports, do the following:
1. Hover the cursor over the ACLs & QoS tab.

The ACLs & QoS tab is displayed. See Figure 103 on page 255.
2. From the ACLs & QoS tab drop-down menu, select Policies/ACLs.

The Policies/ACLs page is displayed. See Figure 109.

Policies/ACL's

Classifier Name | Type| Interface
3001 ACL
3002 ACL
4001 ACL

Figure 109. Policies/ACLs Page
3. Click Add on the right above the table.

The Traffic Classifiers page is displayed. See Figure 110 on page 261.
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Traffic Classifiers

Classifier Name ‘ Type ‘Acﬁons
O 3001 ACL | Access-List
O 3002 ACL  Access-List

o
o e e

| Apply | | Cancel|

Figure 110. Traffic Classifier Page

4. Click a radio button to select a QoS policy.

5. Check one or multiple checkboxes to select ports to apply the QoS

policy.
6. Click Apply.

7. Click SAVE to save your changes to the startup configuration file.
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Displaying a List of QoS Policies

To display a list of QoS policies, do the following:
1. Hover the cursor over the ACLs & QoS tab.
The ACLs & QoS tab is displayed. See Figure 103 on page 255.

2. From the ACLs & QoS tab drop-down menu, select Traffic
Classifiers.

The Traffic Classifiers page is displayed. See Figure 111.

Traffic Classifiers
Add
Classifier Name ‘ Type | Actions
Delete Wiew 3002 Q05 | Set Queue Match Access-list
Delete | View 3001 ACL PERMIT

Figure 111. Traffic Classifiers Page
3. The following fields are displayed:

0 Classifier Number— Indicates an ACL or QoS classifier number.
0 Type— Indicates either ACL or QoS.
0 Actions— Lists actions specified to the classifier.

Note
This list includes ACLs as well as QoS policies.
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Setting Dynamic Routes Using RIP

The chapter provides a brief description of the RIP feature and explains
how to display the RIP settings, enable RIP on a VLAN interface, change
the RIP settings, delete a VLAN interface, and display RIP statistics. See
the following sections:

“Overview” on page 264

“Displaying the RIP Configuration” on page 265

“Enabling RIP on a VLAN Interface” on page 267

“Changing the RIP Settings” on page 270

“‘Removing a VLAN Interface from the RIP Configuration” on page 271

O aoaaaa

“Displaying RIP Statistics” on page 272
O “Reloading RIP Statistics” on page 274

For more information about RIP, see the following chapters in the AT-
FS970M Series Version 2.3.1.0 Management Software Command Line
Interface User’s Guide:

0 Routing Information Protocol (RIP)
O Routing Information Protocol (RIP) Commands
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Overview

To make remote networks communicate, you must add either static
routes, dynamic routes, or both. The AT-FS970M Series Management
Software supports RIP as the routing protocol to add dynamic routes. By
enabling RIP, the switch can learn about remote networks and add the
routing information to its routing table dynamically. For information about
static routes, refer to Chapter 21, “Setting Static Routes” on page 243.

Enabling RIP  Here are guidelines for enabling RIP:
O A VLAN interface must have an IP address assigned before RIP is
enabled on the interface.

0 To make a switch access remote networks, you must configure RIP on
a VLAN interface or network that is connected to another Layer 3
device and remote networks that you want the switch to access.

0 Authentication is supported only in RIP Version 2.

Note
To display the routing table that includes both dynamic routes and
static routes, see “Displaying the Routing Table” on page 248.
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Displaying the RIP Configuration

To check how the RIP is configured on the switch, do the following:
1. Hover the cursor over the Layer 3 tab.

The Layer 3 tab is displayed. See Figure 112.

ACLs & Qo5 Discovery & Monitoring

IPvE Interfaces
IPv4 Interfaces

Static Routes

Routing Table
ARP Table

RIFP ‘b

Add RIP Interface

work Mask Next Hop

.255252.0 10.4.19.236 SEliaL e

Figure 112. Layer 3 Tab

2. From the Layer 3 tab drop-down menu, hover the cursor over RIP,
move the cursor to the right, and select Configuration from the RIP
drop-down menu.

The RIP configuration page is displayed. See Figure 113.

RIP Configuration
Add
VLAN IP interface Authentication Type Authentication Key Send Receive Status
Delete Edit  vlan1 182.168.1.4 MONE HOT RIP2 RIP2 up

Figure 113. RIP Configuration Page

The following fields are displayed:

O VLAN— ID number of the VLAN. This VLAN interface receives and
sends RIP packets, and the network that the VLAN belongs to is
advertised through RIP.

O IP Interface— IP address that the VLAN interface is assigned to.
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Authentication Type— Authentication mode for the VLAN
interface.

Authentication Key— Authentication password that the VLAN
interface uses to authenticate the RIP packets

Send— RIP version number of the packets that the VLAN interface
is specified to send.

Receive— RIP version number of the packets that the VLAN
interface is specified to receive.

Status— Status of the VLAN interface.
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Enabling RIP on a VLAN Interface

To enable RIP and connect remote networks dynamically, you must
enable RIP on VLAN interfaces. When RIP is enabled on a VLAN
interface, the VLAN interface sends and receives RIP packets, and the
network where the VLAN belongs is advertised through RIP.

To enable RIP on a VLAN interface, you must add the VLAN to the RIP
routing process by performing the following procedure:

1. Hover the cursor over the Layer 3 tab.

The Layer 3 tab is displayed. See Figure 114.

ACLs & QoS Discovery & Monitoring
IPv6 Interfaces
IPv4 Interfaces

Static Routes

Routing Table
ARP Table

RIP Configuration

Network Mask

Statistics

255.255.252.0
Figure 114. Layer 3 Tab

2. From the Layer 3 tab drop-down menu, hover the cursor over RIP,
move the cursor to the right, and select Add RIP Interface from the
RIP drop-down menu.

The RIP Interface page is displayed. See Figure 115 on page 268.
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RIP Interface

VLAN interface uses to authenticate
the RIP packets. The authentication

password can be up to sixieen

alphanumeric characters. It is case-

sensitive and can include spaces.

Send Type— Select the RIP
version of packets that the VLAN

| interface sends. Choose RIP1 or

RIPZ.

Receive Type— Select the RIP

version of packets that the VLAN
interface receives. Choose RIP1,

RIPZ, or Both.

IP Interface |v|an1
Authentication Mode |NONE
Authentication Key |
Send Type [RIP2
Receive Type |RIP2

Add

Click Add.

To save the changes you have
made in this management session

tm tha catrtom canfinnratinn fila click

Figure 115. RIP Interface Page

3. Specify the following fields as needed:

)

IP Interface— Select the VLAN interface to associate with the RIP
routing process. This VLAN interface receives and sends RIP
packets, and the network where the VLAN belongs is advertised
through RIP.

Authentication Mode— Select the authentication mode for the
VLAN interface. Choose MD5, Text, or None.

Authentication Key— Enter the authentication password that the
VLAN interface uses to authenticate the RIP packets. The
authentication password can be up to sixteen alphanumeric
characters. It is case-sensitive and can include spaces.

Send Type— Select the RIP version of packets that the VLAN
interface sends. Choose RIP1, RIP2, Both, or RIP1 Compatible.
RIP 1 Compatible causes version 2 RIP to broadcast, instead of
multicast, the packets.

Receive Type— Select the RIP version of packets that the VLAN
interface receives. Choose RIP1, RIP2, or Both.

4. Click Add.

5. Click SAVE to save your changes to the startup configuration file.
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Note
There is another way to go to the RIP Interface page to enable RIP

on a VLAN interface. Go to the RIP Configuration page from the RIP
Configuration page shown in Figure 113 on page 265 and click Add.
To go to the RIP Configuration page, see the procedure in
“Displaying the RIP Configuration” on page 265.
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Changing the RIP Settings

To change the RIP settings of the VLAN interface, perform the following:
1. Hover the cursor over the Layer 3 tab.
The Layer 3 tab is displayed. See Figure 112 on page 265.

2. From the Layer 3 tab drop-down menu, hover the cursor over RIP,
move the cursor to the right, and select Configuration from the RIP
drop-down menu.

The RIP Configuration page is displayed. See Figure 113 on page 265.
3. Click Edit next to the VLAN that you want to edit.

The RIP Interface page is displayed. See Figure 115 on page 268.
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Removing a VLAN Interface from the RIP Configuration

To remove a VLAN interface from the RIP configuration, do the following:
1. Hover the cursor over the Layer 3 tab.
The Layer 3 tab is displayed. See Figure 112 on page 265.

2. From the Layer 3 tab drop-down menu, hover the cursor over RIP,
move the cursor to the right, and select Configuration from the RIP
drop-down menu.

The RIP configuration page is displayed. See Figure 113 on page 265.

3. Click Delete next to the VLAN that you want to remove.
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Displaying RIP Statistics

To display counters for RIP packets on the switch, do the following:

1. Hover the cursor over the Layer 3 tab.

The Layer 3 tab is displayed. See Figure 116.

ACLs & QoS Discovery & Monitoring

IPv6 Interfaces
IPv4 Interfaces

Static Routes

Routing Table
ARP Table

RIP Configuration

| Add RIP Interface
IP interface | Authentication Type|

192.168.2.1 NONE - Wh

Figure 116. Layer 3 Tab

2. From the Layer 3 tab drop-down menu, hover the cursor over RIP,

RIP Statistics

move the cursor to the right, and select Statistics from the RIP drop-
down menu.

The RIP statistics page is displayed. See Figure 117.

‘ Input
|

|
| inResponses : inRequests
!

1001 3601

272

| Output
| inDiscards outResponses outRequests outTrigResponses | outErrors
0 1347 3 0 0

Figure 117. RIP Configuration Page

The following fields are displayed:

0 Input— Counters displayed under these columns are for incoming
RIP packets.

O inResponses— Number of response packets received.
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inRequests— Number of request packets received.

inDiscards— Number of packets discarded. Packets may be
discarded due to authentication failure, packet received when
receive is disabled, or mismatched sequence number of a
triggered acknowledgement.

Output— Counters displayed under these columns are for
outgoing RIP packets.

outResponses— Number of response packets transmitted.
outRequests— Number of request packets transmitted.

outTrigResponses— Number of triggered response packets
transmitted.

outErrors— Number of packets with errors.
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Reloading RIP Statistics

RIP statistics are constantly counting up so that the data that has been
displayed in the RIP Statistics pages are not the most recent. To display
the latest data possible, click on the Refresh button on the RIP Statistics

page.

Figure 118 shows the Refresh button on the RIP Statistics page.

RIP Statistics
‘ Input ‘ Output
inResponses inRequests inDiscards outResponses outRequests outTrigResponses  outErrors
5382 2441 o o 0 o 0

Figure 118. RIP Statistics Page with the Refresh Button
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Managing the ARP Table

The procedures in this chapter describe how to display the ARP table that
resides on the switch, how to add static ARP entries to the table, and how
to delete static ARP entries.

See the following sections:

“Overview” on page 276

“Displaying the ARP Table” on page 277
“Adding a Static ARP Entry” on page 278
O “Deleting ARP Entries” on page 280

a a a

For more information about ARP, see the following chapters in the AT-
FS970M Series Version 2.3.1.0 Management Software Command Line
Interface User’s Guide:

0 Address Resolution Protocol (ARP)
0 Address Resolution Protocol (ARP) Commands
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Overview

The Address Resolution Protocol (ARP) is used to associate an IPv4
address with a MAC address used by network nodes including the
AT-FS970M switches. ARP gathers information about mapping between
an IPv4 address and a MAC address and stores them in the ARP table.
When the node receives a packet from the Network layer, then the node
encapsulates the packet into a frame. The node looks up the ARP cache
to find out the MAC address of the destination node. The ARP table is
populated dynamically; however, the AT-FS970M switches allow you to
add static ARP entries, which are entered manually.

ARP Table See the following list for guidelines about managing the ARP table on the
Management AT-FS970M switches:

Guidelines 5 The dynamic ARP entries are time-stamped and set to time out in 300
seconds.

O The dynamic ARP entries are not deleted individually and must be
deleted altogether if you want to delete them before they time out.

O The switch supports up to 512 static ARP entries.

O The static ARP entries never expire. You must remove them manually
as needed. You can delete them individually.
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Displaying the ARP Table

To display the ARP table, do the following:
1. Hover the cursor over the Layer 3 tab.

The Layer 3 tab is displayed. See Figure 119.

ACLs & QoS

IPv6 Interfaces
IPv4 Interfaces
Static Routes

Routing Table

Figure 119. Layer 3 Tab
2. From the Layer 3 tab drop-down menu, select ARP Table.

The ARP table is displayed. See Figure 120.

ARP Table

IP Address MAC Address VLAN Interface | Type
Delete 192.168.1.3 0030.8436.7cOe vlan1 port1.0.1 Dynamic

Figure 120. ARP Table Page

The following fields are displayed:

0 IP Address— IP address of the host that is connected to the
switch.

MAC Address— MAC address of the host.

VLAN— ID number of the VLAN where the host is a member.
Interface— Port number where the host is connected.

Q aaa

Type— Type of the ARP entry: static or dynamic.
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Adding a Static ARP Entry

To add a static ARP entry, do the following:
1. Hover the cursor over the Layer 3 tab.
The Layer 3 tab is displayed. See Figure 119 on page 277.
2. From the Layer 3 tab drop-down menu, select ARP Table.
The ARP table is displayed. See Figure 120 on page 277.
3. Click Add.

The Add Static ARP Page is displayed. See Figure 121.

- _________________________________________________________|
Add Static ARP

HELP ~

IP Address | |
IP Address— Enter the IPvd

address of the host to create an

MAC Address | | ARP entry.
VLAN |\.-’Iar11 il MAC Address— Enter the MAC
address that is associated to the IP
Interface |1_[3_1 ﬂ address.
VLAN— Select a VLAN where the
port that the host is connected to is
Add a member.

Interface— Enter a port ID where
the host is connected to, for
example, port1.0.8.

Click Add.

Figure 121. Add Static ARP Page
4. Enter the following settings:
O IP Address— Enter the IPv4 address of the host to create an ARP

entry.

O MAC Address— Enter the MAC address that is associated to the
IP address.

O VLAN— Select a VLAN from the drop-down menu. The port is
where the host is connected.

0 Interface— Select a port ID to where the host is connected from
the drop-down menu, for example, 1.0.1.

5. Click Add.
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6. Click SAVE to save your changes to the startup configuration file.
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Deleting ARP Entries

To delete a static ARP entry, do the following:
1. Hover the cursor over the Layer 3 tab.
The Layer 3 tab is displayed. See Figure 119 on page 277.
2. From the Layer 3 tab drop-down menu, select ARP Table.
The ARP table is displayed. See Figure 120 on page 277.
3. Do one of the following:

d To clear all of the dynamic ARP entries in the ARP address table,
click Clear Dynamic.

O To delete a specific ARP entry, click Delete next to the IP address
that you want to delete.
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LLDP and LLDP-MED

This chapter provides a brief description of the Link Layer Discovery
Protocol (LLDP) and Link Layer Discovery Protocol for Media Endpoint

Devices (LLDP-MED) features, and explains how to enable these features
on the switch. See the following sections:

O aoaaaa

Qo aaaa

For more information about the LLDP and LLDP-MED features, see the

“Overview” on page 282

“Enabling and Configuring LLDP on the Switch” on page 284
“Disabling LLDP on the Switch” on page 287

“Configuring LLDP on a Port” on page 288

“Selecting LLDP TLVs on a Port” on page 290

“Setting a Location Entry for the LLDP-MED Location TLV” on
page 294

“Assigning LLDP Locations to a Port” on page 302
“Selecting LLDP-MED TLVs on a Port” on page 304
“Displaying LLDP Neighbor Information” on page 307
“Displaying LLDP Statistics” on page 309

“Displaying Location Entries” on page 311

“Displaying LLDP and LLDP-MED Settings” on page 314

following chapters in the AT-FS970M Series Version 2.3.1.0 Management
Software Command Line Interface User’s Guide:

a
a

LLDP and LLDP-MED
LLDP and LLDP-MED Commands
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Overview

282

Link Layer Discovery Protocol (LLDP) and Link Layer Discovery Protocol
for Media Endpoint Devices (LLDP-MED) allow Ethernet network devices,
such as switches and routers, to receive and/or transmit device-related
information to directly connected devices on the network that are also
using the protocols, and store the information that is learned about other
devices. The data sent and received by LLDP and LLDP-MED are useful
for many reasons. The switch can discover other devices directly
connected to it. Neighboring devices can use LLDP to advertise some
parts of their Layer 2 configuration to each other, enabling some types of
misconfiguration to be more easily detected and corrected.

LLDP is a “one hop” protocol. LLDP information can only be sent to and
received by devices that are directly connected to each other or connected
via a hub or repeater. Devices that are directly connected to each other
are called neighbors. Advertised information is not forwarded on to other
devices on the network. In addition, LLDP is a one-way protocol. That is,
the information transmitted in LLDP advertisements flows in one direction
only, from one device to its neighbors, and the communication ends there.
Transmitted advertisements do not solicit responses, and received
advertisements do not solicit acknowledgements. LLDP cannot solicit any
information from other devices. LLDP operates over physical ports only.
For example, it can be configured on switch ports that belong to static port
trunks or LACP trunks, but not on the trunks themselves, and on switch
ports that belong to VLANSs, but not on the VLANs themselves.

Each port can be configured to transmit local information, receive neighbor
information, or both. LLDP transmits information as packets called LLDP
Data Units (LLDPDUs). An LLDPDU consists of a set of Type-Length-
Value elements (TLV), each of which contains a particular type of
information about the device or port transmitting it.

A single LLDPDU contains multiple TLVs. Each TLV includes a single type
of information, such as its device ID, type, or management addresses, in a
standardized format.

The TLVs are grouped as follows:

O Mandatory LLDP TLVs:

Chassis ID, Port ID, and Time to Live (TTL) that are Included in an
LLDPDU by default.

0 Optional LLDP TLVs:

You can select LLDP TLVs that are included in an LLDPDU. The
switch sends selected TLVs along with the mandatory TLVs in an
LLDPDU.
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O Optional LLDP-MED TLVs:

You can select LLDP-MED TLVs that are included in an LLDPDU. The
switch sends selected TLVs along with the mandatory TLVs in an
LLDPDU.

283



Chapter 25: LLDP and LLDP-MED

Enabling and Configuring LLDP on the Switch

To enable LLDP and set the basic LLDP configuration on the switch, do
the following:

1. Hover the cursor over the Discovery & Monitoring tab.

The Discovery & Monitoring tab is displayed. See Figure 122.

Discovery & Monitoring

LLDP h Locations

SFLOW Basic Configuration

Port Configurations

Port Locations

L -
H “ r——y o T
I Neighbors

e

Figure 122. Discovery & Monitoring Tab

2. From the Discovery & Monitoring tab, hover over LLDP.
The LLDP tab appears to the right.

3. From the LLDP tab, move the cursor to the right and select Basic
Configuration from the drop-down menu.

The LLDP Configuration page is displayed. See Figure 123 on page
285.
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LLDP Configuration
| E| HELP |
Status Disabled =
Status— Enable or disable LLDP ‘
Timer |.?vD | on the switch. By default, LLDPis
disabled.
:5-32T68  default: 30
ranas el Timer— Enter the transmit
Fast start Count |3 | interval of LLDP advertisements.
The transmit interval must be at
range: 1-10  default: 3 least four times the transmission
delay timer (Tx Delay). The range
Holdtime Multiplier 4 | is 5t 32,768 seconds. The
defaultvalue is 30 seconds.
range: 2-10 default: 4
Fast Start Count— Enter a fast
MNon Strict Med TLV Order Check start count for LLDP-MED. The
fast start count determines how i
Notification Interval |5 | mrmmsfnat nbad adindin s snke
range: 5-3600 default: 5
Reinit 2 |
range: 1-10  default: 2
Tx Delay |2 |
range: 1-8192 default: 2
Total Neighbors 0
Neighbors Last Update Bh:26m:16s

Figure 123. LLDP Configuration Page

4. Change the following fields as needed:

O Status— To enable or disable LLDP on the switch, select Enabled
or Disabled from the drop-down menu. By default, LLDP is
disabled.

O Timer— Enter the transmit interval of LLDP advertisements. The
transmit interval must be at least four times the transmission delay
timer (Tx Delay). The range is 5 to 32,768 seconds. The default
value is 30 seconds.

O Fast Start Count— Enter a fast start count for LLDP-MED. The
fast start count determines how many fast start advertisements
LLDP sends from the port when it begins sending LLDP-MED
advertisements, for instance when it detects a new LLDP-MED
capable device. The range is 1 to 10. The default value is 3.
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Holdtime Multiplier— Enter a holdtime multiplier value. The
transmit interval is multiplied by the holdtime multiplier to give the
Time To Live (TTL) the switch advertises to the neighbors. The
range is 2 to 10. The default value is 4.

Non Strict Med TLV Order Check— Check the checkbox to set
the switch to accept LLDP-MED advertisements, even if the TLVs
are not in the standard order, as specified in ANSI/TIA-1057. This
configuration is useful if the switch is connected to devices that
send LLDP-MED advertisements in which the TLVs are not in the
standard order. By default, this checkbox is not selected.

Notification Interval— Enter a notification interval. This is the
minimum interval between LLDP SNMP notifications (traps). The
range is 5 to 3,600 seconds. The default value is 5.

Reinit— Enter a reinitialization delay. This is the number of
seconds that must elapse after LLDP is disabled on a port before it
can be reinitialized. The range is 1 to 10 seconds. The default
value is 2.

Tx Delay— Enter a transmission delay. This is the minimum time
interval between transmissions of advertisements due to changes
in LLDP local information. The range is 1 to 8192 seconds. The
default value is 2.

Total Neighbors— Indicates the number of LLDP neighbors the
switch has discovered on all its ports.

Neighbors Last Update— Indicates the time since the LLDP
neighbor table was last updated.

5. Click Apply.

6. Click SAVE to save your changes to the startup configuration file.
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Disabling LLDP on the Switch

To disable the LLDP feature on a switch, do the following:

1.

Hover the cursor over the Discovery & Monitoring tab.

The Discovery & Monitoring tab is displayed. See Figure 122 on
page 284.

From the Discovery & Monitoring tab, hover over LLDP.
The LLDP tab appears to the right.

From the LLDP tab, move the cursor to the right and select Basic
Configuration from the drop-down menu.

The LLDP Configuration page is displayed. See Figure 123 on page
285.

Use the pull-down menu next to the Status field to select “Disabled.”
Click Apply.

Click SAVE to save your changes to the startup configuration file.
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Configuring LLDP on a Port

To assign LLDP to a port, do the following:
1. Hover the cursor over the Discovery & Monitoring tab.

The Discovery & Monitoring tab is displayed. See Figure 122 on
page 284.

2. From the Discovery & Monitoring tab, hover over LLDP and then
select Port Configurations on the right.

The LLDP Port Config page is displayed. See Figure 124.

LLDP Port Config

Interface Notification Adv. Transmit Adv. Received MED Motifications

Edit port1.0.1 o o
Edit port1.0.2 o 4
Edit port1.0.3 o o
Edit port1.0.4 o 4
Edit port1.0.5 o o
Edit port1.0.6 o 4
Edit port1.0.7 o o
Edit port1.0.8 o 4

Figure 124. LLDP Port Config Page
3. Select Edit next to the port that you want to modify.

The Modify LLDP Port Configuration page is displayed. See Figure
125 on page 289.
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Modify LLdp Port Config

HELP
Interface
Port ID— Indicates the port

[ Hotifications number.

) ) Notifications— Configures the
Advertisement Transmit switch to send LLDP topology

) ) change notifications when
Advertisement Receive devices are connected to or

. ) disconnected from the specified
[ MED Motifications parts. By default, this field is not
saelected.

Advertisment Transmit—
PPY Configures ports to send LLDP

advertisements. Ports configured

Figure 125. Modify LLDP Port Configuration Page
4. Change the settings as needed:

O Interface— Indicates the port ID.

O Notifications— Check the checkbox to activate the switch to send
LLDP-MED topology change notifications when a device is
connected to, or disconnected from, the port. By default, this field is
not selected.

O Advertisement Transmit— Check the checkbox to activate the
port to send LLDP advertisements. A port configured to transmit
LLDP advertisements sends the mandatory TLVs and any optional
LLDP TLVs they have been specified to send. By default, this field
is selected.

0 Advertisement Receive— Check the checkbox to activate the
port to accept LLDP advertisements. A port configured to receive
LLDP advertisements accepts all advertisements from their
neighbors. By default, this field is selected.

O Med Notifications— Check the checkbox to activate the switch to
send LLDP-MED topology change notifications when a device is
connected to, or disconnected from, the port. By default, this field is
not selected.

5. Click Apply.

6. Click SAVE to save your changes to the startup configuration file.
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Selecting LLDP TLVs on a Port

To enable LLDP TLV, do the following:
1. Hover the cursor over the Discovery & Monitoring tab.

The Discovery & Monitoring tab is displayed. See Figure 122 on
page 284.

2. From the Discovery & Monitoring tab, hover over LLDP.
The LLDP tab is displayed.
3. From the LLDP tab, hover over TLV.

The LLDP TLV tab is displayed in Figure 126.

Discovery & Monitoring

LLDP Locations
SFLOW Basic Configuration
Port Configurations

Port Locations

LLLLLULLULL L L)L —
== = ="

Neighbors TLV-MED
Statistics
=, e, ——

Figure 126. LLDP TLV Tab

4. Move your cursor to the right and select TLV again.

The LLDP TLV page is displayed. See Figure 127 on page 291.
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LLDP TLV
ot MAC . Max
Mteiface Port - System Syste!n_ Syster_n” Management | Port  And Vian Protocol Power Link _ sty
Description | Name Description | Capabilities | Address Vian zga:.c:ol Names | Ids Config Management Aggregation size
Edit port1.0.1
Edit port1.0.2
Edit port1.0.3
Edit port1.0.4
Edit port1.0.5
Edit port1.0.6
Edit port1.0.7
Edit port1.0.8

Figure 127. LLDP TLV Page
5. Click Edit next to the port that you want to modify.
The Modify LLDP TLV page is displayed. See Figure 128 on page 292.
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Modify LLDP TLV
HELP b
Interface port1.0.5
Port Description— Indicates the port
[ port Description description of the neighbor's port. =

] System Name

0 System Description
["] system Capabilities
[ ma nagement Address
[“] port Vian

[T Port And Protocol Vians

System Name— Indicates the
neighbor's system name.

System Description— Provides the
model number of the AT-8100
switch.

System Capabilities— Indicates the
device's router and bridge functions,
and whether or notthese functions
are currently enabled.

Management Address— Indicates
the IP address ofthe local LLDP

[] vian Names agent. This is used to obtain
information related to the local

[Cl protocol Ids device.

[1 mAC Phy Config Port Vlan— Indicates the VID of the
Wl AM in which the fransmiftina nort is

[ power Management

[ Link Aggreqgation

[T Max Frame Size

Figure 128. Modify LLDP TLV Page
6. Change the settings as needed:

0 Interface— Indicates the port ID.

0 Port Description— Check the checkbox to select the port
description to be included in LLDPDUs.

0 System Name— Check the checkbox to select the system name
to be included in LLDPDUs.

0 System Description— Check the checkbox to select the model
number of the AT-FS970M switch to be included in LLDPDUs.

0 System Capabilities— Check the checkbox to include the
device’s capabilities, such as router or bridge, and whether or not
these functions are currently enabled in LLDPDUs.
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0 Management Address— Check the checkbox to select the IP
address of the local LLDP agent to be included in LLDPDUs.

0 Port VLAN— Check the checkbox to select the VID of the
untagged VLAN in which the transmitting port is a member to be
included in LLDPDUs.

O Port and Protocol VLANs— Check the checkbox to select
whether the device supports protocol VLANs and, if it does, the
protocol VLAN identifiers to be included in LLDPDUs.

0 VLAN Names— Check the checkbox to select a list of the names
of the VLANSs in which the transmitting port is either an untagged or
tagged member to be included in LLDPDUs.

O Protocol IDs— Check the checkbox to select a list of protocol IDs
that are accessible through the port to be included in LLDPDUSs.
For instance:

- 9000 (Loopback)

- 0026424203000000 (STP, RSTP, or MSTP)
- 888e01 (802.1x)

- AAAAO3 (EPSR)

- 88090101 (LACP)

- 00540000302 (Loop protection)

- 0800 (IPv4)

- 0806 (ARP)

- 86dd (IPv6)

O MAC Phy Config— Check the checkbox to select the physical
layer information, including the link speed, duplex mode, and Auto
-Negotiation setting to be included in LLDPDUs.

O Power Management— Check the checkbox to select the power
via MDI capabilities of the port to be included in LLDPDUs.

O Link Aggregation— Check the checkbox to include whether the
port is capable of link aggregation and, if so, whether it is currently
a member of an aggregator in LLDPDUs.

O Max Frame Size— Check the checkbox to include the maximum
supported frame size of the port in LLDPDUs. This field is not
adjustable on the switch.

7. Click Apply.

8. Click SAVE to save your changes to the startup configuration file.
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Setting a Location Entry for the LLDP-MED Location TLV

You can define location information about a network device as an LLDP-
MED TLV and include the TLV in an LLDPDU, which the switch sends to
its neighbors. Unlike some of the other LLDP-MED LLDP TLVs, such as
capabilities and network policy TLVs, which have pre-set values, a
location TLV must be specified before a port sends it to the neighbors.

To include location information in LLDPDUs, you must create a location
entry with the relevant location information, apply it to one or more ports
on the switch, and then specify a port to include the location TLV-MED in
LLDPDUs.

The procedures in this section allow you to create LLDP-MED Civic,
Coordinate, and ELIN location entries. See the following:

0 “Creating a Civic Location Entry” on page 294

O “Creating a Coordinate Location” on page 298

0 “Creating an Emergency Location Identification Number (ELIN)
Location” on page 300

Note

To apply a location entry to a port, see “Assigning LLDP Locations to
a Port” on page 302. To specify a port to include a location LLPD-
MED TLV, see “Selecting LLDP-MED TLVs on a Port” on page 304.

Creating a Civic  To create an LLDP Civic Location, do the following:
Location Entry 1. Hover the cursor over the Discovery & Monitoring tab.

The Discovery & Monitoring tab is displayed. See Figure 122 on
page 284.

2. From the Discovery & Monitoring tab, hover over LLDP.
The LLDP tab appears on the right.

3. From the LLDP tab, move the cursor to the right and hover over
Locations.

The Locations tab is displayed. See Figure 129 on page 295.
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Locations
Basic Configuration

Port Configurations

HELP

Port Loc
TLV

Neighbors

Status— Indicatcg e

iz anahlad ar dicl

Figure 129. Locations Tab

4. From the Locations tab drop-down menu, move the cursor to the right
and select Civic.

The LLDP Civic Location page is displayed. See Figure 130.

Neighborhood

Street Group

Leading Street Direction

Trailing Street Suffix

Street Suffix

House Number

House Number Suffix

Landmark

Additional Information

Name

Postal Code

LLDP Civic Location

o[t [+] Delete | Edit | Add
Country us Building

State CA Unit

County Santa Clara Floor

City San Jose Room

Division Place Type

Postal Community Name

Post Office Box

Additional Code

Seat

Primary Road Name

Road Section

Branch Road Name

Sub Branch Road Name

Street Name Pre Modifier

Street Name Post Modifier

Figure 130. LLDP Civic Location Page
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5. Click Add.

The Add LLDP Civic Location Page is displayed. See Figure 131.

- _____________________________________________________________|
Add LLDP Civic Location

HELF ~

Le} ] Yiou st s2fine Me IC and Country Nisics.

The remalning fleide are opsonal. £ach

Country |:| optianal 824 Tan contain up 10 255
characiers. Spaces are nat allowed.

state |:| IB— Enter an LLDP Chic Location ID. The
range Iz 1 ta 235

Caunty ] Country— Erfar the saunty sade. It must

contain o Upparcass characters (far

oy E— g ST
Drvlelon I:l The following list Shows examples:
e I E— oS o
e R— S

street Group— Addson

Leading strest Dirsction I:l Leading Street Direction— \est
Tralling Strest Suffle— Avenus
Street Suffix— Bivd

LT N — fote e o

e — IR LT
Additional Information— Upasted-Oct-2011
Hame— J-Smith

s —— I Postal Coge— 5134
Bullding— 02

Houss Humbar Suffix |:| Unit— A11
Floor— £
Room— 402

L— L 1 Place Type—Suchnese dstft

Poetal Community Nams— Lyton

Adattional Infarmatian |:| mmmcax_=%1 W
e —
B —
Pl —
o —
P Tpe —
Poetal Community Name |:|
o —
et I E—
st —
A —
s S —
Branch Road Name |:|
Sub Branch Road Hame |:|
el Ll S—
Streat Nama Post Modmer |:|

Figure 131. LLDP Civic Location Page— Add

6. Enter the ID and Country fields:
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ID— Enter an LLDP Civic Location ID. The range is 1 to 256. (This
range is separate from the ranges for coordinate and ELIN entries.)

Country— Enter the county code. It must contain two uppercase
characters (for example, US or FR).

Note
You must define the ID and Country fields. The remaining fields are
optional.

7. Enter the ID and the following fields as needed:

Note
Each field can contain up to 255 characters. Spaces are not allowed.

The following list shows examples:

I L s

Country— USA

State— CA

County— Santa-Clara

City— San-Jose

Division— North-Park
Neighborhood— Parkside

Street Group— Addison

Leading Street Direction— West
Trailing Street Suffix— Avenue
Street Suffix— Blvd

House Number— 401

House Number Suffix— C
Landmark— City-library
Additional Information— Updated-Oct-2011
Name— J-Smith

Postal Code— 95134

Building— 02

Unit— A11

Floor— 4

Room— 402

Place Type— Business-district
Postal Community Name— Lyton
Post Office Box— 102
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Creating a
Coordinate
Location

0 Additional Code— 1234
0 Seat— cube-411a
O Primary Road Name— Zanker
O Road Section— North
0 Branch Road Name— State-Lane
O Sub Branch Road Name— Boulder-Creek-Avenue
0 Street Name Pre Modifier— West
0 Street Name Post Modifier— Div
8. Click Apply.

9. Click SAVE to save your changes to the startup configuration file.

To create an LLDP Coordinate Location, do the following:
Hover the cursor over the Discovery & Monitoring tab.

The Discovery & Monitoring tab is displayed. See Figure 122 on
page 284.

2. From the Discovery & Monitoring tab, hover over LLDP.
The LLDP tab appears on the right.

3. From the LLDP tab, move the cursor to the right and hover over
Locations.

The Locations tab is displayed. See Figure 129 on page 295.

4. From the Locations tab drop-down menu, move the cursor to the right
and select Coordinates.

The LLDP Coordinate Location List page is displayed. See Figure 132.

LLDP Coordinate Location

] Latitude

50.000000

Add
| Attitude
Resolution

| Longitude
Resolution

| Latitude [ [ '
. Resolution Longitude | Altitude . Datum

16 180.000000 16 Z00.000000 Meters WGS84

298

Figure 132. LLDP Coordinate Location List Page

5. From the LLDP Coordinate Location page, click Add.
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The LLDP Coordinate Location page is displayed. See Figure 133.

LLDP Coordinate Location

»

HELP F

D | |

ID— Enter an LLDP Coordinate
| Location ID. The range is 1 to 256.

Latitude {upto 6 decimals) |

m

Latitude— Enter a latitude value in

Latitude Resolution | | decimal degrees. The range is -90.0°
to 80.0° The field accepts up to two

Longitude {upto 6 | | digits to the right of the decimal point. ||
decimals

) Latitude Resolution— Enter |atitude

. ) resolution as the number of valid

Longitude Resolution | | bits. The range is 0 to 34 bits.
Altitude | | Longitude— Enter a longitude value

in decimal degrees. The range is
) -180.0°to 180.0°. The field accepts
Altitude Type Meters [=] up to two digits to the right of the

decimal point.

Altitude Resolution | |

Longitude Resolution— Enter

Datum |WGS&4 E longitude resolution as the number
of valid bits. The range is 0 to 34 bits.

Altitmde— Fnter an altitude in meters

Figure 133. LLDP Coordinate Location Page— Add
6. Specify the following fields as needed:

0 ID— Enter an LLDP Coordinate Location ID. The range is 1 to 256.
(This range is separate from the ranges for civic and ELIN entries.)

0 Latitude— Enter a latitude value in decimal degrees. The range is
-90.0° to 90.0°. The field accepts up to two digits to the right of the
decimal point.

O Latitude Resolution— Enter latitude resolution as the number of
valid bits. The range is 0 to 34.

O Longitude— Enter a longitude value in decimal degrees. The
range is -180.0° to 180.0°. The field accepts up to two digits to the
right of the decimal point.

O Longitude Resolution— Enter longitude resolution as the number
of valid bits. The range is 0 to 34.

O Altitude— Enter an altitude in meters or floors. For the altitude in
meters, the range is -2097151.0 to 2097151.0 meters. The
parameter accepts up to eight digits to the right of the decimal
point. For altitude in the number of floors, the range is -2097151.0
to 2097151.0. Use the Altitude Type field to specify meters or
floors.
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0 Altitude Type— Choose between meters and floors.

O Altitude Resolution— Enter altitude resolution as the number of
valid bits. The range is 0 to 30.

0 Datum— Select the geodetic system (or datum) of the
coordinates. Choose one of the following:

WGS84: World Geodetic System 1984
NAD83_NAVD: North American vertical datum 1983
NAD83_MLLW: Mean lower low water datum 1983

7. Click Apply.

Creating an  The ELIN TLV specifies the location of a network device by its Emergency
Emergency Location Identifier Number (ELIN).

Location 14 create an LLDP ELIN location, do the following:

Identification _ o
Number (ELIN) 1. Hover the cursor over the Discovery & Monitoring tab.
Location The Discovery & Monitoring tab is displayed. See Figure 122 on

page 284.
2. From the Discovery & Monitoring tab, hover over LLDP.
The LLDP tab appears on the right.

3. From the LLDP tab, move the cursor to the right and hover over
Locations.

The Locations tab is displayed. See Figure 129 on page 295.

4. From the Locations tab drop-down menu, move the cursor to the right
and select ELIN.

The LLDP ELIN Location List page is displayed. See Figure 134.

LLDP ELIN Location

=

[u] ELIN-LOCATION
Delete Edit 5 1234567390

Figure 134. LLDP ELIN Location List Page

5. From the LLDP ELIN Location page, click Add.
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The LLDP ELIN Location page is displayed. See Figure 135.

LLDP ELIN Location

HELP

1D

ID— Enter an ID number for a
ELIN-LOCATION LLDP-MED coordinate location
entry on the switch. The range is
1 to 256.

ELIN ID— Enter an ELIN location
of 10 to 25 digits.

Click Apply.

To save your changes to the

satriup configuration file, click

SAVE on the upper right cormer of

the page. v

Filmmmm emfme b blm & Wil i

Figure 135. LLDP ELIN Location Page
6. Enter values in the following fields:

0 ID— Enter an ID number for an LLDP-MED coordinate location
entry on the switch. The range is 1 to 256. (This range is separate
from the ranges for civic and coordinate entries.)

O ELIN-LOCATION— Enter an ELIN location of 10 to 25 digits.
7. Click Apply.

8. Click SAVE to save your changes to the startup configuration file.
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Assigning LLDP Locations to a Port

Use a Civic, Coordinate, or ELIN location ID port location to assign to a
port. You must create these location IDs before you assign a port location
to a port. For instructions to create location IDs, see “Setting a Location
Entry for the LLDP-MED Location TLV” on page 294.

To set an LLDP port location, do the following:
1. Hover the cursor over the Discovery & Monitoring tab.

The Discovery & Monitoring tab is displayed. See Figure 122 on
page 284.

2. From the Discovery & Monitoring tab, hover over LLDP and then
select Port Locations on the right.

The LLDP Port Location page is displayed. See Figure 136.

LLDP Port Location

ELIN Location
D

Coordinate
Location 1D

Civic Location

Interface D

m
[=%
=

port1.0.1
port1.0.2
port1.0.3
port1.0.4
port1.0.5
port1.0.6
port1.0.7
port1.0.3

m
=3
=

m
[=%
=

m
=3
=

m
[=%
=

m
=3
=

m
[=%
=

m
=

p
Figure 136. LLDP Port Location Page
3. Click Edit next to the port that you want to modify.

The Modify LLDP Port Location page is displayed. See Figure 137 on
page 303.

302



AT-FS970M Series Version 2.3.1.0 Web Interface User’s Guide

Modify LLDP Port Location

»

HELP |
Interface port1.0.3
Port ld— Indicates the port

Civic Location ID [ NONE [+] number

Civic Location ID— Use the
pull-down menu to add civic

m

, ] location information to the port.
Coordinate Location 1D |NONE |Z| The specified location entry must
already exist.
) Coordinate Location ID— Use
ELIN Location ID | NONE E the pull-down menu to add

LLOP-MED coordinate
infarmation to the port. The
specified location entry must -

Figure 137. Modify LLDP Port Location Page
4. Select values in the fields as needed:

0 Interface — Indicates the port ID.

0 Civic Location ID— Select a Civic Location ID from the pull-down
menu. By default, none is selected.

0O Coordinate Location ID— Select a Coordinate Location ID from
the pull-down menu. By default, none is selected.

O ELIN Location ID— Select an ELIN Location ID from the pull-
down menu. By default, none is selected.

5. Click Apply.

6. Click SAVE to save your changes to the startup configuration file.
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Selecting LLDP-MED TLVs on a Port

304

LLDP MED TLV

To enable LLDP-MED TLV, do the following:
1. Hover the cursor over the Discovery & Monitoring tab.

The Discovery & Monitoring tab is displayed. See Figure 122 on
page 284.

2. From the Discovery & Monitoring tab, hover over LLDP and then
hover over TLV.

The LLDP TLV tab is displayed. See Figure 126 on page 290.
3. From the LLDP TLYV tab, select TLV-MED on the right

The LLDP-MED TLV page is displayed. See Figure 138.

Interface

port1.0.1
port1.0.2
port1.0.3
port1.0.4
pori1.0.5
port1.0.6
portl 0.7
paorti.0.8

Capabilities Network-policy Location Inventory-management

Figure 138. LLDP-MED TLV Page
4. Click Edit next to the port that you want to modify.

The Modify LLDP-MED TLV page is displayed. See Figure 139 on
page 305.
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Interface

[7] capanilities
] Network-policy
& Location

O Inventory-management

* Firmware Revision

+ Software Revision

« Serial Number

+ Manufacturer Name

+ Model Name

+ AzsetlD
Click Apply to save your changes —
to the running configuration file.
Please refer to the AlliedWare Plus 1 ‘

Web Browser Users Guide for
configuration instructions. -

Figure 139. Modify LLDP-MED TLV Page

5. Change the fields as needed:

a
a

m

Interface— Indicates the port ID.

Capabilities— Check the checkbox to select the capabilities to be
included in LLDPDUSs.

Network-policy— Check the checkbox to select the network
policy TLV to be included in LLDPDUs. The network policy TLV
includes the network policy information specified on the port for
connected media endpoint devices. The switch supports
Application Type 1: Voice, including the following network policy for
connected voice devices to use for voice data:

- Voice VLAN ID
- Voice VLAN Class of Service (CoS) priority
- Voice VLAN Diffserv Code Point (DSCP)

Location— Check the checkbox to select the location TLV to be
included in LLDPDUSs. The location TLV is in one or more of the
following formats:

- Civic location
- Coordinate location

- Emergency Location Identification Number (ELIN)
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0 Inventory-management— Check the checkbox to select the
current hardware and the software information to be included in
LLDPDUs. This information is identical on every port on the switch:

- Hardware Revision
- Firmware Revision
- Software Revision

- Serial Number

- Manufacturer Name
- Model Name

- Asset ID
6. Click Apply.

7. Click SAVE to save your changes to the startup configuration file.
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Displaying LLDP Neighbor Information

To display LLDP Statistical information, do the following:
1. Hover the cursor over the Discovery & Monitoring tab.

The Discovery & Monitoring tab is displayed. See Figure 122 on
page 284.

2. From the Discovery & Monitoring tab, hover over LLDP, move the
cursor to the right, and then select Neighbors.

The LLDP Neighbors Information page is displayed. See Figure 140.

LLDP Neighbors Information

System Capability Codes:

O = Other P = Repeater B = Bridge W = Wireless Access Point
R = Router T =Telephone C =DOCSIS Cable Device 5 = Station Only

LLDP-MED Device Class And Power Source Codes:

C1=Classl C2 =Classll C2 =Classll N = Metwork L = Loecal
PSE =PoE prim = Primary UN = Unknown Ea = Backup

Neighbor | System Capabilities Med Device class and Power Source Code

Local
ST LI |0 |P |B |w |R |T |c |s |c1 |cz |c:. |N |PSE|L |BoIh|Prim|UN |Ba

Port

Neighbor
Chassis Id

Neighbor Port
Name

Figure 140. LLDP Neighbors Information Page

The following fields are displayed:

O Local Port— Port ID.
O Neighbor Chassis ID— ID number of the neighbor’s chassis.

O Neighbor Port Name— Neighbor’s port number that sent the
information.

O Neighbor System Name— Neighbor’s system name.

0 System Capabilities— Capabilities that are supported and
enabled on the neighbor. The System Capabilities codes are:

O = Other
P = Repeater
B = Bridge

W = Wireless Access Point
R = Router

T = Telephone
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C = Cable Device
S = Station only

O Med Device class and Power Source code— Indicates whether
or not the MED device Classes | through Ill are supported. Power
Source code indicates the current power source which is either the
Primary Power Source or the Backup Power Source. The codes

are:
C1=_Class |
C2=_Class Il
C3 =Class IlI
N = Network
PSE = PoE
L = Local

Both = Both primary and backup

Prim = Primary
UN = Unknown
Ba = Backup
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Displaying LLLDP Statistics

To display LLDP Statistics, do the following:
1. Hover the cursor over the Discovery & Monitoring tab.

The Discovery & Monitoring tab is displayed. See Figure 122 on
page 284.

2. From the Discovery & Monitoring tab, hover over LLDP.
3. From the LLDP tab, move the cursor to the right and select Statistics.

The LLDP Statistics page is displayed with the Port Statistics tab
selected automatically. See Figure 141.

LLDP Statistics

Port Statistics m

PortID Out Frames In Frames II;.r:Jrrt:es E';?p':;s _I#E;escog TEEL Discarded New Enfries Een:t: g;‘:‘:g:d Egg"ijel::
poril01 | O ] 0 0 1] 0 o] ] 0 0
porii02 O 0 0 0 0 0 1] 0 L] 0
poril03 | O ] 0 0 1] 0 1] ] 0 0
porti04 O 0 0 0 0 0 0 0 0 0
porti 05 O ] 0 0 0 0 0 ] L} L}
port1 06 O 1} 0 0 0 0 0 0 0 0
port1.0.7 O 0 0 0 0 0 0 0 0 0
port1i.08 O 0 0 0 1] 0 1] 0 L] 0
pori1.09 | O ] 0 0 o] 0 1] ] ] 0
porf1.0.10 O 0 0 0 0 0 1] 0 L] 0
porf1.0.11 | O 0 0 0 1] 0 1] ] ] 0
portl.0.12 O a 0 0 0 0 0 0 0 0

Figure 141. LLDP Statistics Page with Port Statistics Tab

The following fields are displayed:

0 Port ID— Port ID.

Out Frames— Number of LLDPDU frames transmitted.

In Frames— Number of LLDPDU frames received.

In Frames Errored— Number of invalid LLDPDU frames received.

Q aaa

In Frames Dropped— Number of LLDPDU frames received and
discarded.

a

Unrecognized TLVs— Number of LLDP TLVs received that were
unrecognized, but the TLV types were in the range of reserved TLV
types.

O Discarded— Number of discarded TLVs.
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O New Entries— Number of times the information advertised by
neighbors has been inserted into the neighbor table.

O Deleted Entries— Number of times the information advertised by
neighbors has been removed from the neighbor table.

O Dropped Entries— Number of times the information advertised by
neighbors could not be entered into the neighbor table because of
insufficient resources.

O Ageout Entries— Number of times the information advertised by
neighbors has been removed from the neighbor table because the
information TTL interval has expired.

4. Select the Summary tab.

The LLDP Statistics Summary page is displayed. See Figure 142.

I —
LLDP Statistics

Port Statistics [ Summary ]

Out Frames 0

In Frames 0

In Frames Errored 0

In Frames Dropped 0

Unrecognized TLVs 0

Discarded 0

New Entries 0

Deleted Entries 0

Dropped Entries 0

Ageout Entries 0

Figure 142. LLDP Statistics Page with Summary Tab

The fields are described in step 3. These fields list the statistics for all
of the ports.

5. Click OK to return to the LLDP Statistics Page with the Port Statistics
Tab selected.
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Displaying Location Entries

Displaying Civic
Locations

To display the LLDP Civic, Coordinate, and ELIN locations, use the
following procedures:

0 “Displaying Civic Locations” on page 311
0 “Displaying Coordinate Locations” on page 312
O “Displaying ELIN Locations” on page 313

For information about creating LLDP locations, see “Enabling and
Configuring LLDP on the Switch” on page 284.

To display a Civic Location, do the following:
1. Hover the cursor over the Discovery & Monitoring tab.

The Discovery & Monitoring tab is displayed. See Figure 122 on
page 284.

2. From the Discovery & Monitoring tab, hover over LLDP.
The LLDP tab appears on the right.
3. From the LLDP tab, hover over Locations.
The Locations tab is displayed. See Figure 129 on page 295.
4. From the Locations tab, move the cursor to the right and select Civic.

The LLDP Civic Location page is displayed. See Figure 131 on page
296.

The following fields are displayed:

ID

Country

State

County

City

Division
Neighborhood
Street Group
Leading Street Direction
Trailing Street Suffix
Street Suffix

O 0aoaoooaooaoaoaaa
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House Number

House Number Suffix
Landmark

Additional Information
Name

Postal Code

Building

Unit

Floor

Room

Place Type

Postal Community Name
Post Office Box
Additional Code

Seat

Primary Road Name
Road Section

Branch Road Name

Sub Branch Road Name
Street Name Pre Modifier

U 0agaogogogogogogooooooaoaoaaaaa

Street Name Post Modifier

Displaying To display a Coordinate Location, do the following:
Coordinate

. Hover the cursor over the Discovery & Monitoring tab.
Locations

The Discovery & Monitoring tab is displayed. See Figure 122 on
page 284.

2. From the Discovery & Monitoring tab, hover over LLDP.
The LLDP tab appears on the right.

3. From the LLDP tab, hover over Locations.
The Locations tab is displayed. See Figure 129 on page 295.

4. From the Locations tab, move the cursor to the right and select
Coordinates.

The LLDP Coordinate Location page is displayed. See Figure 133 on
page 299.
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The following fields are displayed:

0 ID— LLDP Coordinate Location ID.
0 Latitude— Latitude value in decimal degrees.

O Latitude Resolution— Latitude resolution as the number of valid
bits.

O Longitude— Longitude value in decimal degrees.

O Longitude Resolution— Longitude resolution as the number of
valid bits.

O Altitude— Altitude in meters or floors.

O Altitude Resolution— Altitude resolution as the number of valid
bits.

0 Datum— Geodetic system (or datum) of the coordinates. The
datum codes are:

WGS84: World Geodetic System 1984
NAD83-MLLW: Mean lower low water datum 1983
NAD83-NAVD: North American vertical datum 1983

Displaying ELIN  To display an LLDP ELIN location, do the following:

Locations

1.

Hover the cursor over the Discovery & Monitoring tab.

The Discovery & Monitoring tab is displayed. See Figure 122 on
page 284.

From the Discovery & Monitoring tab, hover over LLDP.

The LLDP tab appears on the right.

From the LLDP tab, hover over Locations.

The Locations tab is displayed. See Figure 129 on page 295.

From the Locations tab, move the cursor to the right and select ELIN.

The LLDP ELIN Location page is displayed. See Figure 135 on page
301.

The following fields are displayed:

O ID— ID number for an LLDP-MED coordinate location entry on the
switch.

0 Elin LOCATION— ELIN of 10 to 25 digits.
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Displaying LLDP and LLDP-MED Settings

314

Displaying the
Basic LLDP
Configuration

To display the LLDP and LLDP-MED settings, use the following
procedures:

“Displaying the Basic LLDP Configuration” on page 314
“Displaying LLDP Port Assignments” on page 315
“Displaying Port Locations” on page 316

“Displaying LLDP TLV” on page 316

d “Displaying LLDP-MED TLV” on page 318

a
a
a
a

For information about configuring LLDP and LLDP-MED, see “Assigning
LLDP Locations to a Port” on page 302.

To display the basic LLDP configuration, do the following:
1. Hover the cursor over the Discovery & Monitoring tab.

The Discovery & Monitoring tab is displayed. See Figure 122 on
page 284.

2. From the Discovery & Monitoring tab, hover over LLDP.
The LLDP tab appears to the right.
3. From the LLDP tab, select Basic Configuration.

The LLDP Configuration page is displayed. See Figure 123 on page
285.

The following fields are displayed:

O Status— Indicates whether LLDP is enabled or disabled on the
switch.

O Timer— Transmit interval.

O Fast Start Count— Fast start count for LLDP-MED. The fast start
count determines how many fast start advertisements LLDP sends
from a port when it begins sending LLDP-MED advertisements
from a port, for instance, when it detects a new LLDP-MED
capable device.

0 Holdtime Multiplier— Holdtime multiplier value. The transmit
interval is multiplied by the holdtime multiplier to give the Time To
Live (TTL) the switch advertises to the neighbors.

O Non Strict Med TLV Order Check— Indicates whether the switch
accepts LLDP-MED advertisements when the TLVs are not in the
standard order, as specified in ANSI/TIA-1057.
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Notification Interval— Notification interval. This is the minimum
interval between LLDP SNMP notifications (traps).

Reinit— Reinitialization delay. This is the number of seconds that
must elapse after LLDP is disabled on a port before it can be
reinitialized.

Tx Delay— Transmission delay. This is the minimum time interval
between transmissions of advertisements due to changes in LLDP
local information.

Total Neighbors— Number of LLDP neighbors the switch has
discovered on all its ports.

Neighbors Last Update— Time since the LLDP neighbor table
was last updated.

Displaying LLDP  To display LLDP port assignments, do the following:

Port Assignments

1. Hover the cursor over the Discovery & Monitoring tab.

The Discovery & Monitoring tab is displayed. See Figure 122 on
page 284.

2. From the Discovery & Monitoring tab, hover over LLDP, move the
cursor to the right and then select Port Configurations.

The LLDP Port Config page is displayed. See Figure 124 on page 288.

The following fields are displayed:

a
a

Interface— Port ID.

Notification— Indicates whether the switch sends LLDP-MED
topology change notifications when devices are connected to, or
disconnected from, the specified ports.

Adyv. Transmit— Indicates whether the port sends LLDP
advertisements. Ports configured to transmit LLDP advertisements
send the mandatory TLVs and any optional LLDP TLVs they have
been specified to send.

Adv. Receive— Indicates whether the port accepts LLDP
advertisements. Ports configured to receive LLDP advertisements
accept all advertisements from their neighbors.

MED Notifications— Indicates whether the switch sends LLDP-
MED topology change notifications when devices are connected
to, or disconnected from, the specified ports.
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Locations

2.

3.
Displaying LLDP
TLV
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Displaying Port To display the LLDP port locations, do the following:

1.

1.

Hover the cursor over the Discovery & Monitoring tab.

The Discovery & Monitoring tab is displayed. See Figure 122 on
page 284.

From the Discovery & Monitoring tab, hover over LLDP.
The LLDP tab appears on the right.

From the LLDP tab, move the cursor to the right and select Port
Locations.

The LLDP Port Location page is displayed. See Figure 136 on page
302.

The following fields are displayed.

O Interface— Port ID.

d Civic Location ID— Civic location ID.

0 Coordinate Location ID— Coordinate location ID.
O ELIN Location ID— ELIN location ID.

To display the LLDP TLV settings, do the following:

Hover the cursor over the Discovery & Monitoring tab.

The Discovery & Monitoring tab is displayed. See Figure 122 on
page 284.

From the Discovery & Monitoring tab, hover over LLDP.
The LLDP tab is displayed.

From the LLDP tab, hover over TLV.

The LLDP TLV tab is displayed in Figure 126 on page 290.
From the LLDP TLV tab, select TLV again.

The LLDP TLV page is displayed. See Figure 127 on page 291.
The following fields are displayed:

0 Interface— Port ID.

0 Port Description— Port description of the neighbor’s port.

0 System Name— Neighbor’s system name.

0 System Description— Model number of the AT-FS970M switch.
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System Capabilities— Device’s router and bridge functions, and
whether or not these functions are currently enabled.

Management Address— IP address of the local LLDP agent. This
is used to obtain information related to the local device.

Port VLAN— VID of the VLAN in which the transmitting port is an
untagged member.

Port and Protocol VLANs— Indicates whether the device
supports protocol VLANs and, if it does, the protocol VLAN
identifiers. This field is not supported on the AT-FS970M switches.

VLAN Names— Lists the names of the VLANs in which the
transmitting port is either an untagged or tagged member.

Protocol IDs— List of protocols that are accessible through the
port, for instance:

- 9000 (Loopback)

- 0026424203000000 (STP, RSTP, or MSTP)
- 888e01 (802.1x)

- AAAAO3 (EPSR)

- 88090101 (LACP)

- 00540000e302 (Loop protection)

- 0800 (IPv4)

- 0806 (ARP)

- 86dd (IPv6)

MAC Phy Config— Speed and duplex mode of the port and
whether the port was configured with Auto-Negotiation.
Power Management— Power via MDI capabilities of the port.

Link Aggregation— Indicates whether the port is capable of link
aggregation and, if so, whether or not it is currently a member of an
aggregator.

Max Frame Size— Maximum supported frame size the port can
send. This field is not adjustable on the switch.
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Displaying To display LLDP-MED TLYV settings, do the following:
LLDP-MED TLV

1.

Hover the cursor over the Discovery & Monitoring tab.

The Discovery & Monitoring tab is displayed. See Figure 122 on
page 284.

From the Discovery & Monitoring tab, hover over LLDP and then
hover over TLV.

The LLDP TLV tab is displayed. See Figure 126 on page 290.

From the LLDP TLV tab, move the cursor to the right and select TLV-
MED.

The LLDP-Med TLV page is displayed. See Figure 138 on page 304.

The following fields are displayed:

a
a

Interface— Port ID.

Capabilities— Device’s router and bridge functions, and whether
or not these functions are currently enabled.

Network-policy— Network policy information specified on the port
for connected media endpoint devices. The switch supports
Application Type 1: Voice, including the following network policy
for connected voice devices to use for voice data:

- Voice VLAN ID
- Voice VLAN Class of Service (CoS) priority
- Voice VLAN Diffserv Code Point (DSCP)

Location— Location information specified for the port, in one or
more of the following formats:

- Civic location
- Coordinate location
- Emergency Location Identification Number (ELIN)

Inventory-management— Current hardware platform and the
software version, identical on every port on the switch:

- Hardware Revision
- Firmware Revision
- Software Revision

- Serial Number

- Manufacturer Name
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- Model Name

- Asset ID
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Chapter 26
sKlow

This chapter provides a brief description of the sFlow feature and explains
how to enable this feature on the switch.

See the following sections:

“Overview” on page 322

“Specifying an sFlow Collector” on page 324
“Configuring sFlow on a Port” on page 327
“Enabling sFlow on the Switch” on page 329

a aaaa

“Displaying the sFlow Settings” on page 330

For more information about the sFlow feature, see the following chapters
in the AT-FS970M Series Version 2.3.1.0 Management Software
Command Line Interface User’s Guide:

O sFlow Agent
d sFlow Agent Commands
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Overview

Ingress Packet
Samples

Packet Counters

322

The sFlow agent allows the switch to gather data about the traffic on the
ports and to send the data to sFlow collectors on your network for
analysis. You can use the information to monitor the performance of your
network or identify traffic bottlenecks.

The sFlow agent can gather two types of information about the traffic on
the ports of the switch:

O Ingress packet samples

0 Packet counters

The sFlow agent can capture ingress packets on ports and send copies of
the packets to sFlow collectors on your network for analysis. Depending

on the capabilities of the collectors, packets can be scrutinized for source
and destination MAC or IP addresses, protocol type, length, and so forth.

Packet sampling is activated by specifying sampling rates on the ports.
This value defines the number of ingress packets from which the agent
samples one packet. For example, a sampling rate of 1000 on a port
prompts the agent to send one packet from every 1000 ingress packets to
the designated sFlow collector. Different ports can have different rates.

The agent can also gather and send data to a collector about overall
information regarding the status and performance of the ports, such as
speeds and status, and the statistics from the packet counters. The
counters contain the number and types of ingress and egress packets
handled by the ports since the switch or the counters were last reset. The
agent can gather and send the following port status and counter
information to a collector on your network:

Port number

Port type

Speed

Direction

Status

Number of ingress and egress octets

Number of ingress and egress unicast packets

Number of ingress and egress multicast packets

Number of ingress and egress broadcast packets

Number of ingress and egress discarded packets

Number of ingress and egress packets with errors

g 0Oaogaogoaogaooaoaoaaaaa

Number of ingress packets with unknown protocols
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To configure the agent to forward these port statistics to the collectors, you
have to specify polling rates, which define the maximum amount of time
permitted between successive queries of the counters of a port by the
agent.

Different ports can have different polling rates. Ports to which critical
network devices are connected can be assigned low polling rates, so that
the information on the collector is kept up-to-date. Ports connected to less
critical devices can be assigned higher polling rates.

To increase its efficiency, the agent can send port status and counter
information before the polling interval of a port times out. For example, if
you define a polling interval of five minutes for a port, the agent, depending
on its internal dynamics, may send the information to the collector before
five minutes have actually elapsed.

The sFlow agent on the switch can send port performance data to an
sFlow collector on your network. The performance data from each port can
be sent to one collector.

Here are the guidelines for the sFlow agent:

O You can specify just one sFlow collector.

O The sFlow collectors must be members of the same subnet as the
management IP address of the switch, or must have access to it
through routers or other Layer 3 devices.

3 If the sFlow collectors are not a member of the same subnet as the
management IP address of the switch, the switch must have a default
gateway that specifies the first hop to reaching the collectors’ subnet.
For instructions, refer to Chapter 19, “Setting IPv4 and IPv6
Addresses” on page 215.

O The sFlow feature is not dependent on SNMP. You do not have to
enable or configure SNMP on the switch to use the sFlow feature. In
addition, you cannot use sFlow collectors to configure or manage
SNMP.

O Configure sFlow in the following sequence: First, specify the sFlow
collector. Next, set the polling interval and sample rate. Finally, enable
sFlow globally.
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Specifying an sFlow Collector

Use this procedure to specify the IP address and the UDP port of an sFlow
collector on your network. The packet sampling data and the packet
counters are sent by the switch to the collector specified. You can specify
only one collector.

To select the Collector tab from the sFlow page, do the following:
1. Hover the cursor over the Discovery & Monitoring tab.

The Discovery & Monitoring tab is displayed. See Figure 143.

Discovery & Monitoring

LLDP

#

Figure 143. Discovery & Monitoring Tab

2. From the Discovery & Monitoring tab drop-down menu, select
sFlow.

The sFlow page is displayed with the Port Configurations tab selected.
See Figure 144,

sFlow

Status: |Disabled b Apply

Port Configurations Collectors
Interface ‘ Polling Interval Sample Rate i Collector HELP A

Edit port 1.0.1 0 1] 142.167.10.1 i

- =Mote= Before enabling the sFlow
Edit port 1.0.2 0 0 142.167.10.1 feature on the switch, configure
Edit port 1.0.3 0 0 142.167.10.1 sFlow on the ports. The port

- configurations cannot be edited if
Edit port 1.0.4 0 0 142.167.10.1 the sFlow feature is enabled.
Edit ort 1.0.5 0 1] 142 167.10.1
S 2 To enable the sFlow feature, use
Edit port 1.0.6 0 0 142.167.10.1 the pull-down menu next to the
Edit port 1.0.7 0 0 142 167.10.1 "Status" to select “Enabled.”
Edit port 1.0.8 ] ] 142 167.10.1 Click Apply. ot

Figure 144. sFlow Page with the Port Configurations Tab

3. From the sFlow page, select the Collector tab.
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The sFlow page is displayed with the Collector Tab selected. See
Figure 145.

Port Configurations [eG]IEGTES

HELP

=Note= Before enabling the sFlow
feature on the switch, configure
sFlow on the ports. The port
configurations cannot be edited if
the sFlow feature is enabled.

To enable the sFlow feature, use
the pull-down menu next to the
"Status” to select “Enabled.”

Click Apply.

Figure 145. sFlow Page with Collectors Tab
4. Click Add.

The sFlow Collector page is displayed. See Figure 146.

Sflow Collector

IP Address

HELP

UDP Port

IP Address— Enter the IPv4
Default UDP port: 6343 address of the sFlow collector on
your network. Enter the IPv4
address in the following format:

Apply where x is a number from 0 to

255. There are four groups of
numbers that are separated by
periods.

UDP Port— Enter the UDP port v
number of the sFlow collector.

T o oL Io PR o m A

Figure 146. sFlow Collector Page

5. Enter the following fields:
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O IP Address— IPv4 address of the sFlow collector on your network.
Enter the IPv4 address in the following format:

XXX XXX XXX XXX

where xxx is a number from 0 to 255. There are four groups of
numbers that are separated by periods.

O UDP Port— UDP port number of the sFlow collector. The default is
UDP port 6343.

6. Click Apply.

7. Click SAVE to save your changes to the startup configuration file.
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Configuring sFlow on a Port

To configure the sFlow feature on a port, do the following:
1. Hover the cursor over the Discovery & Monitoring tab.

The Discovery & Monitoring tab is displayed. See Figure 143 on
page 324.

2. From the Discovery & Monitoring tab drop-down menu, select
sFlow.

The sFlow page is displayed with the Port Configurations tab selected.
See Figure 144 on page 324.

3. Click Edit next to the port that you want to modify.
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sFlow Port Modify

The sFlow Port Modify page is displayed. See Figure 147.

Interface
Polling Interval

Sample Rate

Collector

328

port1.0.7

HELP

[0

Interface— Indicates the port

[0

number.

Sample Rate e.g: 700 Polling Interval—Enter the polling

interval for the port. This controls

142.167.10.1 the maximum amount of time

permitted between successive
pollings of the packet counter on the
port by the sFlow agent.

Sample Rate—Enier the packet
sampling rate on the port. The

sampling rate diciates the number

of ingress packets from which one
sample is taken on a port and sent

by the agent to the sFlow collector. .,
For example, a sample rate of 700

o

Figure 147. sFlow Port Modify Page

4. Change the following fields as needed:

)

)

Interface— Indicates the port ID. You cannot change this
parameter on this page.

Polling Interval— Enter the polling interval for the port. This
controls the maximum amount of time permitted between
successive pollings of the packet counter on the port by the sFlow
agent.

Sample Rate— Enter the packet sampling rate on the port. The
sampling rate dictates the number of ingress packets from which
one sample is taken on a port and sent by the agent to the sFlow
collector. For example, a sample rate of 700 on a port means that
one sample packet is taken for every 700 ingress packets. The
possible values are 0 and 256 to 16,441,700 packets. Entering the
value 0O disables packet sampling.

5. Click Apply.

6. Click SAVE to save your changes to the startup configuration file.
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Enabling sFlow on the Switch

Before enabling the sFlow feature on the switch, you must configure sFlow
on the ports. The port configurations cannot be edited if the sFlow feature
is enabled. For how to configure sFlow on the ports, see “Configuring
sFlow on a Port” on page 327.

To enable the sFlow feature on a switch, do the following:
1. Hover the cursor over the Discovery & Monitoring tab.

The Discovery & Monitoring tab is displayed. See Figure 143 on
page 324.

2. From the Discovery & Monitoring tab drop-down menu, select
sFlow.

The sFlow page is displayed with the Port Configurations tab selected.
See Figure 144 on page 324.

3. Use the pull-down menu next to the Status field to select “Enabled.”
4. Click Apply.

5. Click SAVE to save your changes to the startup configuration file.
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Displaying the sFlow Settings

To display the sFlow settings, do the following:
1. Hover the cursor over the Discovery & Monitoring tab.

The Discovery & Monitoring tab is displayed. See Figure 143 on
page 324.

2. From the Discovery & Monitoring tab drop-down menu, select
sFlow.

The sFlow page is displayed with the Port Configurations tab selected.
See Figure 144 on page 324.
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