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Introduction

This chapter introduces a number of commonly-used management features of the AlliedVWare
Plus'™ Operating System (OS).

How to Login

Step 1: Set the console baud rate

The default baud rate is 9600.

By default the AlliedWare Plus'™ OS supports VT 100 compatible terminals on the console
port. This means that the terminal size is 80 columns by 24 rows.

Step 2: Login with manager/friend

The defaults are:

username: manager

password: friend

The switch logs you into User Exec mode. From User Exec mode, you can perform high-level
diagnostics (some show commands, ping, traceroute etc), start sessions (Telnet, SSH), and
change mode.

12
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How to get Command Help

The following kinds of command help are available:

m lists of valid parameters with brief descriptions (the ? key)
m  completion of keywords (the Tab key)
B error messages for incomplete or incorrect syntax

Command  The AlliedWare Plus'™ CLI contains a number of abbreviations for its commands. For example,
Abbreviations the show interface command can be entered in the abbreviated form shown below:

awplus#
sh in v1anl00 shinvlanl00

awplus#
configure terminal24 Enter the Global Configuration mode.

awplus (config)#

router rip24 Define a RIP routing process and enter the Router
Configuration mode.

awplus (config-router)#

network 10.10.11.0/24 Associate networks with the RIP process

awplus (config-router)#

network 10.10.12.0/24 Associate networks with the RIP process

Viewing a List of Valid Parameters

To get syntax help, type ? (i.e. “space question mark’) after:

m  the prompt. This will list all commands available in the mode you are in.

m  one or more parameters. This will list parameters that can come next in the partial
command.

B one or more letters of a parameter. This will list matching parameters.

Note  The AlliedWare Plus'™ OS only displays one screenful of text at a time, with the
prompt "“--More--" at the end of each screenful. Press the space bar to display the
%E} next screenful or the Q key to return to the command prompt.

Example To see which commands are available in Privileged Exec mode, enter *?" at the Privileged Exec
mode command prompt:

awplus# °?
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This results in the following output:

Figure 1-1: Example output from the ? command

Exec commands:

activate Activate a script

cd Change the current working directory

clear Reset functions

clock Manage clock

configure Enter configuration mode

copy Copy from one file to another

debug Debugging functions (see also 'undebug')

delete Delete a file

dir List the files on a filesystem

disable Turn off privileged mode command

dotlx IEEE 802.1X Port-Based Access Control

echo Echo a string

edit Text Editor

enable Turn on privileged mode command

erase Erase the system startup configuration

exit End current mode and down to previous mode

help Description of the interactive help system

license Activate software feature license

logout Exit from the EXEC

mail Send an email

mkdir Make a new directory

move Rename or move a file

mstat Show statistics after multiple multicast
traceroutes

mtrace Trace multicast path from source to destination

no Negate a command or set its defaults

ping Send echo messages

platform Execute built-in self-tests

pwd Print the current working directory

quit Exit current mode and down to previous mode

reboot Halt and perform a cold restart

reload Halt and perform a cold restart

restart Restart routing protocol

rmdir Remove a directory

rmon Debugging functions (see also 'undebug')

show Show running system information

ssh Open an SSH connection

tcpdump Execute tcpdump

telnet Open a telnet connection

terminal Set terminal line parameters

test Test device functionality

traceroute Trace route to destination

trigger Automatic scripted responses to device events

undebug Disable debugging functions (see also 'debug')

wait Wait for a specified number of seconds

write Write running configuration to memory, file or
terminal

Example To see which commands are available in Configuration mode, enter “?" at the Config mode
command prompt..

awplus# configure terminal

awplus (config)# ?

This results in the following output:
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Figure 1-2: Example output from the ? command

Configure commands:

aaa
access-1list

arp
auth-web-server

banner
boot
class-map
clock
crypto
cvlan
debug
default
do

dotlx
enable
epsr
exception
exit

fib

help
hostname
interface
ip

key

lacp

line

log
loop-protection
mac

mail
max-fib-routes

max-static-routes
maximum-access-list

maximum-paths
mls

no

ntp

ospf
ping-poll
platform

policy-map

radius-server
rip

rmon

route-map

router
router-id
service
show
snmp-server
spanning-tree
ssh

system
telnet
trigger

undebug

username
virtual-server
vlan
vrrp

Authentication,Authorization and Accounting
Add an access list entry
Address Resolution Protocol (ARP)

Web authentication server configuration

commands

Define a login banner

Boot configuration

Class map command

Manage clock

Security Specific Commands

Configure C-VLAN parameters

Debugging functions (see also 'undebug')
Restore default settings

To run exec commands in config mode
IEEE 802.1X Port-Based Access Control
Modify enable password parameters
Ethernet Protection Switching Ring (EPSR)
Configure exception settings

End current mode and down to previous mode
FIB information

Description of the interactive help system
Set system's network name

Select an interface to configure
Internet Protocol (IP)

Authentication key management

LACP commands

Configure a terminal line

Logging control

Loop Protection

mac address

Send an email

Set maximum fib routes number

Set maximum static routes number
Maximum access-list entries

Set multipath numbers installed to FIB
Multi-Layer Switch(L2/L3)

Negate a command or set its defaults
Configure NTP

Open Shortest Path First (OSPF)

Ping Polling

Configure global settings for the switch

asic
Policy map command
Radius server
Routing Information Protocol (RIP)
Remote Monitoring Protocol (RMON)

Create route-map or enter route-map command

mode
Enable a routing process
Router identifier for this system
Modify use of network based services
Show running system information
Enable the snmp agent
Spanning tree commands
Secure Shell

System properties
Configure telnet

Automatic scripted responses to device

events

Disable debugging functions (see also

'debug"')

Establish User Name Authentication
Virtual-server configuration
Configure VLAN parameters

VRRP configuration
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Example To see which show commands that start with
7" after show i:

are available in Privileged Exec mode, enter

awplus# show i?

This results in the following output:

Figure 1-3: Example output from the show i? command

interface Select an interface to configure
ip Internet Protoc6ol (IP)

Examples To use the ? help to work out the syntax for the clock timezone command, enter the following
sequence of commands:

awplus (config)# clock ?

summer-time Manage summer-time

timezone Set clock timezone

awplus (config)# clock timezone ?

TIMEZONE Timezone name, up to 5 characters

awplus (config)# clock timezone NZST ?

minus negative offset

plus positive offset

awplus (config)# clock timezone NZST plus °?

<0-12> Time zone offset to UTC

awplus (config)# clock timezone NZST plus 12

The above example demonstrates that the ? help only indicates what you can type next. For
commands that have a series of parameters, like clock timezone, the ? help does not make the
number of parameters obvious.

Software Reference for SwitchBlade® x8100 Series Switches
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Examples

Completing Keywords

To complete keywords, type the Tab key after part of the command.

If only one keyword matches the partial command, the AlliedWare Plus "™ OS fills in that
keyword. If multiple keywords match, it lists them.

In this example we use Tab completion in successive steps to build the complete command
show ip dhcp server summary. We have included “<Tab>" to show where to type the Tab key

- this is not displayed

on screen.

awplus# show ip <Tab>

Figure 1-4: Example output after entering the command, show ip <Tab>

as-path-acces
dhcp
domain-name
forwarding
irdp
name-server
pim

route

s-1list bgp

dhcp-relay

extcommunity-list

igmp
mroute
nat
protocols

rpf

awplus# show ip d<Tab>

community-list
domain-list
filter
interface

mvif

ospf

rip

Figure 1-5: Example output after entering the command, show ip d<Tab>

dhcp

dhcp-relay

domain-list

domain-name

awplus# show ip dhcp <Tab>

Figure 1-6: Example output from the show ip dhcp <Tab> command

binding pool

server

awplus# show ip dhcp server s<Tab>

Figure 1-7: Example output from the show ip dhcp s<Tab> command

statistics

summary
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Viewing Command Error Messages

The switch displays the following generic error messages about command input:

% Incomplete command—this message indicates that the command requires more
parameters. Use the ? help to find out what other parameters are available.

awplus# interface

% Incomplete command.

% Invalid input detected at "' marker—this indicates that the switch could not process the
command you entered. The switch also prints the command and marks the first invalid
character by putting a '~" under it. Note that you may get this error if you enter a command in
the wrong mode, as the following output shows.

awplus# I1nterface portl.l.1

interface portl.1.1

A

% Invalid input detected at '”' marker.

% Unrecognized command—when you try to use ? help and get this message, it indicates that
the switch can not provide help on the command because it does not recognize it. This means
the command does not exist, or that you have entered it in the wrong mode, as the following
output shows.

awplus# interface ?

% Unrecognized command

Note  The AlliedWare Plus'™ OS does not tell you when commands are successful. If it
%E} does not display an error message, you can assume the command was successful.

1.8
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User Exec mode

Privileged Exec
mode

How to Work with Command Modes

The following figure shows the command mode hierarchy and the commands you use to move
to lower-level modes.

Multiple users can telnet and issue commands using the User Exec mode and the Privileged
Exec mode. However, only one user is allowed to use the Configure mode at a time. This
prevents multiple users from issuing configuration commands simultaneously.

Figure 1-8: AlliedWare Plus™ CLI modes

AlliedWare Plus CLI modes

User

Exec mode ~4—— Command mode

enable -4—— Command used to
enter the next
Y command mode

Privileged
Exec mode

configure terminal

A\

Global
Configuration
mode

interface
[interface name]

router [routing
protocol ]

Router
mode

Interface

mode
Other

sub-modes

User Exec mode is the mode you log into on the switch.

It lets you perform high-level diagnostics (show commands, ping, traceroute etc), start sessions
(Telnet, SSH), and change mode.

The default User Exec mode prompt is awplus>.
To change from User Exec to Privileged Exec mode, enter the command:

awplus> enable

Privileged Exec mode is the main mode for monitoring—for example, running show
commands and debugging. From Privileged Exec mode, you can do all the commands from
User Exec mode plus many system commands.

The default Privileged Exec mode prompt is awplus#.

C613-50022-01 REV B
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Global

Configuration

mode

Lower-level
configuration

To change from Privileged Exec to Global Configuration mode, enter the command:

awplus# configure terminal

From Global Configuration mode, you can configure most aspects of the switch.

The default Global Configuration mode prompt is awplus(config)#.

modes

Table 1-1: Features configured using the lower level modes

A number of features are configured by entering a lower-level mode from Global Configuration
mode. The following table lists these features.

Mode What it configures Command Default prompt

Interface Switch ports, VLANS, the management  interface <name> awplus(config-if)#
Eth port.

Class map QoS classes, which isolate and name class-map <name>  awplus (config-cmap)#
specific traffic flows (classes) from all
other traffic.

EPSR Ethernet Protection Switching Ring, a epsr configuration awplus (config-epsr)#
loop protection mechanism with
extremely fast convergence times.

Line Console port settings or virtual terminal  line console O awplus(config-line)#
settings for telnet. line vty number

Ping poll Ping polling, which checks whether ping-poll <number> awplus(config-ping-
specified devices are reachable or not. poll)#

Policy map QoS policies, a collection of user- policy-map <name> awplus (config-pmap)#

defined QoS classes and the default
class.

Policy map class

The QoS actions to take on a class-map,
and which class-maps to associate with a
QoS policy.

This mode is a sub-mode of Policy map
mode.

(in Policy map
mode)

class <name>

awplus (config-pmap-c)#

Route map Route maps, which select routes to route-map name awplus (config-route-
include or exclude from the switch's deny|permit map) #
routing table and/or route <entry-number>
advertisements.
Router Routing using IF RIF or VRRP router <protocol awplus (config-router) #
other-parameters>
MST Multiple Spanning Tree Protocol. spanning-tree mst awplus (config-mst)#
configuration
Trigger Triggers, which run configuration scripts  trigger <number> awplus (config-trigger)#
in response to events.
VLAN VLANS. vlan database awplus (config-vlan)#
database
Some protocols have commands in both Global Configuration mode and lower-level
configuration modes. For example, to configure MSTP you use:
m  Global Configuration mode to select MSTP as the spanning tree mode
m MST mode to create instances and specify other MSTP settings
m  Interface Configuration mode to associate the instances with the appropriate ports.
Software Reference for SwitchBlade® x8100 Series Switches
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Returning to
higher-level
modes

Examples

The following figure shows the commands to use to move from a lower-level mode to a higher

level mode.

Figure 1-9: Returning to higher-level modes

AlliedWare Plus CLI modes - returning to higher-level modes

User
Exec mode

disable <«—— command used to
return to this
command mode

Privileged
Exec mode

end Global
or Ctrl+Z Configuration
or Ctrl+C mode

Interface

mode

Other
sub-modes

To go from Interface Configuration to Global Configuration mode:

awplus (config-if)# exit

awplus (config)#

To go from Interface Configuration to Privileged Exec mode:

awplus (config-if)# end

awplus#

C613-50022-01 REV B
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Example

Main Command
Modes Summary

To go from Privileged Exec to User Exec:

awplus# exit

awplus>

Entering Privileged Exec Commands When in a
Configuration Mode

As you configure the switch you will be constantly entering various Show commands to confirm
your configuration. This requires constantly changing between configuration modes and
Privileged Exec mode.

However, you can run Privileged Exec commands without changing mode, by using the
command:

do <command you want to run>

You cannot use the ? help to find out command syntax when using the do command.

To display information about the IP interfaces when in Global Configuration mode, enter the
command:

This results in the following output:

awplus (config)# do show ip int brief

Figure 1-10: Example output after entering the command, do show ip int brief

Interface IP-Address Status Protocol
vlanl unassigned admin up running
vlan2 unassigned admin up running

The table below lists the main command modes, how to access each mode, the prompt for
each command mode. From any mode, use exit to move up a mode, or end to move to the
Privileged Exec mode.

Table 1-2: Main command modes and modal prompts

Present Mode

Prompt Command New Mode

User Exec

Privileged Exec

awplus> enable

Privileged Exec

Global Configuration

Global Configuration
VLAN Configuration

awplus# configure terminal

awplus (config)# vlan database

Global Configuration

Line Configuration

awplus (config)# line vt <line-number>

1.12
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Sub-modes

The table below lists the sub-modes, how to access each mode, the prompt for each command

Summary mode, and how to exit that mode. Prompts listed use the default awplus.

Table 1-3: Sub-modes, prompt for each sub-mode, how to access each sub-mode, and how to exit each sub-mode

Mode Prompt and Command Examples How to Enter Mode How to Exit Mode
Ping Poll awplus#configure Use the ping-poll Use the exit command to return
Configuration terminal to the Global Configuration mode.

awplus (config)#ping-poll

awplus (config-ping-poll)#

command available from
the Global Configuration
mode.

Use the end command to return
to the Privileged Exec mode.

Route Map awplusf#configure Use the route-map Use the exit command to return
Configuration terminal command available from  to the Global Configuration mode.
awplus (config)#route-map  the Global Configuration  Use the end command to return
routel permit 1 mode. to the Privileged Exec mode.
awplus (config-route-map) #
Router awplus#configure Use one of the following ~ Use the exit command to return
Configuration terminal commands available to the Global Configuration mode.
awplus (config)#router rip from the Global Use the end command to return
Configuration mode: to the Privileged Exec mode.
awplus (config-router)# a router rip
m router ospf
m router vrrp
(interface)
MST (Multiple awplus#configure Use the spanning-tree Use the exit command to return
Spanning terminal mst configuration to the Global Configuration mode.
'ggr?% Uation &vPlus (config) #spanning- command available from  Use the Qn_d command to return
g tree mst configuration the Global Configuration  to the Privileged Exec mode.
mode.
awplus (config-mst)#
Trigger awplusf#configure Use the trigger Use the exit command to return
Configuration terminal to the Global Configuration mode.

awplus (config)#trigger 1

awplus (config-trigger)#

command from Global
Configuration mode.

Use the end command to return
to the Privileged Exec mode.

EPSR awplus#configure Use the epsr Use the exit command to return

Configuration terminal configuration command ~ t© the Global Configuration mode.
awplus (config)#epsr available from the Global ~ Use the end command to return
configuration Configuration mode. to the Privileged Exec mode.
awplus (config-epsr)#

Class Map awplus#configure Use the class-map Use the exit command to return

Configuration terminal to the Global Configuration mode.

(Qo5)

awplus (config)#class map
cmapl

awplus (config-cmap) #

command available from
the Global Configuration
mode.

Use the end command to return
to the Privileged Exec mode.

Policy Map
Configuration

(Qo3)

awplus#configure
terminal

awplus (config) #policy-map
pmapl

awplus (config-pmap) #

Use the policy-map
command available from
the Global Configuration
mode.

Use the exit command to return
to the Global Configuration mode.

Use the end command to return
to the Privileged Exec mode.
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Table 1-3: Sub-modes, prompt for each sub-mode, how to access each sub-mode, and how to exit each sub-mode

Mode

Prompt and Command Examples How to Enter Mode How to Exit Mode

Policy Map
Class
Configuration

(Qo5)

awplus (config) #policy-map
pmapl

awplus#configure Use the class command  Use the exit command to return
terminal available from the Policy  t© the Policy Map Configuration

map mode. mode.

Use the end command to return
to the Privileged Exec mode.

awplus (config-pmap) #class
cmapl

awplus (config-pmap-c)#

How to See the Current Configuration

The current configuration is called the running-config. To see it, enter the following command in
either Privileged Exec mode or any configuration mode:

awplus# show running-config

To see only part of the current configuration, enter the command:

awplus# show running-config|include <word>

This displays only the lines that contain word.
To start the display at a particular place, enter the command:

awplus# show running-config |begin <word>

This searches the running-config for the first instance of word and begins the display with that
line.

Note The show running-config command works in all modes except User Exec mode.

A
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Default Settings

When the switch first starts up with the AlliedWare Plus'™ OS, it applies default settings and
copies these defaults dynamically into its running-config.

These default settings mean that the AlliedVWare Plus"™ OS:

encrypts passwords, such as user passwords

records log message priority in log messages

turns on jumbo frame support for all ports

turns on the telnet server so that you can telnet to the switch

enables the switch to look up domain names (but for domain name lookups to work, you
have to configure a DNS server)

turns off L3 multicast packet switching in the switch's hardware. This prevents L3 multicast
from flooding the switch's CPU in its default state as an L2 switch

sets the maximum number of ECMP routes to 8
turns on RSTP on all ports. Note that the ports are not set to be edge ports

sets all the switch ports to access mode. This means they are untagged ports, suitable for
connecting to hosts

creates VLAN land adds all the switch ports to it
allows logins on the serial console port
allows logins on VTY sessions (for telnet etc)

has switching enabled, so Layer 2 traffic is forwarded appropriately without further
configuration

allocates all the routing table memory space to IPv4 routes
has ports set to autonegotiate their speed and duplex mode

has copper ports set to auto MDI/MDI-X mode

C613-50022-01 REV B
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The Default Configuration Script

Most of the above default settings are in the form of commands, which the switch copies to its

running-config when it first boots up.

The switch stores a copy of the default configuration commands in the file, default.cfg and uses

this as its default start-up file.

For more information about start-up files, see “How to Save and Boot from the Current

Configuration” on page 1.20.

The following table shows the contents of the default file.

Contents of default file

Description

service password-encryption

An empty comment line (comments begin
with an ).

Forces passwords in the script to be
encrypted.

log record-priority

Records log message priority.

username manager privilege 15
password 8
$1$bJoVecdDSITWOIGPr7YQoEXAOGV
asdEO

service telnet

Specifies the password for the manager user

Turns on the telnet server.

ip domain-lookup

Allows domain name lookups.

no ip multicast-routing

Turns off L3 multicast packet switching in the
switch hardware.

maximum-paths 8

Sets maximum number of ECMP routes.

spanning-tree mode rstp

Turns on RSTP.

interface portl.X.X-1.X.XX
switchport

switchport mode access

Sets each switch port to access mode.

interface vlanl

Creates VLAN [.

line con O

line vty 0 32

end

A heading for any configuration settings for
the console port. There are no console port
settings.

A heading for any configuration settings for
VTY sessions. There are no VTY session
settings.
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How to Change the Password

To change the password for the manager account, enter Global Configuration mode and enter
the following command:

username manager password <new—password>

The password can be up to 23 characters in length and include characters from up to four
categories. The password categories are:

uppercase letters: A to Z
lowercase letters: a to z
digits: 0 to 9

special symbols: all printable ASCII characters not included in the previous three
categories. The question mark ? cannot be used as it is reserved for help functionality.
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Password lifetime

Password forced
change

Reject expired
password

Password warning

How to Set Strong Passwords

The password security rules are disabled by default. To set password security rules for users
with administrative rights, or privilege level |5, enter Global Configuration mode.

You can then either specify whether the user is forced to change an expired password at the
next login, or specify whether the user is not allowed to login with an expired password. You
will need to specify a password lifetime greater than 0 before selecting either of these features.
Note that the security-password forced-change and the security-password reject-expired-
pwd commands cannot be enabled concurrently.

Enter the following command to specify the password lifetime in days:

security-password lifetime <0-1000>

Note that the value 0 will disable lifetime functionality and passwords will never expire. If
lifetime functionality is disabled, the security-password forced-change command and the
security-password warning command are also disabled.

To specify that a user is forced to change an expired password at the next login, enter the
following command:

security-password forced-change

If the security-password forced-change command is enabled, users with expired passwords
are forced to change to a password that must comply with the current password security rules
at the next login.

To specify that a user is not allowed to login with an expired password, enter the following
command:

security-password reject-expired-pwd

If the security-password reject-expired-pwd command is enabled, users with expired
passwords are rejected at login. Users then have to contact the Network Administrator to
change their password.

Caution Once all users’ passwords are expired you are unable to login to the device
again if the security-password reject-expired-pwd command has been executed.

& You will have to reboot the device with a default configuration file, or load an
earlier software version that does not have the security password feature.

We recommend you never have the command line “security-password reject-
expired-pwd” in a default config file.

Use other password security rules to further configure password security settings.

To specify the number of days before the password expires that the user will receive a warning
message specifying the remaining lifetime of the password, enter the command:

security-password warning <0-1000>

The value 0 will disable warning functionality and the warning period must be less than, or
equal to, the password lifetime.
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Password history  To specify the number of previous passwords that are unable to be reused enter the command:

awplus (config)# security-password history <0-15>

The value 0 will disable history functionality. If history functionality is disabled, all users’
password history is reset and all password history is lost. A new password is invalid if it matches
a password retained in the password history.

Password minimum  To specify the minimum allowable password length, enter the command:

length
awplus (config)# security-password minimum-length <1-23>

Password minimum  To specify the minimum number of categories that the password must contain in order to be
categories  considered valid, enter the command:

awplus (config)# security-password minimum-categories <I1-4>

The password categories are:
m  uppercase letters: A to Z
m  lowercase letters:ato z
m  digitss 0to 9

m  special symbols: all printable ASCII characters not included in the previous three
categories. The question mark ? cannot be used as it is reserved for help functionality

To ensure password security, the minimum number of categories should align with the lifetime
selected, i.e. the fewer categories specified the shorter the lifetime specified.

How to add a user is described in “How to Add and Remove Users” on page 1.30.

Display security  To list the configuration settings for the various security password rules, enter the command:

password settings
awplus (config)# show security-password configuration

To list users remaining lifetime or last password change, enter the command:

awplus (config)# show security-password user
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Example

How to Save and Boot from the Current
Configuration

This section tells you how to save your configuration and run the saved configuration when the
switch starts up.

You can either:

m  save the configuration to the switch’s default configuration file (called “default.cfg”). By
default, the switch uses that file at start-up.

B create a new configuration file and set the switch to use the new configuration file at
start-up.

How to Save to the Default Configuration File

Enter Privileged Exec mode and enter the command:

awplus# copy running-config startup-config

The parameter startup-config is a short-cut for the current boot configuration file, which will
be the default configuration file unless you have changed it, as described in the next section.

How to Create and Use a New Configuration File

Step 1. Copy the current configuration to a new file
Enter Privileged Exec mode and enter the command:

awplus# copy running-config <destination-url>

To save the current configuration in a file called example. cfg, enter the command

awplus# copy running-config example.cfg

Step 2: Set the switch to use the new file at startup

To run the new file’s configuration when the switch starts up, enter Global Configuration mode
and enter the command:

awplus (config)# boot config-file <filepath-filename>

Note that you can set the switch to use a configuration file on a USB storage device if you have
saved the configuration file to a USB storage device. You can only specify that the configuration
file is on a USB storage device if there is a backup configuration file already specified in Flash. To
set a backup configuration file to load if the main configuration file cannot be loaded, enter the
command:

awplus (config)# boot config-file backup <filepath-filename>

For an explanation of the configuration fallback order; see “The configuration file fallback
order” on page 6.10.
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Example To run the commands in example.cfg on startup, enter the command:

awplus (config)# boot config-file flash:/example.cfg

To set backup . cfg as the backup to the main configuration file, enter the command:

awplus (config)# boot config-file backup flash:/backup.cfg

Step 3: Display the new settings

To see the files that the switch uses at startup, enter Privileged Exec mode and enter the

command:

awplus# show boot

The output looks like this:

Boot configuration

Current software
Current boot image
Backup boot image

Default boot config:
Current boot config:
Backup boot config:

SBx81CFC400-5.4.2.rel
flash:/SBx81CFC400-5.4.2.rel
flash:/SBx81CFC400-5.4.2.rel
flash:/default.cfg
usb:/example.cfg (file exists)
flash:/backup.cfg (file exists)

Step 4: Continue updating the file when you change the configuration

When you next want to save the current configuration, enter Privileged Exec mode and enter

the command:

awplus# copy running-config startup-config

The parameter startup-config is a short-cut for the current boot configuration file.
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Completely

restore defaults

Partially restore

defaults

How to Return to the Factory Defaults

The switch dynamically adds the default settings to the running-config at start-up if the default
file is not present. This section describes how to use this feature to return to the factory

defaults.

Note After reboot the show running-config output will show the default factory settings
for your switch once you have removed the default.cfg file. To recreate the
%E:I default.cfg file enter copy running-config startup-config. When you enter copy
running-config startup-config commands the default.cfg file is updated with the
startup-config.

To completely remove your configuration and return to the factory default configuration, delete
or rename the default file and make sure no other file is set as the start-up configuration file.

To find the location of the default boot configuration file, enter Privileged Exec mode and enter
the command:

awplus# show boot

To delete the default file when it is the current boot configuration file, enter Privileged Exec
mode and enter either of the commands:

awplus# delete force <filename>

or:

awplus# erase startup-config

Note that erasing startup-config deletes the current boot configuration file—it does not simply
stop the file from being the boot file.

To make sure that no other file is loaded at start-up, enter Global Configuration mode and
enter the command:

awplus (config)# no boot config-file
To partially restore the default settings, make a configuration file that contains the settings you

want to keep and set this as the start-up configuration file. On start-up, the switch will add the
missing settings to the running-config.
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How to See System Information

This section describes how to view the following system information:

m  overview information
m  details of temperature and voltage

m  serial number

Viewing Overall System Information

To display an overview of the switch hardware, software, and system settings, enter User Exec
or Privileged Exec mode and enter the command:

awplus# show system

The output looks like this:

Switch System Status Fri Mar 30 02:44:10 2012
Board ID Bay Board Name Rev Serial number
Chassis 315 AT-SBx8112 E-0 A042764112500070
Blade 317 Bayl AT-SBx81GP24 D-0 A042774112800031
Blade 353 Bay2 AT-SBx81XS6 X8-0 A045624113500003
Blade 317 Bay3 AT-SBx81GP24 D-0 AQ042774112700005
Controller 316 Bay5 AT-SBx81CFC400 F-0 A042854111300027
Controller 316 Bay6 AT-SBx81CFC400 F-0 A042854111300029
Blade 352 Bay7 AT-SBx81GS24a c-1 A042824112400004
Blade 351 Bayll AT-SBx81GT24 B-1 A044024110900001
Blade 352 Bayl2 AT-SBx81GS24a c-1 A042824104600004
PSU 319 PSU4 AT-SBxPWR-SYS/AC A-0 -

Fan module 321 PSU5 AT-SBxFAN12 E-0 A042844112400016

RAM: Total: 513436 kB Free: 365932 kB

Flash: 126.0MB Used: 121.2MB Available: 4.8MB
Environment Status : Normal

Uptime : 0 days 00:03:26
Bootloader version : 2.0.7-devel

Current software : SBx8100-5.4.2.rel
Software version : 5.4.2
Build date : Fri Mar 30 14:53:19 NZDT 2012

Current boot config: flash:/default.cfg (file exists)
User Configured Territory: usa

System Name
awplus
System Contact

System Location
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Examples

Viewing Temperature, Voltage, and Fan Status

The switch monitors the environmental status of the switch and its power supplies and fan. To
display this information, enter User Exec or Privileged Exec mode and enter the command:

awplus# show system environment

The output looks like the following figure.

Viewing the Serial Number

The switch’s serial number is displayed in the output of the show system command on page
8.43, but for convenience, you can also display it by itself. To do this, enter User Exec or
Privileged Exec mode and enter the command:

awplus# show system serialnumber

The output looks like this:

P1FY7502C

How to Set System Parameters

You can set system parameters to personalize the switch and make it easy to identify it when
troubleshooting. This section describes how to configure the following system parameters:

m telnet session timeout
m  switch name

m  login banner

How to Change the Telnet Session Timeout
By default, telnet sessions time out after 10 minutes of idle time. If desired, you can change this.

To change the timeout for all telnet sessions, enter Global Configuration mode and enter the
commands:

awplus (config)# line vty 0 32

awplus (config-line)# exec-timeout <new-timeout>

The new timeout value only applies to new sessions, not current sessions.
To set the timeout to 30 minutes, enter the command:

awplus (config-line)# exec-timeout 30

To set the timeout to 30 seconds, enter the command:

awplus (config-line)# exec-timeout 0 30
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Software Reference for SwitchBlade® x8100 Series Switches
AlliedWare Plus™ Operating System - Version 5.4.2 C613-50022-01 REV B



ﬂ Nﬁ@d TEIESiS Getting Started

To set the timeout to infinity, so that sessions never time out, enter either of the commands:
awplus (config-line)# no exec-timeout

awplus (config-line)# exec-timeout 0 0

How to Name the Switch

To give the switch a name, enter Global Configuration mode and enter the command:

awplus (config)# hostname <name>

For example, to name the switch “switch|.mycompany.com™:

awplus (config)# hostname switchl.mycompany.com

The prompt displays the new name:
awplusswitchl.mycompany.com(config) #
The name can contain hyphens and underscore characters.

However, the name must be a single word, as the following example shows.

awplus (config) #hostname switchl.mycompany.com more words

hostname switchl.mycompany.com more words

~

Q

% Invalid input detected at '~' marker.

It also cannot be surrounded by quote marks, as the following example shows.

awplus (config) #hostname "switchl.mycompany.com more words"

Q

% Please specify string starting with alphabet

Removing the To remove the hostname, enter the command:

name
awplusswitchl.mycompany.com(config)# no hostname

The prompt changes back to the default prompt:

awplus (config) #
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C613-50022-01 REV B AlliedWare Plus™ Operating System - Version 5.4.2 1.25



Getting Started ﬂ A-“ied TE]BSiS

How to Display a Text Banner at Login

By default, the switch displays the AlliedWare Plus"™ OS version and build date before login.
You can customize this by changing the Message of the Day (MOTD) banner.

To enter a new MOTD banner, enter Global Configuration mode and enter the command:

awplus (config)# banner motd <banner-text>

The text can contain spaces and other printable characters. You do not have to surround
words with quote marks.

Example To display “this is a new banner” when someone logs in, enter the command:

awplus (config)# banner motd this is a new banner

This results in the following output at login:

awplus login: manager
Password:

this is a new banner
awplus>

Removing the  To return to the default banner (AlliedWare Plus"™ OS version and build date), enter the
banner command:

awplus (config)# banner motd default

To remove the banner instead of replacing it, enter the command:

awplus (config)# no banner motd

Software Reference for SwitchBlade® x8100 Series Switches
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How to Set the Time and Date

There are three aspects to setting the time and date:
m  setting the current time and date (“How to Set the Time and Date” on page 1.27)
m  setting the timezone (“How to Set the Timezone” on page 1.28)

m  configuring the switch to automatically change the time when summer-time begins and
ends (“*How to Configure Summer-time” on page 1.28)

Instead of manually setting the time, you can use NTP to automatically get the time from
another device.

How to Show Current Settings

To display the current time, timezone and date, enter Privileged Exec mode and enter the
command:

awplus# show clock

The output looks like this:

UTC Time: Wed, 3 Dec 2008 16:08:14 +0000
Timezone: UTC

Timezone Offset: +00:00

Summer time zone: None

How to Set the Time and Date

To set the time and date, enter Privileged Exec mode and enter the clock set command:
clock set <hh:mm:ss> <day> <month> <year>

‘where:

m  hhis two digits giving the hours in 24-hour format (e.g. 14)

® mm is two digits giving the minutes

m  SSis two digits giving the seconds

m  day is two digits giving the day of the month

m  month is the first three letters of the month name (e.g. sep)

m  year is four digits giving the year

Example To set the time to 14:00:00 on 25 January 2008, use the command:

awplus# clock set 14:00:00 25 jan 2008

C613-50022-01 REV B
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Example

Recurring

Example

Date-based

How to Set the Timezone

To set the timezone, enter Global Configuration mode and enter the clock timezone
command:

clock timezone <timezone-name> {plus|minus} <0-12>
The <timezone-name> can be any string up to 6 characters long.
To return the timezone to UTC+0, enter the command:

awplus (config)# no clock timezone

To set the timezone to Eastern Standard Time, use the command:

awplus (config)# clock timezone EST minus 5

How to Configure Summer-time
There are two approaches for setting summertime:

m  recurring, when you specify the week when summer-time starts and ends and each year the
switch changes the time at those weeks. For example, Eastern Daylight Time (EDT) starts
at 2 am on the second Sunday in March and ends at 2 am on the first Sunday in
November.

m  date-based, when you specify the start and end dates for summer-time for a particular year.
For example, Eastern Daylight Time (EDT) starts at 2 am on Sunday, 8 March 2008 and
ends at 2 am on Sunday, 2 November 2008.

To set summer-time with recurring dates, enter Global Configuration mode and enter the clock
summer-time recurring command:

clock summer-time <zone-name> recurring <start-week> <start-
day> <start-month> <start-time> <end-week> <end-day>
<end-month> <end-time> <1-180>

The <zone-name> can be any string up to 6 characters long.
The <start-time> and <end-time> are in the form hh : mm, in 24-hour time.

Note that if you specify 5 for the week, this changes the time on the last day of the month, not
the 5th week.

To configure EDT, enter the command:

awplus (config)# clock summer-time EDT recurring 2 Sun Mar 02:00
1 Sun Nov 02:00 60

To set summer-time for a single year, enter Global Configuration mode and enter the clock
summer-time date command:

clock summer-time <zone-name> date <start-day> <start-month>
<start-year> <start-time> <end-day> <end-month> <end-year>
<end-time> <1-180>

The <zone-name> can be any string up to 6 characters long.

The <start-time> and <end-time> are in the form hh : mm, in 24-hour time.
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Example  For example, to configure EDT for 2008 enter the command:

awplus (config)# clock summer-time EDT date 8 Mar 2008 02:00 2
Nov 2008 02:00 60

Software Reference for SwitchBlade® x8100 Series Switches
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Adding users

Removing users

Displaying users

How to Add and Remove Users

To add a new user with administrative rights, enter Global Configuration mode and enter the
command:

awplus (config)# username <name> privilege 15 password
<password>

Both <name> and <password> can contain any printable character and are case sensitive.

When you add a user with administrative rights, <password> will have to conform to the rules
specified by the security-password minimum-categories command on page 5.19 and the
security-password minimum-length command on page 5.20. If the security-password history
command on page 5.16 is enabled, <password> is invalid if it matches a password retained in
the password history.

The AlliedWare Plus'™ OS gives you a choice of 1 or 15 for the privilege level. Level 1 users
are limited to User Exec mode so you need to set most users to level 15.

For example, to add user Bob with password 123$%", enter the command:

awplus (config)# username Bob privilege 15 password 123$%"

To remove a user, enter Global Configuration mode and enter the command:
no username <name>
For example, to remove user Bob, enter the command:

awplus (config)# no username Bob

Note that you can delete all users, including the user called “manager” and the user you are
logged in as. If all privilege 15 user accounts are deleted, a warning message is generated:

Q

% Warning: No privileged users exist.

If all privilege level 15 user accounts are deleted, and there are no other users configured for
the device, you may have to reboot with the default configuration file.

If there is a user account on the device with a lower privilege level and a password has already
been set with the enable password command on page 5.4, you can login and still enter
privileged mode. When executing the enable command, enter the password created with the
enable password command. For example, if the password is mypassword:

awplus> enable mypassword

awplus#
To list the currently logged-in users, enter User Exec or Privileged Exec mode and enter the
command:

awplus# show users

1.30

Software Reference for SwitchBlade® x8100 Series Switches
AlliedWare Plus™ Operating System - Version 5.4.2 C613-50022-01 REV B



m N%lﬁd -{312525 Getting Started

The output looks like this:

Line User Host(s) Idle Location Priv Idletime Timeout
con 0 manager idle 00:00:00 ttysSO 15 10 N/A
vty 0 bob idle 00:00:03 172.16.11.3 1 0 5

To list all configured users, enter User Exec or Privileged Exec mode and enter the command:

awplus# show running-config |include username

The output looks like this:

username manager privilege 15 password 8 $1$bJoVec4D$JwOJGPr7YgoExAOGVasdEQ

username Bob privilege 15 password 8 $1$gXJLY8dws$igkMXLgQxbzSOutNUa5E2 .

Pre-encrypted Passwords

The running-config output above includes the number 8 after the password parameter. This
indicates that the password is displayed in its encrypted form.

You can enter the number 8 and a pre-encrypted password on the command line. You may
want to pre-encrypt passwords if you need to load them onto switches via an insecure method

(such as HTTP or by emailing them to remote users).

Caution Only enter the number 8 if you are entering a pre-encrypted password—
otherwise, you will be unable to log in using the password and will be unable to
access the switch through that username. The next section describes why.

Testing this If you want to test the effect of this, create a new user for the test instead of using the manager
feature user. The test stops you from logging in as the test user; so you need to have the manager user
available to log in as.

The following output shows how specifying the number 8 puts the password into the running-
config exactly as you typed it:

awplus (config) #username Bob privilege 15 password 8 friend
awplus (config) #show running-config |include username Bob

username Bob privilege 15 password 8 friend

After entering the command above, logging in as “Bob” with a password of “friend” does not
work. This is because the switch takes the password you enter (“friend”), hashes it, and
compares the hash with the string in the running-config (““friend”). The hashed value and
“friend” are not the same, so the switch rejects the login.
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Example

Example

How to Undo Settings

There are two possibilities for undoing settings: the no parameter and the default parameter.

How to Use the no Parameter

To undo most settings, simply re-enter the first parameters of the configuration command with
the parameter no before them.

You can set the timezone to Eastern Standard Time by entering the command:

awplus (config)# clock timezone EST minus 5

To remove the timezone setting, enter the command:

awplus (config)# no clock timezone

How to Use the default Parameter

Some commands have a default parameter that returns the feature to its default setting.
You can change the login banner to “this is a new banner” by entering the command:

awplus (config)# banner motd this is a new banner

To return to the default banner; enter the command:

awplus (config)# banner motd default

Note that this command also has a N0 parameter that lets you remove the banner altogether.
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How to Upgrade the Firmware

New releases of the AlliedWare Plus'™ OS become available regularly. Contact your customer
support representative for more information.

Step 1: Put the new release onto your TFTP server or your USB drive

Step 2: If necessary, create space in the switch’s Flash memory for the new
release

Note that you cannot delete the current release file.
To see how much space is free, use the command:

awplus# show file systems

Step 3: Copy the new release from your TFTP server onto the switch

Follow the relevant instructions in “Copying with Trivial File Transfer Protocol (TFTP)” on
page 6.15, or “Copying to and from NVS or USB storage device” on page 6.14, as
appropriate.

You only need to copy the new release to the Active SBx8 | CFC400 Control Fabric Card
(CFC). If your SBx81 12 system has a standby CFC installed then the new release file, the
configuration file, and all licenses are automatically synchronized from the Active CFC.

Step 4: Set the switch to boot from the new release
Enter Global Configuration mode and enter the command:

awplus (config)# boot system <filepath-filename>

You can set a backup release file to load if the main release file cannot be loaded. Enter the
command:

awplus (config)# boot system backup <filepath-filename>

Step 5: Check the boot settings
Enter Privileged Exec mode and enter the command:

awplus# show boot

Step 6: Reboot
Enter Privileged Exec mode and enter the command:

awplus# reload
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Save Power With the Eco-Friendly
Feature

You can conserve power either by enabling the eco-friendly feature with the ecofriendly led
command on page 8.11, or by using eco-switch button on the front panel of the active Control
Fabric Card. The eco-friendly feature disables power to all LEDs on the switch except to the
eth0 port and active/standby LEDs on the Control Fabric Cards, and to the LEDs on the PSUs
and fan tray. The eco-switch button overrides the configuration set with the ecofriendly led
command.

When the eco-friendly feature is enabled, a change of port status will not affect the display of
the associated LED. When the eco-friendly feature is disabled and power is returned to port
LEDs, the LEDs will correctly show the current state of the ports.

The eco-friendly feature is disabled by default. To enable the feature, either push the eco-switch
button or enter the commands:

awplus# configure terminal

awplus (config)# ecofriendly led

To display the current eco-friendly configuration status of the switch, enter the command:

awplus# show ecofriendly

For an example of how to configure a trigger to enable the eco-friendly feature, see “Turn Off
Power to Port LEDs” on page 82.7.
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Controlling ““show” Command Output

You can control the output of show commands by using the | and > or >> tokens in the
following ways:

m o display only part of the output, follow the command with | and then other keywords
(see Output Modifiers below)

m  Jo save the output to a file, follow the command with > filename

m  Jo append the output to an existing file, follow the command with >> filename

Using the ? after typing the show command displays the following information about these
tokens:

awplus# show users

| Output modifiers
> Output redirection

>> QOutput redirection (append)

Output Modifiers  Type the | (vertical bar) to use Output modifiers.

append Append output

begin Begin with the first line that contains matching output
exclude Exclude lines that contain matching output

include Include lines that contain matching output

redirect Redirect output

Begin  The begin parameter causes the display to begin at the first line that contains the input string.

awplus# show run | begin vlanl

...skipping
interface vlanl
ip address 192.168.14.1
11
line con 0
login
line vty 0 4
login
1
end
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Exclude

Include

Redirect

Output
Redirection

Append
Output

The exclude parameter excludes all lines of output that contain the input string. In the following
output all lines containing the word “input” are excluded:

awplus# show interface vlanl | exclude input

Interface vlanl
Scope: both
Hardware is Ethernet, address is 192.168.14.1
index 3 metric 1 mtu 1500 <UP,BROADCAST, RUNNING, MULTICAST>
Label switching is disabled
No Virtual Circuit configured
Administrative Group(s): None
DSTE Bandwidth Constraint Mode is MAM
output packets 4438, bytes 394940, dropped 0
output errors 0, aborted 0, carrier 0, fifo 0, heartbeat O,
window 0
collisions O

The include parameter includes only those lines of output that contain the input string. In the
output below, all lines containing the word “input” are included:

awplus# show interface vlanl | include input

input packets 80434552, bytes 2147483647, dropped 0, multicast
packets 0

input errors 0, length 0, overrun 0, CRC 0, frame 0, fifo 1,
missed 0

The redirect parameter puts the lines of output into the specified file. If the file already exists,
the new output overwrites the file's contents; the new output is not appended to the existing
file contents.

| redirect and > are synonyms.

awplus# show history | redirect history.txt

The output redirection token > puts the lines of output into the specified file. If the file already
exists, the new output overwrites the file's contents; the new output is not appended to the
existing file contents.

| redirect and > are synonyms.

awplus# show history > history.txt

The append output token >> adds the lines of output into the specified file. The file must
already exist, for the new output to be added to the end of the file's contents; the new output
is appended to the existing file contents.

| append and >> are synonyms.

awplus# show history >> history.txt
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Commands Available in each Mode

This appendix lists the commands available in the following command modes:

m “User Exec Mode” on page 1.37

m  “Privileged Exec Mode” on page 1.38

m  “Global Configuration Mode” on page 1.39

User Exec Mode

awplus>

Exec commands:

clear
debug
disable
echo
enable
exit
help
logout
mstat
mtrace
no
ping
quit
rmon
show
ssh
telnet
terminal

traceroute

Reset functions

Debugging functions (see also 'undebug')
Turn off privileged mode command

Echo a string

Turn on privileged mode command

End current mode and down to previous mode
Description of the interactive help system

Exit from the EXEC

Show statistics after multiple multicast traceroutes

Trace multicast path from source to destination

Negate a command or set its defaults

Send echo messages

Exit current mode and down to previous mode
Debugging functions (see also 'undebug')

Show running system information

Open an SSH connection

Open a telnet connection

Set terminal line parameters

Trace route to destination
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Privileged Exec Mode

awplus# °?

Exec commands:

activate Activate a script
cd Change the current working directory
clear Reset functions
clock Manage clock
configure Enter configuration mode
copy Copy from one file to another
debug Debugging functions (see also 'undebug')
delete Delete a file
dir List the files on a filesystem
disable Turn off privileged mode command
dotlx IEEE 802.1X Port-Based Access Control
echo Echo a string
edit Text Editor
enable Turn on privileged mode command
erase Erase the system startup configuration
exit End current mode and down to previous mode
help Description of the interactive help system
license Activate software feature license
logout Exit from the EXEC
mail Send an email
mkdir Make a new directory
move Rename or move a file
mstat Show statistics after multiple multicast
traceroutes
mtrace Trace multicast path from source to destination
no Negate a command or set its defaults
ping Send echo messages
platform Execute built-in self-tests
pwd Print the current working directory
quit Exit current mode and down to previous mode
reboot Halt and perform a cold restart
reload Halt and perform a cold restart
restart Restart routing protocol
rmdir Remove a directory
rmon Debugging functions (see also 'undebug')
show Show running system information
ssh Open an SSH connection
tcpdump Execute tcpdump
telnet Open a telnet connection
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terminal Set terminal line parameters

test Test device functionality

traceroute Trace route to destination

trigger Automatic scripted responses to device events

undebug Disable debugging functions (see also 'debug')

wait Wait for a specified number of seconds

write Write running configuration to memory, file or
terminal

Global Configuration Mode

awplus (config)# °?

Configure commands:

access-list Add an access list entry

arp

auth-web-server

banner
boot
class-map
clock
crypto
cvlan
debug
default
do

dotlx
enable
epsr
exception
exit

fib

help
hostname
interface
ip

key

lacp

line

log

loop-protection

mac

Address Resolution Protocol (ARP)

Web authentication server configuration
commands

Define a login banner

Boot configuration

Class map command

Manage clock

Security Specific Commands

Configure C-VLAN parameters

Debugging functions (see also 'undebug')
Restore default settings

To run exec commands in config mode

IEEE 802.1X Port-Based Access Control
Modify enable password parameters
Ethernet Protection Switching Ring (EPSR)
Configure exception settings

End current mode and down to previous mode
FIB information

Description of the interactive help system
Set system's network name

Select an interface to configure
Internet Protocol (IP)

Authentication key management

LACP commands

Configure a terminal line

Logging control

Loop Protection

mac address
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mail Send an email
max-fib-routes Set maximum fib routes number
max-static-routes Set maximum static routes number

maximum-access-1list Maximum access-list entries

maximum-paths Set multipath numbers installed to FIB
mls Multi-Layer Switch(L2/L3)
no Negate a command or set its defaults
ntp Configure NTP
ospf Open Shortest Path First (OSPF)
ping-poll Ping Polling
platform Configure global settings for the switch asic
policy-map Policy map command
radius-server RADIUS server configuration commands
rip Routing Information Protocol (RIP)
rmon Remote Monitoring Protocol (RMON)
route-map Create route-map or enter route-map command
mode
router Enable a routing process
router-id Router identifier for this system
security-password Configure strong security passwords
service Modify use of network based services
show Show running system information
snmp-server Manage snmp server
spanning-tree Spanning tree commands
ssh Secure Shell
system System properties
telnet Configure telnet
trigger Select a trigger to configure
undebug Disable debugging functions (see also'debug')
username Establish User Name Authentication
virtual-server Virtual-server configuration
vlan Configure VLAN parameters
vrrp VRRP configuration
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The following table describes how command line interface syntax is shown in this Software Reference.

Syntax element

Example

What to enter in the command
line

Keywords are shown in lowercase
fixed-width font or bold variable-
width font

show spanning-tree mst

or

show ip route

Some keywords are required, and
others are optional parameters. Type
keywords exactly as they appear in
the command syntax.

Number ranges are enclosed in
angle-brackets < > and separated
by a hyphen.

<0-255>

Enter a number from the range. Do
not enter the angle brackets.

Placeholders are shown in
lowercase italics within angle-
brackets < >, or in uppercase
italics

Repeats are shown with ellipsis.

<port-list>
or

ip dhcp pool NAME

paraml...

Replace the placeholder with the
value you require. The placeholder
may be an IP address, a text string, or
some other value. See the parameter
table for the command for
information about the type of value
to enter.

Do not enter the angle-brackets.

Enter the parameter one or more
times.

Optional elements are shown in
brackets: [ ]

vlan <vid> [name <vlan-

name>]

If you need the optional parameter,
enter it. Do not enter the brackets.

Required choices are enclosed in
braces and separated by a vertical

bar (pipe) : {|}.

spanning-tree {mstp|rstp|
stp} enable

Enter one only of the options.
Do not enter the braces or vertical
bar.

Optional choices are enclosed in
or brackets and separated by a
vertical bar (pipe): [|]

Inclusive options are enclosed in
braces, and separated by brackets:

{L10]

[paraml |param?]

{[paraml]
[param3]}

[param?2]

If needed, enter one only of the
options.

Do not enter the brackets or vertical
bar.

Enter one or more of the options
and separate them with a space.
Do not enter the braces or brackets.
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Start-up Sequence

AlliedWare Plus Start-up.
Diagnostic Menu
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Start-up Sequence
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Start-up Sequence

AR Allied Telesis

AlliedWare Plus Start-up

Every switch has a start-up process. A specified version of product software must be loaded
and executed. The bootloader is the executable code responsible for setting up the system and
loading the release software.

The bootloader is the software that runs the unit when it first powers up, performing basic
initialization and executing the product software release. As part of the start-up process of the
switch, the bootloader allows you various options before running the product release software.

Previous versions of AlliedWare provide the option to boot to EPROM if a software release
cannot be loaded, is unlicensed, or if selected by the user. The EPROM provides enough basic
functionality to get a working software release loaded and operational on the switch. In
AlliedWare Plus™ this task is handled by the bootloader

As AlliedWare Plus™ begins its start-up process; there are two options that allow you to
access either the diagnostic menu, or the bootloader menu. The following prompt is displayed
when these options are temporarily available:

Bootloader 1.0.9 loaded

Press <Ctrl+B> for the Boot Menu

You can now enter one of the following two options to determine how the start-up process
proceeds:

m  Enter Ctrl+D to display the diagnostic menu.

m  Enter Ctrl+B to display the bootloader menu.

3.2
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Start-up Sequence

Diagnostic Menu

Enter Ctrl+D during start-up to access the bootloader diagnostic menu, and provide options
for performing various hardware tests. This can be useful as a tool for confirming a suspected
hardware problem at the direction of network engineering personnel. When you enter Ctrl+D,
the stage | diagnostics menu is displayed:

Bootup Stage 1 Diagnostics Menu:
Restart

Full RAM test

Quick RAM test

Battery backed RAM (NVS) test
Bootloader ROM checksum test

W R o

8. Quit to U-Boot shell
9. Quit and continue booting
Enter selection ==>

The options in the stage | diagnostics menu allow you to initiate the following tests:

m RAM
The Bootloader fully tests any/all SDRAM installed in the system.

B NVS
The Bootloader fully tests any/all non-volatile (battery backed) SRAM installed in the
system.

m  checksum
The Bootloader checksum ROM memory for error detection.

For example, enter 2" to select a Quick RAM test:

Quick RAM test - press Q to quit, S to skip when failing
Writing pattern . ... ettt et e e e e e e
Checking pattern . ........iiiiii it
Writing complemented pattern ....................
Checking complemented pattern ...................

Pass 1 total errors 0

Enter “7" to display the stage 2 diagnostics menu:

Entering stage 2...
Bootup Stage 2 Diagnostics Menu:

0. Restart

2. Test FLASH (Filesystem only)
4. Erase FLASH (Filesystem only)
5. Card slot test

8. Quit to U-Boot shell

9. Quit and continue booting

C613-50022-01 REV B
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The options in the stage 2 diagnostics menu allow you to initiate the following tests:

m Flash
The Bootloader tests the user file system area of Flash. The bootloader is stored in a
protected area of Flash that is not accessed by the user file system.

m  Flash Erase
The Bootloader erases the user file system area of Flash only.

Once any required tests are completed from the diagnostics menu, enter “9” to quit the
diagnostic menu and continue the switch boot-up process.

Software Reference for SwitchBlade® x8100 Series Switches
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Boot options

Bootloader Menu

Enter Ctrl+B during start-up to access the bootloader menu where boot options can be set.
The boot options shown are explained in detail under this example.

Boot Menu:

Restart

Perform one-off boot from alternate source

Change the default boot source (for advanced users)
Update Bootloader

Adjust the console baud rate

Special boot options

System information

Restore Bootloader factory settings

9. Quit and continue booting

A powerful feature of AlliedWare Plus™ is the ability to boot from a variety of sources.
Previously the switch was constrained to just booting off the release loaded into Flash memory.
The only software release upgrade path being to load a new release into Flash memory and
then set this release to be loaded at the next restart.

With AlliedWare Plus™ the switch can boot from other sources, such as a network server.
This provides a very flexible system, with multiple options to upgrade software releases and for
system recovery.

Details of the bootloader menu options are as follows:

1. Perform one-off boot from alternate source

Enter selection ==> 1
Select device:

0. Return to previous menu

1. Flash (flash:)
2. TFTP (tftp://)
3. YMODEM (ymodem:)
4. USB (usb:)

Enter selection ==>

You can select a one-off boot from Flash, USB storage device, network server (TFTP), or
ymodem. The selected option will be used for the next restart (only) of the switch. If you select
to boot from the network, the bootloader prompts the user for the required network address
details.

Note These settings are specific to the Bootloader.
They are not related in any way to what may be configured by the main software
ZE release.
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When the switch is booted up using the ‘one-off” selected source for the software release, it
provides the option to copy the release just used to Flash for further/ permanent use:

login: manager

Password: *****x*

The system has been booted using the one off boot/recovery
mechanism.

Bootup has successfully completed.

Write this release to flash? (y/n):

2. Change the default boot source (for advanced users)

Entering “2” provides the option to set the boot source permanently.

NOTE: These settings are specific to the Bootloader.
They are not related in any way to what may be configured
by the 'boot system' command in the main software release.
Select device:

0. Return to previous menu

1. Flash (flash:)
2. TFTP (tftp://)
3. YMODEM (ymodem:)
4. USB (usb:)

9. Boot from default (determined by main CLI)

Enter selection ==>

The same five boot source options are provided as with the one-off selection, but this time
every restart of the switch will result in the unit booting from the selected source.

3. Update Bootloader

This option allows for the bootloader code to be updated. It is not detailed here, as it is
envisioned that this would rarely need to be done, and only at the request of (and with
support from) Allied Telesis engineering.
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4. Adjust the console baud rate

The baud rate of the console session is set here to match the terminal program being used for
management of the switch when connected directly to the asynchronous port. The switches
default value is 9600. The baud rate selected can be set as the ‘new’ default for future use if

preferred.

Select baud rate:

0. Return to previous menu

1. 9600

2. 19200

3. 38400

4. 57600

5. 115200

6. 230400 (Setting can't be made permanent)
7. 460800 (Setting can't be made permanent)

Enter selection ==> 1

Change your terminal program baud rate to 9600 and press

enter. .. if for some reason you are unable to do this,
power cycle the device and the existing baud rate will be
restored.

Use this baud rate by default? (Y/N) ==>n

5. Special boot options

The special boot options allow for system recovery in the event of a forgotten password or to
the default configuration.

Special boot options menu:
0. Return to previous menu

1. Skip startup script (Use system defaults)

Enter selection ==>

6. System information

The system information option provides some details on the hardware platform in use, such as
CPU, memory, hardware (MAC) address and so on.

7. Restore Bootloader factory settings

This option allows the bootloader to be set back to factory defaults.

Caution This option erases any settings that may have been configured by this menu

& Are you sure? (Y/N) ==>

The bootloader menu provides a powerful set of options for flexibility in the way software
releases are upgraded on the switch, and system recovery is performed.
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Start-up Sequence

The start-up sequence for a device running AlliedWare Plus™ under normal circumstances will
be as seen below - this sequence will be seen when everything loads and runs as expected.

Note To enter the bootloader or diagnostic menus discussed previously, Ctrl+B or
Ctrl+D must be entered when prompted before the software modules start
% loading.
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Start-up Sequence

Verifying release... OK
Booting. ..
Starting base/first... [ OK 1]
Mounting virtual filesystems... [ OK ]
/\ N\ /7 \
/ A _/ /’ ‘
/ \ |/
/ AR / N/
/ /\ \N\/ / /

Allied Telesis Inc.

AlliedWare Plus (TM) v5.4.2

Current release filename: SBx81CFC400-5.4.2.rel

Original release filename: SBx81CFC400-5.4.2.rel

Built: Tue Oct 11 16:36:59 NZDT 2011 by: maker@maker06-build

Mounting static filesystems... [ OK ]
Checking flash filesystem... [ OK 1]
Mounting flash filesystem... [ OK ]
Checking for last gasp debug output... [ OK 1]
Checking NVS filesystem... [ OK ]
Mounting NVS filesystem. .. [ OK ]
Starting base/rename-eth... [ OK 1]
Starting base/arm_sysctl... [ OK ]
Starting base/dbus... [ OK ]
Starting base/syslog... [ OK 1]
Starting base/lif_ok... [ OK ]
Received event modules.done

Received event board.inserted

Received event hardware.done

Starting network/startup... [ OK ]
Starting network/stackd... [ OK ]
Starting network/election.timeout... [ OK ]

Received event network.enabled

Initializing HA processes:

Received event vcs.elected-slave
08:24:44 awplus-5 chassis[1492]: Card has booted as one off boot,

auth, cntrd, epsr, exfx, hostd, hsl
imi, imiproxyd, irdpd, lacp, 1lldpd, loopprot, mstp

nsm, openhpid, ospf6d, ospfd, pdmd, pimd, ripd
rmon, vrrpd

Received event network.active
Loading configuration file from active CFC, please wait.

done!
Received event network.configured

awplus login: manager
Password:

08:24:38 awplus-5 chassis[1492]: Card 6 (AT-SBx81CFC400) has joined chassis
08:24:40 awplus-5 chassis[1492]: Card 6 (AT-SBx81CFC400) has become the Active C
08:24:40 awplus-5 chassis[1492]: Card 12 (AT-SBx81XZ4) has joined chassis
08:24:40 awplus-5 chassis[1492]: Card 10 (AT-SBx81GP24) has joined chassis
08:24:40 awplus-5 chassis[1492]: Card 2 (AT-SBx81GP24) has joined chassis
08:24:40 awplus-5 chassis[1492]: Card 4 (AT-SBx81GP24) has joined chassis

SW version au.
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AR Allied Telesis

There are three possible status results displayed for each module loaded - OK, INFO, ERROR:
m  OK means that the module has loaded correctly.
m  INFO means that an error occurred, but the device is usable.

m  ERROR means that an error occurred and device operation may be affected.

Additional specific information accompanies an INFO or ERROR status result. For example, if a
corrupt release file was set as the startup release, the following error message would be seen:

Whether an error message results in a case of the device being unusable will depend on the
specific error and message, so will need to be dealt with on a case by case basis. If a software
release has been corrupted, as shown on start-up, a new release may need to be loaded.

3.10
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CLI Navigation Commands

AV Allied Telesis

Syntax
Mode

Example

Syntax
Mode

Example

Related Commands

Command List

This chapter provides an alphabetical reference for the commands used to navigate between
different modes. This chapter also provides a reference for the help and show commands used
to help navigate within the CLI.

configure terminal

This command enters the Global Configuration command mode.
configure terminal
Privileged Exec

To enter the Global Configuration command mode (note the change in the command
prompt), enter the command:

awplus# configure terminal

awplus (config)#

disable (Privileged Exec mode)

This command exits the Privileged Exec mode, returning the prompt to the User Exec mode.
To end a session, use the exit command.

disable
Privileged Exec

To exit the Privileged Exec mode, enter the command:
awplus# disable

awplus>

enable (Privileged Exec mode)
end
exit

4.2
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CLI Navigation Commands

do

This command lets you to run User Exec and Privileged Exec mode commands when you are

in a Configuration mode.

Syntax do <command>

Parameter Description

<command> Specify the command and its parameters.

Mode  Any configuration mode

Example
configure terminal

do ping 192.0.2.23
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AR Allied Telesis

Syntax

Mode

Usage

Example

enable (Privileged Exec mode)

This command enters the Privileged Exec mode and optionally changes the privilege level for a
session. If a privilege level is not specified then the maximum privilege level (15) is applied to
the session. If the optional privilege level is omitted then only users with the maximum privilege
level can access Privileged Exec mode without providing the password as specified by the
enable password or enable secret commands. If no password is specified then only users with
the maximum privilege level set with the username command can assess Privileged Exec mode.

enable [<privilege-level>]

Parameter Description

<privilege- Specify the privilege level for a CLI session in the range <1-15>, where

level> I'5 is the maximum privilege level, 7 is the intermediate privilege level and
| is the minimum privilege level. The privilege level for a user must match
or exceed the privilege level set for the CLI session for the user to access
Privileged Exec mode. Privilege level for a user is configured by username.

User Exec

Many commands are available from the Privileged Exec mode that configure operating
parameters for the switch, so you should apply password protection to the Privileged Exec
mode to prevent unauthorized use. Passwords can be encrypted but then cannot be
recovered. Note that un-encrypted passwords are shown in plain text in configurations.

The username command sets the privilege level for the user. After login, users are given access
to privilege level |. Users access higher privilege levels with the enable (Privileged Exec mode)
command. If the privilege level specified is higher than the users configured privilege level

specified by the username command, then the user is prompted for the password for that level.

Note that a separate password can be configured for each privilege level using the enable
password and the enable secret commands from the Global Configuration mode. The service
password-encryption command encrypts passwords configured by the enable password and
the enable secret commands, so passwords are not shown in plain text in configurations.

The following example shows the use of the enable command to enter the Privileged Exec
mode (note the change in the command prompt).

awplus> enable

awplus#

4.4
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The following example shows the enable command enabling access the Privileged Exec mode
for users with a privilege level of 7 or greater. Users with a privilege level of 7 or greater do not
need to enter a password to access Privileged Exec mode. Users with a privilege level 6 or less
need to enter a password to access Privilege Exec mode. Use the enable password command

or the enable secret commands to set the password to enable access to Privileged Exec mode.
awplus> enable 7

awplus#

Related Commands disable (Privileged Exec mode)
enable password
enable secret
exit
service password-encryption
username
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Syntax
Mode

Example

Related Commands

Syntax
Mode

Example

Related Commands

end

This command returns the prompt to the Privileged Exec command mode from any other
advanced command mode.

end
All command modes

The following example shows the use of the end command to return to the Privileged Exec
mode directly from Interface mode.

awplus# configure terminal
awplus (config)# interface vlan2
awplus (config-if)# end

awplus#
disable (Privileged Exec mode)

enable (Privileged Exec mode)
exit

exit

This command exits the current mode, and returns the prompt to the mode at the previous
level. When used in User Exec mode, the exit command terminates the session.

exit
All command modes.

The following example shows the use of exit command to exit Interface mode, and return to
Configure mode.

awplus# configure terminal
awplus (config)# interface vlan2
awplus (config-if)# exit

awplus (config)#
disable (Privileged Exec mode)

enable (Privileged Exec mode)
end

4.6
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CLI Navigation Commands

Syntax
Mode

Example

Output

Syntax
Mode

Example

help

This command displays a description of the AlliedWare Plus'™ OS help system.
help

All command modes

To display a description on how to use the system help, use the command:

awplus# help

Figure 4-1: Example output from the help command

When you need help at the command line, press '?'.

If nothing matches, the help list will be empty. Delete
characters until entering a '?' shows the available options.

Enter '?' after a complete parameter to show remaining valid
command parameters (e.g. 'show ?').

Enter '?' after part of a parameter to show parameters that
complete the typed letters (e.g. 'show ip?').

logout

This command exits the User Exec or Privileged Exec modes and ends the session.
logout
User Exec and Privileged Exec

To exit the User Exec mode, use the command:

awplus# logout

C613-50022-01 REV B
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Syntax

Mode

Example

Output

show history

This command lists the commands entered in the current session. The history buffer is cleared
automatically upon reboot.

The output lists all command line entries, including commands that returned an error.

For information on output options, see “Controlling “show” Command Output” on
page 1.35.

show history
User Exec and Privileged Exec

To display the commands entered during the current session, use the command:

awplus# show history

Figure 4-2: Example output from the show history command

en
show ru

con t

route-map er deny 3
exit

ex

di

NoulTk WN

4.8
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Y @Y BT T TS 5.2
L@t g =TT N L O 52
clear line console.

clear line vty ...

enable password.. .
ENADIE SECIET w.ovviiivivctiiie st 5.7
EXECAMEOUL .oooeticvesiiissssissss s bbb 5.10
flowcontrol hardware (asyn/CoNSOIE).......iiisssss, 5.11
T T a5 OO 5.12
oIS .5.13
privilege level.... 5.5
security-password history......... D16
security-password forced-Change ..., 5.17
SeCUrity-pPasSWOId [IfEHIME ... 5.18
security-password MINIMUM-CALEGOMIES ... 5.19
security-password MiNIMUM=IENGEN ... 5.20
security-password reject-expired-pwd.. 5.21
security-password Warning ... 522
service advanced-vty ... 523
SEIVICE PASSWOId-ENCIYPLION ..ovviivvvrisiirisssisssssisssssisss s s 5.24
SEIVICE TRINEL . oovriiiveciiivcstsiississ bbb 525
SErVICe TeMINAI-IENGEN oo 5.26
show security-password CONfIGUrATION ... 527
show security-password User........ .5.28
Show privilege ... .5.29
show telnet....... .5.30
SPOW USEIS wovrvevvetssiesssssssssssssssssssisssss s s b 531
TRINET 1ot 532
TEINET SEIVET oottt bbb 5.33
TEIMNINGL TENGEN 1ottt 534
terminal resize

Username..........
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Introduction

This chapter provides an alphabetical reference of commands used to configure user access.

Command List

clear line console

This command resets a console line. If a terminal session exists on the line then the terminal
session is terminated. If console line settings have changed then the new settings are applied.

Syntax clear line console 0
Mode  Privileged Exec

Example To reset the console line (asyn), use the command:

awplus# clear line console 0

[}

% The new settings for console line 0 have been
applied

Related Commands clear line vty
flowcontrol hardware (asyn/console)
line
show users
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clear line vty

This command resets a VTY line. If a session exists on the line then it is closed.

Syntax clear line vty <0-32>

Parameter Description

<0-32> Line number

Mode  Privileged Exec

Example To reset the first vty line, use the command:

awplus# clear line vty 1

Related Commands  privilege level
line
show telnet
show users
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Syntax

Default

Mode

Usage

enable password

To set a local password to control access to various privilege levels, use the enable password
Global Configuration command. Use the enable password command to modify or create a
password to be used, and use the no enable password command to remove the password.

Note that the enable secret command is an alias for the enable password command, and the
no enable secret command is an alias for the no enable password command. Issuing a no

enable password command removes a password configured with the enable secret command.
The enable password command is shown in the running and startup configurations. Note that
if the enable secret command is entered then enable password is shown in the configuration.

enable password [<plain>|8 <hidden>|level <1-15> 8 <hidden>]

no enable password [level <I1-15>]

Parameter Description

<plain> Specifies the unencrypted password.

8 Specifies a hidden password will follow.

<hidden> Specifies the hidden encrypted password. Use an encrypted password for
better security where a password crosses the network or is stored on a
TFTP server.

level Privilege level <I-15>. Level for which the password applies. You can

specify up to 16 privilege levels, using numbers | through 15. Level | is
normal EXEC-mode user privileges for User Exec mode. If this argument
is not specified in the command or the no variant of the command, the
privilege level defaults to 15 (enable mode privileges) for Privileged Exec
mode. A privilege level of 7 can be set for intermediate CLI security.

The privilege level for enable password is level |5 by default. Previously the default was level |.
Global Configuration

This command enables the Network Administrator to set a password for entering the
Privileged Exec mode when using the enable (Privileged Exec mode) command. There are
three methods to enable a password. In the examples below, for each method, note that the
configuration is different and the configuration file output is different, but the password string to
be used to enter the Privileged Exec mode with the enable command is the same (mypasswd).

A user can have an intermediate CLI security level set with this command for privilege level 7 to
access all the show commands in Privileged Exec mode and all the commands in User Exec
mode, but not any configuration commands in Privileged Exec mode.

Note that the enable password command is an alias for the enable secret command and one
password per privilege level is allowed using these commands. Do not assign one password to
a privilege level with enable password and another password to a privilege level with enable

secret. Use enable password or enable secret commands. Do not use both on the same level.,

5.4
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Using Plain Passwords

The plain password is a clear text string that appears in the configuration file as configured.
awplus# configure terminal
awplus (config)# enable password mypasswd

awplus (config)# end

This results in the following show output

awplus#show run

Current configuration:
hostname awplus

enable password mypasswd
I

interface 1lo

Using Encrypted Passwords

Configure an encrypted password using the service password-encryption command. First, use
the enable password command to specify the string that you want to use as a password
(mypasswd). Then, use the service password-encryption command to encrypt the specified
string (mypasswd). The advantage of using an encrypted password is that the configuration file
does not show mypasswd, it will only show the encrypted string flU7zHzuutY2SA.

awplus# configure terminal
awplus (config)# enable password mypasswd
awplus (config)# service password-encryption

awplus (config)# end

This results in the following show output.

awplus#show run

Current configuration:

hostname awplus

enable password 8 fU7zHzuutY2SA
service password-encryption

|

interface 1lo
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Using Hidden Passwords

Configure an encrypted password using the HIDDEN parameter (8) with the enable
password command. Use this method if you already know the encrypted string corresponding
to the plain text string that you want to use as a password. It is not required to use the service
password-encryption command for this method. The output in the configuration file will show
only the encrypted string, and not the text string

awplus# configure terminal
awplus (config)# enable password 8 fU7zHzuutY2SA

awplus (config)# end

This results in the following show output.

awplus#show run

Current configuration:

hostname awplus

enable password 8 fU7zHzuutY2SA
1

interface 1lo

Related Commands enable (Privileged Exec mode)
enable secret
service password-encryption
privilege level
show privilege
username
show running-config
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Syntax

Default

Mode

Usage

enable secret

To set a local password to control access to various privilege levels, use the enable secret
Global Configuration command. Use the enable secret command to modify or create a
password to be used, and use the no enable secret command to remove the password.

Note that the enable secret command is an alias for the enable password command, and the
no enable secret command is an alias for the no enable password command. Issuing a no

enable password command removes a password configured with the enable secret command.
The enable password command is shown in the running and startup configurations. Note that
if the enable secret command is entered then enable password is shown in the configuration.

enable secret [<plain>|8 <hidden>|level <0-15> 8 <hidden>]

no enable secret [level <I-15>]

Parameter Description

<plain> Specifies the unencrypted password.

8 Specifies a hidden password will follow.

<hidden> Specifies the hidden encrypted password. Use an encrypted password for
better security where a password crosses the network or is stored on a
TFTP server.

level Privilege level <I-15>. Level for which the password applies. You can

specify up to 16 privilege levels, using numbers | through 15. Level | is
normal EXEC-mode user privileges for User Exec mode. If this argument
is not specified in the command or the no variant of the command, the
privilege level defaults to 15 (enable mode privileges) for Privileged Exec
mode. A privilege level of 7 can be set for intermediate CLI security.

The privilege level for enable secret is level |5 by default.
Global Configuration

This command enables the Network Administrator to set a password for entering the
Privileged Exec mode when using the enable (Privileged Exec mode) command. There are
three methods to enable a password. In the examples below, for each method, note that the
configuration is different and the configuration file output is different, but the password string to
be used to enter the Privileged Exec mode with the enable command is the same (mypasswd).

A user can have an intermediate CLI security level set with this command for privilege level 7 to
access all the show commands in Privileged Exec mode and all the commands in User Exec
mode, but not any configuration commands in Privileged Exec mode.

Note that the enable secret command is an alias for the enable password command and one
password per privilege level is allowed using these commands. Do not assign one password to
a privilege level with enable password and another password to a privilege level with enable

secret. Use enable password or enable secret commands. Do not use both on the same level.,
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Using Plain Passwords

The plain password is a clear text string that appears in the configuration file as configured.
awplus# configure terminal
awplus (config)# enable secret mypasswd

awplus (config)# end

This results in the following show output

awplus#show run

Current configuration:
hostname awplus

enable password mypasswd
I

interface 1lo

Using Encrypted Passwords

Configure an encrypted password using the service password-encryption command. First, use
the enable password command to specify the string that you want to use as a password
(mypasswd). Then, use the service password-encryption command to encrypt the specified
string (mypasswd). The advantage of using an encrypted password is that the configuration file

does not show mypasswd, it will only show the encrypted string flU7zHzuutY2SA.

awplus# configure terminal
awplus (config)# enable secret mypasswd
awplus (config)# service password-encryption

awplus (config)# end

This results in the following show output:

awplus#show run

Current configuration:

hostname awplus

enable password 8 fU7zHzuutY2SA
service password-encryption

|

interface 1lo
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Using Hidden Passwords

Configure an encrypted password using the HIDDEN parameter (8) with the enable
password command. Use this method if you already know the encrypted string corresponding
to the plain text string that you want to use as a password. It is not required to use the service
password-encryption command for this method. The output in the configuration file will show
only the encrypted string, and not the text string:

awplus# configure terminal
awplus (config)# enable secret 8 fU7zHzuutY2SA

awplus (config)# end

This results in the following show output.

awplus#show run

Current configuration:

hostname awplus

enable password 8 fU7zHzuutY2SA
1

interface 1lo

Related Commands enable (Privileged Exec mode)
enable secret
service password-encryption
privilege level
show privilege
username
show running-config
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exec-timeout

This command sets the interval your device waits for user input from either a console or VTY
connection. Once the timeout interval is reached, the connection is dropped. This command
sets the time limit when the console or VTY connection automatically logs off after no activity.

The no variant of this command removes a specified timeout and resets to the default timeout
(10 minutes).

Syntax exec-timeout {<minutes>} [<seconds>]

no exec-timeout

Parameter Description
<minutes> <0-35791> Required integer timeout value in minutes
<seconds> <0-2147483> Optional integer timeout value in seconds

Default  The default for the exec-timeout command is 10 minutes and O seconds (exec-timeout 10 0)
Mode Line Configuration

Usage This command is used set the time the telnet session waits for an idle VTY session, before it
times out. An exec-timeout 0 0 setting will cause the telnet session to wait indefinitely. The
command exec-timeout 0 0 is useful while configuring a device, but reduces device security.

If no input is detected during the interval then the current connection resumes. If no
connections exist then the terminal returns to an idle state and disconnects incoming sessions.

Examples To set VTY connections to timeout after 2 minutes, 30 seconds if there is no response from the
user, use the following commands:

awplus# configure terminal
awplus (config)# line vty 0 32

awplus (config-line)# exec-timeout 2 30

To reset the console connection to the default timeout of 10 minutes O seconds if there is no
response from the user; use the following commands:

awplus# configure terminal
awplus (config)# line console 0

awplus (config-line)# no exec-timeout

Validation  show running-config
Commands

Related Commands line
service telnet
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Syntax

Mode
Default

Usage

Examples

Related Commands

flowcontrol hardware (asyn/console)

Use this command to enable RTS/CTS (Ready To Send/Clear To Send) hardware flow control
on a terminal console line (asyn port) between the DTE (Data Terminal Equipment) and the
DCE (Data Communications Equipment).

flowcontrol hardware

no flowcontrol hardware
Line Configuration
Hardware flow control is disabled by default.

Hardware flow control makes use of the RTS and CTS control signals between the DTE and
DCE where the rate of transmitted data is faster than the rate of received data. Flow control is
a technique for ensuring that a transmitting entity does not overwhelm a receiving entity with
data. When the buffers on the receiving device are full, a message is sent to the sending device
to suspend the transmission until the data in the buffers has been processed.

Hardware flow control can be configured on terminal console lines (e.g. asyn0). For Reverse
Telnet connections, hardware flow control must be configured to match on both the Access
Server and the Remote Device. For terminal console sessions, hardware flow control must be
configured to match on both the DTE and the DCE. Settings are saved in the running
configuration. Changes are applied after reboot, clear line console, or after closing the session.

Use show running-config and show startup-config commands to view hardware flow control
settings that take effect after reboot for a terminal console line.

Note that line configuration commands do not take effect immediately. Line configuration
commands take effect after one of the following commands or events:

m  issuing a clear line console command
m  issuing a reboot command

m  logging out of the current session

To enable hardware flow control on terminal console line asyn0, use the commands:
awplus# configure terminal
awplus (config)# line console 0

awplus (config-line)# flowcontrol hardware

To disable hardware flow control on terminal console line asyn0, use the commands:
awplus# configure terminal
awplus (config)# line console 0

awplus (config-line)# no flowcontrol hardware

clear line console
show running-config
speed (asyn)
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length (asyn)

Use this command to specify the number of rows of output that the device will display before
pausing, for the console or VTY line that you are configuring.

The no variant of this command restores the length of a line (terminal session) attached to a
console port orto a VTY to its default length of 22 rows.

Syntax length <0-512>

no length
Parameter Description
<0-512> Number of lines on screen. Specify O for no pausing.

Mode Line Configuration
Default  The length of a terminal session is 22 rows. The no length command restores the default.

Usage If the output from a command is longer than the length of the line the output will be paused
and the “More—' prompt allows you to move to the next screen full of data.

A length of O will turn off pausing and data will be displayed to the console as long as there is
data to display.

Examples o set the terminal session length on the console to 10 rows, use the command:
awplus# configure terminal
awplus (config)# line console 0

awplus (config-line)# length 10

To reset the terminal session length on the console to the default (22 rows), use the command:
awplus# configure terminal
awplus (config)# line console 0

awplus (config-line)# no length

To display output to the console continuously, use the command:
awplus# configure terminal
awplus (config)# line console 0

awplus (config-line)# length O

Related Commands service terminal-length
terminal length
terminal resize
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Syntax

Mode

Usage

Examples

line

Use this command to enter line configuration mode for the specified VTYs or the console. The
command prompt changes to show that the switch is in Line Configuration mode.

line vty <first-line> [<last-line>]

line console 0

Parameter Description

<first-line> <0-32> Specify the first line number.

<last-line>  <0-32> Specify the last line number.

console The console terminal line(s) for local access.

vty Virtual terminal for remote console access.

Global Configuration

In Line Configuration mode, you can configure console and virtual terminal settings, including
setting speed (asyn), length (asyn), privilege level, and authentication (login authentication) or
accounting (accounting login) method lists.

To change the console (asyn) port speed, use this line command to enter Line Configuration
mode before using the speed (asyn) command on page 8.53. Set the console speed (Baud
rate) to match the transmission rate of the device connected to the console (asyn) port on
your switch.

Note that line configuration commands do not take effect immediately. Line configuration
commands take effect after one of the following commands or events:

m  issuing a clear line console command
m  issuing a reboot command

m  logging out of the current session

To enter Line Configuration mode in order to configure all VTYs, use the commands:
awplus# configure terminal
awplus (config)# line vty 0 32

awplus (config-line)#

To enter Line Configuration mode to configure the console (asyn 0) port terminal line, use the
commands:

awplus# configure terminal
awplus (config)# line console 0

awplus (config-line)#
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Related Commands accounting login
clear line console
clear line vty
flowcontrol hardware (asyn/console)
length (asyn)
login authentication
privilege level
speed (asyn)
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privilege level

This command sets a privilege level for VTY or console connections. The configured privilege
level from this command overrides a specific user's initial privilege level at the console login.

Syntax privilege level <1-15>
Mode Line Configuration

Usage You can set an intermediate CLI security level for a console user with this command by applying
privilege level 7 to access all show commands in Privileged Exec and all User Exec commands.
However, intermediate CLI security will not show configuration commands in Privileged Exec.

Examples To set the console connection to have the maximum privilege level, use the following
commands:

awplus# configure terminal
awplus (config)# line console 0

awplus (config-line)# privilege level 15

To set all vty connections to have the minimum privilege level, use the following commands:
awplus# configure terminal
awplus (config)# line vty 0 5

awplus (config-line)# privilege level 1

To set all vty connections to have an intermediate CLI security level, to access all show
commands, use the following commands:

awplus# configure terminal
awplus (config)# line vty 0 5

awplus (config-line)# privilege level 7

Related Commands enable password
line
show privilege
username
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security-password history

This command specifies the number of previous passwords that are unable to be reused. A
new password is invalid if it matches a password retained in the password history.

The no security-password history command disables the security password history
functionality.

Syntax security-password history <0-15>

no security-password history

Parameter Description

<0-15> The allowable range of previous passwords to match against. A value of
0 will disable the history functionality and is equivalent to the
no security-password history command. If the history functionality is
disabled, all users’ password history is reset and all password history is
lost.

Default  The default history value is 0, which will disable the history functionality.
Mode Global Configuration

Examples To restrict reuse of the three most recent passwords, use the command:
awplus# configure terminal

awplus (config)# security-password history 3

To allow the reuse of recent passwords, use the command:
awplus# configure terminal

awplus (config)# no security-password history

Validation  show running-config security-password
Commands  show security-password configuration

Related Commands  security-password forced-change
security-password lifetime
security-password minimum-categories
security-password minimum-length
security-password reject-expired-pwd
security-password warning
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Syntax

Default
Mode

Example

Validation
Commands

Related Commands

security-password forced-change

This command specifies whether or not a user is forced to change an expired password at the
next login. If this feature is enabled, users whose passwords have expired are forced to change
to a password that must comply with the current password security rules at the next login.

Note that to use this command, the lifetime feature must be enabled with the security-
password lifetime command and the reject-expired-pwd feature must be disabled with the
security-password reject-expired-pwd command.

The no security-password forced-change command disables the forced-change feature.

security-password forced-change

no security-password forced-change
The forced-change feature is disabled by default.
Global Configuration

To force a user to change their expired password at the next login, use the command:
awplus# configure terminal

awplus (config)# security-password forced-change

show running-config security-password
show security-password configuration

security-password history
security-password lifetime
security-password minimum-categories
security-password minimum-length
security-password reject-expired-pwd
security-password warning
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Syntax

Default
Mode

Example

Validation
Commands

Related Commands

security-password lifetime

This command enables password expiry by specifying a password lifetime in days.

Note that when the password lifetime feature is disabled, it also disables the security-password
forced-change command and the security-password warning command.

The no security-password lifetime command disables the password lifetime feature.

security-password lifetime <0-1000>

no security-password lifetime

Parameter Description

<0-1000> Password lifetime specified in days. A value of O will disable lifetime
functionality and the password will never expire. This is equivalent to the
no security-password lifetime command.

The default password lifetime is 0, which will disable the lifetime functionality.
Global Configuration

To configure the password lifetime to 10 days, use the command:
awplus# configure terminal

awplus (config)# security-password lifetime 10

show running-config security-password
show security-password configuration

security-password history
security-password forced-change
security-password minimum-categories
security-password minimum-length
security-password reject-expired-pwd
security-password warning

show security-password user
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Syntax

Default
Mode

Example

Validation
Commands

Related Commands

security-password minimume-categories

This command specifies the minimum number of categories that the password must contain in
order to be considered valid. The password categories are:

uppercase letters: A to Z
lowercase letters: a to z
digits: 0 to 9

special symbols: all printable ASCII characters not included in the previous three
categories. The question mark ? cannot be used as it is reserved for help functionality.

Note that to ensure password security, the minimum number of categories should align with
the lifetime selected, i.e. the fewer categories specified the shorter the lifetime specified.

security-password minimum-categories <1-4>

Parameter Description

<1-4> Number of categories the password must satisfy, in the range 1 to 4.

The default number of categories that the password must satisfy is 1.

Global Configuration

To configure the required minimum number of character categories to be 3, use the command:

awplus# configure terminal

awplus (config)# security-password minimum-categories 3

show running-config security-password
show security-password configuration

security-password history
security-password forced-change
security-password lifetime
security-password minimum-length
security-password reject-expired-pwd
security-password warning

username
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security-password minimume-length

This command specifies the minimum allowable password length. This value is checked against
when there is a password change or a user account is created.

Syntax security-password minimum-length <I1-23>

Parameter Description

<1-23> Minimum password length in the range from | to 23.

Default  The default minimum password length is 1.
Mode Global Configuration

Example To configure the required minimum password length as 8, use the command:
awplus# configure terminal

awplus (config)# security-password minimum-length 8

Validation  show running-config security-password
Commands  show security-password configuration

Related Commands  security-password history
security-password forced-change
security-password lifetime
security-password minimum-categories
security-password reject-expired-pwd
security-password warning
username
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Syntax

Default

Mode

Example

Validation
Commands

Related Commands

security-password reject-expired-pwd

This command specifies whether or not a user is allowed to login with an expired password.
Users with expired passwords are rejected at login if this functionality is enabled. Users then

have to contact the Network Administrator to change their password.

Caution Once all users’ passwords are expired you are unable to login to the device
again if the security-password reject-expired-pwd command has been executed.

& You will have to reboot the device with a default configuration file, or load an
earlier software version that does not have the security password feature.

We recommend you never have the command line “security-password reject-
expired-pwd” in a default config file.

Note that when the reject-expired-pwd functionality is disabled and a user logs on with an
expired password, if the forced-change feature is enabled with security-password forced-
change command, a user may have to change the password during login depending on the
password lifetime specified by the security-password lifetime command.

The no security-password reject-expired-pwd command disables the reject-expired-pwd
feature.

security-password reject-expired-pwd

no security-password reject-expired-pwd
The reject-expired-pwd feature is disabled by default.
Global Configuration

To configure the system to reject users with an expired password, use the command:
awplus# configure terminal

awplus (config)# security-password reject-expired-pwd

show running-config security-password
show security-password configuration

security-password history
security-password forced-change
security-password lifetime
security-password minimum-categories
security-password minimum-length
security-password warning

show security-password user
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Syntax

Default

Mode

Example

Validation
Commands

Related Commands

security-password warning

This command specifies the number of days before the password expires that the user will
receive a warning message specifying the remaining lifetime of the password.

Note that the warning period cannot be set unless the lifetime feature is enabled with the
security-password lifetime command.

The no security-password warning command disables this feature.

security-password warning <0-1000>

no security-password warning

Parameter Description

<0-1000> Warning period in the range from 0 to 1000 days. A value O disables the
warning functionality and no warning message is displayed for expiring
passwords. This is equivalent to the no security-password warning
command. The warning period must be less than, or equal to, the
password lifetime set with the security-password lifetime command.

The default warning period is 0, which disables warning functionality.
Global Configuration

To configure a warning period of three days, use the command:
awplus# configure terminal

awplus (config)# security-password warning 3

show running-config security-password
show security-password configuration

security-password history
security-password forced-change
security-password lifetime
security-password minimum-categories
security-password minimum-length
security-password reject-expired-pwd
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Syntax

Default

Mode

Examples

service advanced-vty

This command enables the advanced-vty help feature. This allows you to use TAB completion

for commands. Where multiple options are possible, the help feature displays the possible
options.

The no service advanced-vty command disables the advanced-vty help feature.

service advanced-vty

no service advanced-vty
The advanced-vty help feature is enabled by default.
Global Configuration

To disable the advanced-vty help feature, use the command:
awplus# configure terminal

awplus (config)# no service advanced-vty

To re-enable the advanced-vty help feature after it has been disabled, use the following
commands:

awplus# configure terminal

awplus (config)# service advanced-vty
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Syntax

Mode

Example

Validation
Commands

Related Commands

service password-encryption

Use this command to enable password encryption. This is enabled by default. When password
encryption is enabled, the device displays passwords in the running config in encrypted form
instead of in plain text.

Use the no service password-encryption command to stop the device from displaying newly-
entered passwords in encrypted form. This does not change the display of existing passwords.

service password-encryption

no service password-encryption

Global Configuration

awplus# configure terminal

awplus (config)# service password-encryption

show running-config

enable password
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Syntax

Default

Mode

Examples

Related Commands

service telnet

Use this command to enable the telnet server. The server is enabled by default. Enabling the
telnet server starts the switch listening for incoming telnet sessions on the configured port.

The server listens on port 23, unless you have changed the port by using the privilege level
command on page 5.15.

Use the no variant of this command to disable the telnet server. Disabling the telnet server will
stop the switch listening for new incoming telnet sessions. However, existing telnet sessions will
still be active.

service telnet ip

no service telnet ip

The IPv4 telnet servers are enabled by default.

The configured telnet port is TCP port 23 by default.
Global Configuration

To enable the IPv4 telnet servers, use the following commands:
awplus# configure terminal

awplus (config)# service telnet

To disable the IPv4 telnet servers, use the following commands:
awplus# configure terminal

awplus (config)# no service telnet

clear line vty
show telnet
telnet server
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service terminal-length

Use this command to specify the number of rows of output that the device will display before
pausing, for all console and VTY lines.

Use the no variant of this command to remove the length specified by this command. The
default length will apply unless you have changed the length for some or all lines by using the
length (asyn) command on page 5.12.

Syntax service terminal-length <Ilines>

no service terminal-length <Iines>

Parameter Description

terminal-length  Establish system-wide terminal length configuration.

<lines> <0-512>

Number of rows that the device will display before pausing.

Mode Global Configuration

Usage This command overrides any lengths set by using the length (asyn) command on page 5.12 in
Line mode.

Example To display 60 rows of text before pausing, use the following command:
awplus# configure terminal

awplus (config)# service terminal-length 60

Related Commands service terminal-length
terminal length
terminal resize
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show security-password configuration

This command displays the configuration settings for the various security password rules.
Syntax show security-password configuration
Mode  Privileged Exec

Example To display the current security-password rule configuration settings, use the command:

awplus# show security-password configuration

Output  Figure 5-1: Example output from the show security-password configuration command

Security Password Configuration

Minimum password length .......... ... .. . .. . . . ..., 8

Minimum password character categories to match ..... 3

Number of previously used passwords to restrict..... 4

Password lifetime ....... ...ttt 30 day(s)
Warning period before password expires ........... 3 day(s)

Reject expired password at login ................... Disabled
Force changing expired password at login ......... Enabled

Related Commands  show running-config security-password
show security-password user
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show security-password user

This command displays user account and password information for all users.

Syntax show security-password user

Mode  Privileged Exec

Example To display the system users’ remaining lifetime or last password change, use the command:

awplus# show security-password user

Output  Figure 5-2: Example output from the show security-password user command

User account and password information

UserName Privilege Last-PWD-Change

manager 15 4625 day(s) ago
boblb 15 0 day(s) ago
ted?7 7 0 day(s) ago
mikel 1 0 day(s) ago

No Expiry
30 days

No Expiry
No Expiry

Remaining-lifetime

Related Commands  show running-config security-password
show security-password configuration
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Syntax
Mode

Usage

Example

Output

Related Commands

show privilege

This command displays the current user privilege level, which can be any privilege level in the
range <|-15>. Privilege levels <|-6> allow limited user access (all User Exec commands),
privilege levels <7-14> allow restricted user access (all User Exec commands plus Privileged
Exec show commands). Privilege level |5 gives full user access to all Privileged Exec commands.

show privilege
User Exec and Privileged Exec

A user can have an intermediate CLI security level set with this command for privilege levels
<7-14> to access all show commands in Privileged Exec mode and all commands in User Exec
mode, but no configuration commands in Privileged Exec mode.

To show the current privilege level of the user, use the command:

awplus# show privilege

Figure 5-3: Example output from the show privilege command

awplus#show privilege

Current privilege level is 15
awplus#disable

awplus>show privilege

Current privilege level is 1

privilege level

C613-50022-01 REV B
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show telnet

This command shows the Telnet server settings.
Syntax show telnet
Mode  User Exec and Privileged Exec

Example To show the Telnet server settings, use the command:

awplus# show telnet

Output  Figure 5-4: Example output from the show telnet command

Telnet Server Configuration

Telnet server : Enabled
Protocol . IPv4d
Port : 23

Related Commands clear line vty
service telnet
show users
telnet server
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show users

This command shows information about the users who are currently logged into the device.
Syntax show users
Mode  User Exec and Privileged Exec

Example To show the users currently connected to the device, use the command:

awplus# show users

Output  Figure 5-5: Example output from the show users command

Line User Host (s) Idle Location Priv Idletime Timeout
con 0 manager idle 00:00:00 ttySsoO 15 10 N/A
vty 0 bob idle 00:00:03 172.16.11.3 1 0 5

Table 5-1: Parameters in the output of the show users command

Parameter Description

Line Console port user is connected to.

User Login name of user.

Host (s) Status of the host the user is connected to.

Idle How long the host has been idle.

Location URL location of user.

Priv The privilege level in the range | to |5, with |5 being the highest.
Idletime The time interval the device waits for user input from either a console

or VTY connection.

Timeout The time interval before a server is considered unreachable.
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telnet

Use this command to open a telnet session to a remote device.

Syntax telnet {<hostname>|ip <ipv4d-addr>} [<port>]

Parameter Description

<hostname> The host name of the remote system.

ip Keyword used to specify the IPv4 address or host name of a remote
system.

<ipv4-addr> An IPv4 address of the remote system.

<port> Specify a TCP port number (well known ports are in the range |-1023,
registered ports are 1024-49151, and private ports are 49152-65535).

Mode  User Exec and Privileged Exec

Examples  To connect to TCP port 2602 on the device at 10.2.2.2, use the command:

telnet 10.2.2.2 2602

To connect to the telnet server host . example, use the command:

telnet host.example

To connect to the telnet server host . example on TCP port 100, use the command:

telnet host.example 100
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telnet server

This command enables the telnet server on the specified TCP port. If the server is already
enabled then it will be restarted on the new port. Changing the port number does not affect

the port used by existing sessions.

Syntax telnet server {<1-65535>|default}

Parameter Description

<1-65535> The TCP port to listen on.

default Use the default TCP port number 23.

Mode Global Configuration

Example To enable the telnet server on TCP port 2323, use the following commands:
awplus# configure terminal

awplus (config)# telnet server 2323

Related Commands show telnet
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Syntax

Mode

Examples

Related Commands

terminal length

Use the terminal length command to specify the number of rows of output that the device will
display before pausing, for the currently-active terminal only.

Use the terminal no length command to remove the length specified by this command. The
default length will apply unless you have changed the length for some or all lines by using the
length (asyn) command on page 5.12.

terminal length <length>

terminal no length [<length>]

Parameter Description

<length> <0-512> Number of rows that the device will display on the currently-
active terminal before pausing.

User Exec and Privileged Exec

The following example sets the number of lines to 15.

awplus# terminal length 15

The following example removes terminal length set previously.

awplus# terminal no length

length (asyn)
service terminal-length
terminal resize

5.34
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Syntax
Mode

Usage

Examples

Related Commands

terminal resize

Use this command to automatically adjust the number of rows of output on the console, which
the device will display before pausing, to the number of rows configured on the user's terminal.

terminal resize

User Exec and Privileged Exec

When the user's terminal size is changed, then a remote session via SSH or TELNET adjusts the
terminal size automatically. However, this cannot normally be done automatically for a serial or

console port. This command automatically adjusts the terminal size for a serial or console port.

The following example automatically adjusts the number of rows shown on the console:

awplus# terminal resize

length (asyn)
service terminal-length
terminal length
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Software Reference for SwitchBlade® x8100 Series Switches
AlliedWare Plus™ Operating System - Version 5.4.2 5.35



User Access Commands m Aﬁied -{elzsis

username

This command creates or modifies a user.

Syntax username <name> privilege <0-15> password [8] <password>
username <name> privilege <0-15>
username <name> password [8] <password>

no username <name>

Parameter Description

<name> The login name for the user: Do not use punctuation marks, such as single
quotes (* ), double quotes (** "), or colons ( ;) with the user login name.

privilege The user’s privilege level. Use the privilege levels to set the access rights for
each user.

<0-15> A privilege level: either O (no access), |-14 (limited
access) or |5 (full access). The default manager account
on your device cannot be set to a lower privilege level
than I5. A user with privilege level |-14 can only enter
Privileged Exec mode if an enable password has been
configured and they enter the password. A user can have
privilege level 7 to access all the show commands in
Privileged Exec mode and all the commands in User Exec
mode, but not all the non-show commands in Privileged
Exec mode.

password A password that the user must enter when logging in.

8 Specifies that you are entering a password as a string that
has already been encrypted, instead of entering a plain-
text password. The running-config displays the new
password as an encrypted string even if password
encryption is turned off.

Note that the user enters the plain-text version of the
password when logging in.

<password> The user's password. The password can be up to 23
characters in length and include characters from up to
four categories. The password categories are:

m uppercase letters: Ato Z

m lowercase letters:ato z

m digitss 0to 9

m special symbols: all printable ASCII characters not
included in the previous three categories. The
question mark ? cannot be used as it is reserved for
help functionality.

Mode Global Configuration

Usage You can set an intermediate CLI security level with this command for privilege level 7 to access
all the show commands in Privileged Exec mode and all the commands in User Exec mode.
This does not allow access to any of the configuration commands in Privileged Exec mode.
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A privilege level of O can be set for port authentication purposes from a RADIUS server.

Examples To create the user bob with a privilege level of 15, and the password bobs_secret, use the
commands:

awplus# configure terminal

awplus (config)# username bob privilege 15 password bobs_secret

To create a user junior_admin with a privilege level of 7, for intermediate CLI security
level access to access all show commands, and the password show_only, use the commands:

awplus# configure terminal

awplus (config)# username junior_admin privilege 7 password
show_only

Related Commands enable password
security-password minimum-categories
security-password minimum-length
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Flash compaction

Introduction

This chapter provides information on:

m Working with files
m  Creating and Using Configuration Files

m  Copying Files To and From Your Device

Working With Files

The AlliedWare Plus'™ OS lets you create directory trees for file storage. This section shows:

m  “Listing files” on page 6.2—listing files and seeing how much free space you have
m  “Displaying the contents of configuration and text files” on page 6.4

m “Navigating through the filesystem” on page 6.4—identifying the current directory,
changing directories, and creating and deleting directories

m  “Using the editor” on page 6.6

The Flash memory on the switch automatically compacts itself to recover space available from
deleted files. The switch only does this when necessary, and not every file deletion causes Flash
compaction. Flash compaction can occur after a file of any size is added to or deleted from the
switch.

Caution While Flash is compacting, the console is unresponsive. Do not restart the switch,
C as interrupting Flash compaction can damage files.

Listing files
To list files, enter Privileged Exec mode and enter the command:

awplus# dir
The output lists files and directories in order of modification date, descending. It looks like this:

-rw- 534 Jul 12 2011 17:52:50 stp.cfg
-rw- 534 Jul 12 2011 17:12:50 example.cfg
-rw- 12429011 Jul 12 2011 16:26:06 SBx81CFC400-5.4.2.rel

Listing files including hidden system files

The dir command does not list all files—it hides system files and directories because users
generally do not need to create or edit them. To list all files including system files, enter
Privileged Exec mode and enter the command:

awplus# dir all

6.2
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Tip

Example

The output looks like this:

drwx 0 Jul 12 2011 17:16:32 ./

-rw- 401 Jul 12 2011 17:16:32 example.cfg

-rw- 534 Jul 12 2011 17:52:50 stp.cfg

-rw- 12429011 Jul 12 2011 16:26:06 SBx81CFC400-5.4.2.rel
drwx 216 Jul 9 2011 11:31:18 ../

drwx 0 Jun 13 2011 04:31:51 .configs/

-rw- 17 Jun 13 2011 04:27:27 .release

drwx 0 Jul 10 2011 23:40:00 .ssh/

The hidden files and directories begin with a dot.

Seeing information about the filesystem

To display information about the different memory types on the switch, enter Privileged Exec
mode and enter the command:

awplus# show file systems

The output includes the amount of free memory and the prefix you type to access that
memory type, and looks like this:

Size(b) Free(b) Type Flags Prefixes S/D/V Lcl/Ntwk

126.0M 106.4M flash rw flash: static local Y
- - system rw system: virtual local -
10.0M 9.8M debug rw debug: static 1local Y
499.0K 404.0K nvs rw nvs: static 1local Y
- - usbstick rw wusb: dynamic local N

- - tftp rw tftp: - network -

- - scp rw Scp: - network -

- - sftp ro sftp: - network -

- - http ro http: - network -

Listing files in a subdirectory

To list the contents of a directory, enter Privileged Exec mode and enter the command:

awplus# dir <directory-name>

You can specify the directory with or without a / after the directory name.
To display the contents of a directory called “example”, enter the command:

awplus# dir example

Listing files in NVS memory or on a USB storage device
To list the contents of a directory in NVS, enter Privileged Exec mode and enter the command:

awplus# dir nvs:<directory-name>

C613-50022-01 REV B
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To list the contents of a directory on a USB storage device, enter the command:

awplus# dir usb:<directory-name>

Example To display the contents of a directory in NVS called “example”, enter the command:

awplus# dir nvs:example

Displaying the contents of configuration and
text files

To display the contents of a file, enter Privileged Exec mode and enter the command:

awplus# show file <filename>

Example To display the contents of the file called “example.cfg”, enter the command:

awplus# show file example.cfg

Navigating through the filesystem

Showing the current directory

To see which directory you are currently in, enter Privileged Exec mode and enter the
command:

awplus# pwd

For the top-level directory, the output looks like this:

flash:/

Changing directories

To change to another directory, enter Privileged Exec mode and enter the command:

awplus# cd <directory-name>

To go to a directory one level higher in the directory tree, enter the command:

awplus$# cd ..

Example To change to a directory called “example”, enter the command:

awplus# cd example

To go up one level, which returns you to the top level directory, enter the command:

awplus$# cd ..
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Changing to a directory in NVS memory or on a USB storage

device

To change to the top-level directory in the NVS memory filesystem, enter Privileged Exec
mode and enter the command:

awplus# cd nvs:

To change to the top-level directory on an USB storage device, enter the command:

awplus# cd usb:/

Next, you can change to other directories by entering the command:

awplus# cd <directory-name>

Alternatively, you can go straight from Flash to a subdirectory in the afternative filesystem, by
entering one of the commands:

awplus# cd nvs:<directory-name>

awplus# cd usb:/<directory-name>

To return to the Flash filesystem, enter the command:

awplus# cd flash:/

Example To change to the directory within NVS called “example”, enter the command:

awplus# cd nvs:example

To go up one level, which returns you to the top-level directory of NVS memory, enter the
command:

awplus# cd

Creating new directories

To create a directory, enter Privileged Exec mode and enter the command:

awplus# mkdir <directory-name>

Example To make a directory called “example” within the Flash filesystem, enter the command:

awplus# mkdir example
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Example

Using JOE

Deleting directories

To delete an empty directory, enter Privileged Exec mode and enter the command:

awplus# rmdir <directory-name>

To delete a directory and all its contents, enter Privileged Exec mode and enter the command:

awplus# delete recursive <directory-name>

The switch prompts you for confirmation.

To delete an empty directory called “example” from within the Flash filesystem, enter the
command:

awplus# rmdir example

Using the editor
The inbuilt editor is JOE (Joe's Own Editor).
To edit an existing file, enter Privileged Exec mode and enter the command:

awplus# edit <filename>

To open the editor with an empty file, enter the command:

awplus# edit

When you save the new file, you may need to specify the filesystem to store it on. For Flash,
use flash:/<filename>.

To format and manipulate text in JOE, you use control-character sequences. The following table
summarizes a few useful sequences—for details, see:
joe-editor.sourceforge.net/manpage.html.

Function Control-character sequence
Access the help Ctrl-K-H
Save the file without exiting (for new files, this Ctrl-K-D

prompts for a filename)

Save the file and exit (this prompts for a filename)  Ctrl-K-X

Exit without saving the file Ctrl-C
Go to the beginning of the file Ctrl-K-U
Go to the end of the file Ctrl-K-V
Go up one full screen of text in the file Ctrl-U
Go down one full screen of text in the file Ctrl-V

Select a block of text:

Mark the beginning of the block Ctrl-K-B

6.6
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Function

Mark the end of the block

Control-character sequence

Ctrl-K-K

Copy and paste a selected block of text

Place cursor at destination then enter
Ctrl-K-C

Move a selected block of text

Place cursor at destination then enter
Ctrl-K-M

Delete a selected block of text

Ctrl-K-Y

C613-50022-01 REV B
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Creating and Using Configuration Files

This section provides instructions on:
m  Creating a configuration file
m  Specifying the start-up configuration script

m  Working with configuration files

Creating a configuration file

A configuration file is a text file that contains a sequence of standard commands for a specific
purpose. Configuration files have a .cfg extension. Your device has a default configuration script
called default.cfg.

You can create and edit configuration files on your device by:

B saving the dynamic configuration on the device, known as the running-config (see
“Working with configuration files”). Use the command:

awplus# copy running-config (destination-URL)

Where URL specifies a file in Flash.

m  using the device's text editor. Use the command:

awplus# edit (source-URL)

where source-URL is the name of the copied file in Flash memory.

m  creating a file on a remote PC, then copying it to onto your device. See “Copying files” for
more information about using the copy commands.

Once you have created a configuration file, you can use it as the startup-config file. See
“Specifying the start-up configuration script” for more information.

Specifying the start-up configuration script

When you restart your device, or when it automatically restarts, it executes the pre-configured
commands in a configuration script known as the boot config or startup-config file.

When you first start your device, the script set as the startup-config file is default.cfg. If desired,
you can overwrite default.cfg with another configuration. Alternatively, you can change the
startup-config by specifying a new file as the startup-config. Use the command:

awplus (config)# boot config-file URL

where URL specifies the name and location of a configuration file. At the next restart, the
device executes the commands in the specified file.

6.8
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You can specify that the configuration file is either in the Flash or USB storage device filesystem.
However, if you specify that the configuration file is on a USB storage device then you must first
create a backup configuration file stored in Flash. To specify a backup configuration file, use the
command:

awplus (config)# boot config-file backup URL

where URL specifies the name and location of a configuration file.
You can change the content of the file set as the startup-config file by:

m  entering commands directly into the CLI, then saving this configuration using the
command:

awplus# copy running-config startup-config

This command saves the device's dynamic configuration into the file that is currently
configured as the startup-config file.

®  writing commands into a configuration file (see “Creating a configuration file” below),
then using the command:

awplus# copy SOURCE-URL startup-config

This command saves the script from the source file into the file that is currently configured
as the startup-config file.

To display the name of the configuration file that is set to execute when the device restarts,
enter the command:

awplus# show boot

To see the commands in the startup-config file, use the command:

awplus# show startup-config

To erase the file set as the startup-config file, use the command:

awplus# erase startup-config

At the next restart that occurs after you've erased the file, the device loads the configuration in
the file default.cfg. This file is set on the system as a backup configuration file that loads if no
other file is set as the startup-config file.

Working with configuration files

When you use the CLI to configure your device, it stores this dynamic configuration as a list of
commands called the running-config. To view the device's running-config, use the command:

awplus# show running-config

If you turn off the device or restart it, any unsaved changes to the running-config are lost. To
save the running-config as a configuration script, use the command:

awplus# copy running-config destination-url

You may have many configuration files. Storing them on a device allows you to keep a backup
device with configuration scripts for every device in the network to speed up network
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recovery time. Multiple scripts also let you test new configuration scripts before setting them as
the startup-config. For example, to test a new script named test.cfg, enter the command:

awplus# copy flash:/test.cfg running-config

This allows you to run a configuration file any time without restarting the device, by replacing
the system'’s current dynamic configuration with the script in the configuration file. However,
note that some commands require you to restart the device before they can take effect, such
as the platform commands.

You can also set a trigger to automatically execute a configuration script when a predetermined
event occurs. For information about creating triggers, see Chapter 81, Triggers Introduction.

The configuration file fallback order

The configuration fallback order is: configuration file, backup configuration file, default
configuration file and then the factory default configuration. It is important to note the there is
a distinction in system behavior between when writing to the startup-config file and when the
system boots up.

When you copy a configuration script from a source file into the startup-config file the system
will write to the first file that is configured. Potentially, this means that if a configuration file and
a backup configuration file are not set you will write to the default.cfg.

At system startup the device goes through the fallback sequence until it finds a file that exists.
For example, if the configuration file is not found then the backup configuration file becomes
the current boot configuration, or startup-config, and so on. In the output displayed by the
show boot command, the Current boot config parameter shows the startup-config file that
the switch will load during the next boot cycle. The fallback sequence when configuration files
are deleted is shown below in output from the show boot command.

In the example output below, the current boot configuration file, my.cfg, is set on the USB
storage device. This is the startup-config file that the device loads at the next boot cycle.

awplus#show boot

Boot configuration

Current software : SBx81CFC400-5.4.2.rel

Current boot image : usb:/SBx81CFC400-5.4.2.rel
Backup boot image : flash:/SBx81CFC400-5.4.2.rel
Default boot config: flash:/default.cfg

Current boot config: usb:/my.cfg (file exists)
Backup boot config: flash:/backup.cfg (file exists)

In the example output below, the no boot-config command has been used to delete the
configuration file my.cfg on the USB storage device. The backup configuration file backup.cfg in
Flash then becomes the current boot config.

awplus#show boot

Boot configuration

Current software : SBx81CFC400-5.4.2.rel

Current boot image : usb:/SBx81CFC400-5.4.2.rel
Backup boot image : flash:/SBx81CFC400-5.4.2.rel
Default boot config: flash:/default.cfg

Current boot config: flash:/backup.cfg (file exists)
Backup boot config: flash:/backup.cfg (file exists)
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In the example output below, the no boot-config backup command has been used to delete
the backup configuration file backup.cfg. The default configuration file default.cfg then becomes

the current boot config.

awplus#show boot
Boot configuration

Current software
Current boot image
Backup boot image

Default boot config:
Current boot config:
Backup boot config:

SBx81CFC400-5.4.2.rell
usb:/SBx81CFC400-5.4.2.rel
flash:/SBx81CFC400-5.4.2.rel
flash:/default.cfg
flash:/default.cfg (file exists)
Not set

If the current boot configuration file is set on a USB storage device and then this device has
been removed from the switch, the Current boot config parameter field indicates that this file
cannot be found, as shown in the following example output.

awplus#show boot
Boot configuration

Current software
Current boot image
Backup boot image

Default boot config:
Current boot config:
Backup boot config:

SBx81CFC400-5.4.2.rel
usb:/SBx81CFC400-5.4.2.rel
flash:/SBx81CFC400-5.4.2.rel
flash:/default.cfg

usb:/my.cfg (file not found)
flash:/backup.cfg (file exists)

At system startup the switch will load the backup configuration file as the startup-config.
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Copying Files To and From Your Device

This section provides instructions on:

m URL syntax

m  Copying files

URL syntax

Many of the file management commands use the placeholder “URL" to represent the name and
location of the file that you want to act on. The following table explains the syntax of this URL
for each different type of file location.

When you copy afile...

Use this syntax:

In local Flash memory

Stored on a USB storage device

Copying with Hypertext Transfer
Protocol (HTTP)

flash: [/] [DIRECTORY/]FILENAME

usb[:][/] [DIRECTORY/]FILENAME

http://[ [USERNAME : PASSWORD] @]
{HOSTNAME | HOST-IP}[/FILEPATH]/FILENAME

Copying with Trivial File Transfer
Protocol (TFTP)

Copying with Secure Copy (SCP)

tftp: [[//LOCATION] /DIRECTORY] /FILENAME

scp://USERNAME@LOCATION[/DIRECTORY] [/FILENAME]

Copying with SSH File Transfer
Protocol (SFTP)

sftp: [ [//LOCATION] /DIRECTORY] /FILENAME

Copying files

To copy files, use the copy commands. These commands allow you to copy files:

m  between different memory types attached to your device. Use the command:

awplus# copy LOCAL-SOURCE LOCAL-DEST FILENAME

See “Copying within a filesystem” and *“” for further details.

B across a serial connection using ZMODEM. Use the command:

awplus# copy zmodem

See “Copying with ZMODEM?” for further details.
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Within a
directory

Between
directories

Example

m from your device onto a remote device, or to your device from a remote device. To copy

a file across an interface with IP configured, use the command:

awplus# copy SOURCE-URL DESTINATION-URL

To copy files across these interfaces you can use the following protocols:
«  “Copying with Hypertext Transfer Protocol (HTTP)”

«  *"Copying with Trivial File Transfer Protocol (TFTP)”

«  “Copying with Secure Copy (SCP)”

«  “Copying with SSH File Transfer Protocol (SFTP)”

Copying within a filesystem

To copy a file within the same directory, enter Privileged Exec mode and enter the command:

awplus# copy <source-filename> <destination-filename>

If the file already exists, the switch asks whether to overwrite it, with a message like this:

Overwrite flash:/example.cfg? (y/n) [n]:

To overwrite, press the “y" key then the Enter key.

To copy a file to another directory within the same filesystem, enter the command:

awplus# copy <source-filename> <directory-name>

The / after the directory name is required. Otherwise the switch displays an error
(“37: Destination file is a directory”).

The switch then prompts you for the destination filename. To give the copy a new name, type
the name at the prompt. You can include directory names in the path.

To use the same filename as the original, press the Enter key (do not press the "y key—that

names the copy “y").
To put a copy of example.cfg into the example directory, enter the command:

awplus# copy example.cfg example/

The prompt and messages look like this:

Enter destination file name [example.cfg]:
Copying from source file, please wait...
Copying to destination file, please wait...

0: Successful operation
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Example

Copying to and from NVS or USB storage device

To copy between filesystems, you need to specify the filesystem prefix (nvs: orusb:).

For example, to copy from Flash to NVS when your current directory is the top-level Flash
directory, enter Privileged Exec mode and enter the command:

awplus# copy <source-filename> nvs:

For example, to copy from Flash to the USB storage device when your current directory is the
top-level Flash directory, enter Privileged Exec mode and enter the command:

awplus# copy <source-filename> usb:

The switch prompts you for the filename, as described in the previous section.

To copy from NVS to Flash when your current directory is the top-level Flash directory, enter
the command:

awplus# copy nvs:<source-filename> <destination-filename>

To copy the file “exampletxt” from the directory in NVS called “example” to the top level of
Flash, enter the command:

awplus# copy nvs:example/example.txt example.txt
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Copying with ZMODEM

ZMODEM allows you to copy files from a network host over an asynchronous port. Use the
command:

awplus# copy zmodem

to open Minicom and transfer a file. Alternatively you can specify the file name within the
command:

awplus# copy SOURCE-URL zmodem

For example, to copy the file “july.cfg” from Flash memory using ZMODEM, use the command:

awplus# copy flash:/july.cfg zmodem

Copying with Hypertext Transfer Protocol (HTTP)

You device has a built-in HTTP client. The HTTP client enables the device to act as a browser
by sending HTTP “get” or “post” requests to an HT TP server. The client is enabled by default.

For example, to load the file “bob.key" onto Flash from the security directory on the web
server at www.company.com, use the command:

awplus# copy http://www.company.com/security/bob.key
flash: /bob.key

Copying with Trivial File Transfer Protocol (TFTP)

TFTP runs over User Datagram Protocol (UDP). It is simpler and faster than FTP but has
minimal capability, such as no provisions for user authentication.

To copy a file from a TFTP server to Flash memory, enter Privileged Exec mode and enter the
command:

awplus# copy tftp flash

Note You can specify the server and filename in the command instead of waiting for
prompts. Use a format like the following:
%} copy tftp://172.1.1.1/example.cfg flash

The switch prompts you for the:

m  TFTP server hostname (you can enter its IP address instead)
m  source filename on the TFTP server

m  destination filename in Flash on the switch
To copy a file from Flash to a TFTP server, enter the command:

awplus# copy flash tftp

Follow the prompts for source filename, server, and destination filename.

If the file is not in the top level of the TFTP server, include the path as part of the filename.
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Example To copy example.cfg to the TFTP server at 172.1.1.1, enter the command:

awplus# copy flash tftp

The prompts, responses, and messages look like this:

Enter source file name []:example.cfg
Enter destination host name []:172.1.1.1
Enter destination file name [example.cfg]:
Copying from source file, please wait...
Copying to destination file, please wait...

0: Successful operation

To load the file “bob.key” from a TFTP server, where the file is in the folder “security”, use the
command:

awplus# copy tftp://security/bob.key flash:/bob.key

Copying with Secure Copy (SCP)

Secure Copy (SCP) provides a secure way to copy files to and from a remote device using SSH.
The AlliedWare Plus'™ OS includes both a SSH server and a SSH client. You must enable the
SSH server before your device accepts connections from SCP clients. See the Chapter 60,
Secure Shell (SSH) Introduction for more information.

For example, to load the file “beth.key” onto Flash from the key directory on a remote SSH
server at 10.10.0.12, using the username “bob”, use the command:

awplus# copy scp://bob@10.10.0.12/key/beth.key
flash: /beth.key

Copying with SSH File Transfer Protocol (SFTP)

SSH File Transfer Protocol (SFTP) provides a secure way to copy files onto your device from a
remote device. The AlliedWare Plus'™ OS includes both a SSH server and a SSH client. SFTP
provides additional features from SCEF such as allowing you to manipulate the remote files, and
halt or resume file transfers without closing the session.

For example, to load the file “rei.cfg” onto Flash memory from the remote server at 10.0.0.5,
use the command:

awplus# copy sftp://10.0.0.5/rei.cfg flash:/rei.cfg
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Copying from a Server to Running Configuration

Use the copy tftp variant of the copy running-config command on page 7.10 to load a
configuration file from a server to the running configuration of the switch.

The configuration will be added to the running configuration as if the commands were typed in
the command line interface.

The resulting configuration file will be a combination of the previous running configuration and
the loaded configuration file. The loaded configuration file has precedence.
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show running-config switch lacp....
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Introduction

This chapter provides an alphabetical reference of AlliedWare Plus "™ OS file management
commands.

URL Syntax and Keyword Usage

Many of the commands in this chapter use the placeholder “URL"’ to represent the name and
location of the file that you want to act on. The following table explains the syntax of this URL
for each different type of file location.

When you copy a file...

Use this syntax:

In local Flash memory

Stored on a USB storage
device

[DIRECTORY/]FILENAME
or
flash[:]1[/] [DIRECTORY/]FILENAME

usb[:][/] [DIRECTORY/]FILENAME

Using Hypertext Transfer
Protocol (HTTP)

http[://] [ [USERNAME: PASSWORD] @] {HOSTNAME | HOST-IP}[/
FILEPATH] /FILENAME

Using Trivial File Transfer
Protocol (TFTP)

tftp[:]1[[//LOCATION] /DIRECTORY] /FILENAME

Using Secure Copy (SCP)

scp[://]USERNAMEQGLOCATION[/DIRECTORY] [ /FILENAME]

Using SSH File Transfer
Protocol (SFTP)

sftpl[:]1[[//LOCATION]/DIRECTORY] /FILENAME

Note \When the Flash base directory is required for local filesystems you may use flash or

you may use ush or ush: or ush:/.

] flash: or flash:/. Similarly, when the USB storage device base directory is required

The keywords flash, nvs, usb, tftp, scp, sftp and http are reserved for tab
completion when using the copy, move, delete, cd, and dir commands.

Keywords flash, nvs, usb, tftp, scp, sftp and http cannot be applied as directory or
subdirectory names when using a mkdir command.

A leading slash (/) indicates the root of the current filesystem location.
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Command List

boot config-file

Use this command to either set the configuration file to use during the next boot cycle, or to
set a backup configuration file to use if the main configuration file cannot be accessed.

Use the no variant of this command to delete either the configuration file or the backup
configuration file.

Syntax boot config-file [<filepath-filename>|backup <filepath-filename>]

no boot config-file [backup]

Parameter Description

<filepath-filename> Filepath and name of a configuration file.

The specified configuration file must exist in the Flash or USB
filesystem.

Backup configuration files must be in the Flash filesystem.

Valid configuration files must have a .cfg extension.

backup The specified file is a backup configuration file.

Mode Global Configuration

Usage You can only specify that the configuration file is on a USB storage device if there is a backup
configuration file already specified in Flash. If you attempt to set the configuration file on a USB
storage device and a backup configuration file is not specified in Flash, the following error
message is displayed:

% Backup configuration files must be stored in the flash
filesystem

For an explanation of the configuration fallback order, see “The configuration file fallback
order” on page 6.10.

Examples  To run the configuration file branch. cfg stored on the switch's Flash filesystem the next
time the device boots up, use the commands:

awplus# configure terminal

awplus (config)# boot config-file flash:/branch.cfg

To set the configuration file backup . c £g as the backup to the main configuration file, use the
commands:

awplus# configure terminal

awplus (config)# boot config-file backup flash:/backup.cfg

Software Reference for SwitchBlade® x8100 Series Switches
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To run the configuration file branch. cfg stored on the switch's USB storage device
filesystem the next time the device boots up, use the commands:

awplus# configure terminal

awplus (config)# boot config-file usb:/branch.cfg

Related Commands boot system
show boot
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Syntax

Mode

Usage

Examples

boot system

Use this command to either set the release file to load during the next boot cycle, or to set a
backup release file to load if the main release file cannot be loaded.

Use the no variant of this command to delete either the release file or the backup release file.

boot system [<filepath—filename>|backup <filepath-filename>]

no boot system [backup]

Parameter Description

<filepath-filename>  Filepath and name of a release file.

The specified release file must exist and must be stored in
the root directory of the Flash or USB filesystem.

Backup release files must be in the Flash filesystem.

Valid release files must have a .rel extension.

backup The specified file is a backup release file.

Global Configuration

You can only specify that the release file is on a USB storage device if there is a backup release
file already specified in Flash. If you attempt to set the release file on a USB storage device and
a backup release file is not specified in Flash, the following error message is displayed:

% A backup boot image must be set before setting a current boot
image on USB storage device

To run the release file SBx81CFC400-5.4.2.rel stored on the switch's Flash filesystem the
next time the device boots up, use the commands:

awplus# configure terminal

awplus (config)# boot system flash:/SBx81CFC400-5.4.2.rel

To run the release file SBx81CFC400-5.4.2.rel stored on the switch's USB storage device
filesystem the next time the device boots up, use the commands:

awplus# configure terminal

awplus (config)# boot system usb:/SBx81CFC400-5.4.2.rel

To specify the file SBx81CFC400-5.4.2.rel as the backup to the main release file, use the
commands:

awplus# configure terminal

awplus (config)# boot system backup flash:/SBx81CFC400-
5.4.2.rel
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Related Commands

Syntax

Mode

Example

Related Commands

Syntax

Mode

Example

Related Commands

boot config-file
show boot

cd

This command changes the current working directory.

cd <directory-url>

Parameter Description

<directory-url>  URL of the directory.

Privileged Exec

To change to the directory called images, use the command:
awplus# cd images
dir

pwd
show file systems

copy current-software

This command copies the AlliedWare Plus™ OS software that the device has booted from to
a destination file. Specify whether the destination is Flash or USB when saving the software to
the local filesystem.

copy current-software <destination-url>

Parameter Description

<destination-url> The URL where you would like the current running-release
saved. This command creates a file if no file exists with the
specified filename. If a file already exists, then the CLI prompts
you before overwriting the file. See “URL Syntax and Keyword
Usage” on page 7.3 for valid URL syntax.

Privileged Exec

To copy the current software as installed in the working directory with the file name
my-release.rel, use the command:

awplus# copy current-software my-release.rel

boot system
show boot
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copy debug

This command copies a specified debug file to a destination file. Specify whether the destination
is Flash or USB when saving the software to the local filesystem.

Syntax copy debug {<destination-url>|debug|flash|nvs|scp|tftp|usb}
{<source-url>|debug|flash|nvs|scp|tftp|usb}

Parameter Description

<destination-url> The URL where you would like the debug output saved. See
“URL Syntax and Keyword Usage” on page 7.3 for valid URL
syntax.

<source-url> The URL where the debug output originates. See “URL Syntax
and Keyword Usage” on page 7.3 for valid URL syntax.

Mode  Privileged Exec

Example To copy debug output to the USB storage device with a filename my-debug, use the
following command:

awplus# copy debug usb:mydebug

Output  Figure 7-1: CLI prompt after entering the copy debug command

Enter source file name []:

Related Commands delete debug
move debug
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Syntax

Mode

Example

Related Commands

copy (local)

This command copies a file between local filesystems. This allows you to copy a file stored on
Flash memory to or from a different memory type attached to your device. By default, the
destination filename is the same as the source file.

copy <local-source> <local-destination> <filename>

Parameter

Description

<local-source>

Filesystem where the original file is stored.

flash Copies the file from Flash memory.
usb Copies the file from an attached USB storage
device.

<local-destination>

<filename>

Filesystem where the file is copied to.

flash Copies the file to Flash memory.
usb Copies the file to an attached USB storage
device

Filename of the file you are copying.

Privileged Exec

To copy the file newconfig.cfg onto your device’s Flash from an USB storage device, use

the command:

awplus# copy usb flash newconfig.cfg

copy (URL)

copy zmodem
show file

show file systems
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Syntax

Mode

Examples

Related Commands

copy running-config

This command copies the running-config to a destination file, or copies a source file into the
running-config. Commands entered in the running-config do not survive a device reboot unless
they are saved in a configuration file.

copy <source-url> running-config

copy running-config <destination-url>

copy running-config startup-config

Parameter Description

<source-url> The URL of a configuration file. This must be a valid
configuration file with a .cfg filename extension. Specify this
when you want the script in the file to become the new
running-config. The URL can contain the following protocols
or location words. See “URL Syntax and Keyword Usage” on
page 7.3 for valid URL syntax.

<destination-url>  The URL where you would like the current running-config
saved. This command creates a file if no file exists with the
specified filename. If a file already exists, then the CLI prompts
you before overwriting the file. See “URL Syntax and
Keyword Usage” on page 7.3 for valid URL syntax.

startup-config Copies the running-config into the file set as the current
startup-config file.

Privileged Exec

To copy the running-config into the startup-config, use the command:

awplus# copy running-config startup-config

To copy the file layer3.cfg into the running-config, use the command:

awplus# copy layer3.cfg running-config

To use SCP to copy the running-config as current . cfg to the remote server listening on
TCP port 2000, use the command:

awplus# copy running-config scp://user@server:2000/
config files/current.cfg

copy startup-config
write file
write memory
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Syntax

Mode

Examples

Related Commands

copy startup-config

This command copies the startup-config script into a destination file, or alternatively copies a
configuration script from a source file into the startup-config file. Specify whether the
destination is Flash or USB when loading from the local filesystem.

copy <source-url> startup-config

copy startup-config <destination-url>

Parameter Description

<source-url> The URL of a configuration file. This must be a valid
configuration file with a .cfg filename extension. Specify this to
copy the script in the file into the startup-config file. Note that
this does not make the copied file the new startup file, so any
further changes made in the configuration file are not added to
the startup-config file unless you reuse this command. See “URL
Syntax and Keyword Usage” on page 7.3 for valid URL syntax.

<destination-url> The destination and filename that you are saving the startup-
config as. This command creates a file if no file exists with the
specified filename. If a file already exists, then the CLI prompts
you before overwriting the file. See “URL Syntax and Keyword
Usage” on page 7.3 for valid URL syntax.

Privileged Exec
To copy the file Layer3.cfg to the startup-config, use the command:

awplus# copy Layer3.cfg startup-config

To copy the startup-config as the fle oldconfig. cfg in the current directory, use
the command:

awplus# copy startup-config oldconfig.cfg

copy running-config
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Syntax

Mode

Examples

Related Commands

copy (URL)

This command copies a file. This allows you to:
m  copy files from your device to a remote device
m  copy files from a remote device to your device

m  copy files stored on Flash memory to or from a different memory type, such as a USB
storage device

m  create two copies of the same file on your device

copy <source-url> <destination-url>

Parameter Description

<source-url> The URL of the source file. See “URL Syntax and Keyword
Usage” on page 7.3 for valid URL syntax.

<destination-url> The URL for the destination file. See “URL Syntax and
Keyword Usage” on page 7.3 for valid URL syntax.

Privileged Exec

To use TFTP to copy the file bob . key into the current directory from the remote server at
10.0.0.1, use the command:

awplus# copy tftp://10.0.0.1/bob.key bob.key

To use SFTP to copy the file new. cfg into the current directory from a remote server at
10.0.1.2, use the command:

awplus# copy sftp://10.0.1.2/new.cfg bob.key

To use SCP with the username beth to copy the file 01d. cfg into the directory
config_files onaremote server that is listening on TCP port 2000, use the command:

awplus# copy scp://beth@serv:2000/config files/old.cfg old.cfg

To copy the file config. cfg into the current directory from a USB storage device, and
rename it to configtest.cfg, use the command:

awplus# copy usb:/config.cfg configtest.cfg

copy (local)
copy zmodem
show file systems
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Syntax

Mode

Example

Related Commands

copy zmodem

This command allows you to copy files using ZMODEM using Minicom. ZMODEM works over
a serial connection and does not need any interfaces configured to do a file transfer.

copy <source-url> zmodem

copy zmodem

Parameter Description

<source-url> The URL of the source file. See “URL Syntax and Keyword
Usage” on page 7.3 for valid URL syntax.

Privileged Exec

To copy the local file asuka . key using ZMODEM, use the command:

awplus# copy asuka.key zmodem

copy (local)
copy (URL)
show file systems
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delete

This command deletes files or directories.

Syntax delete [force] [recursive] <url>

Parameter Description

force lgnore nonexistent filenames and never prompt before deletion.

recursive Remove the contents of directories recursively.

<url> URL of the file to delete. See “URL Syntax and Keyword Usage” on
page 7.3 for valid URL syntax.

Mode  Privileged Exec

Examples To delete the file temp . cfg from the current directory, use the command:

awplus# delete temp.cfg

To delete the read-only file one . cfg from the current directory, use the command:

awplus# delete force one.cfg

To delete the directory o1d_configs, which is not empty, use the command:

awplus# delete recursive old_configs

To delete the directory new_configs, which is not empty, without prompting if any
read-only files are being deleted, use the command:

awplus# delete force recursive new_configs

Related Commands erase startup-config
rmdir
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delete debug

Use this command to delete a specified debug output file.

Syntax delete debug <source-url>

Parameter Description

<source-url> The URL where the debug output originates. See “URL Syntax
and Keyword Usage” on page 7.3 for valid URL syntax.

Mode  Privileged Exec

Example To delete debug output, use the following command:

awplus# delete debug

Output  Figure 7-2: CLI prompt after entering the delete debug command

Enter source file name []:

Related Commands copy debug
move debug
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dir
This command lists the files on a filesystem. If no directory or file is specified then this command

lists the files in the current working directory.

Syntax dir [all] [recursivel [<url>|debug|flash|nvs]|usb]

Parameter Description

all List all files.

recursive List the contents of directories recursively.

<url> URL of the directory or file. If no directory or file is specified, then
this command lists the files in the current working directory.

debug Debug root directory

flash Flash memory root directory

nvs NVS memory root directory

usb USB storage device root directory

Mode  Privileged Exec

Examples To list the files in the current working directory, use the command:

awplus# dir

To list the non-hidden files in the root of the Flash filesystem, use the command:

awplus# dir flash

To list all the files in the root of the Flash filesystem, use the command:

awplus# dir all flash:

To list recursively the files in the Flash filesystem, use the command:

awplus# dir recursive flash:

Related Commands cd
pwd
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Syntax

Mode

Examples

Related Commands

edit

This command opens a text file in the AlliedWare Plus'™ text editor, Once opened you can
use the editor to alter to the file.

If a filename is specified and it already exists, then the editor opens it in the text editor.
If no filename is specified, the editor prompts you for one when you exit it.

Before starting the editor make sure your terminal, terminal emulation program, or Telnet client
is 100% compatible with a VT 100 terminal. The editor uses VT 100 control sequences to
display text on the terminal.

For more information about using the editor; including control sequences, see “Using the
editor” on page 6.6.

edit [<filename>]

Parameter Description

<filename> Name of a file in the local Flash filesystem.

Privileged Exec

To create and edit a new text file, use the command:

awplus# edit

To edit the existing configuration file myconfig. cfg stored on your device’s Flash memory,
use the command:

awplus# edit myconfig.cfg

edit URL
show file
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Syntax

Mode

Example

Related Commands

Syntax

Mode

Example

Related Commands

edit URL

This command opens a remote text file as read-only in the AlliedWare Plus" text editor.

Before starting the editor make sure your terminal, terminal emulation program, or Telnet client
is 100% compatible with a VT 100 terminal. The editor uses VT 100 control sequences to
display text on the terminal.

edit <url>

Parameter Description

<url> The URL of the remote file. See “URL Syntax and Keyword
Usage” on page 7.3 for valid URL syntax.

Privileged Exec

To view the file bob . key stored in the security directory of a TFTP server, use the command:

awplus# edit tftp://security/bob.key

edit
show file

erase startup-config

This command deletes the file that is set as the startup-config file, which is the configuration file
that the system runs when it boots up.

At the next restart, the device loads the default configuration file, default.cfg. If default.cfg no
longer exists, then the device loads with the factory default configuration. This provides a
mechanism for you to return the device to the factory default settings.

erase startup-config
Privileged Exec

To delete the file currently set as the startup-config, use the command:

awplus# erase startup-config

boot config-file
copy running-config
copy startup-config
show boot
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Syntax

Mode

Usage

Examples

Validation
Command

license
This command enables the licensed software feature set.
Use the no variant of this command to disable the licensed software feature set.

For feature licenses, contact your authorized distributor or reseller. If a license key expires or a
proper key is not installed, some software features will not be available.

Note  See the AlliedWare Plus™ datasheet for a list of current feature licenses available

%E} by product, and the AlliedWare Plus"™ How To notes for information on obtaining
them.

license <name> <key>

no license [<name>|index <index-number>]

Parameter Description

<name> A unique user-defined name for the license. To determine names
already in use, use the show license command.

<key> The encrypted license key to enable this set of software features.

<index-number> The index number of the software feature. To display the index
number; use the show license command.

Privileged Exec

Default feature license names are issued along with encrypted license keys by email for you to
apply using this command to enable features. These default feature license names can be
changed, but must be |5 characters or less in length to be accepted with the issued key.

For example, you may want to change the license name ‘AT-FL-SBX9-01"to 'x900 L3
license’ The license name and license index is displayed with the show license command.

To enable the license namel with the key 12345678ABCDE123456789ABCDE, use the
command:

awplus# license namel 12345678ABCDE123456789ARBCDE

To remove the license namel, use the command:

awplus# no license namel

show license
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mkdir

This command makes a new directory.

Syntax mkdir <url>

Parameter Description

<url> URL of the directory that you are creating.

Mode  Privileged Exec

Usage The keywords flash, nvs, usb, tftp, scp, sftp and http are reserved for tab completion when
using the copy, move, delete, cd and dir command. Keywords flash, nvs, usb, tftp, scp, sftp and
http cannot be applied as directory or subdirectory names when using a mkdir command.

Example To make a new directory called images in the current directory, use the command:

mkdir images

Related Commands cd
dir
pwd
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move

This command renames or moves a file.

Syntax move <source-url> <destination-url>

Parameter Description

<source-url> The URL of the source file. See “URL Syntax and Keyword
Usage” on page 7.3 for valid URL syntax.

<destination-url> The URL of the destination file. See “URL Syntax and Keyword
Usage” on page 7.3 for valid URL syntax.

Mode  Privileged Exec

Examples To rename the file temp.cfg to startup.cfg, use the command:

awplus# move temp.cfg startup.cfg

To move the file temp . cf£g from the root of the Flash filesystem to the directory
myconfigs, use the command:

awplus# move temp.cfg myconfigs/temp.cfg

Related Commands delete
edit
show file
show file systems
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Syntax

Mode

Example

Output

Related Commands

move debug

This command moves a specified debug file to a destination debug file. Specify whether the
destination is Flash or USB when saving the software to the local filesystem.

move debug {<destination-url>|debug|flash|nvs|usb}
{<source-url>|debug|flash|nvs|usb}

Parameter Description

<destination-url> The URL where you would like the debug output moved to. See
“URL Syntax and Keyword Usage” on page 7.3 for valid URL
syntax.

<source-url> The URL where the debug output originates. See “URL Syntax
and Keyword Usage” on page 7.3 for valid URL syntax.

Privileged Exec

To move debug output onto a USB storage device with a filename my-debug, use the
following command:

awplus# move debug usb:my-debug

Figure 7-3: CLI prompt after entering the move debug command

Enter source file name []:

copy debug
delete debug
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Syntax
Mode

Example

Related Commands

Syntax

Mode

Examples

Related Commands

pwd

This command prints the current working directory.
pwd
Privileged Exec

To print the current working directory, use the command:

awplus# pwd

cd

rmdir

This command removes a directory. The directory must be empty for the command to work
unless the optional force keyword is used to remove all subdirectories or files in a directory.

rmdir [force] <url>

Parameter Description

force Optional keyword that allows you to delete any directories that
are not empty and may contain files or subdirectories.

<url> The URL of the directory.

Privileged Exec

To remove the directory images from the top level of the Flash filesystem, use the command:

awplus# rmdir flash:/images

To force the removal of directory 1evell containing subdirectory 1level?2, use the
command:

awplus# mkdir levell
awplus# mkdir levell/level2

awplus# rmdir force levell

cd

dir
mkdir
pwd
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show boot

This command displays the current boot configuration.
Syntax show boot
Mode  Privileged Exec

Example To show the current boot configuration, use the command:

awplus# show boot

Output  Figure 7-4: Example output from the show boot command with the current boot config set
on a USB storage device

awplus#show boot

Boot configuration

Current software : SBx81CFC400-5.4.2.rel

Current boot image : usb:/SBx81CFC400-5.4.2.rel

Backup boot image : flash:/SBx81CFC400-5.4.2.rel
Default boot config: flash:/default.cfg

Current boot config: usb:/my.cfg (file exists)

Backup boot config: flash:/backup.cfg (file not found)

Table 7-1: Parameters in the output of the show boot command

Parameter Description

Current software The current software release that the device is using.

Current boot image The bootimage currently configured for use during the next
boot cycle.

Backup boot image The boot image to use during the next boot cycle if the
device cannot load the main image.

Default boot config The default startup configuration file. The device loads this
configuration script if no file is set as the startup-config file.

Current boot config The configuration file currently configured as the
startup-config file. The device loads this configuration file
during the next boot cycle if this file exists.

Backup boot config The configuration file to use during the next boot cycle if the
main configuration file cannot be loaded.

Related Commands  boot config-file
boot system
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show file

This command displays the contents of a specified file.

Syntax show file {<filename>|<url>}

Parameter Description
<filename> Name of a file on the local Flash filesystem.
<url> URL of a file.

Mode  Privileged Exec

Example To display the contents of the file oldconfig. cfg, which is in the current directory, use the
command:

show file oldconfig.cfg

Related Commands edit
edit URL
show file systems
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show file systems

This command lists the filesystems and their utilization information where appropriate.
Syntax show file systems
Mode  Privileged Exec

Examples To display the filesystems, use the command:

awplus# show file systems

Output  Figure 7-5: Example output from the show file systems command

awplus#show file systems
Card 1:

Size(b) Free(b) Type Flags Prefixes S/D/V Lcl/Ntwk Avail

14.0M 12.2M flash rw flash: static 1local Y
- - system rw system: virtual local -
10.0M 9.7M debug rw debug: static 1local Y
- - usbstick rw usb: dynamic local N
- - tftp rw tftp: - network -
- - scp rYw Scp: - network -
- - sftp ro sftp: - network -
- - http ro http: - network -
Card 2

Size(b) Free(b) Type Flags Prefixes S/D/V Lcl/Ntwk Avail

14.0M 11.8M flash rw flash: static 1local Y
- - system rw system: virtual local -
10.0M 9.7M debug rw debug: static 1local Y
- - usbstick rw wusb: dynamic local N
- - tftp rw tftp: - network -
- - scp rw Scp: - network -
- - sftp ro sftp: - network -
- - http ro http: - network -

Table 7-2: Parameters in the output of the show file systems command

Parameter Description

Size (B) The total memory available to this filesystem. The units are given after
Available the value and are M for Megabytes or k for kilobytes.

Free (B) The total memory free within this filesystem. The units are given after

the value and are M for Megabytes or k for kilobytes.

Type The memory type used for this filesystem:
flash, system, nvs, usbstick, tftp, scp, sftp, or http.

Flags The file setting options: rw (read write), ro (read only).
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Table 7-2: Parameters in the output of the show file systems command

Parameter Description

Prefixes The prefixes used when entering commands to access the filesystems:
flash, system, nvs, usb, tftp, scp, sftp, or http.

S/V/D The memory type: static, virtual, dynamic.

Lel / Ntwk Whether the memory is located locally or via a network connection.

Avail Whether the memory is accessible: Y (yes), N (no), - (not appropriate)

Related Commands edit
edit URL
show file
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show license

This command displays information about a specific software license, or all enabled software
feature licenses on the device.

Syntax show license [<name>|index <index-number>] [brief]

Parameter Description

<name> The license name of the software feature to show information about.

<index-number> The index number of the software feature to display information
about.

brief Displays a brief summary of license information.

Mode User Exec and Privileged Exec

Examples To display a brief summary of information about all enabled licenses, use the command:

awplus# show license brief

To display full information about all enabled licenses, use the command:

awplus# show license

To display full information about the licenses with index number |, use the command:

awplus# show license index 1

Output  Figure 7-6; Example output from the show license index command

awplus#show license index 0
OEM Territory: ATKK
Software Feature Licenses

Index : 0

License name : Base License
Customer name : Base License
Quantity of licenses 1

Type of license : Full

License issue date : 07-Jul-2000
License expiry date : N/A

Features included : OSPF-64, VRRP
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Table 7-3: Parameters in the output of the show license command

Parameter Description

Index Index identifying entry.

License name Name of the license key bundle (case-sensitive).
Customer name Customer name.

Quantity of licenses Quantity of licensed installations.

Type of license Full or Temporary.

License issue date Date the license was generated.

License expiry date Expiry date for temporary license.

Features included List of features included in the license.

Figure 7-7: Example output from the show license brief command

awplus#show license brief
OEM Territory: ATKK
Software Feature Licenses

Index License name Quantity Customer name
Type Period

0 Base License 1 Base License
Full N/A

Current enabled features for displayed licenses:
OSPF-64, VRRP

Table 7-4: Parameters in the output of the show license command

Parameter Description

Index Index identifying entry.

License name Name of the license key bundle (case-sensitive).
Quantity Quantity of licensed installations.

Customer name Customer name.

Type Full or Temporary.

Period Expiry date for temporary license.

Current enabled features List of features included in the license.

for displayed licenses

Related Commands license
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show running-config

This command displays the current configuration of the device. The output includes all non-
default configuration; default settings are not displayed.

You can control the output in any one of the following ways:

m  To display only lines that contain a particular word, follow the command with
| include word

m o start the display at the first line that contains a particular word, follow the command
with | begin word

m o save the output to a file, follow the command with > filename

For more information, see “Controlling “show” Command Output” on page 1.35.
Syntax show running-config
Mode Privileged Exec and Global Configuration

Example To display the current dynamic configuration of your device, use the command:

awplus# show running-config
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Output  Figure 7-8: Example output from the show running-config command

awplus#sho running-config

|

éervice password-encryption
|

ﬁo banner motd

|

ﬁsername manager privilege 15 password 8 $1$bJoVec4DSIwOIGPr7YQoExXA0OGVasdEQD
|

ﬁo service ssh

|

éervice telnet

1

éervice http

1

ﬁo clock timezone

1

énmp—server

1

éxception coredump size medium
1

ip domain-lookup

1

ﬁo service dhcp-server

1

ﬁo ip multicast-routing

1

épanning—tree mode rstp

1

éard 1 provision xe4

card 2 provision ge24

card 4 provision ge24

no spanning-tree rstp enable
1

platform control-plane-prioritization rate 1000
1

vlan database
vlan 2 state enable
1
interface portl.1.1-1.1.4
switchport
switchport mode access
1
interface portl.2.1-1.2.11
switchport
switchport mode access
1
interface portl.2.12
switchport
switchport mode access
switchport access vlan 2
1
interface portl.2.13-1.2.24
switchport
switchport mode access
1
interface portl.4.1-1.4.24
switchport
switchport mode access
1
interface vlanl
ip address 192.168.1.1/24
1

interface vlan2
ip address 192.168.2.1/24
1

line con 0
line vty 0 4
1

énd
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Related Commands  copy running-config
show running-config access-list
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Syntax
Mode

Example

Output

Related Commands

Syntax
Mode

Example

Output

Related Commands

show running-config access-list

Use this command to show the running system status and configuration details for access-list.

For information on output options, see “Controlling “show” Command Output” on
page 1.35.

show running-config access-1list
Privileged Exec and Global Configuration

To display the running system status and configuration details for access-list, use the command:

awplus# show running-config access-list

Figure 7-9: Example output from the show running-config access-list command

I
access-1list abc remark annai
access-list abc deny any

access-1list abd deny any
I

copy running-config
show running-config

show running-config as-path access-list

Use this command to show the running system status and configuration details for as-path
access-list.

For information on output options, see “Controlling “show” Command Output” on
page 1.35.

show running-config as-path access-1list
Privileged Exec and Global Configuration

To display the running system status and configuration details for as-path access-list, use the
command:

awplus# show running-config as-path access-list

Figure 7-10: Example output from the show running-config as-path access-list
command

1
ip as-path access-list wer permit knsmk
1

copy running-config
show running-config
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Syntax
Mode

Example

Output

Related Commands

show running-config community-list

Use this command to show the running system status and configuration details for community-

lists.

For information on output options, see “Controlling “show” Command Output” on
page 1.35.

show running-config community-list

Privileged Exec and Global Configuration

To display the running system status and configuration details for community-lists use the
command:

awplus# show running-config community-1list

Figure 7-11: Example output from the show running-config community list command

ip
ip
ip
ip
ip

community-list
community-list
community-list
community-list
community-list

standard
expanded
expanded
expanded
expanded

aspd permit internet

cspd deny 137
cspd permit dcv
wde permit njhd
wer deny sde

copy running-config
show running-config
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Syntax

Mode

Example

Output

Related Commands

show running-config dhcp

Use this command to display the running configuration for DHCP server, DHCP snooping, and
DHCP relay.

show running-config dhcp
Privileged Exec and Global Configuration

To display to display the running configuration for DHCP server;, DHCP snooping, and DHCP
relay:

awplus# show running-config dhcp

Figure 7-12: Example output from the show running-config dhcp command

!

#show running-config dhcp
no service dhcp-server

I

service dhcp-snooping

I

interface portl.1.1

ip dhcp snooping trust
|

interface portl.1.21

ip dhcp snooping max-bindings 25
access-group dhcpsnooping

!

interface portl.2.21

ip dhcp snooping max-bindings 25
access-group dhcpsnooping

!

interface portl.2.24

access-group dhcpsnooping

I

interface portl.3.1

ip dhcp snooping trust

|

interface portl.3.21
ip dhcp snooping max-bindings 25
I

interface portl.4.24

access-group dhcpsnooping

!
interface pol

ip dhcp snooping max-bindings 25
arp security violation log

!
interface sal

ip dhcp snooping max-bindings 25
access-group dhcpsnooping

arp security violation log

I

interface vlanl00

ip dhcp snooping

arp security

I

interface vlan200

ip dhcp snooping

arp security

I

copy running-config
show running-config
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show running-config full

Use this command to show the complete status and configuration of the running system.

For information on output options, see “Controlling “show” Command Output” on
page 1.35.

Syntax show running-config full
Mode  Privileged Exec and Global Configuration

Example To display the complete status and configuration of the running system, use the command:

awplus# show running-config full
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Output

Related Commands

Figure 7-13: Example output from the show running-config full command

awplus#show running-config full
1

service password-encryption

1

no banner motd

1

username manager privilege 15 password 8
$1$bJoVecdDSIwOIGPr7YqoEXAOGVasdEQD

1

ﬁo service ssh

1

éervice telnet

no service telnet ipvé
1

éervice http

1

ﬁo clock timezone

1

ﬁo snmp-server 1ipv6

1

éaa authentication enable default local
aaa authentication login default local
1

ip domain-lookup

1

ﬁo service dhcp-server
1

ﬁo ip multicast-routing
1

épanning—tree mode rstp
1

no ipvé mld snooping

1

card 2 provision ge24

card 4 provision ge24

card 10 provision ge24

card 12 provision xed

1

interface portl.2.1-1.2.24
switchport

switchport mode access

1

interface portl.4.1-1.4.24
switchport

switchport mode access

1

interface portl1.10.1-1.10.24
switchport

switchport mode access

1

interface portl.12.1-1.12.4
switchport

switchport mode access

1

!

line con 0

line vty 0 4

1

end

copy running-config
show running-config
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show running-config interface

This command displays the current configuration of one or more interfaces on the switch.

For information on output options, see “Controlling “show” Command Output” on

page 1.35.

Syntax show running-config interface [<interface-list>]
[dotlx|ip igmp|ip multicast|ip pim sparse-mode|lacp|mstp|ospf|rip]|

rstp|stp]

Parameter

Description

<interface-list>

The interfaces or ports to display information about. An

interface-list can be:

m an interface (e.g. v1an2), a switch port (e.g.
portl.1.12), a static channel group (e.g. sa3) ora
dynamic (LACP) channel group (e.g. po4)

m 2 continuous range of interfaces, ports, static channel
groups or dynamic (LACP) channel groups separated by a
hyphen;
eg vlan2-8,orportl.1.1-1.1.24,0or sa2-4,or
pol-3

m 2 comma-separated list of the above;
egportl.l.1,portl.1.8-1.1.24.Do notmix
interface types in a list

The specified interfaces must exist.

dotlx Displays running configuration for 802.1X port authentication
for the specified interfaces.

lacp Displays running configuration for LACP (Link Aggregation
Control Protocol) for the specified interfaces.

ip igmp Displays running configuration for IGMP (Internet Group

Management Protocol) for the specified interfaces.

ip multicast

Displays running configuration for general multicast settings for
the specified interfaces.

ip pim sparse-mode

Displays running configuration for PIM-SM (Protocol
Independent Multicast - Sparse Mode) for the specified
interfaces.

mstp Displays running configuration for MSTP (Multiple Spanning
Tree Protocol) for the specified interfaces.

ospf Displays running configuration for OSPF (Open Shortest Path
First) for the specified interfaces.

rip Displays running configuration for RIP (Routing Information
Protocol) for the specified interfaces.

rstp Displays running configuration for RSTP (Rapid Spanning Tree
Protocol) for the specified interfaces.

stp Displays running configuration for STP (Spanning Tree

Protocol) for the specified interfaces.
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Mode  Privileged Exec and Global Configuration

Examples To display the current running configuration of your switch for port1.1.1 to
portl.1.24, use the command:

awplus# show running-config interface portl.l.l-portl.1.24

To display the current running configuration of a switch for VLAN I, use the command:

awplus# show running-config interface vlanl

To display the current running configuration of a switch for VLANs | and 3-5, use the
command:

awplus# show running-config interface vlanl,vlan3-vlan5b

To display current OSPF configuration of your switch for port1l.1.1 to portl.1.24, use
the command:

awplus# show running-config interface portl.l.l-portl.1.24
ospf

Output  Figure 7-14: Example output from a show running-config interface portl1.2.12
command

awplus#sh running-config interface portl.2.12
1

interface portl.2.12

switchport

switchport mode access

switchport access vlan 2
1
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Related Commands

Syntax
Mode

Example

Output

Related Commands

Figure 7-15: Example output from the show running-config interface command

awplus#sh running-config interface
interface portl.1.1-1.1.4
switchport
switchport mode access
!
interface portl.2.1-1.2.11
switchport
switchport mode access
!
interface portl.2.12
switchport
switchport mode access
switchport access vlan 2
I
interface portl.2.13-1.2.24
switchport
switchport mode access
I
interface portl.4.1-1.4.24
switchport
switchport mode access
I
interface vlanl
ip address 192.168.1.1/24
|

interface vlan2
ip address 192.168.2.1/24

copy running-config
show running-config

show running-config ip pim sparse-mode

Use this command to show the running system status and configuration details for PIM-SM.

For information on output options, see “Controlling “show” Command Output” on
page 1.35.

show running-config ip pim sparse-mode
Privileged Exec and Global Configuration

To display the running system status and configuration details for PIM-SM, use the command:

awplus# show running-config ip pim sparse-mode

Figure 7-16: Example output from the show running-config ip pim sparse-mode
command

ip pim spt-threshold
ip pim accept-register list 1
1

copy running-config
show running-config
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show running-config ip route

Use this command to show the running system static IPv4 route configuration.

For information on output options, see “Controlling “show” Command Output” on
page 1.35.

Syntax show running-config ip route
Mode Privileged Exec and Global Configuration

Example To display the running system static IPv4 route configuration, use the command:

awplus# show running-config ip route

Output  Figure 7-17: Example output from the show running-config ip route command

ip route 3.3.3.3/32 vlan3
ip route 3.3.3.3/32 vlan2
!

Related Commands  copy running-config
show running-config
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show running-config key chain

Use this command to show the running system key-chain related configuration.

For information on output options, see “Controlling “show” Command Output” on
page 1.35.

Syntax show running-config key chain
Mode Privileged Exec and Global Configuration

Example To display the running system key-chain related configuration, use the command:

awplus# show running-config key chain

Output  Figure 7-18: Example output from the show running-config key chain command

I
key chain 12
key 2
key-string 234
I

].cey chain 123
key 3
key-string 345
I

Related Commands copy running-config
show running-config
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show running-config lidp

This command shows the current running configuration of LLDP.
Syntax show running-config 1ldp
Mode  Privileged Exec and Global Configuration

Example To display the current configuration of LLDP use the command:

awplus# show running-config 1lldp

Output  Figure 7-19: Example output from the show running-config lldp command

awplus#show running-config 1lldp

11dp notification-interval 10
11dp timer 20
|

interface portl.1.1

11dp notifications

11dp tlv-select port-description
11dp tlv-select system-name

11dp tlv-select system-description
11ldp tlv-select management-address
11dp transmit receive

Related Commands show lldp
show lldp interface
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show running-config prefix-list

Use this command to show the running system status and configuration details for prefix-list.

For information on output options, see “Controlling “show” Command Output” on
page 1.35.

Syntax show running-config prefix-list
Mode Privileged Exec and Global Configuration

Example  To display the running system status and configuration details for prefix-list, use the command:

awplus# show running-config prefix-list

Output  Figure 7-20: Example output from the show running-config prefix-list command

I
ip prefix-list abc seqg 5 permit any
ip prefix-list as description annai

ip prefix-list wer seq 45 permit any
I

Related Commands copy running-config
show running-config
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Syntax
Mode

Example

Output

Related Commands

show running-config power-inline

Use this command to show the Power over Ethernet (PoE) running system status and
configuration details. The PoE usage-threshold percentage as specified by the power-inline
usage-threshold command is displayed in the running-config using this command.

See Chapter 22, Power over Ethernet Introduction and Chapter 23, Power over Ethernet
Commands for more information about PoE.

For information on output options, see “Controlling “show” Command Output” on
page 1.35.

show running-config power-inline
Privileged Exec and Global Configuration

To display the PoE running system status and configuration details, use the command:

awplus# show running-config power-inline

Figure 7-21: Example output from the show running-config power-inline command

power-inline usage-threshold 90
1

power-inline usage-threshold
show power-inline

C613-50022-01 REV B
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show running-config route-map

Use this command to show the running system status and configuration details for route-map.

For information on output options, see “Controlling “show” Command Output” on
page 1.35.

show running-config route-map
Privileged Exec and Global Configuration

To display the running system status and configuration details for route-map, use the command:

awplus# show running-config route-map

Figure 7-22: Example output from the show running-config route-map command

route-map abc deny 2

match community 2

!

route-map abc permit 3

match route-type external type-2
set metric-type type-1

!

copy running-config
show running-config
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Syntax

Mode

Example

Output

Related Commands

show running-config router

Use the show running-config router command to display the current running configuration for a
given router.

For information on output options, see “Controlling “show” Command Output” on
page 1.35.

show running-config router <protocol>

Parameter Description

<protocol> ospf | rip | vrrp

ospf Open Shortest Path First (OSPF)

rip Routing Information Protocol (RIP)

vVIrp Virtual Redundancy Routing Protocol (VRRP)

Privileged Exec and Global Configuration

To display the current running configuration for a given router, use the command:

awplus# show running-config router ospf

Figure 7-23: Example output from the show running-config router command

!
router ospf
network 192.168.1.0/24 area

0.0.0.0
network 192.168.3.0/24 area 0.0.0.0
!

copy running-config
show running-config
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show running-config router-id

Use this command to show the running system global router ID configuration.

For information on output options, see “Controlling “show” Command Output” on
page 1.35.

Syntax show running-config router-id
Mode Privileged Exec and Global Configuration

Example To display the running system global router ID configuration, use the command:

awplus# show running-config router-id

Output  Figure 7-24: Example output from the show running-config router-id command

router-id 3.3.3.3

Related Commands copy running-config
show running-config
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show running-config security-password

This command displays the configuration settings for the various security-password rules. If a
default parameter is used for a security-password rule, therefore disabling that rule, no output
is displayed for that feature.

For information on output options, see “Controlling “show” Command Output” on
page 1.35.

Syntax show running-config security-password
Mode  Privileged Exec and Global Configuration

Example To display the current security-password rule settings in the running-config, use the command:

awplus# show running-config security-password

Output  Figure 7-25: Example output from the show running-config security-password
command

security-password minimum-length 8
security-password minimum-categories 3
security-password history 4
security-password lifetime 30
security-password warning 3
security-password forced-change

Related Commands show security-password configuration
show security-password user
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show running-config switch

Use this command to show the running system status and configuration details for a given
switch.

For information on output options, see “Controlling “show” Command Output” on
page 1.35.

Syntax show running-config switch <switch-protocol>

Parameter Description

<switch-protocol> dotlx|mstp | rstp | stp

dotlx 802.1X Port-Based Authentication
mstp Multiple Spanning Tree Protocol (MSTP)
rstp Rapid Spanning Tree Protocol (RSTP)
stp Spanning Tree Protocol (RSTP)

Mode Privileged Exec and Global Configuration

Example To display the running system status and configuration details for a given switch, use the
command:

awplus# show running-config switch stp

Output  Figure 7-26: Example output from the show running-config switch command

1

bridge 6 ageing-time 45
bridge 6 priority 4096
bridge 6 max-age 7

Related Commands  copy running-config
show running-config
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Mode

Example

Output

Related Commands

Syntax
Mode

Example

Output

Related Commands

show running-config switch lacp

Use this command to show the running system LACP related configuration.

For information on output options, see “Controlling “show” Command Output” on
page 1.35.

show running-config switch lacp
Privileged Exec and Global Configuration

To display the running system LACP related configuration, use the command:

awplus# show running-config switch lacp

Figure 7-27: Example output from the show running-config switch lacp command

I
lacp system-priority 23
I

copy running-config
show running-config

show running-config switch radius-server

Use this command to show the running system RADIUS-server related configuration.

For information on output options, see “Controlling “show” Command Output” on
page 1.35.

show running-config switch radius-server
Privileged Exec and Global Configuration

To display the running system radius-server related configuration, use the command:

awplus# show running-config switch radius-server

Figure 7-28: Example output from the show running-config switch radius-server
command

radius-server key abc
1

copy running-config
show running-config
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show running-config switch vian

Use this command to show the running system VLAN related configuration.

For information on output options, see “Controlling “show” Command Output” on
page 1.35.

Syntax show running-config switch vlan
Mode Privileged Exec and Global Configuration

Example  To display the running system VLAN related configuration, use the command:

awplus# show running-config switch vlan

Output  Figure 7-29: Example output from the show running-config switch vlan command

I

vlan database

vlian 4 bridge 2 name VLAN0004
vlian 4 bridge 2 state enable

Related Commands  copy running-config
show running-config
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show startup-config

This command displays the contents of the start-up configuration file, which is the file that the
device runs on start-up.

For information on output options, see “Controlling “show” Command Output” on
page 1.35.

Syntax show startup-config

Mode  Privileged Exec

Example To display the contents of the current start-up configuration file, use the command:

awplus# show startup-config

Output  Figure 7-30: Example output from the show startup-config command

awplus#show startup-config

1

service password-encryption
1

username manager privilege 15 password 8 $1$bJoVec4DSJIJwOJIGPr7YQoExAOGVasdEQ
1

1:10 service ssh

1

éervice telnet

1

éervice http

1

1:10 clock timezone

line con 0
line vty 0 4
1

end

Related Commands  boot config-file
copy running-config
copy startup-config
erase startup-config
show boot
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show version

This command displays the version number and copyright details of the current
AlliedWare Plus'™ OS your device is running.

For information on output options, see “Controlling “show” Command Output” on
page 1.35.

Syntax show version
Mode  User Exec and Privileged Exec

Example  To display the version details of your currently installed software, use the command:

awplus# show version

Output  Figure 7-31: Example output from the show version command

awplus#show version
Alliedware Plus (TM) 5.4.1 12/08/10 12:13:19

Build name : SBx81CFC400-5.4.2.rel

Build date : Wed Dec 2 12:13:19 NzDT 2011

Build type : RELEASE

NET-SNMP SNMP agent software

(c) 1996, 1998-2000 The Regents of the University of California.
All rights reserved;

) 2001-2003, Networks Associates Technology, Inc. All rights reserved;

) 2001-2003, Cambridge Broadband Ltd. All rights reserved;

) 2003, Sun Microsystems, Inc. All rights reserved.

A Data Security, Inc. MD5 Message-Digest Algorithm

) 1991-2, RSA Data Security, Inc. Created 1991. All rights reserved.

ibedit Library

c) 1992, 1993 The Regents of the University of California.
All rights reserved.

OpenSSL Library

Copyright (c) 1998-2008 The OpenSSL Project. All rights reserved.

Original SSLeay License

Copyright (C) 1995-1998 Eric Young (eay@cryptsoft.com).

sFlow(R) Agent Software

Copyright (c) 2002-2006 InMon Corp.

DHCP Library

Copyright (c) 2004-2010 by Internet Systems Consortium, Inc;

Copyright (c) 1995-2003 by Internet Software Consortium.

Application Interface Specification Framework

Copyright (c) 2002-2004 MontaVista Software, Inc;

Copyright (c) 2005-2010 Red Hat, Inc.

Hardware Platform Interface Library

Copyright (c) 2003, Intel Corporation;

Copyright (C) IBM Corp. 2003-2007.

Corosync Cluster Engine

Copyright (c) 2002-2004 MontaVista Software, Inc. All rights reserved.

File Utility Library

Copyright (c) Ian F. Darwin 1986-1987, 1989-1992, 1994-1995.

Software written by Ian F. Darwin and others;

maintained 1994- Christos Zoulas.

Portions of this product are covered by the GNU GPL, source code may be
downloaded from: http://www.alliedtelesis.co.nz/support/gpl/awp.html

Related Commands  boot system
show boot
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Syntax
Mode

Example
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write file

This command copies the running-config into the file that is set as the current startup-config
file. This command is a synonym of the write memory and copy running-config startup-config
commands.

write [file]
Privileged Exec

To write configuration data to the start-up configuration file, use the command:
awplus# write file
copy running-config

write memory
show running-config

write memory

This command copies the running-config into the file that is set as the current startup-config
file. This command is a synonym of the write file and copy running-config startup-config
commands.

write [memory]
Privileged Exec

To write configuration data to the start-up configuration file, use the command:
awplus# write memory
copy running-config

write file
show running-config

write terminal

This command displays the current configuration of the device. This command is a synonym of
the show running-config command.

write terminal
Privileged Exec

To display the current configuration of your device, use the command:

awplus# write terminal

show running-config
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Command List

This chapter provides an alphabetical reference of commands for configuring and monitoring
the system.

banner exec

This command configures the User Exec mode banner that is displayed on the console after
you login. The banner exec default command restores the User Exec banner to the default
banner. Use the no banner exec command to disable the User Exec banner and remove the
default User Exec banner.

Syntax banner exec <banner-text>

banner exec default

no banner exec

Default By default, the AlliedWare Plus™ version and build date is displayed at console login, such as:

AlliedWare Plus (TM) 5.4.1 07/27/10 00:44:25

Mode Global Configuration

Examples  To configure a User Exec mode banner after login, enter the following commands:

awplus#configure terminal
awplus (config) #banner exec enable to move to Priv Exec mode
awplus (config) #exit

awplus#exit

awplus login: manager

Password:

enable to move to Priv Exec mode
awplus>

To restore the default User Exec mode banner after login, enter the following commands:

awplus#configure terminal

awplus (config) #banner exec default
awplus (config) #exit

awplus#exit

awplus login: manager

Password:

AlliedWare Plus (TM) 5.4.1 11/14/10 13:03:59

awplus>

8.2
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To remove the User Exec mode banner after login, enter the following commands:

awplus#configure terminal

awplus (config) #banner exec default
awplus (config) #exit

awplus#exit

awplus login: manager
Password:
awplus>

Related Commands  banner login (system)
banner motd
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banner login (system)

This command configures the login banner that is displayed on the console when you login. The
login banner is displayed on all connected terminals. The login banner is displayed after the
MOTD (Message-of-the-Day) banner and before the login username and password prompts.

Use the no banner login command to disable the login banner.

Syntax banner login

no banner login
Default By default, no login banner is displayed at console login.
Mode Global Configuration

Examples To configure a login banner to be displayed when you login, enter the following commands:

awplus#configure terminal
awplus (config) #banner login
Type CNTL/D to finish.
authorised users only
awplus (config) #exit
awplus#exit

authorised users only
awplus login: manager
Password:

AlliedWare Plus (TM) 5.4.1 11/14/10 13:03:59

awplus>

To remove the login banner, enter the following commands:

awplus#configure terminal
awplus (config) #no banner login
awplus (config) #exit
awplus#exit

awplus login: manager
Password:

awplus>

Related Commands banner exec
banner motd
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banner motd

Use this command to change the text MOTD (Message-of-the-Day) banner displayed before
login. The MOTD banner is displayed on all connected terminals. The MOTD banner is useful
for sending messages that affect all network users, for example, any imminent system
shutdowns.

Use the no variant of this command to not display a text MOTD (Message-of-the-Day) banner
on login.

Syntax banner motd <motd-text>

no banner motd
Default By default, the switch displays the AlliedWare Plus"™ OS version and build date before login.
Mode Global Configuration

Examples  To configure a MOTD banner to be displayed when you login, enter the following commands:

awplus>enable

awplus#configure terminal

awplus (config) #banner motd system shutdown at 6pm
awplus (config) #exit

awplus#exit

system shutdown at 6pm
awplus login: manager
Password:

AlliedWare Plus (TM) 5.4.1 11/14/10 13:03:59

To remove the login banner, enter the following commands:

awplus>enable
awplus#configure terminal
awplus (config) #no banner motd
awplus (config) #exit
awplus#exit

awplus login: manager
Password:

AlliedWare Plus (TM) 5.4.1 11/14/10 13:03:59

awplus>

Related Commands  banner exec
banner login (system)
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clock set

This command sets the time and date for the system clock.

Syntax clock set <hh:mm:ss> <day> <month> <year>

Parameter Description

<hh:mm:ss> Local time in 24-hour format

<day> Day of the current month <1-31>
<month> The first three letters of the current month.
<year> Current year <2000-2035>

Mode  Privileged Exec

Usage Configure the timezone before setting the local time. Otherwise, when you change the
timezone, the device applies the new offset to the local time.

Note [f Network Time Protocol (NTP) is enabled, then you cannot change the time or

date using this command. NTP maintains the clock automatically using an external
%E:I time source. If you wish to manually alter the time or date, you must first disable
NTP

Example To set the time and date on your system to 2pm on the 2nd of April 2007, use the command:

awplus# clock set 14:00:00 2 apr 2007

Related Commands clock timezone
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Syntax

Mode

Examples

clock summer-time date

This command defines the start and end of summertime for a specific year only, and specifies
summertime’s offset value to Standard Time for that year

The no variant of this command removes the device’'s summertime setting. This clears both
specific summertime dates and recurring dates (set with the clock summer-time recurring
command on page 8.9).

By default, the device has no summertime definitions set.

clock summer-time <timezone-name> date <start-day> <start-month>
<start-year> <start-time> <end-day> <end-month> <end-year>
<end-time> <1-180>

no clock summer-time

Parameter Description

<timezone-name> A description of the summertime zone, up to 6 characters long.

date Specifies that this is a date-based summertime setting for just the
specified year.

<start-day> Day that the summertime starts, in the range |-31.

<start-month> First three letters of the name of the month that the summertime
starts.

<start-year> Year that summertime starts, in the range 2000-2035.

<start-time> Time of the day that summertime starts, in the 24-hour time format
HH:MM.

<end-day> Day that summertime ends, in the range |-31.

<end-month> First three letters of the name of the month that the summertime
ends.

<end-year> Year that summertime ends, in the range 2000-2035.

<end-time> Time of the day that summertime ends, in the 24-hour time format
HH:MM.

<1-180> The offset in minutes.

Global Configuration

To set a summertime definition for New Zealand using NZST (UTC+12:00) as the standard
time, and NZDT (UTC+13:00) as summertime, with the summertime set to begin on the st
October 2007 and end on the |8th of March 2008:

awplus (config)# clock summer-time NZDT date 1 oct 2:00 2007 18
mar 2:00 2008 60
To remove any summertime settings on the system, use the command:

awplus (config)# no clock summer-time

C613-50022-01 REV B
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Related Commands clock summer-time recurring
clock timezone
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Syntax

Mode

Examples

clock summer-time recurring

This command defines the start and end of summertime for every year, and specifies
summertime’s offset value to Standard Time.

The no variant of this command removes the device’'s summertime setting. This clears both
specific summertime dates (set with the clock summer-time date command on page 8.7) and

recurring dates.

By default, the device has no summertime definitions set.

clock summer-time <timezone-name> recurring <start-week> <start-day>
<start-month> <start-time> <end-week> <end-day> <end-month>
<end-time> <1-180>

no clock summer-time

Parameter Description

<timezone- A description of the summertime zone, up to 6 characters long.
name>

recurring Specifies that this summertime setting applies every year from now on.

<start-week>

Week of the month when summertime starts, in the range 1-5. The
value 5 indicates the last week that has the specified day in it for the
specified month. For example, to start summertime on the last Sunday
of the month, enter 5 for <start-week> and sun for <start-day>.

<start-day>

Day of the week when summertime starts. Valid values are mon, tue,
wed, thu, fri, sat or sun.

<start-month>

<start-time>

First three letters of the name of the month that summertime starts.

Time of the day that summertime starts, in the 24-hour time format
HH:MM.

<end-week>

Week of the month when summertime ends, in the range |-5. The
value 5 indicates the last week that has the specified day in it for the
specified month. For example, to end summertime on the last Sunday
of the month, enter 5 for <end-week> and sun for <end-day>.

<end-day>

Day of the week when summertime ends. Valid values are mon, tue,
wed, thu, fri, sat or sun.

<end-month>

First three letters of the name of the month that summertime ends.

<end-time>

Time of the day that summertime ends, in the 24-hour time format
HH:MM.

<1-180>

The offset in minutes.

Global Configuration

To set a summertime definition for New Zealand using NZST (UTC+12:00) as the standard
time, and NZDT (UTC+13:00) as summertime, with summertime set to start on the Ist
Sunday in October; and end on the 3rd Sunday in March, use the command:

awplus (config)# clock summer-time NZDT recurring 1 sun oct 2:00

3 sun mar 2:00 60

C613-50022-01 REV B
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Related Commands

Syntax

Mode

Usage

Examples

Related Commands

To remove any summertime settings on the system, use the command:

awplus (config)# no clock summer-time

clock summer-time date
clock timezone

clock timezone
This command defines the device’s clock timezone. The timezone is set as a offset to the UTC.
The no variant of this command resets the system time to UTC.

By default, the system time is set to UTC.

clock timezone <timezone-name> {minus|plus} [<0-13>|<0-12>:<00-59>]

no clock timezone

Parameter Description

<timezone- A description of the timezone, up to 6 characters long.

name>

minus or The direction of offset from UTC. The minus option indicates that
1 the timezone is behind UTC. The plus option indicates that the

pus timezone is ahead of UTC.

<0-13> The offset in hours or from UTC.

<0-12>:<00-59> The offset in hours or from UTC.

Global Configuration

Configure the timezone before setting the local time. Otherwise, when you change the
timezone, the device applies the new offset to the local time.

To set the timezone to New Zealand Standard Time with an offset from UTC of +12 hours,
use the command:

awplus (config)# clock timezone NZST plus 12

To set the timezone to Indian Standard Time with an offset from UTC of +5:30 hours, use the
command:

awplus (config)# clock timezone NZST plus 5:30

To set the timezone back to UTC with no offsets, use the command:

awplus (config)# no clock timezone

clock set
clock summer-time date
clock summer-time recurring

8.10
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Syntax

Default

Mode

Usage

Example

Related Commands

ecofriendly led

Use this command to enable the eco-friendly feature which turns off power to all LEDs on the
switch, except to the ethO port and active/standby LEDs on the Control Fabric Cards, and to
the LEDs on the PSUs and fan tray.

The active and standby Control Fabric Cards have an eco-switch button on the front panel. You
can use the eco-switch button on the active Control Fabric Card to enable or disable the
eco-friendly feature. Using this button overrides the configuration set with the ecofriendly led
command.

Use the no variant of this command to disable the eco-friendly feature.

ecofriendly led

no ecofriendly led
The eco-friendly feature is disabled by default.
Global Configuration

When the eco-friendly feature is enabled, a change in port status will not affect the display of
the associated LED. When the eco-friendly feature is disabled and power is returned to port
LEDs, the LEDs will correctly show the current state of the ports.

For an example of how to configure a trigger to enable the eco-friendly feature, see “Turn Off
Power to Port LEDs” on page 82.7.

To enable the eco-friendly feature which turns off power to all port LEDs, use the following
commands:

awplus# configure terminal

awplus (config)# ecofriendly led

To disable the eco-friendly feature, use the following command:
awplus# configure terminal

awplus (config)# no ecofriendly led

show ecofriendly

C613-50022-01 REV B
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hostname

This command sets the name applied to the device as shown at the prompt. The hostname is:

m  displayed in the output of the show system command
m  displayed in the CLI prompt so you know which device you are configuring

m  stored in the MIB object sysName
Use the no variant of this command to reset the hostname to the default (awplus).

Use the no variant of this command to revert the hostname setting to its default (awplus).

Syntax hostname <hostname>

no hostname [<hostname>]

Parameter Description

<hostname> Specifies the network name of the system.

Default The default hostname is awplus.
Mode Global Configuration

Usage To specify or modify the host name, use the hostname global configuration command. The host
name is used in prompts and default configuration filenames.

The name must also follow the rules for ARPANET host names. The name must start with a
letter; end with a letter or digit, and use only letters, digits, and hyphens. Refer to RFC 1035.

Example To set the system name to HQ-Sales, use the command:
awplus# configure terminal

awplus (config)# hostname HQ-Sales

This changes the prompt to:

HQ-Sales (config)#
To revert to the default hostname awplus, use the command:
awplus# configure terminal

awplus (config)# no hostname

This changes the prompt to:

awplus (config)#

Related Commands  show system
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Syntax

Syntax

Default

Mode

Examples

max-fib-routes

This command now enables you to control the maximum number of FIB routes configured. It
operates by providing parameters that enable you to configure preset maximums and warning
message thresholds. The operation of these parameters is explained in the Parameter /
Descriptions table shown below.

Note To set static routes, use the max-static-routes command on page 8.14.

Al

Use the no variant of this command to set the maximum number of fib routes to the default of
4294967294 fib routes.

max-fib-routes <1-4294967294>

no max-fib-routes

max-fib-routes <1-4294967294> [<l—100>|warning—only]

no max-fib-routes

Parameter Description

max-fib-routes  Thisis a the maximum number of routes that can be stored in
Forwarding Information dataBase. In practice, other practical system
limits would prevent this maximum being reached.

<1-4294967294> The allowable configurable range for setting the maximum number
of FIB-routes.

<1-100> This parameter enables you to optionally apply a percentage value.
This percentage will be based on the maximum number of FIB
routes you have specified. This will cause a warning message to
appear when your routes reach your specified percentage value.
Routes can continue to be added until your configured maximum
value is reached.

warning-only This parameter enables you to optionally apply a warning message.
If you set this option a warning message will appear if your
maximum configured value is reached. Routes can continue to be
added until your switch reaches either the maximum capacity value
of 4294967294, or a practical system limit.

The default number of fib routes is the maximum number of fib routes (4294967294).
Global Configuration

To set the maximum number of dynamic routes to 2000 and warning threshold of 75%, use the
following commands:

awplus# config terminal

awplus (config)# max-fib-routes 2000 75

C613-50022-01 REV B
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max-static-routes

Use this command to set the maximum number of static routes, excluding FIB (Forwarding
Information Base) routes. Note that FIB routes are set and reset using max-fib-routes.

Use the no variant of this command to set the maximum number of static routes to the default
of 1000 static route.

Note To set dynamic FIB routes, use the max-fib-routes command on page 8.13.

A

Syntax max-static-routes <1-1000>

no max-static-routes
Default  The default number of static routes is the maximum number of static routes (1000).
Mode Global Configuration

Example To reset the maximum number of static routes to the default maximum, use the command:

awplus# configure terminal

awplus (config)# no max-static-routes

Note Static routes are applied before adding routes to the RIB (Routing Information Base).
%EJ Therefore, rejected static routes will not appear in the running config.

Related Commands max-fib-routes
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Syntax

Mode

Example

Related Commands

no debug all

This command disables the debugging facility for all features on your device. This stops the
device from generating any diagnostic debugging messages.

The debugging facility is disabled by default.

no debug all [dotlx|nsm|ospf|vrrp]

Parameter Description

dotlx Turns off all debugging for IEEE 802.1X port-based network access-control.
nsm Turns off all debugging for the NSM (Network Services Module).

ospf Turns off all debugging for OSPF (Open Path Shortest First).

vrrp Turns off all debugging for VRRP (Virtual Router Redundancy Protocol).

Global Configuration and Privileged Exec

To disable debugging for all features, use the command:

awplus# no debug all

To disable all 802.1X debugging, use the command:

awplus# no debug all dotlx

To disable all NSM debugging, use the command:

awplus# no debug all nsm

To disable all OSPF debugging, use the command:

awplus# no debug all ospf

To disable all VRRP debugging, use the command:

awplus# no debug all vrrp

undebug all

C613-50022-01 REV B
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reboot

This command halts and performs a cold restart (also known as reboot or reload) on either a
specific card or on the device. It displays a confirmation request before restarting.

Syntax reboot [card <1-12>]

reload [card <1-12>]

Parameter Description
card Restart the specified line card or Control Fabric Card.
<1-12> The slot number of the card to be restarted.

Mode  Privileged Exec
Usage The reboot and reload commands perform the same action.

Examples To restart the device, use the command:

awplus# reboot

reboot system? (y/n): vy

To restart the line card in slot |, use the command:

awplus# reboot card 1

reboot reboot card 1 system? (y/n): vy

If the specified card does not exist in the chassis, the command is rejected.

reload

This command performs the same function as the reboot command on page 8.16.
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show card
Use this command to display information about current and provisioned cards in the chassis.
Syntax show card

Mode  Privileged Exec

Examples  To display summary information about the line cards and Control Fabric Cards, use the
following commands:

awplus# show card

Output  Figure 8-1: Example output from the show card command

awplus# show card

Slot Card Type State

1 AT-SBx81GP24 Online

2 AT-SBx81XS6 Online

3 AT-SBx81GP24 Online

4 - -

5 AT-SBx81CFC400 Online (Active)

6 AT-SBx81CFC400 Online (Standby)

7 AT-SBx81GS24a Online

8
9

10 - -
11 AT-SBx81GT24 Online
12 AT-SBx81GS24a Online

Table 8-1: Parameters in the output of the show card command

Parameter Description
Slot The chassis slot number of the slot the card is installed in.
Card Type The product name of the card installed in the slot. If no card is

installed, but one has been provisioned, then the provisioned board
class is displayed, for example “11£-24" If no card has been
installed or provisioned then “~" is displayed.
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Related Commands

Table 8-1: Parameters in the output of the show card command

Parameter

Description

State

The current state of the card. One of the following:

Booting The card is currently loading its software
release.

Initializing The card has loaded its software release and is
currently initializing software processes.

Joining The card is communicating with other cards and
is currently in the process of joining the chassis.

Syncing The standby Control Fabric Card is running a

Firmware different software release to the active Control
Fabric Card. This software is being automatically
upgraded, so that the Control Fabric Card can
fully join the chassis.

Configuring  The chassis configuration is currently being
applied to the card.

Syncing The standby Control Fabric Card has just joined
and is now configured, but it is still synchronizing
dynamic protocol information from the active
Control Fabric Card.

Online The card is fully operational.

Provisioned  The slotis pre-configured for the insertion of a

card at a later time.

In addition, the Control Fabric Cards will also display in brackets
Active or Standby, depending on whether they are the active or
standby Control Fabric Card.

show provisioning
show system
show tech-support
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Syntax
Mode

Example

Output

Related Commands

show clock

This command displays the system'’s current configured local time and date. It also displays
other clock related information such as timezone and summertime configuration.

For information on output options, see “Controlling “show” Command Output” on

page 1.35.
show clock

User Exec and Privileged Exec

To display the system’s current local time, use the command:

awplus# show clock

Figure 8-2: Example output from the show clock command for a switch using New Zealand

time

Timezone: NZST

Summer time starts:

Summer time offset:

Local Time: Mon, 6 Aug 2007 13:56:06 +1200
UTC Time: Mon, 6 Aug 2007 01:56:06 +0000

Timezone Offset: +12:00

Summer time zone: NZDT

Last Sunday in September at 02:00:00
Summer time ends: First Sunday in April at 02:00:00

60 mins

Summer time recurring: Yes

Table 8-2: Parameters in the output of the show clock command

Parameter

Description

Local Time

Current local time.

UTC Time

Current UTC time.

Timezone

The current configured timezone name.

Timezone Offset

Number of hours offset to UTC.

Summer time zone

The current configured summertime zone name.

Summer time starts

Date and time set as the start of summer time.

Summer time ends

Date and time set as the end of summer time.

Summer time offset

Number of minutes that summer time is offset from the
system'’s timezone.

Summer time
recurring

Whether the device will apply the summer time settings every
year or only once.

clock set

clock summer-time date
clock summer-time recurring
clock timezone
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show cpu

This command displays a list of running processes with their CPU utilization.

For information on output options, see “Controlling “show” Command Output” on
page 1.35.

Syntax show cpu [<1-12>] [sort {thrds|pri|sleep|runtime}]

Parameter Description

<1-12> The line card or Control Fabric Card to display output for.

sort Whether to sort the list by a specified field. If you do not specify this,
then the list is sorted by percentage CPU utilization.
thrds The list is sorted by the number of threads.
pri The list is sorted by the process priority.
sleep The list is sorted by the average time sleeping.
runtime The list is sorted by the runtime of the process.

Mode  User Exec and Privileged Exec

Examples  To show the CPU utilization of current processes, sorting them by the number of threads the
processes are using, use the command:

awplus# show cpu sort thrds
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Output

Figure 8-3: Example output from the show cpu command

Card 5:

CPU averages:

1 second: 5%, 20 seconds: 0%, 60 seconds: 0%
System load averages:
1 minute: 0.00, 5 minutes: 0.00, 15 minutes: 0.00
Current CPU load:
userspace: 4%, kernel: 1%, interrupts: 0% iowaits: 0%
user processes
pid name thrds cpu% pri state sleep% runtime
1532 hostd 1 1.9 20 run 0 103
1113 exfx 18 0.9 20 sleep 0 3374
1225 aisexec 44 0.9 -2 sleep 0 2290
1630 mstpd 1 0.9 20 sleep 0 86
1 init 1 0.0 20 sleep 0 799
6149 sh 1 0.0 20 sleep 0 0
6150 corerotate 1 0.0 20 sleep 0 0
801 syslog-ng 1 0.0 20 sleep 0 287
807 klogd 1 0.0 20 sleep 0 1
858 inetd 1 0.0 20 sleep 0 21
868 portmap 1 0.0 20 sleep 0 0
879 crond 1 0.0 20 sleep 0 1
1038 openhpid 10 0.0 20 sleep 0 161
1057 hpilogd 1 0.0 20 sleep 0 0
1147 stackd 1 0.0 20 sleep 0 10
1170 hsl 1 0.0 20 sleep 0 1
1258 rpc.statd 1 0.0 20 sleep 0 0
1262 rpc.statd 1 0.0 20 sleep 0 0
1268 rpc.mountd 1 0.0 20 sleep 0 0
1361 automount 1 0.0 20 sleep 0 84
1395 ntpd 1 0.0 20 sleep 0 18
1440 authd 1 0.0 20 sleep 0 89
1483 cntrd 1 0.0 20 sleep 0 89
1509 epsrd 1 0.0 20 sleep 0 90
1560 imi 1 0.0 20 sleep 0 87
1581 irdpd 1 0.0 20 sleep 0 90
1603 lacpd 1 0.0 20 sleep 0 86
1653 nsm 1 0.0 20 sleep 0 111
1678 ospfd 1 0.0 20 sleep 0 89
1700 pdmd 1 0.0 20 sleep 0 88
1722 pimd 1 0.0 20 sleep 0 87
1743 ripd 1 0.0 20 sleep 0 90
1786 rmond 1 0.0 20 sleep 0 91
1798 sshd 1 0.0 20 sleep 0 0
1905 atlgetty 1 0.0 20 sleep 0 0
1906 getty 1 0.0 20 sleep 0 0
kernel threads
pid name cpu$% pri state sleep$% runtime
87 aio/0 0.0 15 sleep 0 0
5 events/0 0.0 15 sleep 0 575
673 fsl-cpm-spi.l 0.0 15 sleep 0 0
58 kblockd/O0 0.0 15 sleep 0 0
6 khelper 0.0 15 sleep 0 1
667 kmmcd 0.0 15 sleep 0 0
3 ksoftirgd/0 0.0 15 sleep 0 78
86 kswapdO 0.0 15 sleep 0 0
2 kthreadd 0.0 15 sleep 0 0
989 loop0 0.0 0 sleep 0 16
648 mtdblockd 0.0 15 sleep 0 5
84 pdflush 0.0 20 sleep 0 0
732 rpciod/0 0.0 15 sleep 0 0
689 wl_control 0.0 15 sleep 0 2
4 watchdog/0 0.0 -100 sleep 0 0
768 jffs2_gcd_mtd0 0.0 30 sleep 0 5
1264 lockd 0.0 20 sleep 0 0
1265 nfsd 0.0 20 sleep 0 130
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Card 6:

CPU averages:

1 second: 12%, 20 seconds: 2%, 60 seconds: 2%
System load averages:

1 minute: 0.03, 5 minutes: 0.02, 15 minutes: 0.00
Current CPU load:

userspace: 6%, kernel: 4%, interrupts: 1% iowaits: 0%

user processes

pid name thrds cpu% pri state sleep% runtime
1544 hostd 1 2.8 20 run 0 120
1166 exfx 17 1.8 20 sleep 0 3846
1198 stackd 1 0.9 20 sleep 0 459
1284 aisexec 44 0.9 -2 sleep 0 2606
1 init 1 0.0 20 sleep 0 120
9772 sh 1 0.0 20 sleep 0 0
9773 corerotate 1 0.0 20 sleep 0 0
853 syslog-ng 1 0.0 20 sleep 0 356
859 klogd 1 0.0 20 sleep 0 1
910 inetd 1 0.0 20 sleep 0 3
920 portmap 1 0.0 20 sleep 0 0
931 crond 1 0.0 20 sleep 0 1
1090 openhpid 11 0.0 20 sleep 0 233
1111 hpilogd 1 0.0 20 sleep 0 0
1240 hsl 1 0.0 20 sleep 0 79
1453 authd 1 0.0 20 sleep 0 85
1497 cntrd 1 0.0 20 sleep 0 2
1520 epsrd 1 0.0 20 sleep 0 56
1571 imi 1 0.0 20 sleep 0 275
1594 irdpd 1 0.0 20 sleep 0 23
1617 lacpd 1 0.0 20 sleep 0 87
1638 mstpd 1 0.0 20 sleep 0 75
1662 nsm 1 0.0 20 sleep 0 163
1685 ospfd 1 0.0 20 sleep 0 35
1708 pdmd 1 0.0 20 sleep 0 23
1729 pimd 1 0.0 20 sleep 0 32
1751 ripd 1 0.0 20 sleep 0 33
1797 rmond 1 0.0 20 sleep 0 64
1963 ntpd 1 0.0 20 sleep 0 15
2102 atlgetty 1 0.0 20 sleep 0 0
2712 rpc.statd 1 0.0 20 sleep 0 0
2716 rpc.statd 1 0.0 20 sleep 0 0
2722 rpc.mountd 1 0.0 20 sleep 0 0
2821 automount 1 0.0 20 sleep 0 82
2892 ntpd 1 0.0 20 sleep 0 17
2912 sshd 1 0.0 20 sleep 0 0
9774 login 1 0.0 20 sleep 0 2
12689 more 1 0.0 20 sleep 0 0
Table 8-3: Parameters in the output of the show cpu command
Parameter Description
Card The line card or Control Fabric Card output being displayed.
CPU averages Average CPU utilization for the periods stated.
System load The average number of processes waiting for CPU time for the
averages periods stated.

Current CPU load Current CPU utilization specified by load types.

pid |dentifier number of the process.

name A shortened name for the process
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Table 8-3: Parameters in the output of the show cpu command(cont.)

Parameter Description

thrds Number of threads in the process.

cpu% Percentage of CPU utilization that this process is consuming.
pri Process priority state.

state Process state; one of “run”, “sleep”, "zombie”, and "dead”.
sleep% Percentage of time that the process is in the sleep state.
runtime The time that the process has been running for; measured in jiffies.

A jiffy is the duration of one tick of the system timer interrupt.

Related Commands  show memory
show memory allocations
show memory history
show memory pools
show process

Software Reference for SwitchBlade® x8100 Series Switches
C613-50022-01 REV B AlliedWare Plus™ Operating System - Version 5.4.2 8.23



System Configuration and Monitoring Commands m Aﬁied '{elzsis

show cpu history

This command prints a graph showing the historical CPU utilization.

For information on output options, see “Controlling “show” Command Output” on
page 1.35.

Syntax show [<I-12>]cpu history

Parameter Description

<1-12> The line card or Control Fabric Card to display output for.

Mode  User Exec and Privileged Exec

Usage This command's output displays three graphs of the percentage CPU utilization:

m  per second for the last minute, then
m  per minute for the last hour, then

m  per 30 minutes for the last 30 hours.
Examples  To display a graph showing the historical CPU utilization of the device, use the command:

awplus# show cpu history

To display the CPU utilization history graph for line card 3, use the command:

awplus# show 3 cpu history
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Output  Figure 8-4: Example output from the show cpu history command

Card 5:

Per second CPU load history

lo ER R R S S I I S R R R R I I R R I 2 R R R S R 2 I I 2 I I I 2 I I I I S R I I S S I 2 Rk S Ik 2
Oldes Newest
CPU load$% per second (last 60 seconds)
* = average CPU load$%

Per minute CPU load history

100 *+
+

20 + +

lo R R I I b S I I I b S R I S I I 2 I 2 2 R I I 2 R I b b S 2 b b b bk S I 2
Oldes Newest
CPU load% per minute (last 60 minutes)
* = average CPU load%, + = maximum

Per (30) minute CPU load history

lo * *
AU DU U DN DTN D DN DN D DU D B
Oldes Newest
CPU load$% per 30 minutes (last 60 values / 30 hours)
* = average, - = minimum, + = maximum

Related Commands show memory
show memory allocations
show memory pools
show process
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show debugging
This command displays information for all debugging options.

For information on output options, see “Controlling “show” Command Output” on
page 1.35.

Syntax show debugging
Default  This command runs all the show debugging commands in alphabetical order.
Mode  User Exec and Privileged Exec

Usage This command displays all debugging information, similar to the way the show tech-support
command displays all show output for use by Allied Telesis authorized service personnel only.

Example To display all debugging information, use the command:

awplus# show debugging

Output  Figure 8-5: Example output from the show debugging command

awplus#show debugging

AAA debugging status:
Authentication debugging is off
Accounting debugging is off

% DHCP Snooping service is disabled

802.1X debugging status:

EPSR debugging status:
EPSR Info debugging is off
EPSR Message debugging is off
EPSR Packet debugging is off
EPSR State debugging is off
IGMP Debugging status:
IGMP Decoder debugging is off
IGMP Encoder debugging is off

Related Commands show debugging aaa
show debugging dotl1x
show debugging epsr
show debugging igmp
show debugging ip dns forwarding
show debugging lacp
show debugging lldp
show debugging mstp
show debugging ospf
show debugging pim sparse-mode
show debugging radius
show debugging rip
show debugging snmp
show debugging vrrp
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show ecofriendly

This command displays the switch’s eco-friendly configuration status.
Syntax show ecofriendly
Mode  Privileged Exec

Example To display the switch's eco-friendly configuration status, use the following command:

awplus# show ecofriendly

Output  Figure 8-6: Example output from the show ecofriendly command

awplus#show ecofriendly
Front panel LEDs normal

Figure 8-7: Example output from the show ecofriendly command if the eco-switch button has been used to
override the configuration set with the ecofriendly led command

awplus#show ecofriendly
Front panel LEDs normal (configuration overridden by eco button)

Table 8-4: Parameters in the output of the show ecofriendly command

Parameter Description

normal The eco-friendly feature is disabled and port LEDs show
the current state of the ports. This is the default setting.

off The eco-friendly feature is enabled and power to the port
LED:s is disabled.

normal (configuration [Ihe eco-friendly feature has been disabled with the

overridden by eco eco-switch button, overriding the configuration set with

button) the ecofriendly led command. The port LEDs show the
current state of the ports.

off (configuration The eco-friendly feature has been enabled with the

overridden by eco eco-switch button, overriding the configuration set with

button) the ecofriendly led command. Power to the port LEDs is
disabled.

Related Commands ecofriendly led
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Syntax

Mode

Example

Output

show interface memory

This command displays the shared memory used by either all interfaces, or the specified
interface or interfaces. The output is useful for diagnostic purposes by Allied Telesis authorized
service personnel.

For information on output options, see “Controlling “show” Command Output” on

page 1.35.

show interface memory

show interface <port-1list> memory

Parameter

Description

<port-1ist> The portsto display information about. The port list can be:

m aswitch port (e.g. portl.2.12) a static channel group (e.g. sa3)
or a dynamic (LACP) channel group (e.g. po3)

m 2 continuous range of ports separated by a hyphen,
egportl.1.1-1.1.24,orsal-2,orpol-4

m 2 comma-separated list of ports and port ranges,
egportl.l.1,portl.1.4-1.2.24. Do not mix switch
ports, static channel groups, and dynamic (LACP) channel groups in

the same list

User Exec and Privileged Exec

To display the shared memory used by all interfaces, use the command:

awplus# show interface memory

To display the shared memory used by portl.1.1 andportl.1.5 to portl.l1.8,
use the command:

awplus# show interface portl.l.1,portl.1.5-1.1.8 memory

Figure 8-8: Example output from the show interface <port-list> memory command

awplus#sho interface portl.2.1,portl.2.5-1.2.12 memory
Vlan blocking state shared memory usage

Interface shmid Bytes Used nattch Status
portl.2.1 589842 512 1

portl.2.5 688149 512 1

portl.2.6 327690 512 1

portl.2.7 786456 512 1

portl.2.8 753687 512 1

portl.2.9 819225 512 1

portl.2.10 720918 512 1

portl.2.11 884763 512 1

portl.2.12 851994 512 1
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Related Commands

Figure 8-9: Example output from the show interface memory command

awplus#sho interface memory
Vlan blocking state shared memory usage

Interface shmid Bytes Used nattch Status
portl.1.1 491535 512 1
portl.1.2 393228 512 1
portl.1.3 557073 512 1
portl.l.4 524304 512 1
portl.2.1 589842 512 1
portl.2.2 360459 512 1
portl.2.3 655380 512 1
portl.2.4 622611 512 1
portl.2.5 688149 512 1
portl.4.21 1998909 512 1
portl.4.22 2031678 512 1
portl.4.23 2064447 512 1
portl.4.24 2097216 512 1
eth0 425997 512 1
lo 458766 512 1

show interface brief

show interface status

show interface switchport
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show memory

This command displays the memory used by each process that is currently running

For information on output options, see “Controlling “show” Command Output” on
page 1.35.

Syntax show memory [<1-12>] [sort {size|peak]|stk}]

Parameter Description
<1-12> Specify the line card or Control Fabric Card number.
sort Changes the sorting order for the list of processes. If you do not specify

this, then the list is sorted by percentage memory utilization.

size Sorts the list by the amount of memory the process is currently using.
peak Sorts the list by the peak amount of memory the process has ever used.
stk Sorts the list by the stack size of the process.

Mode  User Exec and Privileged Exec

Example To display the memory used by the current running processes, use the command:

awplus# show memory

Output  Figure 8-10: Example output from the show memory command

awplus#show memory
Card 5:
RAM total: 513512 kB; free: 413848 kB; buffers: 9440 kB

user processes

pid name mem% size(kB) peak(kB) data (kB) stk (kB)
1520 exfx 3.4 17612 158352 8692 1060
1988 corosync 3.3 16964 17704 1740 668
1513 nsm 1.1 6160 13912 3304 136
1517 imi 1.1 5936 13084 3044 140
1522 hsl 0.7 3864 11292 1808 136
1551 authd 0.7 3764 10800 1916 136
1556 mstpd 0.7 3792 10592 1932 136
1574 11dpd 0.7 3664 10528 1900 136
1586 ripd 0.7 3652 10424 1920 136
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Table 8-5: Parameters in the output of the show memory command

Parameter Description

Card The line card or Control Fabric Card output being displayed
RAM total Total amount of RAM memory free.

free Available memory size.

buffers Memory allocated kernel buffers.

pid Identifier number for the process.

name Short name used to describe the process.

mems$ Percentage of memory utilization the process is currently using.
size Amount of memory currently used by the process.

peak Greatest amount of memory ever used by the process.
data Amount of memory used for data.

Related Commands show memory allocations
show memory history
show memory pools
show memory shared
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show memory allocations

This command displays the memory allocations used by processes.

For information on output options, see “Controlling “show” Command Output” on
page 1.35.

Syntax show memory allocations [<process>]

Parameter Description

<process> Displays the memory allocation used by the specified process.

Mode  User Exec and Privileged Exec

Examples To display the memory allocations used by all processes on your device, use the command:

awplus# show memory allocations

Output  Figure 8-11: Example output from the show memory allocations command

awplus#show memory allocations
Memory allocations for imi

Current 15093760 (peak 15093760)

Statically allocated memory:

- binary/exe : 1675264
- libraries : 8916992
- bss/global data : 2985984
- stack : 139264
Dynamically allocated memory (heap):
- total allocated : 1351680
- in use : 1282440
- non-mmapped : 1351680
- maximum total allocated : 1351680
- total free space : 69240
- releasable : 68968
- space in freed fastbins : 16
Context
filename:1line allocated freed
+ lib.c:749 484

Table 8-6: Parameters in the output from the show memory allocations command

Parameter Description

name Short name used to describe the process.

pid Identifier number for the process.

size Amount of memory in kB used by the process.

peak The peak amount of memory in kB ever used by the process.
data Amount of memory used for data.
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Related Commands show memory
show memory history
show memory pools
show memory shared
show tech-support
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show memory history

This command prints a graph showing the historical memory usage.

For information on output options, see “Controlling “show” Command Output” on
page 1.35.

Syntax show memory history [<I1-12>]

Parameter Description

<1-12> Specify the line card or Control Fabric Card number.

Mode  User Exec and Privileged Exec

Usage This command's output displays three graphs of the percentage memory utilization:

m  persecond for the last minute, then
m  per minute for the last hour, then

m  per 30 minutes for the last 30 hours.
Examples  To show a graph displaying the historical memory usage, use the command:

awplus# show memory history

To show a graph displaying the historical memory usage for line card 3, use the command:

awplus# show memory history 3
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Output

Figure 8-12: Example output from the show memory history command

Card 5:

Per minute memory utilization history

Oldes
Memory utilization% per minute (last 60 minutes)
* = average memory utilisation$%.

N

ew

est

Card 6:

Per minute memory utilization history

100
90
80
70
60
50
40
EE I S I R R I R R I R I R S R R I
30
20
10
Oldes Newest
Memory utilization% per minute (last 60 minutes)
* = average memory utilisation$%.
Related Commands show memory allocations
show memory pools
show memory shared
show tech-support
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show memory pools

This command shows the memory pools used by processes.

For information on output options, see “Controlling “show” Command Output” on
page 1.35.

Syntax show memory pools [<process>]

Parameter Description

<process> Displays the memory pools used by the specified process.

Mode User Exec and Privileged Exec

Example To shows the memory pools used by processes, use the command:

awplus# show memory pools

Output  Figure 8-13: Example output from the show memory pools command

awplus#show memory pools
Memory pools for imi

Current 15290368 (peak 15290368)

Statically allocated memory:

- binary/exe : 1675264
- libraries : 8916992
- bss/global data : 2985984
- stack : 139264
Dynamically allocated memory (heap) :
- total allocated : 1548288
- in use : 1479816
- non-mmapped : 1548288
- maximum total allocated : 1548288
- total free space : 68472
- releasable : 68200
- space in freed fastbins : 16

Table 8-7: Parameters in the output from the show memory pools command

Parameter Description

name Short name used to describe the process.

pid |dentifier for the process.

size Amount of memory in kB used by the process.

peak Peak amount of memory in kB ever used by the process.
data Amount of memory in kB used for data.
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Related Commands show memory allocations
show memory history
show tech-support
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Syntax
Mode

Example

Output

Related Commands

show memory shared

This command displays shared memory allocation information. The output is useful for
diagnostic purposes by Allied Telesis authorized service personnel.

For information on output options, see “Controlling “show” Command Output” on
page 1.35.

show memory shared
User Exec and Privileged Exec

To display information about the shared memory allocation used on the switch, use the
command:

awplus# show memory shared

Figure 8-14: Example output from the show memory shared command

awplus#show memory shared
Shared Memory Status
Segment allocated =
Pages allocated = 39
Pages resident =

Shared Memory Limits

Maximum number of segments = 4096
Maximum segment size (kbytes) = 32768
Maximum total shared memory (pages) = 2097152
Minimum segment size (bytes) =1

show memory allocations
show memory history
show memory sort

8.38

Software Reference for SwitchBlade® x8100 Series Switches
AlliedWare Plus™ Operating System - Version 5.4.2 C613-50022-01 REV B



AV Allied Telesis

System Configuration and Monitoring Commands

show process

This command lists a summary of the current running processes.

For information on output options, see “Controlling “show” Command Output” on

page 1.35.
Syntax show process [<1-12>] [sort {cpu|mem}]
Parameter Description
<1-12> The line card or Control Fabric Card to display output for.
sort Changes the sorting order for the list of processes.
cpu Sorts the list by the percentage of CPU utilization.
mem Sorts the list by the percentage of memory utilization.
Mode  User Exec and Privileged Exec
Example To display a summary of the current running processes on line card 3, use the command:
awplus# show process 3
Output  Figure 8-15; Example output from the show process command
Card 5:
CPU load for 1 minute: 0%; 5 minutes: 3%; 15 minutes: 0%
RAM total: 514920 kB; free: 382600 kB; buffers: 16368 kB

3 events/0 0 10

user processes

pid name thrds cpu% mem% pri state sleep%
962 pss 12 0 6 25 sleep 5
1 init 1 0 0 25 sleep 0
797 syslog-ng 1 0 0 16 sleep 88
kernel threads
pid name cpu% pri state sleep%
71 aio/O0 0 20 sleep O

sleep 98

Table 8-8: Parameters in the output from the show process command

Parameter

Description

Card

The line card or Control Fabric Card output being displayed.

CPU load
RAM total

Average CPU load for the given period.

Total memory size.

free

Available memory.

Software Reference for SwitchBlade® x8100 Series Switches

C613-50022-01 REV B

AlliedWare Plus™ Operating System - Version 5.4.2 8.39




System Configuration and Monitoring Commands m Aﬁied '{elzsis

Table 8-8: Parameters in the output from the show process command

Parameter Description

buffers Memory allocated to kernel buffers.

pid |dentifier for the process.

name Short name to describe the process.

thrds Number of threads in the process.

cpu% Percentage of CPU utilization that this process is consuming.
mems$ Percentage of memory utilization that this process is consuming.
pri Process priority.

state Process state; one of “run”, “sleep”, “stop”, “zombie”, or “dead”.
sleep% Percentage of time the process is in the sleep state.

Related Commands show cpu
show cpu history
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Syntax

Mode

Examples

failure!

2010-08-29 20:
2010-08-29 08:

2010-08-29 08:
2010-08-25 22:
2010-08-25 20:
2010-08-25 20:
2010-08-25 20:

show reboot history

Use this command to display the switch's reboot history.
show reboot history
User Exec and Privileged Exec

To show the reboot history, use the command:

awplus# show reboot history

Figure 8-16: Example output from the show reboot history command

40:23 (Unexpected) System reboot

26:26 (Unexpected) Rebooting due to critical process (network/nsm)

01:56 (Unexpected) System reboot

00:17 (Expected) CLI (user request)
45:23 (Expected) CLI (user redquest)
30:50 (Expected) CLI (user request)

28:04 (Unexpected) System reboot

Related Commands

Table 8-9: Parameters in the output from the show reboot history command

Parameter Description

Unexpected Reboot is counted by the continuous reboot prevention
feature if the reboot event occurs in the time period specified
for continuous reboot prevention.

Expected Reboot is not counted by continuous reboot prevention
feature.
user request User initiated reboot via the CLI.

show tech-support

C613-50022-01 REV B
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show router-id

Use this command to show the Router ID of the current system.

For information on output options, see “Controlling “show” Command Output” on
page 1.35.

Syntax show router-id
Mode  User Exec and Privileged Exec

Example To display the Router ID of the current system, use the command:

awplus# show router-id

Output  Figure 8-17: Example output from the show router-id command

awplus>show router-id
Router ID: 10.55.0.2 (automatic)
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Syntax
Mode

Examples

Output

show system

This command displays general system information about the device, including the hardware
installed, memory, and software versions loaded. It also displays location and contact details

when these have been set.

For information on output options, see “Controlling ‘

page 1.35.
show system
User Exec and Privileged Exec

To display the system information, use the command:

awplus# show system

‘show” Command Output” on

Figure 8-18: Example output from the show system command

Board D
Chassis 315
Blade 317
Blade 353
Blade 317
Controller 316
Controller 316
Blade 352
Blade 351
Blade 352
PSU 319

Fan module 321

RAM: Total:

Flash:

Uptime

Build date

System Name
awplus
System Contact

Bootloader version

Current software
Software version

Current boot config:
User Configured Territory: usa

System Location

awplus#show system
Switch System Status

Bay Board Name
AT-SBx8112
Bayl AT-SBx81GP24
Bay2 AT-SBx81XS6
Bay3 AT-SBx81GP24
Bay5 AT-SBx81CFC400
Bay6 AT-SBx81CFC400
Bay7 AT-SBx81GS24a
Bayll AT-SBx81GT24
Bayl2 AT-SBx81GS24a
PSU4 AT-SBxXPWR-SYS/AC
PSU5 AT-SBxFAN12

365932 kB
121.2MB Available:

Normal
0 days 00:03:26
2.0.7-devel

SBx8100-5.4.2.rel
5.4.2
Fri Mar 30 14:53:19 NzDT 2012

flash:/default.cfg (file exists)

Fri Mar 30 02:44:10 2012

Rev Serial number
E-0 A042764112500070
D-0 A042774112800031
X8-0 A045624113500003
D-0 AQ042774112700005
F-0 A042854111300027
F-0 A042854111300029
c-1 A042824112400004
B-1 A044024110900001
c-1 A042824104600004
A-0 -

E-0 A042844112400016

513436 kB Free:
126 .0MB Used:

Environment Status

Related Commands

show card
show system environment
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Syntax
Mode

Example

show system environment

This command displays the current environmental status of your device and any attached PSU,
XEM, or other expansion option. The environmental status covers information about
temperatures, fans, and voltage.

For information on output options, see “Controlling “show” Command Output” on
page 1.35.

show system environment
User Exec and Privileged Exec

To display the system’s environmental status, use the command:

awplus# show system environment

8.44
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Output

Figure 8-19: Example output from the show system environment command

awplus#show system environment

Active Controller 5:

Overall Status: Normal

Resource ID: 1 ©Name: PSU Bay A ()

ID Sensor (Units) Reading Low Limit High Limit Status
1 Device Present No - - Ok
2 Fan/Temperature Fault No - - Ok
3 PSU Power Output No - - Ok
4 PSU Power Input No - - ok
Resource ID: 2 Name: PSU Bay B ()

ID Sensor (Units) Reading Low Limit High Limit Status
1 Device Present No - - ok
2 Fan/Temperature Fault No - - Ok
3 PSU Power Output No - - Ok
4 PSU Power Input No - - Ok
Resource ID: 3 ©Name: PSU Bay C ()

ID Sensor (Units) Reading Low Limit High Limit Status
1 Device Present No - - Ok
2 Fan/Temperature Fault No - - Ok
3 PSU Power Output No - - Ok
4 PSU Power Input No - - ok
Resource ID: 4 DName: PSU Bay D (AT-SBxPWR-SYS/AC)

ID Sensor (Units) Reading Low Limit High Limit Status
1 Device Present Yes - - ok
2 Fan/Temperature Fault No - - Ok
3 PSU Power Output Yes - - Ok
4 PSU Power Input Yes - - Ok
Resource ID: 5 ©Name: Fan Tray Slot (AT-SBxXFAN)

ID Sensor (Units) Reading Low Limit High Limit Status
1 Device Present Yes - - Ok
2 Fan/Temperature Fault No - - Ok
Resource ID: 6 Name: AT-SBx81CFC

ID Sensor (Units) Reading Low Limit High Limit Status
1 Voltage: 2.5V (Volts) 2.487 2.344 2.865 ok
2 Voltage: Battery (Volts) 3.023 2.700 3.586 Ok
3 Voltage: 3.3V (Volts) 3.283 2.973 3.627 Ok
4 Voltage: 1.0V (Volts) 0.984 0.900 1.097 Ok
5 Temp: Internal (Degrees C) 41 78 (Hyst) 80 Ok
Resource ID: 14 Name: AT-SBxXFAN

ID Sensor (Units) Reading Low Limit High Limit Status
1 Fan: Fan 1 (Rpm) 2967 82 - ok
2 Fan: Fan 2 (Rpm) 2971 82 - Ok
3 Fan: Fan 3 (Rpm) 2950 82 - ok
4 Fan: Fan 4 (Rpm) 2939 82 - Ok
5 Temp: Temperature 1 (Degrees C) 31 -4 60 Ok
6 Temp: Temperature 2 (Degrees C) 31 -4 60 Ok
7 Temp: Temperature 3 (Degrees C) 30 -4 60 Ok

Related Commands show system
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show system interrupts

Use this command to display the number of interrupts for each IRQ (Interrupt Request) used
to interrupt input lines on a PIC (Programmable Interrupt Controller) on your switch.

For information on output options, see “Controlling “show” Command Output” on
page 1.35.

Syntax show system interrupts
Mode  User Exec and Privileged Exec

Example To display information about the number of interrupts for each IRQ in your device, use the
command:

awplus# show system interrupts

Output  Figure 8-20: Example output from the show system interrupts command

awplus#show system interrupts

Card 2 interrupts

CPUO

1: 15309126 orion_irg orion_tick
11: 3629476 orion_irqg ethl

29: 553 orion_irg mv6edxxx_i2c
33: 257 orion_irg serial

46: 1 orion_irg mv643xx_eth
113: 7 orion_gpio_irg mvPP
Err: 0

Card 12 interrupts

CPUO

1: 15194657 orion_irg orion_tick

11: 3774849 orion_irqg ethl

29: 267 orion_irg mv6edxxx_i2c
33: 263 orion_irg serial

46: 24111 orion_irg mv643xx_eth
78: 1081 orion_gpio_irg mvPP

98: 1 orion_gpio_irg XFP GPIO
99: 1 orion_gpio_irg XFP GPIO
100: 1 orion_gpio_irg XFP GPIO
101 1 orion_gpio_irg XFP GPIO
Err 0

Related Commands show system environment
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Syntax

Example

Output

show system pci device

Use this command to display the PCl devices on your switch.

For information on output options, see “Controlling “show” Command Output” on
page 1.35.

show system pci device Mode

User Exec and Privileged Exec

To display information about the PCI devices on your switch, use the command:

awplus# show system pci device

Figure 8-21: Example output from the show system pci device command

awplus#show system pci device

Card 2 PCI devices

CPUO

1: 15085452
11: 3747701
29: 267
33: 263
46: 24111
78: 1073
98: 1
99: 1
100: 1
101: 1
Err 0

orion_irg orion_tick

orion_irg ethl
orion_irg mv6edxxx_i2c
orion_irg serial
orion_irg mv643xx_eth

Card 12 PCI devices

00:00.0 Class 0580:
Subsystem:
bus master,

Flags:

Memory at <ignored> (64-bit,

orion_gpio_irg mvPP

orion_gpio_irg XFP GPIO

orion_gpio_irg XFP GPIO

orion_gpio_irg XFP GPIO

orion_gpio_irg XFP GPIO
1lab:6281 (rev 03)
llab:11ab

fast devsel, latency 0, IRQ 9

prefetchable)

Capabilities: [40] Power Management version 3
Capabilities: [50] Message Signalled Interrupts: 64bit+ Queue=0/0 Enable-
Capabilities: [60] #10 [0041]
00:01.0 Class 0580: 1llab:db81 (rev 01)
Subsystem: 1lab:1lab
Flags: bus master, fast devsel, latency 0, IRQ 9
Memory at c4000000 (64-bit, prefetchable) [size=1M]
Memory at c0000000 (64-bit, prefetchable) [size=64M]

Capabilities: [40] Power Management version 2
Capabilities: [50] Message Signalled Interrupts: 64bit+ Queue=0/0 Enable-
Capabilities: [60] #10 [0011]

Related Commands

show system environment
show system pci tree
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Syntax
Mode

Example

Output

Related Commands

show system pci tree

Use this command to display the PCl tree on your switch.

For information on output options, see “Controlling “show” Command Output” on
page 1.35.

show system pci tree
User Exec and Privileged Exec

To display information about the PCl tree on your switch, use the command:

awplus# show system pci tree

Figure 8-22: Example output from the show system pci tree command

awplus#show system pci tree

Card 2 PCI tree

-[00]-

Card 4 PCI tree

-[00]-

Card 5 PCI tree

-+-[01]1-+-00.0 1lab:7810
| \-01.0 1lab:dbll
\-[00]-+-00.0 1lab:7810

\-01.0 1lab:dbll

Card 6 PCI tree

-+-[01]1-+-00.0 1lab:7810
| \-01.0 1lab:dbll
\-[00]-+-00.0 1lab:7810

\-01.0 1lab:dbll

Card 10 PCI tree

-[00]-

Card 12 PCI tree

-[00]-+-00.0 1lab:6281
\-01.0 1lab:dbs8l

show system environment
show system pci device
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show system serialnumber

This command shows the serial number information for the switch.

For information on output options, see “Controlling “show” Command Output” on
page 1.35.

Syntax show system serialnumber
Mode  User Exec and Privileged Exec

Example To display the serial number information for the switch, use the command:

awplus# show system serialnumber

Output  Figure 8-23: Example output from the show system serialnumber command

awplus#show system serialnumber
45AX5300X
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Syntax

Default

Mode

Usage

show tech-support

The show tech-support command generates system and debugging information for the switch
and saves it to a file. You can optionally limit it to display only information for a given protocol.

The command generates a large amount of output and the output is saved into a file. The
output file name can be specified by the outfile option. If the output file already exists, a new
file name is generated with the current time stamp. Since output files may be too large for Flash
on the switch we recommend saving files to a USB storage device whenever possible to avoid
switch lockup.

If all is specified the command captures the full list of information of the device. If system is
specified the command captures general system information of the device.

For information on output options, see “Controlling “show” Command Output” on
page 1.35.

show tech-support [all] [outfile <filename>]

show tech-support {[dhcpsn] [epsr] [igmp] [ip] [ospf] [pim] [rip]
[stp] [system]}
[outfile <filename>]

Parameter Description

all Output full troubleshooting information for all protocols and the device.
dhcpsn Output only DHCP snooping specific troubleshooting information.
epsr Output only EPSR protocol specific troubleshooting information.
igmp Output only IGMP protocol specific troubleshooting information.
ip Output only IP protocol specific troubleshooting information.
ospf Output only OSPF protocol specific troubleshooting information.
pim Output only PIM protocol specific troubleshooting information.
rip Output only RIP protocol specific troubleshooting information.
stp Output only STP protocol specific troubleshooting information.
system Output general system (not protocol) troubleshooting information.
outfile Keyword used to specify the file name for the output file.

<filename> Placeholder used to specify the file name for the output file.

The show tech-support command by default captures all information for the switch.

By default the output is saved to the file ‘tech-support. txt.gz' in the current directory. If
this file already exists in the current directory then a new file is generated with the time stamp
appended to the file name, for example ‘tech-support20080109.txt.gz’, so the last
saved file is retained.

Privileged Exec

The show tech-support command is useful for collecting a large amount of information about
all protocols or specific protocols on your switch for troubleshooting purposes. The output of

8.50
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Examples

Output

this command can be provided to technical support representatives when reporting a problem.

To capture the full set of show output for the technical support, use the command:

awplus#t show tech-support

To capture the system technical support information, use the below command:

awplus# show tech-support system

The output of this command may include the result of the following commands:

show arp

show arp security

show arp security interface

show arp security statistics

show boot

show card

show counter dhcp-client

show counter dhcp-relay

show counter dhcp-server

show counter log

show counter mail

show counter ntp

show counter ping-poll

show counter snmp-server

show cpu

show cpu history

show diagnostic channel-group
show etherchannel

show etherchannel detail

show exception log

show interface

show interface brief

show ip dhcp snooping

show ip dhcp snooping acl

show ip dhcp snooping binding
show ip dhcp snooping interface
show ip dhcp snooping statistics
show ip igmp groups

show ip igmp interface

show ip igmp snooping mrouter vlanl (see the show ip igmp snooping mrouter command)
show ip interface

show ip ospf

show ip ospf database

show ip ospf interface

show ip ospf neighbor

show ip ospf route

show ip pim sparse-mode bsr-router
show ip pim sparse-mode interface detail
show ip pim sparse-mode mroute detail
show ip pim sparse-mode neighbor
show ip pim sparse-mode nexthop
show ip pim sparse-mode rp mapping
show ip route

show lacp-counter

show lacp sys-id

C613-50022-01 REV B
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show license

show log

show log permanent
show memory

show memory allocations
show memory history
show memory pools
show ntp associations
show ntp status

show platform

show platform port

show reboot history
show running-config
show spanning-tree

show startup-config

show static-channel-group
show system

show system environment
show users

show vlan brief (see the show vlan command)

show vrrp

8.52
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Syntax

Default

Mode

Usage

Example

Related Commands

speed (asyn)

This command changes the console speed from the switch. Note that a change in console
speed is applied for subsequent console sessions. Exit the current session to enable the console
speed change using the clear line console command.

speed <console-speed-in-bps>

Parameter Description

<console-speed-in-bps>  Console speed Baud rate in bps (bits per second).

1200 1200 Baud
1800 1800 Baud
2400 2400 Baud
9600 9600 Baud
19200 19200 Baud
38400 38400 Baud
57600 57600 Baud
115200 | 15200 Baud

The default console speed baud rate is | 15200 bps.
Line Configuration

This command is used to change the console (asyn) port speed. Set the console speed to
match the transmission rate of the device connected to the console (asyn) port on your switch.

To set the terminal console (asynO) port speed from the switch 1057600 bps, then exit the
session, and log in again to enable the change, use the commands:

awplus# configure terminal
awplus (config)# line console 0
awplus (config-line)# speed 57600
awplus (config-line)# exit
awplus (config)# exit

awplus# exit

The new console speed of 57600 bps is applied after exiting the session and before login.

awplus login:
Password:

awplus>

line

clear line console
show running-config
show startup-config
speed

C613-50022-01 REV B
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system territory
This command sets the territory of the system.
Use the no variant of this command to return the territory to its default setting of japan.

For information on output options, see “Controlling “show” Command Output” on
page 1.35.

Syntax system territory {australia|nz|europe|japan]|usa|china|korea}

no system territory

Parameter Description
australia Australia

nz New Zealand
europe Europe
japan Japan

usa USA

china China
korea Korea

Mode Global Configuration

Example To set the territory to USA, enter the command:

awplus (config)# system territory usa

Validation  show system
Commands
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Syntax

Default

Mode

Examples

Related Commands

terminal monitor
Use this command to display debugging output on a terminal.
To display the cursor after a line of debugging output, press the Enter key.

Use the command terminal no monitor to stop displaying debugging output on the terminal,
or use the timeout option to stop displaying debugging output on the terminal after a set time.

terminal monitor [<1-60>]

terminal no monitor

Parameter Description
<1-60> Set a timeout between | and 60 seconds for terminal output.
Disabled

Privileged Exec

To display debugging output on a terminal, enter the command:

awplus# terminal monitor

To specify timeout of debugging output after 60 seconds, enter the command:

awplus# terminal monitor 60

To stop displaying debugging output on the terminal, use the command:

awplus# terminal no monitor

All debug commands

undebug all

This command applies the functionality of the no debug all command.
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Sample Output

Introduction

AlliedWare Plus"™ has a comprehensive debugging and logging facility in various protocols and
components. This chapter describes how to start/stop debugging and logging. For detailed
descriptions of the commands used to configure logging, see Chapter 10, Logging Commands.

Debugging

Many protocols have debug commands. Debug commands, when used with the parameters,
log protocol-specific information. For example, using the debug mstp protocol command,
results in the device writing all debugging messages generated by the MSTP algorithm to the
logging system.

On using a debug command, the protocol continues to generate output until the N0 parameter
is used with the command. To specify where logging output is sent, and the level of events to
log, use the log commands in Chapter 10, Logging Commands.

Logging to terminal

To start debugging to the terminal:
Step 1: Turn on the debug options by using the relevant debug command.

Step 2: Run the terminal monitor command.

awplus> enable

awplus# configure terminal

awplus (config)# debug <protocol> (parameter)
awplus (config)# exit

awplus# terminal monitor

This is a sample output of the debug rsvp events command displayed on the terminal:

awplus#terminal monitor

Dec 2 16:41:49 localhost RSVP[6518]: RSVP: RSVP message sent to
10.10.23.60/32 via interface vlan2

Dec 2 16:41:57 localhost RSVP[6518]: RSVP: Received an RSVP message
of type RSVP Reservation from 192.168.0.60 via interface vlan2

Dec 2 16:41:57 localhost RSVP[6518]: RSVP: Received a RESV message
from 10.10.23.60/32

Turning off debugging

To turn off debugging, use the no debug or undebug command. When a protocol is
specified with the no debug or undebug commands, debugging is stopped for the specified
protocol. To stop all debugging, use the all parameter with these commands.

awplus#undebug all

9.2
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Debugging and Logging

Logging

Protocols generate important debugging messages by default, and send them to the logging
system. Additional more detailed messages can be generated by enabling debugging
(“Debugging” on page 9.2).

Messages can be filtered based on: the program that generated the message, the severity level
of the message, the type of facility that generated the message, substrings within the message
text. The severity levels in order are:

emergencies
alerts

critical

errors
warnings
notifications
informational

debugging

The facility categories are:

auth  Security/authorization messages

authpriv Security/authorization messages (private)
cron  Clock daemon

daemon  System daemons

ftp FTP daemon

kern  Kernel messages

Ipr Line printer subsystem

mail  Mail system

news  Network news subsystem

syslog  Messages generated internally by syslogd
user  Random user-level messages

uucp  UUCP subsystem

Log Outputs

The following types of logging output are available:

buffered
permanent
terminal
console
host

email

C613-50022-01 REV B
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Buffered log The buffered log is a file stored in RAM on the device. Because it is stored in RAM its content

does not survive a reboot of the device. A device can only have one instance of the buffered
log. The buffered log is enabled by default and has a filter to include messages with a severity
level of ‘notifications” and above. The buffered log can be enabled or disabled using the
commands:

awplus# configure terminal
awplus (config)# log buffered

awplus (config)# no log buffered

Additional filters can be added and removed using the commands described in log buffered
(filter) command on page 10.9:

awplus (config)# log buffered {facility|level |msgtext|program}
awplus (config)# no log buffered {facility|level|msgtext]

program}

The following log buffered commands are available:

show log Displays the entire contents of the buffered log

show log tail Displays the 10 most recent entries in the buffered log.

show log tail <10-250> Displays a specified number of the most recent entries
in the buffered log.

show log config Displays the configuration of all log outputs

log buffered size Specify the amount of memory the buffered log may
use.

clear log Remove the contents of the buffered log (and
permanent log if it exists)

clear log buffered Remove the contents of the buffered log only

default log buffered Restore the buffered log to its default configuration

9.4
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Permanent log The permanent log is a file stored in NVS on the device. This output type is only available on
devices that have NVS. The contents on the permanent log is retained over a reboot. A device
can only have one instance of the permanent log. The permanent log is enabled by default and
has a filter to include messages with a severity level of ‘warning’ and above. The permanent log

can be disabled using the command:
awplus# configure terminal

awplus (config)# no log permanent

Additional filters can be added and removed using the commands described in log permanent
(filter):

awplus# configure terminal

awplus (config)# log permanent {facility|level |msgtext|
program}

awplus (config)# no log permanent {facility|level |msgtext|
program}

Table 9-1: Permanent log commands

Command Description

show log permanent Display the entire contents of the permanent log

show log permanent tail Display the 10 most recent entries in the permanent

log

show log permanent tail Display a specified number of the most recent entries in

<10-250> the permanent log

show log config Display the configuration of all log outputs

log permanent size Specify the amount of memory the permanent log may
use

clear log Remove the contents of the buffered log and
permanent log

clear log permanent Remove the contents of the permanent log only

default log permanent Restore the permanent log to its default configuration

Host log A host log sends log messages to a remote syslog server: A device may have many syslog hosts
configured. To configure or remove a host use the commands:

awplus# configure terminal
awplus (config) # log host <ip-addr>9

awplus (config)# no log host <ip-addr>9

where <ip-addr> is the IP address of the remote syslog server

There are no default filters associated with host outputs when they are created. Filters can be
added and removed with the log host (filter) command on page 10.24.
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It is not possible to view the log messages sent to this type of output as they are not retained
on the device. They must be viewed on the remote device. The other host log commands are:

show log config Displays the configuration of all log outputs

log host time Adjust the time information in messages to a time zone other
than the one configured on this device

default log host Restores the device default settings for log sent to a remote

<ip-address> syslog server.

Email log An email log sends log messages to an email address. A device may have many email logs
configured. To configure or remove an email log use the commands:

configure terminal
log email <email-address>

no log email <email-address>

where <email-address> is the destination email address.

There are no default filters associated with email outputs when they are created. Filters can be
added and removed with the commands described in log email (filter):

configure terminal

log email <email-address> {facility|level|
msgtext |program}

no log email <email-address> {facility|
level |msgtext |program}

It is not possible to view the log messages sent to this type of output as they are not retained
on the device. They must be viewed by the email recipient.

The other email log commands are:

show log config Displays the configuration of all log outputs

log email time Adjust the time information in messages to a time zone other
than the one configured on this device

default log email Restoresthe device default settings for log messages sent to an
email address.

Note An email server and “from” address must be configured on the device in order for

email logs to work:
/E} m  mail from <email-address>

®  mail smtpserver <ip-address>

where the <email-address> is the ‘From:” field on the sent email, and the
<ip-address> is the email's destination SMTP server.

Email logs are sent in batches of approximately 20 messages and have the subject line "“Log
messages”
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Syntax

Mode

Example

Syntax

Mode

Example

Validation
Commands

Related Commands

Command List

This chapter provides an alphabetical reference of commands used to configure logging.

clear exception log

This command resets the contents of the exception log, but does not remove the associated
core files.

clear exception log

Privileged Exec

awplus# clear exception log

clear log

This command removes the contents of the buffered and permanent logs.
clear log
Privileged Exec

To delete the contents of the buffered and permanent log use the command:

awplus# clear log

show log

clear log buffered
clear log permanent

10.2
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Logging Commands

Syntax
Mode

Example

Validation
Commands

Related Commands

Syntax
Mode

Example

Validation
Commands

Related Commands

clear log buffered

This command removes the contents of the buffered log.
clear log buffered
Privileged Exec

To delete the contents of the buffered log use the following commands:

awplus# clear log buffered

show log

clear log
clear log permanent

clear log permanent

This command removes the contents of the permanent log.
clear log permanent
Privileged Exec

To delete the contents of the permanent log use the following commands:

awplus# clear log permanent

show log

clear log
clear log buffered
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Syntax
Default
Mode

Example

Validation
Commands

Related Commands

Syntax
Mode

Example

Validation
Commands

Related Commands

default log buffered

This command restores the default settings for the buffered log stored in RAM. By default the
size of the buffered log is 50 kB and it accepts messages with the severity level of “warnings”
and above.

default log buffered

The buffered log is enabled by default.

Global Configuration

To restore the buffered log to its default settings use the following commands:
awplus# configure terminal

awplus (config)# default log buffered

show log config

log buffered
log buffered size

default log console

This command restores the default settings for log messages sent to the terminal when a log
console command is issued. By default all messages are sent to the console when a log console
command is issued.

default log console

Global Configuration

To restore the log console to its default settings use the following commands:
awplus# configure terminal

awplus (config)# default log console

show log config

log console
log console (filter)

10.4
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Syntax

Mode

Example

Related Commands

Syntax

Mode

Example

Validation
Commands

Related Commands

default log email

This command restores the default settings for log messages sent to an email address. By
default no filters are defined for email addresses. Filters must be defined before messages will
be sent. This command also restores the remote syslog server time offset value to local (no
offset).

default log email <email-address>

Parameter Description

<email-address> 1he email address to send log messages to

Global Configuration

To restore the default settings for log messages sent to the email address
admin@alliedtelesis.com use the following commands:

configure terminal

default log email admin@alliedtelesis.com

show log config

default log host

This command restores the default settings for log sent to a remote syslog server. By default no
filters are defined for remote syslog servers. Filters must be defined before messages will be
sent. This command also restores the remote syslog server time offset value to local (no
offset).

default log host <ip-addr>

Parameter Description

<ip-addr> The IP address of a remote syslog server

Global Configuration

To restore the default settings for messages sent to the remote syslog server with IP address
10.32.16.21 use the following commands:

configure terminal

default log host 10.32.16.21

show log config

log email
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default log monitor

This command restores the default settings for log messages sent to the terminal when a
terminal monitor command is used.

Syntax default log monitor
Default ~ All messages are sent to the terminal when a terminal monitor command is used.
Mode Global Configuration

Example To restore the log monitor to its default settings use the following commands:
awplus# configure terminal

awplus (config)# default log monitor

Related Commands log monitor (filter)
show log config

default log permanent

This command restores the default settings for the permanent log stored in NVS. By default,
the size of the permanent log is 50 kB and it accepts messages with the severity level of
warnings and above.

Syntax default log permanent
Default The permanent log is enabled by default.
Mode Global Configuration

Example To restore the permanent log to its default settings use the following commands:
awplus# configure terminal

awplus (config)# default log permanent

Related Commands log permanent
log permanent size
show log config
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Syntax

Default
Mode

Usage

Examples

exception coredump size

This command sets the size of core files, and can also be used to stop core files being created.
Use the no variant of this command to restore the core file size to its default (unlimited).

This setting only applies to processes created after this command has been executed, to ensure
this is applied to all processes the system will need to be restarted.

exception coredump size {none|small|medium|large|unlimited}

no exception coredump size

Parameter Description

none Don't create corefiles

small Create small corefiles

medium Create medium corefiles

large Create large corefiles (default)

unlimited Create corefiles as large as necessary
Unlimited

Global Configuration

Core files are generated when a process crashes. The size of a core file can vary, its upper limit
is controlled by this command. Files larger than this limit will be truncated by reducing the
amount of variable information stored.

Truncated core files may make debugging the failure difficult if not impossible. Reducing the
amount of data stored in a core file is not recommended, however the facility is provided to
reduce the amount of flash used.

To restrict the size of the core file created, use the command:
awplus# configure terminal

awplus (config)# exception coredump size small

To restore the size of the core files created to the default of unlimited, use the command:
awplus# configure terminal

awplus (config)# no exception coredump size

C613-50022-01 REV B
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Syntax

Default
Mode

Examples

Validation
Commands

Related Commands

log buffered

This command configures the device to store log messages in RAM. Messages stored in RAM
are not retained on the device over a restart. Once the buffered log reaches its configured
maximum allowable size old messages will be deleted to make way for new ones.

log buffered

no log buffered
The buffered log is configured by default.
Global Configuration

To configured the device to store log messages in RAM use the following commands:
awplus# configure terminal

awplus (config)# log buffered

To configure the device to not store log messages in a RAM buffer use the following
commands:

awplus# configure terminal

awplus (config)# no log buffered

show log config

default log buffered
log buffered (filter)
log buffered size
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Syntax

log buffered (filter)

Use this command to create a filter to select messages to be sent to the buffered log. Selection
can be based on the priority/ severity of the message, the program that generated the
message, the logging facility used, a sub-string within the message or a combination of some or
all of these.

The no variant of this command removes the corresponding filter; so that the specified

messages are no longer sent to the buffered log.

log buffered [level <level>] [program <program-name>]
[facility <facility>] [msgtext <text-string>]

no log buffered [level <level>] [program <program-name>]
[facility <facility>] [msgtext <text-string>]

Parameter Description
level Filter messages to the buffered log by severity level.
<level> The minimum severity of message to send to the buffered log. The

level can be specified as one of the following numbers or level names,
where 0 is the highest severity and 7 is the lowest severity:

0 emergencies: System is unusable
| alerts Action must be taken immediately
2 critical Critical conditions
3 errors Error conditions
4 warnings Warning conditions
5 notices Normal, but significant, conditions
6 informational Informational messages
7 debugging Debug-level messages
program Filter messages to the buffered log by program. Include messages

from a specified program in the buffered log.
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Parameter Description

<program- The name of a program to log messages from, either one of the
name> following predefined program names (not case-sensitive), or another
program name (case-sensitive) that you find in the log output.

rip Routing Information Protocol (RIP)

ospf Open Shortest Path First (OSPF)

rsvp Resource Reservation Protocol (RSVP)

pim-sm  Protocol Independent Multicast - Sparse Mode (PIM-SM)
dotlx IEEE 802.1X Port-Based Access Control

lacp Link Aggregation Control Protocol (LACP)

stp Spanning Tree Protocol (STP)

rstp Rapid Spanning Tree Protocol (RSTP)

mstp Multiple Spanning Tree Protocol (MSTP)

imi Integrated Management Interface (IMI)

imish Integrated Management Interface Shell (IMISH)
epsr Ethernet Protection Switched Rings (EPSR)
irdp ICMP Router Discovery Protocol (IRDP)
rmon Remote Monitoring

loopprot Loop Protection
poe Power-inline (Power over Ethernet)
dhcpsn DHCP snooping (DHCPSN)

facility Filter messages to the buffered log by syslog facility.
<facility> Specify one of the following syslog facilities to include messages from
in the buffered log:
kern Kernel messages
user Random user-level messages
mail Mail system
daemon System daemons
auth Security/authorization messages
syslog Messages generated internally by syslogd
lpr Line printer subsystem
news Network news subsystem
uucp UUCP subsystem
cron Clock daemon
authpriv Security/authorization messages (private)
ftp FTP daemon
msgtext Select messages containing a certain text string (maximum 128
characters).

<text-string> A textstring to match (maximum |28 characters). This is case
sensitive, and must be the last text on the command line.

Default By default the buffered log has a filter to select messages whose severity level is “notices (5)" or
higher. This filter may be removed using the no variant of this command.

Mode Global Configuration
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Examples To add a filter to send all messages containing the text “Bridging initialization”,
to the buffered log use the following commands:

awplus# configure terminal

awplus (config)# log buffered msgtext Bridging initialization

To remove a filter that sends all messages containing the text “Bridging initialization”,
to the buffered log use the following commands:

awplus# configure terminal

awplus (config)# no log buffered msgtext Bridging initialization

Validation  show log config
Commands

Related Commands default log buffered
log buffered
log buffered size
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Syntax

Mode

Example

Validation
Commands

Related Commands

log buffered size

This command configures the amount of memory that the buffered log is permitted to use.
Once this memory allocation has been filled old messages will be deleted to make room for
new messages.

log buffered size <50-250>

Parameter Description

<50-250> Size of the RAM log in kilobytes

Global Configuration

To allow the buffered log to use up to 100 kB of RAM use the following commands:
awplus# configure terminal

awplus (config)# log buffered size 100

show log config

default log buffered
log buffered

10.12
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log console

This command configures the device to send log messages to consoles. The console log is
configured by default to send messages to the devices main console port.

Use the no variant of this command to configure the device not to send log messages to
consoles.

Syntax log console

no log console
Mode Global Configuration

Examples To configure the device to send log messages use the following commands:
awplus# configure terminal

awplus (config)# log console

To configure the device not to send log messages in all consoles use the following commands:
awplus# configure terminal

awplus (config)# no log console

Validation  show log config
Commands

Related Commands log console (filter)
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log console (filter)

This command creates a filter to select messages to be sent to all consoles when the log
console command is given. Selection can be based on the priority/severity of the message, the
program that generated the message, the logging facility used, a sub-string within the message
or a combination of some or all of these.

Syntax log console [level <level>] [program <program-name>]
[facility <facility>] [msgtext <text-string>]

no log console [level <level>] [program <program-name>]
[facility <facility>] [msgtext <text-string>]

Parameter Description
level Filter messages by severity level.
<level> The minimum severity of message to send. The level can be specified as

one of the following numbers or level names, where O is the highest
severity and 7 is the lowest severity:

0 emergencies: System is unusable

lalerts Action must be taken immediately

2|critical Critical conditions

3lerrors Error conditions

4|warnings Warning conditions

5|notices Normal, but significant, conditions

é|informational Informational messages

7|debugging Debug-level messages
program Filter messages by program. Include messages from a specified program.
<program- The name of a program to log messages from, either one of the
name> following predefined program names (not case-sensitive), or another

program name (case-sensitive) that you find in the log output.

rip Routing Information Protocol (RIP)

ospf Open Shortest Path First (OSPF)

rsvp Resource Reservation Protocol (RSVP)

pim-sm Protocol Independent Multicast - Sparse Mode (PIM-SM)

dotlx IEEE 802.1X Port-Based Access Control

lacp Link Aggregation Control Protocol (LACP)

stp Spanning Tree Protocol (STP)

rstp Rapid Spanning Tree Protocol (RSTP)

mstp Multiple Spanning Tree Protocol (MSTP)

imi Integrated Management Interface (IMI)

imish Integrated Management Interface Shell (IMISH)

epsr Ethernet Protection Switched Rings (EPSR)

irdp ICMP Router Discovery Protocol (IRDP)

rmon Remote Monitoring

loopprot Loop Protection
poe Power-inline (Power over Ethernet)
dhcpsn DHCP snooping (DHCPSN)
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Parameter Description
facility Filter messages to the buffered log by syslog facility.
<facility> Specify one of the following syslog facilities to include messages from:
kern Kernel messages
user Random user-level messages
mail Mail system
daemon System daemons
auth Security/authorization messages
syslog Messages generated internally by syslogd
Ipr Line printer subsystem
news Network news subsystem
uucp UUCP subsystem
cron Clock daemon
authpriv Security/authorization messages (private)
ftp FTP daemon
msgtext Select messages containing a certain text string
<text- A text string to match. This is case sensitive, and must be the last text
string> on the command line.

Default By default the buffered log has a filter to select messages whose severity level is critical or
higher. This filter may be removed using the no variant of this command. This fitter may be
removed and replaced by filters that are more selective.

Mode Global Configuration

Examples To create a filter to send all messages generated by MSTP that have a severity of info or
higher to console instances where the log console command has been given, remove the
default filter that includes everything use the following commands:

configure terminal

log console level info program mstp

and then use the command:

log console level info program mstp

To create a filter to send all messages containing the text “Bridging initialization” to
console instances where the log console command has been given use the following

commands:
configure terminal

log console msgtext "Bridging initialization"
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Validation
Commands

Related Commands

To remove a default filter that includes sending critical, alert and emergency level
messages to the console use the following commands:

awplus# configure terminal

awplus (config)# no log console level critical

show log config

log console
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Syntax

Default

Mode

Example

Validation
Commands

Related Commands

log email

This command configures the device to send log messages to an email address. The email
address is specified in this command.

log email <email-address>

Parameter Description

<email-address> The email address to send log messages to

By default no filters are defined for email log targets. Filters must be defined before messages
will be sent.

Global Configuration

To have log messages emailed to the email address admin@alliedtelesis. com use the
following commands:

awplus# configure terminal

awplus (config)# log email admin@alliedtelesis.com

show log config

default log email
log emall
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Syntax

log email (filter)

This command creates a filter to select messages to be sent to an email address. Selection can
be based on the priority/ severity of the message, the program that generated the message, the
logging facility used, a sub-string within the message or a combination of some or all of these.

The no variant of this command configures the device to no longer send log messages to a

specified email address. All configuration relating to this log target will be removed.

log email <email-address> [level <level>] [program <program-name>]
[facility <facility>] [msgtext <text-string>]

no log email <email-address> [level <level>] [program <program-name>]
[facility <facility>] [msgtext <text-string>]

Parameter Description

<email- The email address to send logging messages to

address>

level Filter messages by severity level.

<level> The minimum severity of messages to send. The level can be specified

as one of the following numbers or level names, where O is the
highest severity and 7 is the lowest severity:

0 emergencies: System is unusable
| alerts Action must be taken immediately
2 critical Critical conditions
3 errors Error conditions
4 warnings Warning conditions
5 notices Normal, but significant, conditions
6 informational Informational messages
7 debugging Debug-level messages
program Filter messages by program. Include messages from a specified

program in the log.
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Parameter Description
<program- The name of a program to log messages from, either one of the
name> following predefined program names (not case-sensitive), or another
program name (case -sensitive) that you find in the log output.
rip Routing Information Protocol (RIP)
ospf Open Shortest Path First (OSPF)
rsvp Resource Reservation Protocol (RSVP)
pim-sm  Protocol Independent Multicast - Sparse Mode (PIM-SM)
dotlx IEEE 802.1X Port-Based Access Control
lacp Link Aggregation Control Protocol (LACP)
stp Spanning Tree Protocol (STP)
rstp Rapid Spanning Tree Protocol (RSTP)
mstp Multiple Spanning Tree Protocol (MSTP)
imi Integrated Management Interface (IMI)
imish Integrated Management Interface Shell (IMISH)
epsr Ethernet Protection Switched Rings (EPSR)
irdp ICMP Router Discovery Protocol (IRDP)
rmon Remote Monitoring
loopprot Loop Protection
poe Power-inline (Power over Ethernet)
dhcpsn DHCP snooping (DHCPSN)
facility Filter messages to the log by syslog facility.
<facility> Specify one of the following syslog facilities to include messages from
in the log:
kern Kernel messages
user Random user-level messages
mail Mail system
daemon System daemons
auth Security/authorization messages
syslog Messages generated internally by syslogd
Ipr Line printer subsystem
news Network news subsystem
uucp UUCP subsystem
cron Clock daemon
authpriv Security/authorization messages (private)
ftp FTP daemon
msgtext Select messages containing a certain text string

<text-string>

A text string to match. This is case sensitive, and must be the last text
on the command line.
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Mode Global Configuration

Examples To create a filter to send all messages containing the text “Bridging initialization”, to
the email address admin@homebase . com use the following commands:

awplus# configure terminal
awplus (config)# log email admin@homebase.com msgtext

"Bridging initialization"

To create a filter to send messages with a severity level of informational and above to the
email address admin@alliedtelesis.com use the following commands:

awplus# configure terminal

awplus (config)# log email admin@alliedtelesis.com level
informational

To stop the device emailing log messages emailed to the email address
admin@alliedtelesis.com use the following commands:

awplus# configure terminal

awplus (config)# no log email admin@homebase.com

To remove a filter that sends messages with a severity level of informational and above
to the email address admin@alliedtelesis. com use the following commands:

awplus# configure terminal

awplus (config)# no log email admin@alliedtelesis.com level
informational

Related Commands default log email
log emall
show log config
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Syntax

Default

Mode

Usage

Examples

log email time

This command configures the time used in messages sent to an email address. If the syslog
server is in a different time zone to your switch then the time offset can be configured using
either the utc-offset parameter option keyword or the local-offset parameter option keyword,
where utc-offset is the time difference from UTC (Universal Time, Coordinated) and local-
offset is the difference from local time.

log email <email-address> time {local|local-offset]|utc-offset
{plus|minus}<0-24>}

Parameter Description

<email-address> Ihe email address to send log messages to

time Specify the time difference between the email recipient and the
switch you are configuring.

local The switch is in the same time zone as the email recipient

local-offset The switch is in a different time zone to the email recipient. Use the

plus or minus keywords and specify the difference (offset) from
local time of the switch to the email recipient in hours.

utc-offset The switch is in a different time zone to the email recipient. Use the
plus or minus keywords and specify the difference (offset) from
UTC time of the switch to the email recipient in hours.

plus Negative offset (difference) from the switch to the email recipient.
minus Positive offset (difference) from the switch to the email recipient.
<0-24> World Time zone offset in hours

The default is local time.
Global Configuration

Use the local option if the email recipient is in the same time zone as this device. Messages will
display the time as on the local device when the message was generated.

Use the offset option if the email recipient is in a different time zone to this device. Specify the
time offset of the email recipient in hours. Messages will display the time they were generated
on this device but converted to the time zone of the email recipient.

To send messages to the email address test@home . com in the same time zone as the
switch's local time zone, use the following commands:

configure terminal

log email admin@base.com time local 0

To send messages to the email address admin@base . com with the time information
converted to the time zone of the email recipient, which is 3 hours ahead of the switch's local
time zone, use the following commands:

configure terminal

log email admin@base.com time local-offset
plus 3
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Validation
Commands

Related Commands

To send messages to the email address user@remote . com with the time information
converted to the time zone of the email recipient, which is 3 hours behind the switch's UTC
time zone, use the following commands:

awplus# configure terminal

awplus (config)# log email user@remote.com time utc-offset
minus 3

show log config

default log buffered

10.22

Software Reference for SwitchBlade® x8100 Series Switches
AlliedWare Plus™ Operating System - Version 5.4.2 C613-50022-01 REV B



AV Allied Telesis

Logging Commands

Syntax

Mode

Examples

Validation
Commands

Related Commands

log host

This command configures the device to send log messages to a remote syslog server via UDP

port 514. The IP address of the remote server must be specified. By default no filters are
defined for remote syslog servers. Filters must be defined before messages will be sent.

log host <ip-addr>

no log host <ip-addr>

Parameter Description
<ip-addr> The IP address of a remote syslog server in dotted decimal format
ABCD

Global Configuration

To configure the device to send log messages to a remote syslog server with IP address
10.32.16.99 use the following commands:

awplus# configure terminal

awplus (config)# log host 10.32.16.99

To stop the device from sending log messages to the remote syslog server with IP address
10.32.16.99 use the following commands:

awplus# configure terminal

awplus (config)# no log host 10.32.16.99

show log config

default log host
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Syntax

log host (filter)

This command creates a filter to select messages to be sent to a remote syslog server. Selection
can be based on the priority/severity of the message, the program that generated the message,
the logging facility used, a substring within the message or a combination of some or all of
these.

The no variant of this command configures the device to no longer send log messages to a
remote syslog server. The IP address of the syslog server must be specified. All configuration
relating to this log target will be removed.

log host <ip-addr> [level <level>] [program <program-name>]
[facility <facility>] [msgtext <text-string>]

no log host <ip-addr> [level <level>] [program <program-name:>]
[facility <facility>] [msgtext <text-string>]

Parameter Description

<ip-addr> The IP address of a remote syslog server

level Filter messages by severity level.

<level> The minimum severity of messages to send. The level can be specified

as one of the following numbers or level names, where 0 is the highest
severity and 7 is the lowest severity:

Olemergencies: System is unusable
alerts Action must be taken immediately
2|critical Critical conditions
3lerrors Error conditions
4|warnings Warning conditions
S|notices Normal, but significant, conditions
6|informational Informational messages
7|debugging Debug-level messages
program Filter messages by program. Include messages from a specified program
in the log.
<program- The name of a program to log messages from, either one of the
name> following predefined program names (not case-sensitive), or another
program name (case -sensitive) that you find in the log output.
rip Routing Information Protocol (RIP)
ospf Open Shortest Path First (OSPF)
rsvp Resource Reservation Protocol (RSVP)
pim-sm Protocol Independent Multicast - Sparse Mode (PIM-
SM)
dotlx IEEE 802.1X Port-Based Access Control
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Parameter Description
<program- lacp Link Aggregation Control Protocol (LACP)
name> (cont.) stp Spanning Tree Protocol (STP)
rstp Rapid Spanning Tree Protocol (RSTP)
mstp Multiple Spanning Tree Protocol (MSTP)
imi Integrated Management Interface (IMI)
imish Integrated Management Interface Shell (IMISH)
epsr Ethernet Protection Switched Rings (EPSR)
irdp ICMP Router Discovery Protocol (IRDP)
rmon Remote Monitoring
loopprot Loop Protection
poe Power-inline (Power over Ethernet)
dhcpsn DHCP snooping (DHCPSN)
facility Filter messages to the log by syslog facility.
<facility> Specify one of the following syslog facilities to include messages from in
the log:
kern Kernel messages
user Random user-level messages
mail Mail system
daemon System daemons
auth Security/authorization messages
syslog Messages generated internally by syslogd
lpr Line printer subsystem
news Network news subsystem
uucp UUCP subsystem
cron Clock daemon
authpriv Security/authorization messages (private)
ftp FTP daemon
msgtext Select messages containing a certain text string
<text- A text string to match. This is case sensitive, and must be the last text
string> on the command line.

Mode Global Configuration

Examples To create a filter to send all messages containing the text “Bridging initialization”,
to a remote syslog server with IP address 10.32.16.21 use the following commands:

configure terminal

log host 10.32.16.21 msgtext "Bridging
initialization"
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Related Commands

To create a filter to send messages with a severity level of informational and above to the
syslog server with [P address 10.32.16.21 use the following commands:

awplus# configure terminal

awplus (config)# log host 10.32.16.21 level informational

To remove a filter that sends all messages containing the text “Bridging initialization”,
to a remote syslog server with IP address 10.32.16.21 use the following commands:

awplus# configure terminal
awplus (config)# no log host 10.32.16.21 msgtext "Bridging
initialization"
To remove a filter that sends messages with a severity level of informational and above
to the syslog server with IP address 10.32.16.21 use the following commands:
awplusawpluls# configure terminal

awplus (config)# no log host 10.32.16.21 level informational

default log host
show log config
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Syntax

Default

Mode

Usage

Examples

log host time

This command configures the time used in messages sent to a remote syslog server. If the
syslog server is in a different time zone to your switch then the time offset can be configured
using either the utc-offset parameter option keyword or the local-offset parameter option
keyword, where utc-offset is the time difference from UTC (Universal Time, Coordinated) and
local-offset is the difference from local time.

log host <email-address> time {local|local-offset]|utc-offset
{plus|minus} <0-24>}

Parameter Description

<email-address> 1he email address to send log messages to

time Specify the time difference between the email recipient and the
switch you are configuring.

local The switch is in the same time zone as the email recipient

local-offset The switch is in a different time zone to the email recipient. Use the

plus or minus keywords and specify the difference (offset) from
local time of the switch to the email recipient in hours.

utc-offset The switch is in a different time zone to the email recipient. Use the
plus or minus keywords and specify the difference (offset) from
UTC time of the switch to the email recipient in hours.

plus Negative offset (difference) from the switch to the syslog server.
minus Positive offset (difference) from the switch to the syslog server.
<0-24> World Time zone offset in hours

The default is local time.
Global Configuration

Use the local option if the remote syslog server is in the same time zone as the switch.
Messages will display the time as on the local device when the message was generated.

Use the offset option if the email recipient is in a different time zone to this device. Specify the
time offset of the remote syslog server in hours. Messages will display the time they were
generated on this device but converted to the time zone of the remote syslog server.

To send messages to the remote syslog server with the IP address 10.32.16.21 in the same
time zone as the switch’s local time zone, use the following commands:

configure terminal

log host 10.32.16.21 time local 0

To send messages to the remote syslog server with the IP address 10.32.16.12 with the
time information converted to the time zone of the remote syslog server, which is 3 hours
ahead of the switch's local time zone, use the following commands:

configure terminal

log host 10.32.16.12 time local-offset plus 3
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To send messages to the remote syslog server with the IP address 10.32.16.02 with the
time information converted to the time zone of the email recipient, which is 3 hours behind
the switch’s UTC time zone, use the following commands:

awplus# configure terminal

awplus (config)# log host 10.32.16.02 time utc-offset minus 3

Validation  show log config
Commands

Related Commands default log buffered
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log monitor (filter)

This command creates a filter to select messages to be sent to the terminal when the terminal
monitor command is given. Selection can be based on the priority/severity of the message, the
program that generated the message, the logging facility used, a sub-string within the message
or a combination of some or all of these.

Syntax log monitor [level <level>] [program <program-name>]
[facility <facility>] [msgtext <text-string>]

no log monitor [level <level>] [program <program-name>]
[facility <facility>] [msgtext <text-string>]

Parameter Description
level Filter messages to the permanent log by severity level.
<level> The minimum severity of message to send to the log. The level can be

specified as one of the following numbers or level names, where O is the
highest severity and 7 is the lowest severity:

Olemergencies: System is unusable
|alerts Action must be taken immediately
2|critical Critical conditions
3lerrors Error conditions
4|warnings Warning conditions
5|notices Normal, but significant, conditions
6linformational Informational messages
7|debugging Debug-level messages
program Filter messages to the permanent log by program. Include messages

from a specified program in the log.

<program- The name of a program to log messages from, either one of the
name> following predefined program names (not case-sensitive), or another

program name (case -sensitive) that you find in the log output.

rip Routing Information Protocol (RIP)

ospf Open Shortest Path First (OSPF)

rsvp Resource Reservation Protocol (RSVP)

pim-sm Protocol Independent Multicast - Sparse Mode (PIM-SM)

dotlx IEEE 802.1X Port-Based Access Control

lacp Link Aggregation Control Protocol (LACP)

stp Spanning Tree Protocol (STP)

rstp Rapid Spanning Tree Protocol (RSTP)

mstp Multiple Spanning Tree Protocol (MSTP)

imi Integrated Management Interface (IMI)
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Parameter Description
<program- imish Integrated Management Interface Shell (IMISH)
Izigﬁz | epsr Ethernet Protection Switched Rings (EPSR)
irdp ICMP Router Discovery Protocol (IRDP)
rmon Remote Monitoring
loopprot Loop Protection
poe Power-inline (Power over Ethernet)
dhcpsn DHCP snooping (DHCPSN)
facility Filter messages to the permanent log by syslog facility.
<facility> Specify one of the following syslog facilities to include messages from in
the log:
kern Kernel messages
user Random user-level messages
mail Mail system
daemon System daemons
auth Security/authorization messages
syslog Messages generated internally by syslogd
lpr Line printer subsystem
news Network news subsystem
uucp UUCP subsystem
cron Clock daemon
authpriv Security/authorization messages (private)
ftp FTP daemon
msgtext Select messages containing a certain text string
<text- A text string to match. This is case sensitive, and must be the last text
string> on the command line.

Default By default there is a filter to select all messages. This filter may be removed and replaced by
filters that are more selective.

Mode Global Configuration

Examples To create a filter to send all messages generated by MSTP that have a severity of info or higher
to terminal instances where the terminal monitor command has been given use the following
commands:

configure terminal

log monitor level info program mstp
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To remove a default filter that includes sending everything to the terminal use the following
commands:

awplus# configure terminal

awplus (config)# no log monitor level debugging

Validation  show log config
Commands

Related Commands terminal monitor
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Syntax

Mode

Examples

Validation
Commands

Related Commands

log permanent

This command configures the device to send log messages to non-volatile storage (NVS) on
the device. Log messages sent to NVS are retained on the device over a restart, that is they are
permanent. Once the permanent log reaches its configured maximum allowable size old
messages will be deleted to make way for new ones.

The no variant of this command configures the device not to send any messages to the
permanent log. Log messages will not be retained over a restart.

log permanent

no log permanent
Global Configuration

To enable permanent logging use the following commands:
awplus# configure terminal

awplus (config)# log permanent

To disable permanent logging use the following commands:
awplus# configure terminal

awplus (config)# no log permanent

show log config

default log permanent
log permanent (filter)
log permanent size
show log permanent
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Syntax

log permanent (filter)

This command creates a filter to select messages to be sent to the permanent log. Selection
can be based on the priority/ severity of the message, the program that generated the
message, the logging facility used, a sub-string within the message or a combination of some or
all of these.

The no variant of this command removes the corresponding filter; so that the specified

messages are no longer sent to the permanent log.

log permanent [level <level>] [program <program-name>]
[facility <facility>] [msgtext <text-string>]

no log permanent [level <level>] [program <program-name>]
[facility <facility>] [msgtext <text-string>]

Parameter Description
level Filter messages to the permanent log by severity level.
<level> The minimum severity of message to send to the log. The level can be

specified as one of the following numbers or level names, where O is the
highest severity and 7 is the lowest severity:

Olemergencies: System is unusable
[ |alerts Action must be taken immediately
2|critical Critical conditions
3lerrors Error conditions
4|warnings Warning conditions
S|notices Normal, but significant, conditions
6linformational Informational messages
7|debugging Debug-level messages
program Filter messages to the permanent log by program. Include messages

from a specified program in the log.
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Parameter

Description

<program-
name>

facility

The name of a program to log messages from, either one of the
following predefined program names (not case-sensitive), or another
program name (case -sensitive) that you find in the log output.

rip
ospf
rsvp
pim-sm
dotlx
lacp

stp

rstp
mstp

imi

imish
epsr

irdp
rmon
loopprot
poe

dhcpsn

Routing Information Protocol (RIP)

Open Shortest Path First (OSPF)

Resource Reservation Protocol (RSVP)
Protocol Independent Multicast - Sparse Mode (PIM-SM)
IEEE 802.1X Port-Based Access Control

Link Aggregation Control Protocol (LACP)
Spanning Tree Protocol (STP)

Rapid Spanning Tree Protocol (RSTP)

Multiple Spanning Tree Protocol (MSTP)
Integrated Management Interface (IMI)
Integrated Management Interface Shell (IMISH)
Ethernet Protection Switched Rings (EPSR)
ICMP Router Discovery Protocol (IRDP)
Remote Monitoring

Loop Protection

Power-inline (Power over Ethernet)

DHCP snooping (DHCPSN)

Filter messages to the permanent log by syslog facility.

<facility>

Specify one of the following syslog facilities to include messages from in

the log:
kern
user
mail
daemon
auth
syslog
lpr
news
uucp
cron
authpriv
ftp

Kernel messages

Random user-level messages

Mail system

System daemons

Security/authorization messages
Messages generated internally by syslogd
Line printer subsystem

Network news subsystem

UUCP subsystem

Clock daemon

Security/authorization messages (private)
FTP daemon

msgtext

Select messages containing a certain text string

<text-
string>

A text string to match. This is case sensitive, and must be the last text
on the command line.

Default By default the buffered log has a filter to select messages whose severity level is notices
(5) or higher. This filter may be removed using the no variant of this command.
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Mode  Global Configuration

Examples To create a filter to send all messages containing the text “Bridging initialization”, to
the permanent log use the following commands:

awplus# configure terminal

awplus (config)# log permanent msgtext Bridging initialization

Validation  show log config
Commands

Related Commands default log permanent
log permanent
log permanent size
show log permanent
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Syntax

Mode

Example

Validation
Commands

Related Commands

log permanent size

This command configures the amount of memory that the permanent log is permitted to use.
Once this memory allocation has been filled old messages will be deleted to make room for
new messages.

log permanent size <50-250>

Parameter Description

<50-250> Size of the permanent log in kilobytes

Global Configuration

To allow the permanent log to use up to 100 kB of NVS use the following commands:
awplus# configure terminal

awplus (config)# log permanent size 100

show log config

default log permanent
log permanent
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log-rate-limit nsm
This command limits the number of log messages generated by the switch for a given interval.

Use the no variant of this command to revert to the default number of log messages generated
by the switch of up to 200 log messages per second.

Syntax log-rate-limit nsm messages <message-limit> interval <time-interval>

no log-rate-limit nsm

Parameter Description

<message-limit> <I-65535>
The number of log messages generated by the switch.

<time-interval> <0-65535>
The time period for log message generation in /100 seconds. If an

interval of O is specified then no log message rate limiting is
applied.

Default By default, the switch will allow 200 log messages to be generated per second.
Mode Global Configuration

Usage Previously, if the switch received a continuous stream of IGMP packets with errors, such as
when a packet storm occurs because of a network loop, then the switch generates a lot of log
messages using more and more memory, which may ulftimately cause the switch to shutdown.
This log rate limiting feature constrains the rate that log messages are generated by the switch.

Note that if within the given time interval, the number of log messages exceeds the limit, then
any excess log messages are discarded. At the end of the time interval, a single log message is
generated indicating that log messages were discarded due to the log rate limit being exceeded.

Thus if the expectation is that there will be a lot of discarded log messages due to log rate
limiting, then it is advisable to set the time interval to no less than |00, which means that there
would only be one log message, indicating log excessive log messages have been discarded.

Examples  To limit the switch to generate up to 300 log messages per second, use the following
commands:

awplus# configure terminal

awplus (config)# log-rate-limit nsm messages 300 interval 100

To return the switch the default setting, to generate up to 200 log messages per second, use
the following commands:

awplus# configure terminal

awplus (config)# no log-rate-limit nsm
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Syntax
Mode

Example

Output

Related Commands

show counter log

This command displays log counter information.

For information on output options, see “Controlling “show” Command Output” on

page 1.35

show counter log

User Exec and Privileged Exec

To display the log counter information, use the command:

awplus# show counter log

Figure 10-1: Example output from the show counter log command

Log c
Total
Total
Total
Total
Total
Total
Total
Total
Total

ounters
Received
Received
Received
Received
Received
Received
Received
Received
Received

PO
Pl
P2
P3
P4
P5
P6
P7

Table 10-1: Parameters in output of the show counter log command

Parameter Description

Total Received Total number of messages received by the log

Total Received PO Total number of Priority O (Emergency) messages received
Total Received P1 Total number of Priority | (Alert) messages received
Total Received P2 Total number of Priority 2 (Critical) messages received
Total Received P3 Total number of Priority 3 (Error) messages received
Total Received P4 Total number of Priority 4 (Warning) messages received
Total Received P5 Total number of Priority 5 (Notice) messages received
Total Received P6 Total number of Priority 6 (Info) messages received
Total Received P7 Total number of Priority 7 (Debug) messages received
show log config
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Syntax

Mode

Example

Output

show exception log

This command displays the contents of the exception log.

show exception log

User Exec and Privileged Exec

To display the exception log, use the command:

awplus# show exception log

Figure 10-2: Example output from the show exception log command

Card 2:

Aug 12
Aug 12
Aug 12
Aug 12
Aug 12
Aug 12
Aug 12
Aug 12
Aug 12
Aug 12
Aug 12
Aug 12
Aug 12
Aug 12
Aug 12
Aug 12
Aug 12
Aug 16
Aug 16
Aug 16
Aug 16

Card 4:

awplus#show exception log

<date> <time> <facility>.<severity> <program[<pid>]>:

54 local7.debug debugsnapshot
54 local7.debug debugsnapshot
06 local7.debug debugsnapshot
07 local7.debug debugsnapshot
57 local7.debug debugsnapshot
57 local7.debug debugsnapshot
37 local7.debug debugsnapshot
33 local7.debug debugsnapshot
34 local7.debug debugsnapshot
07 local7.debug debugsnapshot
08 local7.debug debugsnapshot
34 local?7.debug debugsnapshot
35 local7.debug debugsnapshot
13 local7.debug debugsnapshot
14 local7.debug debugsnapshot
31 local7.debug debugsnapshot
32 local7.debug debugsnapshot
04 local7.debug debugsnapshot
05 local7.debug debugsnapshot
50 local7.debug debugsnapshot
51 local7.debug debugsnapshot

<date> <time> <facility>.<severity> <program|[<pid>]>

<message>

duplicate-master debug snapsz
stackd debug snapshot saved z
duplicate-master debug snapsz
stackd debug snapshot saved z
duplicate-master debug snapsz
stackd debug snapshot saved z
duplicate-master debug snapsz
duplicate-master debug snapsz
stackd debug snapshot saved z
duplicate-master debug snapsz
stackd debug snapshot saved z
duplicate-master debug snapsz
stackd debug snapshot saved z
duplicate-master debug snapsz
stackd debug snapshot saved z
duplicate-master debug snapsz
stackd debug snapshot saved z
duplicate-master debug snapsz
stackd debug snapshot saved z
duplicate-master debug snapsz
stackd debug snapshot saved z

<message>

2011 Aug 12 16:03:46 local7.debug debugsnapshot
2011 Aug 12 16:08:54 local7.debug debugsnapshot
2011 Aug 12 16:08:54 local7.debug debugsnapshot

stackd debug snapshot saved z
duplicate-master debug snapsz
stackd debug snapshot saved z
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show log

This command displays the contents of the buffered log.

For information on output options, see “Controlling “show” Command Output” on
page 1.35.

Syntax show log [tail [<10-250>]]

Parameter Description
tail Display only the latest log entries.
<10-250> Specify the number of log entries to display.

Default By default the entire contents of the buffered log is displayed.
Mode  User Exec, Privileged Exec and Global Configuration

Usage If the optional tail parameter is specified only the latest |0 messages in the buffered log are
displayed. A numerical value can be specified after the tail parameter to select how many of the
latest messages should be displayed.

Examples To display the contents of the buffered log use the command:

awplus# show log

To display the 10 latest entries in the buffered log use the command:

awplus# show log tail 10

Output  Figure 10-3: Example output from the show log command

awplus#show log

<date> <time> <facility>.<severity> <program[<pid>]>: <message>
2011 Aug 29 07:55:22 kern.notice awplus kernel: Linux version 2.6.32.12-atl (mak
er@awpmaker03-dl) (gcc version 4.3.3 (Gentoo 4.3.3-r3 pl.2, pie-10.1.5) ) #1 Wed
Dec 8 11:53:40 NzZDT 2010
2011 Aug 29 07:55:22 kern.warning awplus kernel: No pci config register base in
dev tree, using default
2011 Aug 29 07:55:23 kern.notice awplus kernel: Kernel command line: console=tty
S0,9600 releasefile=SBx81CFC400-5.4.2.rel ramdisk=14688 bootversion=1.1.0-rcl2
loglevel=1
extraflash=00000000
2011 Aug 29 07:55:25 kern.notice awplus kernel: RAMDISK: squashfs filesystem fou
nd at block 0
2011 Aug 29 07:55:28 kern.warning awplus kernel: ipifwd: module license 'Proprie
tary' taints kernel.
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Figure 10-4: Example output from the show log tail command

awplus#show log tail

<date> <time> <facility>.<severity> <program[<pid>]>: <message>

2006 Nov 10 13:30:01 cron.notice crond[116]: USER manager pid 469 cmd logrotate /
etc/logrotate.conf

2006 Nov 10 13:30:01 cron.notice crond[116]: USER manager pid 471 cmd nbgueue --
wipe

2006 Nov 10 13:35:01 cron.notice crond[116]: USER manager pid 472 cmd nbgueue --
wipe

2006 Nov 10 13:40:01 cron.notice crond[116]: USER manager pid 477 cmd nbgueue --
wipe

2006 Nov 10 13:44:36 syslog.notice syslog-ng[67]: Log statistics;
processed=\"'center (queued)=70\"', processed=\’'2006 Nov 10 13:45:01 cron.notice
crond[116]: USER manager pid 478 cmd logrotate /etc/logrotate.conf

2006 Nov 10 13:45:01 cron.notice crond[116]: USER manager pid 480 cmd nbgqueue --
wipe

2006 Nov 10 13:49:32 syslog.notice syslog-ng[67]: SIGHUP received, reloading
configuration;

2006 Nov 10 13:50:01 cron.notice crond[116]: USER manager pid 482 cmd nbgqueue --
wipe

2006 Nov 10 13:55:01 cron.notice crond[116]: USER manager pid 483 cmd nbgqueue --
wipe

Related Commands  show log config
show log permanent
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show log config

This command displays information about the logging system. This includes the configuration of
the various log destinations, buffered, permanent, syslog servers (hosts) and email addresses.
This also displays the latest status information for each of these destinations.

Syntax show log config

Mode  User Exec, Privileged Exec and Global Configuration

Example To display the logging configuration use the command:

awplus# show log config
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Output  Figure 10-5: Example output from the show log config command

Buffered log:
Status ......... enabled
Maximum size ... 100kb
Filters:
*1 Level ........ notices
Program ...... any
Facility ..... any
Message text . any
2 Level ........ informational
Program ...... mstp
Facility ..... daemon
Message text . any
Statistics ..... 1327 messages received, 821 accepted by filter (2006 Dec 11
10:36:16)
Permanent log:
Status ......... enabled
Maximum size ... 60kb
Filters:
1 Level ........ error
Program ...... any
Facility ..... any
Message text . any
*2 Level ........ warnings
Program ...... dhep
Facility ..... any
Message text . "pool exhausted"
Statistics ..... 1327 messages received, 12 accepted by filter (2006 Dec 11
10:36:16)
Host 10.32.16.21:
Time offset .... +2:00
Offset type .... UTC
Filters:
1 Level ........ critical
Program ...... any
Facility ..... any
Message text . any
Statistics ..... 1327 messages received, 1 accepted by filter (2006 Dec 11
10:36:16)
Email admin@alliedtelesis.com:
Time offset .... +0:00
Offset type .... Local
Filters:
1 Level ........ emergencies
Program ...... any
Facility ..... any
Message text . any
Statistics ..... 1327 messages received, 0 accepted by filter (2006 Dec 11
10:36:16)
Monitor log:
Filters:
*1 Level ...... debugging
Program .... any
Facility ... any
Msg text ... any
Statistics ..... Not available
Console log:
Status ......... enabled
List of consoles:
1 e ttySO0
Filters:
*1 Level ...... critical
Program .... any
Facility ... any
Msg text ... any
Statistics ..... 1327 messages received, 1 accepted by filter (2006 Dec 11
10:36:16)
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In the above example the "*' next to filter | in the buffered log configuration indicates that this
is the default filter. The permanent log has had its default filter removed, so none of the filters
are marked with "*'.

Note Terminal log and console log cannot be set at the same time. If console logging is
] enabled then the terminal logging is turned off.

Related Commands  show counter log
show log
show log permanent
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Syntax

Default

Mode

Example

Output

show log permanent

This command displays the contents of the permanent log.

show log permanent [tail

[<10-250>1]

Parameter Description
tail Display only the latest log entries
<10-250> Specify the number of log entries to display

If the optional tail parameter is specified only the latest 10 messages in the permanent log are
displayed. A numerical value can be specified after the tail parameter to select how many of the
latest messages should be displayed.

User Exec, Privileged Exec and Global Configuration

To display the permanent log, use the command:

awplus# show log permanent

To display the 10 latest entries in the permanent log, use the command:

awplus# show log permanent tail

Figure 10-6: Example output from the show log permanent command

Card 5:

2011 Sep 27 16:
2011 Sep 27 16:
2011 Sep 27 16:
2011 Sep 27 16:
2011 Sep 27 16:
2011 Sep 27 16:
2011 Sep 27 16:
2011 Sep 27 16:
2011 Sep 27 16:
2011 Sep 27 16:
2011 Sep 27 16:
2011 Sep 27 16:

awplus#show log permanent

41:37 user.crit
41:43 user.crit
41:44 user.crit
41:44 user.crit
41:44 user.crit
42:27 user.crit

awplus-5
awplus-5
awplus-5
awplus-5
awplus-5
awplus-5

<date> <time> <facility>.<severity> <program[<pid>]>:
40:59 kern.warning awplus kernel:
chassis[1530]:

chassis[1530
chassis[1530

]

]:
chassis[1530]:

]

chassis[1530

chassis[1530]:
42:40 user.warning awplus NSM[1667]:

<message>

NetWinder Floating Point Emula)

Card 12 (AT-SBx81XZ4) has
Card 10 (AT-SBx81GP24) hs
Waiting for all chassis .
Card 4 (AT-SBx81GP24) has
Card 2 (AT-SBx81GP24) has
Card 5 (AT-SBx81CFC) hasC

Feature license is not avai.

43:20 user.warning s_src@awplus NSM: Last message 'Feature licens

43:20 daemon.crit awplus-12 HPI:
43:20 daemon.crit awplus-12 HPI:
43:20 daemon.crit awplus-12 HPI:

HOTSWAP Pluggable 1.12.1 hotswaR
HOTSWAP Pluggable 1.12.2 hotswaR
HOTSWAP Pluggable 1.12.3 hotswaR
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Figure 10-7: Example output from the show log permanent tail command

awplus#show log permanent tail
Card 5:

<date> <time> <facility>.<severity> <program[<pid>]>: <message>

2011 Oct 5 08:58:52 user.crit awplus-5 chassis[1510]: Card 12 (AT-SBx81XZ4) has
2011 Oct 5 08:58:53 user.crit awplus-5 chassis[1510]: Card 10 (AT-SBx81GP24) hs
2011 Oct 5 08:58:53 user.crit awplus-5 chassis[1510]: Card 6 (AT-SBx81CFC400) C
2011 Oct 5 08:58:56 local6.alert awplus-5 chassis[1510]: Card has booted from
2011 Oct 5 08:59:05 user.warning awplus-5 NSM[1513]: Feature license is not av.
2011 Oct 5 09:00:00 user.warning s_src@awplus-5 NSM: Last message 'Feature lich
2011 Oct 5 08:59:59 daemon.crit awplus-12 HPI: HOTSWAP Pluggable 1.12.1 hotswaR
2011 Oct 5 09:00:00 daemon.crit awplus-12 HPI: HOTSWAP Pluggable 1.12.2 hotswaR
2011 Oct 5 09:00:00 daemon.crit awplus-12 HPI: HOTSWAP Pluggable 1.12.3 hotswaR
2011 Oct 5 09:00:00 daemon.crit awplus-12 HPI: HOTSWAP Pluggable 1.12.4 hotswaR
Card 6:

<date> <time> <facility>.<severity> <program[<pid>]>: <message>

2011 Oct 5 08:58:54 user.crit awplus-6 chassis[1592]: Card 2 (AT-SBx81GP24) has
2011 Oct 5 08:58:58 user.crit awplus-6 chassis[1592]: Card 5 (AT-SBx81CFC400) s
2011 Oct 5 08:58:59 user.crit awplus-6 chassis[1592]: Card 6 (AT-SBx81CFC400) C
2011 Oct 5 08:58:56 local6.alert awplus-5 chassis[1510]: Card has booted from

Related Commands show log
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show running-config log

This command displays the current running configuration of the Log utility.
Syntax show running-config log
Mode  Privileged Exec

Example To display the current configuration of the log utility, use the command:

awplus# show running-config log

Related Commands show log
show log config
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Syntax

Mode

Usage

Examples

Related Commands

Command List

This chapter provides commands used for command scripts.

activate

This command activates a script file.

activate [background] <script>

Parameter Description

background Activate a script to run in the background. A process that is running in the
background will operate as a separate task, and will not interrupt
foreground processing. Generally, we recommend running short,
interactive scripts in the foreground and longer scripts in the background.
The default is to run the script in the foreground.

<script> The file name of the script to activate. The script is a command script
consisting of commands documented in this software reference.

Note that you must use either a .scp or a .sh filename extension for a valid
script text file, as described below in the usage section for this command.

Privileged Exec

When a script is activated, the privilege level is set to | enabling User Exec commands to run in
the script. If you need to run Privileged Exec commands in your script you need to add an
enable (Privileged Exec mode) command to the start of your script. If you need to run Global
Configuration commands in your script you need to add a configure terminal command after
the enable command at the start of your script.

The activate command executes the script in a new shell. A terminal length shell command,
such as terminal length 0 may also be required to disable a delay that would pause the display.

A script must be a text file with a filename extension of either.sh or.scp only for the
AlliedWare Plus™ CLI to activate the script file. The .sh filename extension indicates the file is
an ASH script, and the .scp filename extension indicates the file is an AlliedWare Plus™ script.

To activate a command script to run as a background process, use the command:

awplus# activate background test.scp

configure terminal

echo

enable (Privileged Exec mode)
wait

11.2
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Syntax

Mode

Usage

Example

Related Commands

echo

This command echoes a string to the terminal, followed by a blank line.

echo <Iline>

Parameter Description

<line> The string to echo

User Exec and Privileged Exec
This command may be useful in CLI scripts, to make the script print user-visible comments.

To echo the string Hello World to the console, use the command:

echo Hello World

Hello World

activate
wait

C613-50022-01 REV B

Software Reference for SwitchBlade® x8100 Series Switches
AlliedWare Plus™ Operating System - Version 5.4.2 11.3



Scripting Commands m Aﬁied 'le@s;s

wait
This command pauses execution of the active script for the specified period of time.

Syntax wait <delay>

Parameter Description

<delay> <1-65335> Specify the time delay in seconds

Default  No wait delay is specified by default to pause script execution.
Mode Privileged Exec (when executed from a script not directly from the command line)

Usage Use this command to pause script execution in an .scp (AlliedWare Plus™ script) or an .sh
(ASH script) file executed by the activate command. The script must contain an enable
(Privileged Exec mode) command since the wait command is only executed in the Privileged
Exec mode.When a script is activated, the privilege level is set to | enabling User Exec
commands to run in the script. If you need to run Privileged Exec commands in your script you
need to add an enable (Privileged Exec mode) command to the start of your script.

Example See an example .scp script file extract below that will show port counters for interface
portl.1l.1 overa |0 second interval:

enable

show interface portl.1l.1
wait 10

show interface portl.1l.1

Related Commands activate
echo
enable (Privileged Exec mode)

Software Reference for SwitchBlade® x8100 Series Switches
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Command List

This chapter provides an alphabetical reference of commands used to configure and display
interfaces.

description (interface)

Use this command to add a description to a specific port or interface.

Syntax description <description>

Parameter Description

<description> Text describing the specific interface.

Mode Interface Configuration

Example  The following example uses this command to describe the device that a switch port is
connected to.

configure terminal
interface portl.1.2

description Boardroom PC
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Syntax

Usage

Mode

Example

interface (to configure)

Use this command to select one or more interfaces to configure.

interface <interface-list>

interface 1lo

Parameter Description

<interface-1list> The interfaces or ports to configure. An interface-list can be:

m aninterface (e.g. vlan2), a switch port (e.g. portl.1.12),
a static channel group (e.g. sa3) or a dynamic (LACP)
channel group (e.g. po4)

m a continuous range of interfaces, ports, static channel groups
or dynamic (LACP) channel groups separated by a hyphen;
eg vlian2-8,orportl.1.1-1.1.24,0orsa2-4, or
pol-3

m 2 comma-separated list of the above;
egportl.l.1,portl.1.8-1.1.24. Do notmix
interface types in a list

The specified interfaces must exist.

lo The local loopback interface.

A local loopback interface is one that is always available for higher layer protocols to use and
advertise to the network. Although a local loopback interface is assigned an IP address, it does
not have the usual requirement of connecting to a lower layer physical entity. This lack of
physical attachment creates the perception of a local loopback interface always being accessible
via the network.

Local loopback interfaces can be utilized by a number of protocols for various purposes. They
can be used to improve access to the switch and also increase its reliability, security, scalability
and protection. In addition, local loopback interfaces can add flexibility and simplify
management, information gathering and filtering.

One example of this increased reliability is for OSPF to advertise a local loopback interface as
an interface-route into the network irrespective of the physical links that may be “up” or
“down’ at the time. This provides a higher probability that the routing traffic will be received
and subsequently forwarded.

Global Configuration

The following example shows how to enter Interface mode to configure v1anl. Note how
the prompt changes.

configure terminal

interface vlanl

C613-50022-01 REV B
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The following example shows how to enter Interface mode to configure the local loopback
interface.

awplus# configure terminal
awplus (config)# interface lo

awplus (config-if)#

Related Commands ip address
show interface
show interface brief
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Syntax

Default
Mode

Usage

Examples

mtu

Use this command to set the Maximum Transmission Unit (MTU) size for VLANSs, where MTU
is the maximum packet size that VLANSs can transmit.

Use the no variant of this command to remove a previously specified Maximum Transmission
Unit (MTU) size for VLANSs, and restore the default MTU size (1500 bytes) for VLANS.

mtu <mtu-size>

no mtu

Parameter Description

<mtu-size> <68-1500>
Specifies the Maximum Transmission Unit (MTU) size in bytes, where
1500 bytes is the default Ethernet MTU size for an interface.

The default MTU size is 1500 bytes for VLAN interfaces.
Interface Configuration for VLAN interfaces.

If a switch receives an IPv4 packet for Layer 3 switching to another VLAN with an MTU size
smaller than the packet size, and if the packet has the ‘don’t fragment’ bit set, then the switch
will send an ICMP ‘destination unreachable’ (3) packet type and a ‘fragmentation needed and
DF set’ (4) code back to the source.

Note that show interface output will only show MTU size for VLAN interfaces.

To configure an MTU size of 1500 bytes on interface v1an2, use the commands:
awplus# configure terminal
awplus (config)# interface vlan2

awplus (config-if)# mtu 1500

To configure an MTU size of 1500 bytes on interfaces vlian2 to vland, use the commands:
awplus# configure terminal
awplus (config)# interface vlan2-vlan4d

awplus (config-if)# mtu 1500

To restore the MTU size to the default MTU size of 1500 bytes on v1an2, use the commands
awplus# configure terminal
awplus (config)# interface vlan2

awplus (config-if)# no mtu

C613-50022-01 REV B
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To restore the MTU size to the default MTU size of 1500 bytes on vlan2 and vlan4, use
the commands

awplus# configure terminal
awplus (config)# interface vlan2-vlan4d

awplus (config-if)# no mtu

Related show interface
Commands

Software Reference for SwitchBlade® x8100 Series Switches
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show interface

Use this command to display interface configuration and status.

For information on output options, see “Controlling “show” Command Output” on
page 1.35.

Syntax show interface [<interface-list>]

show interface lo

Parameter Description

<interface-1ist> The interfaces or portsto configure. An interface-list can be:

m aninterface (e.g. vlian2), a switch port (e.g. portl.1.12),
a static channel group (e.g. sa3) or a dynamic (LACP) channel
group (e.g. po4)

m a continuous range of interfaces, ports, static channel groups
or dynamic (LACP) channel groups separated by a hyphen;
eg vlan2-8 orportl.1.1-1.1.24, orsa2-4, or
pol-3

m 2 comma-separated list of the above;
egportl.l.1,portl.1.8-1.1.24. Do not mix
interface types in a list

The specified interfaces must exist.

lo The local loopback interface.

Mode  User Exec and Privileged Exec

Usage Note that the output displayed with this command will show MTU (Maximum Transmission
Unit) size for VLAN interfaces, and MRU (Maximum Received Unit) size for switch ports.

Example To display configuration and status information for interfaces port1.1.1 and port1.1.4,
use the command:

awplus# show interface portl.l.1,portl.1.4
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Figure 12-1: Example output from the show interface command

awplus#show int
Interface portl.1l.1
Scope: both
Link is DOWN, administrative state is UP
Thrash-1limiting
Status Not Detected, Action learn-disable, Timeout 1(s)
Hardware is Ethernet, address is eccd.6d03.1123
index 5001 metric 1 mru 1522
configured duplex auto, configured speed auto, configured polarity auto
<UP, BROADCAST, MULTICAST>
SNMP link-status traps: Disabled
input packets 0, bytes 0, dropped 0, multicast packets 0
output packets 0, bytes 0, multicast packets 0 broadcast packets 0
Time since last state change: 0 days 16:35:52
Interface portl.1l.2
Scope: both
Link is DOWN, administrative state is UP
Thrash-1limiting
Status Not Detected, Action learn-disable, Timeout 1(s)
Hardware is Ethernet, address is eccd.6d03.1123
index 5002 metric 1 mru 1522
configured duplex auto, configured speed auto, configured polarity auto
<UP, BROADCAST, MULTICAST>
SNMP link-status traps: Disabled
input packets 0, bytes 0, dropped 0, multicast packets 0
output packets 0, bytes 0, multicast packets 0 broadcast packets 0
Time since last state change: 0 days 16:35:52

Interface ethO
Scope: both
Link is UP, administrative state is UP
Hardware is Ethernet, address is eccd.6dld.4b64d
IPv4 address 172.74.2.2/24 broadcast 172.74.2.255
index 3 metric 1
current duplex full, current speed 100, current polarity auto
configured duplex auto, configured speed auto, configured polarity auto
<UP, BROADCAST, RUNNING, MULTICAST>
SNMP link-status traps: Disabled
Bandwidth 1g
input packets 0, bytes 0, dropped 0, multicast packets 0
output packets 1, bytes 60, multicast packets 0 broadcast packets 0
Time since last state change: 0 days 16:35:52
Interface lo
Scope: both
Link is UP, administrative state is UP
Hardware is Loopback
index 1 metric 1
<UP, LOOPBACK, RUNNING>
SNMP link-status traps: Disabled
input packets 0, bytes 0, dropped 0, multicast packets 0
output packets 0, bytes 0, multicast packets 0 broadcast packets 0
Time since last state change: 0 days 16:35:52
Interface vlanl
Scope: both
Link is DOWN, administrative state is UP
Hardware is VLAN, address is eccd.6d03.1123
IPv4 address 192.168.1.1/24 broadcast 192.168.1.255
index 201 metric 1 mtu 1500
arp ageing timeout 300
<UP, BROADCAST, MULTICAST>
SNMP link-status traps: Disabled
Bandwidth 1g
input packets 0, bytes 0, dropped 0, multicast packets 0
output packets 0, bytes 0, multicast packets 0 broadcast packets 0
Time since last state change: 0 days 14:22:39
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To display configuration and status information for interface 1o, use the command:

awplus# show interface lo

Figure 12-2: Example output from the show interface lo command

Interface lo
Scope: both
Link is UP, administrative state is UP
Hardware is Loopback
index 1 metric 1
<UP, LOOPBACK, RUNNING>
SNMP link-status traps: Disabled
input packets 0, bytes 0, dropped 0, multicast packets 0
output packets 0, bytes 0, multicast packets 0 broadcast packets 0
Time since last state change: 69 days 01:28:47

To display configuration and status information for interfaces vlanl and vlan2, use the
command:

awplus# show interface vlanl,vlan2

Figure 12-3: Example output from the show interface vlanl,vlan2 command

Interface vlanl
Scope: both
Link is UP, administrative state is UP
Hardware is VLAN, address is 0015.77e9.5c50
IPv4 address 192.168.1.1/24 broadcast 192.168.1.255
index 201 metric 1 mtu 1500
arp ageing timeout 300
<UP, BROADCAST, RUNNING, MULTICAST>
SNMP link-status traps: Disabled
Bandwidth 1g
input packets 295606, bytes 56993106, dropped 5, multicast packets 156

Time since last state change: 0 days 14:22:39
Interface vlan2

Scope: both

Link is DOWN, administrative state is UP

Hardware is VLAN, address is 0015.77e9.5c50

IPv4 address 192.168.2.1/24 broadcast 192.168.2.255

Description: ip_phone_vlan

index 202 metric 1 mtu 1500

arp ageing timeout 300

<UP, BROADCAST, MULTICAST>

SNMP link-status traps: Disabled

Bandwidth 1g
input packets 0, bytes 0, dropped 0, multicast packets 0
output packets 90, bytes 4244, multicast packets 0 broadcast packets 0

Time since last state change: 0 days 14:22:39

output packets 299172, bytes 67379392, multicast packets 0 broadcast packets 0

Related Commands mtu
show interface brief
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Syntax

Mode

Output

Related Commands

show interface brief

Use this command to display brief interface, configuration, and status information, including
provisioning information.

For information on output options, see “Controlling “show” Command Output” on
page 1.35.

show interface brief
User Exec and Privileged Exec

Figure 12-4: Example output from the show interface brief command

awplus#show int brief

Interface Status Protocol
portl.1.1 admin up down
portl.1.2 admin up down
portl.1.3 admin up down
portl.l.4 admin up down
portl.2.23 admin up provisioned
portl.2.24 admin up provisioned
ethO admin up running

lo admin up running
vlanl admin up down

vlan2 admin up down

Table 12-1: Parameters in the output of the show interface brief command

Parameter Description

Interface The name or type of interface.

Status The administrative state. This can be either admin up or admin down
Protocol The link state. This can be either down, running, or provisioned

show interface
show interface memory

12.10
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Interface Commands

Syntax

Examples

Figure 12-5: Example output from the show interface <port-list> status command

show interface status

Use this command to display the status of the specified interface or interfaces. Note that when
no interface or interfaces are specified then the status of all interfaces on the switch are shown.

show interface [<port-list>]

status

Parameter Description

<port-1list> The ports to display information about. The port list can be:
m aswitch port (e.g. portl.2.12) a static channel group (e.g. sa3)

or a dynamic (LACP) channel group (e.g. po3)

m a continuous range of ports separated by a hyphen,
egportl.1.1-1.1.24,orsal-2,orpol-4

m 2 comma-separated list of ports and port ranges,
egportl.l.1l,portl.1.4-1.2.24. Do notmixswitch ports,

static channel groups, and dynamic (LACP) channel groups in the

same list

To display the status of ports I.1.1 to |.1.5, use the commands:

awplus# show interface portl.l.1-1.1.5 status

Port

portl.1l.1
portl.1.2
portl.1.3
portl.l.4
portl.1.5

Name

awplus#show interface portl.1.1 -1.1.5 status

Status

notconnect
notconnect
notconnect
notconnect
notconnect

Vlan

= Y

Duplex
auto
auto
auto
auto
auto

Speed

auto
auto
auto
auto
auto

Type

1000BASE-T
1000BASE-T
1000BASE-T
1000BASE-T
1000BASE-T

C613-50022-01 REV B
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To display the status of all ports, use the commands:

show interface status

Figure 12-6: Example output from the show interface status command

awplus#sho int status

Port Name Status Vlan Duplex Speed Type
portl.1.1 notconnect 1 auto auto
portl.1.2 notconnect 1 auto auto
portl.1.3 notconnect 1 auto auto
portl.l.4 notconnect 1 auto auto
portl.2.1 notconnect 1 auto auto
portl.2.2 notconnect 1 auto auto
portl.2.3 notconnect 1 auto auto
portl.2.4 notconnect 1 auto auto
portl.2.5 notconnect 1 auto auto
portl.2.6 notconnect 1 auto auto
portl.2.7 notconnect 1 auto auto
portl.2.8 notconnect 1 auto auto
portl.4.23 provisioned 1 auto auto
portl.4.24 provisioned 1 auto auto

ethO connected none a-full a-100 1000BASE-T

Table 12-2: Parameters in the output from the show interface status command

Parameter Description

Port Name/Type of the interface.

Name Description of the interface.

Status The administrative and operational status of the interface; one of:

m disabled: the interface is administratively down.
m connect: the interface is operationally up.
m notconnect: the interface is operationally down.

Vlan VLAN type or VLAN IDs associated with the port:

m  When the VLAN mode is trunk, it displays trunk (it does not
display the VLAN IDs).
When the VLAN mode is access, it displays the VLAN ID.
When the VLAN mode is private promiscuous, it displays the
primary VLAN ID if it has one, and promiscuous if it does not
have a VLAN ID.

m  When the VLAN mode is private host, it displays the primary and
secondary VLAN IDs.

m  When the port is an Eth port, it displays none: there is no VLAN
associated with it.

m  When the VLAN is dynamically assigned, it displays the current
dynamically assigned VLAN ID (not the access VLAN ID), or
dynamic if it has multiple VLANs dynamically assigned.

Duplex The actual duplex mode of the interface, preceded by a- if it has
autonegotiated this duplex mode. If the port is disabled or not
connected, it displays the configured duplex setting.
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Table 12-2: Parameters in the output from the show interface status command(cont.)

Parameter

Description

Speed

The actual link speed of the interface, preceded by a- if it has
autonegotiated this speed. If the port is disabled or not connected, it
displays the configured speed setting.

Type

The type of interface, e.g, 1000BaseTX. For SFP bays, it displays
Unknown if it does not recognize the type of SFP installed, or
Not present if an SFP is not installed or is faulty.

Related Commands show interface
show interface

memory
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Syntax

Mode

Example

shutdown

This command shuts down the selected interface. This administratively disables the link and
takes the link down at the physical (electrical) layer.

Use the no variant of this command to disable this function and therefore to bring the link back

up again.

shutdown

no shutdown
Interface Configuration

The following example shows the use of the shutdown command to shut down
portl.1.20.

awplus# configure terminal
awplus (config)# interface portl.1.20

awplus (config-if)# shutdown

The following example shows the use of the no shutdown command to bring up
portl.1.12.

awplus# configure terminal
awplus (config)# interface portl.1.12

awplus (config-if)# no shutdown

The following example shows the use of the shutdown command to shut down vlan?2.
awplus# configure terminal
awplus (config)# interface vlan2

awplus (config-if)# shutdown

The following example shows the use of the no shutdown command to bring up vlan2.
awplus# configure terminal
awplus (config)# interface vlan2

awplus (config-if)# no shutdown

12.14
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Command List

This chapter provides an alphabetical reference of commands used for testing interfaces.

clear test interface

This command clears test results and counters after issuing a test interface command. Test
results and counters must be cleared to issue subsequent test interface commands later on.

Syntax clear test interface {<port—list>|all}

Parameter Description

<port-1list> The portsto test. A port-list can be:
m aswitch port (e.g. portl.1.12)
m a continuous range of ports separated by a hyphen,
egportl.l.1l-portl.1.24
m a comma-separated list of the above,
egportl.l1.1,portl.1.5-1.2.24

The specified ports must exist.

all All interfaces

Mode  Privileged Exec

Examples To clear the counters for port1l.1.1 use the command:

clear test interface portl.l1l.1

To clear the counters for all interfaces use the command:

clear test interface all

Related Commands test interface
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Syntax

Mode

Example

Related Commands

service test

This command puts the device into the interface testing state, ready to begin testing. After
entering this command, enter Interface Configuration mode for the desired interfaces and enter
the command test interface.

Do not test interfaces on a device that is part of a live network—disconnect the device first.

Use the no variant of this command to stop the test service.

service test

no service test
Global Configuration

To put the device into a test state, use the command:

awplus (config)# service test

test interface

C613-50022-01 REV B
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test interface

This command starts a test on a port or all ports or a selected range or list of ports.

Use the no variant of this command to disable this function. The test duration can be
configured by specifying the time in minutes after specifying a port or ports to test.

For an example of all the commands required to test switch ports, see the Examples section in
this command. To test the Eth port, set its speed to 100 by using the command speed 100.

Note Do not run test interface on live networks because this will degrade network

%} performance.

Syntax test interface {<port-list>|all} [time{<I1-60>|cont}]

no test interface {<port-Iist>|all}

Parameter Description

<port-1list> The ports to test. A port-list can be:
m aswitch port (e.g portl.1.12)
m 2 continuous range of ports separated by a hyphen,
egportl.l.l-portl.1.24
m 2 comma-separated list of the above,
egportl.l.1,portl.1.5-1.2.24

The specified ports must exist.

all All ports

time Keyword entered prior to the value for the time duration of the interface
test.

<1-60> Specifies duration of time to test the interface or interfaces in minutes
(from a minimum of | minute to a maximum of 60 minutes). The default
is 4 minutes.

cont Specifies continuous interface testing until cancelled with command
negation.

Mode  Privileged Exec

Example To test the switch ports in VLAN [, install loopbacks in the ports, and enter the following
commands:

awplus (config)# service test
awplus (config)# no spanning-tree rstp enable bridge-forward
awplus (config)# interface vlanl

awplus (config-if)# shutdown

awplus (config-if)# end

awplus# test interface all
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To see the output, use the commands:

awplus# show test

awplus# show test count

To start the test on all interfaces for | minute use the command:

awplus# test interface all time 1

Related Commands clear test interface

Software Reference for SwitchBlade® x8100 Series Switches
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Introduction

This chapter gives an overview of Layer | and 2 switching.

Layer 2 switches are used to connect multiple Local Area Network (LAN) segments together
to form an extended LAN. Stations connected to different LANs can be configured to
communicate with one another as if they were on the same LAN. They can also divide one
physical LAN into multiple Virtual LANs (VLANS). Stations connected to each other on the
same extended LAN can be grouped in separate VLANS, so that a station in one VLAN can
communicate directly with other stations in the same VLAN, but must go through higher layer
routing protocols to communicate with those stations in other VLANS.

Layer 2 switches appear transparent to higher layer protocols, transferring frames between the
data link layers of the networks to which they are attached. A Layer 2 switch accesses each
physical link according to the rules for that particular network. Access may not always be
instant, so the switch must be capable of storing and forwarding frames.

Storing and forwarding enables the switch to examine both the VLAN tag fields and Ethernet
MAC address fields in order to forward the frames to their appropriate destination. In this way,
the switch can act as an intelligent filtering device, redirecting or blocking the movement of
frames between networks.

Because switch ports can sometimes receive frames faster than it can forward them, the switch
has Quality of Service (QoS) queues in which frames await transmission according to their
priority. Such a situation could occur where data enters a number of input ports all destined for
the same output port.

The switch can be used to:

m  Increase both the physical extent and the maximum number of stations on a LAN.

LANSs are limited in their physical extent by the signal distortion and propagation delay
characteristics of the media. The switch overcomes this limitation by receiving a frame on
one LAN and then retransmitting it to another. The physical characteristics of the LAN
media also place a practical limit on the number of stations that can be connected to a
single LAN segment. The switch overcomes this limitation by joining LAN segments to
form an extended LAN capable of supporting more stations than either of the individual
LAN segments.

m Connect LANs that have a common data link layer protocol but different physical media,
for example, Ethernet 10BASET, |00BASET, and |OBASEF.

m  Increase the availability of LANs by allowing multiple redundant paths to be physically
configured and selected dynamically, using the Spanning Tree algorithm.

m  Reduce the load on a LAN or increase the effective bandwidth of a LAN, by filtering traffic.

m  Prioritize the transmission of data with high Quality of Service requirements.

By using Virtual LANs (VLANS), a single physical LAN can be separated into multiple Virtual
LANSs. VLANS can be used to:

m  Furtherimprove LAN performance, as broadcast traffic is limited to LAN segments serving
members of the VLAN to which the sender belongs.

m  Provide security, as frames are forwarded to those stations belonging to the sender’s
VLAN, and not to stations in other VLANSs on the same physical LAN.

m  Reduce the cost of moving or adding stations to function or security based LANSs, as this
generally requires only a change in the VLAN configuration.

14.2
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Adding a
description

Continuous

Non-continuous

Physical Layer Information

Switch Ports

A unique port number identifies each switch port. The software supports a number of features
at the physical level that allow it to be connected in a variety of physical networks. This physical
layer (Layer |) versatility includes:

m  Enabling and disabling of ports

m  Auto negotiation of port speed and duplex mode for all 10/100 BASE ports
m Manual setting of port speed and duplex mode for all 10/100 BASE ports

m  Link up and link down triggers

m  Packet storm protection

m  Port mirroring

m  Support for SNMP management

Port Numbering

Ports are numbered using a 3 digit format x .y . z where x is the chassis number, y is the
number of the slot the line card is installed in, and z is the port number within the line card.

You can add a description to an interface to help identify its purpose or position. For example,
to add the description “connected to Nerv' to portl.1.3, use the commands:

awplus (config)# interface portl.1.3

awplus (config-if)# description connected to Nerv

Port ranges

To configure a continuous range of ports at the same time, enter the range in the format:

portx.y.z-portx.y.z

For example, to configure the same interface setting on port1.1.10 to portl.1.20,
enter the Global Configuration mode command:

awplus (config)# interface portl.l1.10-portl.1.20

To configure a non-continuous set of ports at the same time, enter a comma-separated list:

portx.y.z,portx.y.z

For example, to configure the same interface setting on portl.1.1 and portl.1.5, enter
the Global Configuration mode command:

awplus (config)# interface portl.l.1,portl.1.5

You can combine a hyphen-separated range and a comma-separated list. To configure the same
settingonportl.1.1 to portl.1l.3 andportl.l1.5, enterthe Global Configuration

mode command:

awplus (config)# interface portl.l.l-portl.1.3,portl.1.5

C613-50022-01 REV B
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Activating and Deactivating Switch Ports

An active switch port is one that is available for packet reception and transmission. Disabling a
switch port does not affect the STP operation on the port. By default ports and VLAN are
activated.

To shutdown a port or VLAN use the shutdown command on page 12.14. Use the no variant
of this command to reactivate it.

Autonegotiation

Autonegotiation lets the port adjust its speed and duplex mode to accommodate the device
connected to it. When the port connects to another autonegotiating device, they negotiate the
highest possible speed and duplex mode for both of them.

By default, all ports autonegotiate. Setting the port to a fixed speed and duplex mode may be
necessary when connecting to a device that cannot autonegotiate.

Duplex mode

Ports can operate in full duplex or half duplex mode depending on the type of port it is. When
in full duplex mode, a port transmits and receives data simultaneously. When in half duplex
mode, the port transmits or receives but not both at the same time.

You can set a port to use either of these options, or allow it to autonegotiate the duplex mode
with the device at the other end of the link. To configure the duplex mode, use these
commands:

awplus#

configure terminal Enter Global Configuration mode

awplus (config)#

interface portl.1l.1 EnterInterface Configuration mode for port I.I.1

awplus (config-if)#
duplex {auto|full|half} Enterthe duplex mode for port I.I.I

Speed options

Before configuring a port's speed, check the hardware limit for the particular port type. The
following list can be used as a guide:

m  non-SFP RJ-45 copper switch ports: 10, 100 or 1000 Mbps

m  supported tri-speed copper SFPs: 10, 100 or 000 Mbps

m fibre SFPs: 100 Mbps to 1000Mbps, depending on the SFP type
m  XFP modules: 10 Gbps

For the latest list of approved SFP transceivers either contact your authorized distributor or
reseller, or visit http://www.alliedtelesis.com.

You can set a port to use one of these speed options, or allow it to autonegotiate the speed
with the device at the other end of the link.

14.4
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Most types of switch port can operate in either full duplex or half duplex mode. In full duplex
mode a port can transmit and receive data simultaneously. In half duplex mode the port can
either transmit or receive, but not at the same time.

Make sure that the configuration of the switch matches the configuration of the device at the
far end of the link. In particular, avoid having one end autonegotiate duplex mode while the
other end is fixed. For example, if you set one end of a link to autonegotiate and fix the other
end at full duplex, the autonegotiating end cannot determine that the fixed end is full duplex
capable. Therefore, the autonegotiating end selects half-duplex operation. This results in a
duplex mismatch and packet loss. To avoid this, either fix the mode at both ends, or use
autonegotiation at both ends.

Configuring the port speed

To set the port speed to 1000 kbps on port I.1.1, use the commands:

awplus#

configure terminal Enterthe Global Configuration mode.

awplus (config)#
interface portl.1l.1 EnterInterface Configuration mode for port I.1.1

awplus (config-if)#
speed 1000 Set the port speed for port I.1.1 to 1000 Mbps.

MDI/MDIX Connection Modes

By default, copper 10Base-T, 100Base-T, and 1000Base-T ports on the switch automatically set
the Media Dependant Interface mode to MDI or MDIX for successful physical connections. We
recommend using this default setting. However, you can configure them to have either fixed
MDI mode or fixed MDIX mode by using the polarity command on page 15.32. MDI/MDIX
mode polarity does not apply to fibre ports.

Connections to I0BASE-T, IOOBASE-T, and 1000BASE-T networks may either be straight
though (MDI) or crossover (MDIX). The crossover connection can be achieved by using either
a crossover cable or by integrating the crossover function within the device. In the latter
situation, the connector is referred to as an MDIX connection. Refer to your switch's Hardware
Reference for more detailed information on physical connections cabling.

The IEEE 802.3 standard defines a series of Media Dependant Interface types and their physical
connections. For twisted pair (IOBASE-T) networking, the standard defines that connectors
that conform to the IEC 60603-7 standard. The Figure 14-1f shows a connector of this type.

Figure 14-1: Connector used for 10BASE-T networks

—

RJPIN
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Switch Slot Provisioning

Switch slot provisioning enables you to pre-configure a vacant slot on a switch, ready for line
card hot-insertion at a later time. When the line card is physically added, its configuration is
automatically applied with the minimum network disruption. Provisioning is on by default, and
cannot be disabled.

Provisioned capacity can be applied by either of the following actions:
m  applying the appropriate provisioning command
m  installing, then removing a provisionable card from its slot

A provisioned interface is assigned the shutdown state and is therefore not able to be activated.
Applying the shutdown or no shutdown commands to a provisioned port will change only its
administrative state.

Provisioned Board Classes

Provisioning introduces the concept of defined board classes. Each board class is assigned a
class and an appropriate port count. The following Board Classes are defined:

Table 14-1: Provisioned Board Classes

Board Classes

Class Port Count Speed
XE4 4 10 Gbps
GE24 24 | Gbps
XE6 6 10 Gbps

Note Slots 5 and 6 accept Control Fabric Cards only and cannot be provisioned.

Al

Configure Slot Provisioning

The procedure to configure switch slot provisioning is described in the following table.

Table 14-2: Configuration procedure for slot provisioning

Provision a slot on the chassis

configure terminal Enter Configuration mode.

card <1-12> {provision|reprovision} Specify the chassis slot position to provision and specify

{XE4 |GE24 |XE6} the line card type.

14.6
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Table 14-2: Configuration procedure for slot provisioning(cont.)

Reprovision an existing card provision configuration

awplus#

configure terminal

Enter Configuration mode.

awplus (config)#

card <1-12> {provision|reprovision}
{XE4 |GE24 | XE6}

Remove an existing card provision

Specify the chassis slot position to reprovision and
specify the line card type.

awplus#

configure terminal

Enter Configuration mode.

awplus (config)#

no card <1-12> provision

Specify the chassis slot position that a previously
configured line card provision will be removed from.

Check the configuration

awplus#

show provisioning

Display summary information about the provisioning
status of all installed or provisioned hardware.

awplus#

show card

Display summary information about current and
provisioned line cards in the chassis.

Software Reference for SwitchBlade® x8100 Series Switches
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Removing or Changing Card Provisioning

You cannot un-provision currently installed hardware. Provisioning changes are only retained if
the configuration is saved prior to rebooting.

Displaying Provisioned Configurations

Interface configurations will still exist in the config files and will appear in show commands, even
though a line card itself may not be physically installed. Provisioning could result from line card
capability that has been preconfigured for future installation, or could result from the removal of
an installed line card.

The show running-config command includes switch commands for existing hardware, plus all
non existent, but provisioned, hardware. The following example output of the
show running-config command illustrates how provisioned and existing hardware is displayed.

Figure 14-2: Sample display of existing and provisioned show output

awplus#show running-config

card

1 provision ge24
card 2 provision ge24
card 4 provision ge24
card 7 provision xe4
card 8 provision xe4

card 9 provision ge24

card 10 provision ge24

card 11 provision xe4

card 12 provision xed

1

interface portl.1.1-1.1.24
switchport

switchport mode access

1

interface portl.2.1-1.2.24
switchport

switchport mode access

1

interface portl.4.1-1.4.24
switchport

switchport mode access.

: end

Displaying provisioned hardware status

The status, present or provisioned, appears in monitoring commands, such as the
show interface brief, as shown in the following sample output from this command:

Figure 14-3: Sample display showing hardware provisioning status

Interface Status Protocol Status
portl.l1.1 admin up running present
portl.1.2 admin up down present
portl.8.1 admin up down provisioned

portl.8.2 admin up down provisioned

14.8
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A more detailed inspection of the provisioned port1.8.1 is shown below. Note the MAC
address of 0000.0000.0000, which is a placeholder value for all provisioned ports. Also
note that afthough the port is in the link DOWN state its administrative state of UP
PROVISIONED means that it can be further configured. For example, it can be associated with
a VLAN, or added to a link aggregation group etc.

Figure 14-4: Sample display showing provisioning status of a specific port

Interface portl.8.1
Scope: both
Link is DOWN, administrative state is UP PROVISIONED
Thrash-limiting
Status Unknown, Action learn-disable, Timeout 1 (s)
Hardware is Ethernet, address is 0000.0000.0000
index 6801 metric 1 mtu 1500 mru 1522
<BROADCAST, MULTICAST>
SNMP link-status traps: Disabled
input packets 0, bytes 0, dropped 0, multicast packets 0
output packets 0, bytes 0, multicast packets 0 broadcast
pks0

Provisioning and Change Management

A benefit of provisioning is that configuration settings are no longer dependant on the existence
of hardware devices. When a line card is removed, all the interfaces for that line card are
shutdown and its provisioning status is set. This means that you can add or remove physical
hardware without affecting your network configuration. Of course, when ports go down (i.e.
are physically removed) there will be other changes to network configuration, as protocols may
re-converge or, for example, routes may be removed etc.

The configuration of a newly inserted line card that matches the provisioned board-class is
achieved on a best-effort basis. Take care that your provisioned configurations match with the
type of line card that you plan to install. For example, the line card configuration shown below
has the port speed set for one of its ports:

awplus (config)# card 2 provision XE6
awplus (config)# interface portl.2.1

awplus (config-if)# speed 10000

This will be fine if a 6 x 10G port line card is installed; however installing a 24 x |G port line
card (a device that cannot run its ports at 10Gbps) would result in an error condition.

Possible Hardware Provisioning Conflicts

Conflicting provisioning configurations can occur where there is a mismatch between the line
card type that is provisionally configured, and the line card type that is physically added.

Ifa 6 x 10G port line card is inserted into a slot provisioned for a 24 x | G port line card, there
would be a mismatch between the board-class of the line card inserted and the board-class
provisioned. In this situation, the provisioned configuration would not be applied, instead the
switch would apply its default configuration to the new line card.

Where conflicting hardware is installed, and then corrected, the result is dependent on
whether or not the configuration is saved. The following example describes the two possibilities
that this situation presents:

C613-50022-01 REV B
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A slot provisioned for a 6 x 10G port line card is fitted with a 24 x | G port line card. On
realizing the mistake, it is then replaced with a 6 x 10G port line card.

«  In this situation, although the provisioned configuration will have been replaced with
the default configuration for the 24 x |G port line card, when the 6 x 10G port line
card is installed, its previous (provisioned) configuration will return, because it is part
of the switch configuration.

A slot provisioned for a 6 x 10G port line card is fitted with a 24 x | G port line card and

the configuration is saved. On realizing the mistake, it is then replaced with a 6 x |0G port
line card.

«  In this situation, the provisioned configuration will have been replaced with the default
configuration for the 24 x |G port line card. As this new configuration is saved, when
the 6 x 10G port line card is installed, a default configuration is applied.

14.10
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The Layer 2 Switching Process

The Layer 2 switching process comprises these related but separate processes:

m  The Ingress Rules
m  The Learning Process
m  The Forwarding Process

m  The Egress Rules
Ingress rules admit or discard frames based on their VLAN tagging.

The Learning process learns the MAC addresses and VLAN membership of frames admitted
on each port.

The Forwarding process determines which ports the frames are forwarded to, and the Quality
of Service priority with which they are transmitted.

Finally, Egress rules determine for each frame whether VLAN tags are included in the Ethernet
frames that are transmitted.

These processes assume that each station on the extended LAN has a unique data link layer
address, and that all data link layer frames have a header which includes the source (sender’s)
MAC address and destination (recipient’s) MAC address.

The Ingress Rules

All frames, tagged and untagged, that a VLAN-aware switch receives must be classified into a
VLAN. Each received frame is mapped to exactly one VLAN. If an incoming frame is tagged
with a valid VLAN identifier (VID) then that VID is used. If an incoming frame is untagged or is
priority tagged (a tagged frame with a VID of all zeros), then the switch uses internal VLAN
association rules to determine the VLAN it belongs to. The default settings for the ingress rules
are to Admit All Frames, and for Ingress Filtering to be on.

Every port belongs to one or more VLANs so every incoming frame has a VID to show which
VLAN it belongs. The final part of the Ingress Rules depends on whether Ingress Filtering is
enabled for the port. If Ingress Filtering is disabled, all frames are passed on to the Learning
process, regardless of which VLAN they belong to. If Ingress Filtering is enabled (by default),
frame are admitted only when they have the VID of a VLAN to which the port belongs. Frames
are discarded when they do not have an associated VID matching the VLAN assigned to a port.

The possible association rules, in order of precedence, are:

m P subnet/IPX network classification
m  protocol classification

m  port classification

The default VLAN classification is based upon the port on which the incoming frame
(untagged, or priority tagged) was received. It is possible for an incoming untagged, or priority
tagged, frame to match more than one of the association rules.

Each port on the switch can be configured to be one of two modes:

m  only untagged frames - access mode

m  only VLAN-tagged frames - trunk mode

C613-50022-01 REV B
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Access Mode

This mode can be used to connect to VLAN unaware devices. Frames to and from access
mode ports carry no VLAN tagging information.

Trunk Mode

This mode is used to connect VLAN capable devices. All devices that connect using trunk
mode ports must be VLAN aware.

The Learning Process

The learning process uses an adaptive learning algorithm, sometimes called backward learning,
to discover the location of each station on the extended LAN.

All frames admitted by the ingress rules on any port are passed on to the forwarding process
when they are for destinations in the same VLAN. Frames destined for other VLANSs are
passed to a Layer 3 protocol, such as IP. For every frame admitted, the frame's source MAC
address and VID are compared with entries in the forwarding database for the VLAN (also
known as a MAC Address table) maintained by the switch. When the frame's source address is
not in the forwarding database for the VLAN, the address is added and an ageing timer for that
entry is started. When the frame's source address is already in the forwarding database, the
ageing timer for that entry is restarted.

By default, switch learning is enabled. It can be disabled with the no mac address-table acquire
command, and re-enabled using the mac address-table acquire command on page
15.16.

If the ageing timer for an entry in the forwarding database expires before another frame with
the same source address is received, the entry is removed from the forwarding database. This
prevents the forwarding database from being filled with information about stations that are
inactive or have been disconnected from the network. It also ensures that entries for active
stations are kept alive in the forwarding database.

By default, the ageing timer is enabled with a default ageing-time. The ageing timer can be reset
to the default with the no mac address-table ageing-time command. The ageing timer
can be increased or decreased using the mac address-table ageing-time command.

If switch learning is disabled and the ageing timer has aged out all dynamically learned filter
entries, only statically entered MAC source addresses decide the packets to forward or discard.
When the switch finds no matching entries in the forwarding database during the forwarding
process, all switch ports in the VLAN are flooded with the packet, except the port that
received it.

The default for the mac address-table ageing-time is 300 seconds (5 minutes) and can be
modified by using the command mac address-table ageing-time. The no mac address-
table ageing-time command will reset the ageing-time back to the default (5 minutes).

To set the mac address-table ageing-time to 1000 seconds:

awplus#

configure terminal Enterthe config terminal mode

awplus (config)#

mac address-table ageing-time 1000 Set the ageing time to 1000 seconds

To display general switch settings, including settings for switch learning and the switch ageing
timer, use the show system command on page 8.43.

14.12
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The Forwarding Process

After a VID is assigned to a frame using the ingress rules, the switch forwards it to the
destination MAC address specified in the frame. To do this the switch must learn which MAC
addresses are available on each port for each VLAN. When the destination MAC address is not
found, the switch floods the frame on all ports that are members of the VLAN except the port
on which the frame was received.

The forwarding database (also known as the MAC Address table) determines the egress port on
which the destination MAC address has been learned. MAC addresses are learned dynamically
as part of the Layer 2 switching process.

The forwarding database is ordered according to MAC address and VLAN identifier. This
means a MAC address can appear more than once in the forwarding database having been
learned on the same port but for different VLANS. This could occur if the IP address of an end
station is changed thereby moving the end station to a different IP subnet-based VLAN while
still connected to the same switch port. When the forwarding database ageing process is
enabled, old entries in the forwarding database are deleted after a user-configurable period.

If the destination address is found, the switch discards the frame when the port is not in the
STP forwarding or disabled state if the destination address is on the same port as the source
address, or if there is a static filter entry for the destination address set to discard (see “Layer 2
Filtering” on page 14.14). Otherwise, the frame is forwarded on the indicated port.

Forwarding occurs only when the port on which the frame was received is in the Spanning
Tree forwarding or disabled state. The destination address is then looked up in the forwarding
database for the VLAN.

The Egress Rules

After the forwarding process has determined from which ports and transmission queues to
forward a frame, the egress rules for each port determine whether the outgoing frame is
VLAN-tagged with its numerical VLAN identifier (VID).

A port must belong to a VLAN at all times unless the port has been set as the mirror port for
the switch.

A port can transmit VLAN-tagged frames for any VLAN to which the port belongs. A port can
transmit untagged frames for any VLAN for which the port is configured, e.g. IP subnet-based
or protocol-based, unless prevented by the port-based VLAN egress rules. A port that belongs
to a port-based VLAN can transmit untagged packets for only one VLAN. For more
information about VLANSs and VLAN tagging, see Chapter 16, VLAN Introduction.

For more information on port tagging see the following commands:
switchport mode access command on page 17.12
switchport mode trunk command on page 17.18
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Layer 2 Filtering

The switch has a forwarding database (also known as the MAC address table) whose entries
determine whether frames are forwarded or discarded over each port. Entries in the
forwarding database are created dynamically by the learning process. A dynamic entry is
automatically deleted from the forwarding database when its ageing timer expires.

The forwarding database supports queries by the forwarding process as to whether frames
with given values of the destination MAC address field should be forwarded to a given port.

For each VLAN, the destination MAC address of a frame to be forwarded is checked against
the forwarding database. If there is no entry for the destination address and VLAN, the frame is
transmitted on all ports in the VLAN that are in the forwarding or disabled state, except the
port on which the frame was received. This process is referred to as flooding. If an entry is
found in the forwarding database but the entry is not marked forwarding or the entry points to
the same port the frame was received on, the frame is discarded. Otherwise, the frame is
transmitted on the port specified by the forwarding database.

Ingress Filtering

The ingress-filter parameter of the switchport mode trunk command on page 17.18 and the
switchport mode access command on page 17.12, enables or disables ingress filtering of
frames entering the specified port (or port range). Each port on the switch belongs to one or
more VLANS. If ingress filtering is enabled, any frame received on the specified port is only
admitted if its VID matches one for which the port is tagged. Any frame received on the port is
discarded if its VID does not match one for which the port is tagged.

Untagged frames are admitted and are assigned the VLAN Identifier (VID) of the port’s native
VLAN. Ingress filtering can be turned off by setting the disable parameter of the above two

commands. The default setting of the enable / disable parameter option is enable.

Note Enabling the vlan-disable parameter of the thrash-limiting command on page 15.59
will also enable ingress filtering, and will override the setting of the switchport mode
%E:I access, and trunk commands

14.14
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Storm-control

The packet storm-control feature enables you to set limits on the reception rate of broadcast,
multicast frames and destination lookup failures. You can set separate limits beyond which each

of the different packet types are discarded.

Note A destination lookup failure (DLF) is the event of receiving a unicast Ethernet frame

] with an unknown destination address.

For more information on applying storm-control, see the storm-control level command
on page 15.55.

To apply storm-control by limiting broadcasts to 30% on portl.1.4

configure terminal Enter Global Configuration mode.

interface portl.1.4 Enterthe Interface Configuration mode
for the selected port.

storm-control broadcast level 30 Configure the interface.

To turn off storm protection on portl.1.4

configure terminal Enter Global Configuration mode.

interface portl.1.4 Enterthe Interface Configuration mode
for the selected port.

no storm-control broadcast level Configure the interface.
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Limiting Actions

Loop Protection

Loop protection is a general term that embraces several different methods you can apply to
protect your network from effects such as broadcast storms that can result from data loops or
equipment malfunction. Presently two methods of loop protection are available:

m  Loop Detection
m  Thrash Limiting

Loop Detection

Introduction

This feature is used to detect loops with a network segment. If a loop is detected then a
selected protection mechanism is applied to limit the effect of the loop. The loop protection
actions can be applied either to the port at which the loop is detected or to the VLAN within
which the loop was detected.

You can configure loop detection to apply one of the following mechanisms when a loop
condition is detected:

m  Disable all MAC address learning.

m  Block all traffic on the port (or aggregated link) that detected the loop, and take down the
link.

m  Block all traffic on the port (or aggregated link) that detected the loop, but keep the link in
the up state.

m  Block all traffic on a vlan. Note that setting this parameter will also enable ingress filtering.
This is the default action.

m  fake no action, but log the details.

m  Take no action.

Operation

To detect loops this feature operates by transmitting a series of Loop Detection Frames (LDFs)
from each switch port out into the network. If no loops exist, then none of these frame should
ever return. If a frame returns to its original port, the detection mechanism assumes that there
is a loop somewhere in the network and offers a number of protective options.

Each LDF is a Layer 2 LLC frame that contains the following components:

m  the source MAC address of the originating switch

m  the destination MAC address of the non-existent end station 00-00-F4-27-71-01
m  VLAN ID (where the port is a tagged member of a VLAN).

m  arandomly generated LDF ID number.

You can set the detection mechanism to remember the LDF ID of up to 5 of the most recently
transmitted LDF frames. Each of the 5 most recently transmitted frames is compared with
every frame that arrives at that same port.

14.16
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Example

Example

Example

Limiting Actions

Configuration

To enable loop protection and configure its basic parameters, you use the loop-protection
command on page 15.14.

To enable the loop-detect mechanism, and generate loop-detect frames once every 5 seconds,
use the command:

awplus (config)# loop-protection loop-detect 1ldf-interval 5

Note LDFs are sent sequentially for each VLAN defined to a particular port. For example,
if a particular port in this example is a member of 4 VLANSs, then the LDFs will be
%E} sent from this port at the rate of 4 frames every 5 seconds.

You can now use the loop-protection action command on page 15.15 configure the action
that the switch will take if a loop is detected.

To disable an interface, and bring the link down, when a network loop is detected, use the
command:

awplus (config-if)# loop-protection action link-down

Now decide how long you want the protective action to apply for: You configure this function
by using the loop-protection timeout command on page 15.16.

To configure a loop protection action timeout of 10 seconds, use the command:

awplus (config-if)# loop-protection timeout 10

Thrash Limiting

MAC address thrashing occurs when MAC addresses move rapidly between one or more
ports or trunks, for example, due to a network loop.

Thrash limiting enables you to apply actions to a port when thrashing is detected. It is
supported on all port types and also on aggregated ports.

There are several different thrash actions that you can apply to a port when thrashing is
detected. These actions are:

m  learnDisable
Address learning is temporarily disabled on the port.

m  portDisable
The port is logically disabled. Traffic flow is prevented, but the link remains up. The device
at the other end does not notice that the port has changed status, and the link LEDs at
both ends stay on.

m  linkDown
The port is physically disabled and the link is down. This is equivalent to entering the
shutdown command on page 12.14.

m  VvianDisable
The port is disabled only for the VLAN on which thrashing has occurred. It can still receive
and transmit traffic for any other VLANSs of which it is a member.

C613-50022-01 REV B
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Re-enabling a
port

When a MAC address is thrashing between two ports, one of these ports (the first to cross its
thrashing threshold) is disabled. All other ports on the device will then have their threshold
counters reset.

To set a thrash action for a port, use the thrash-limiting command on page 15.59:

To view the thrash action that is set for a port, use the show interface switchport command
on page 15.34:

When a port is disabled, either completely or for a specific VLAN, it remains disabled until it is
manually re-enabled in any of the following ways:

m by using SNMP
m by rebooting the switch
m by specifying a thrash timeout value along with the thrash action

m viathe CLI

Support for Jumbo Frames

You can enable jumbo frame support on the switch to improve throughput and network
utilization. By increasing frame size, more data is put in each packet that the switch has to
process.

When jumbo frames support is enabled, the maximum received packet size is:

m 9710 bytes for ports that work at speeds of either |0Mbps or 100Mbs
m 0240 bytes for ports that work at speeds of |000Mbps

Jumbo frame support is enabled or disabled on the entire switch, not on a per port basis. To
enable them, use the platform jumboframe command on page 15.25; to see whether they are
enabled, use the show platform command on page 15.40. Jumbo frame support is disabled by
default.

14.18
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Port Mirroring

Port mirroring enables traffic being received and transmitted on a switch port to be sent to
another switch port, the mirror port, usually for the purposes of capturing the data with a
protocol analyzer.

The mirror port is the only switch port that does not belong to a VLAN, and therefore does
not participate in any other switching. Before the mirror port can be set, it must be removed
from all trunk groups and all VLANs except the default VLAN.

The following example sets mirroring on ports |.1.2 and 1.1.5 for both incoming and outgoing
data.

Note Due to the internal hardware properties of the switch, frames that are destined to
leave the mirrored port untagged (i.e. will have their VLAN tag removed on egress)
%E:I will be received by the mirror port with the tag retained. Consequently, if frames
were being transmitted by the mirror port (into the network) at wire speed, then
the mirror port might be unable to accept all the frames supplied to it.

To configure port I. |. 2 to mirror port I. 1.5

configure terminal Enter Global Configuration mode.

interface portl.1.2 Enterthe Interface Configuration mode for
port |.1.2.

mirror interface portl.1.5 Configure this portto mirrorport I. I.5.
direction both
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Port Security

The port security features provide control over the stations connected to each switch port.
These comprise:

m MAC address learn limits

m  [EEE802.1X

MAC Address Learn Limits

MAC address limiting is applied using the switchport port-security command on page 15.56. If
enabled on a port, the switch will learn MAC addresses up to a user-defined limit from | to
256, then lock out all other MAC addresses. One of the following options can be specified for
the action taken when an unknown MAC address is detected on a locked port:

m  Discard the packet and take no further action.
m Discard the packet and notify management with an SNMP trap.

m  Discard the packet, notify management with an SNMP trap and disable the port.

|[EEE 802.1X

|EEE 802.1X restricts unauthenticated devices from connecting to the switch. After
authentication is successful, traffic is allowed through the switch. For more information see
Chapter 48, 802.1X Introduction and Configuration.

14.20
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Quality of Service

Quality of Service (QoS) enables you to both prioritize traffic and limit its available bandwidth.
The concept of QoS is a departure from the original networking protocols, in which all traffic
on the Internet or within a LAN had the same available bandwidth. Without QoS, all traffic
types are equally likely to be dropped if a link becomes oversubscribed. This approach is now
inadequate in many networks, because traffic levels have increased and networks often carry
time-critical applications such as streams of real-time video data. QoS also enables service
providers to easily supply different customers with different amounts of bandwidth.

Configuring Quality of Service involves two separate stages:

1. Classifying traffic into flows, according to a wide range of criteria. Classification is
performed by the switch's class maps.

2. Acting on these traffic flows.

The switch's QoS functionality includes the following:

m  policies, to provide a QoS configuration for a port or ports

m  traffic classes, for bandwidth limiting and user prioritization

B maximum bandwidth limiting on a traffic class

m  flow groups within traffic classes, for user prioritization

m  control of the egress scheduling algorithm

priority relabelling of frames, at Layer 2, by replacing the VLAN tag User Priority field

m  class of service relabelling of frames, at Layer 3, by replacing the DSCP (DiffServ Code
Point) or the TOS precedence value in the IP header’s Type of Service (TOS) field.

For more information on QoS see Chapter 46, Quality of Service (QoS) Introduction and
Chapter 47, QoS Commands.
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IGMP Snooping

IGMP (Internet Group Management Protocol) is used by IP hosts to report their multicast
group memberships to routers and switches. IP hosts join a multicast group to receive
broadcast messages directed to the multicast group address. IGMP is an IP-based protocol and
uses IP addresses to identify both the multicast groups and the host members. For a VLAN-
aware devices, this means multicast group membership is on a per=VLAN basis. If at least one
port in the VLAN is a member of a multicast group, by default multicast packets will be flooded
onto all ports in the VLAN.

IGMP snooping enables the switch to forward mutticast traffic intelligently on the switch. The
switch listens to IGMP membership reports, queries and leave messages to identify the switch
ports that are members of multicast groups. Multicast traffic will only be forwarded to ports
identified as members of the specific multicast group.

IGMP snooping is performed at Layer 2 on VLAN interfaces automatically. By default, the
switch will forward traffic only from those ports with multicast listeners, therefore it will not act
as a simple hub and flood all multicast traffic out all ports. IGMP snooping is independent of the
IGMP and Layer 3 configuration, so an IP interface does not have to be attached to the VLAN,
and IGMP does not have to be enabled or configured.

IGMP snooping is enabled by defautt.

14.22
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Command List

This chapter provides an alphabetical reference of commands used to configure switching. For
more information see Chapter 14, Switching Introduction.

card provision

Use this command to pre-configure a specific empty slot within a chassis ready for inserting a
particular card type. To run this command, the slot position must be vacant and the selected
line card must be one that is currently supported.

Use the no variant of this command to remove an existing card provision.

Note Slots 5 and 6 accept Control Fabric Cards only and cannot be provisioned.

Al

Syntax card <1-12> {provision|reprovision} {XE4|GE24|XE6}

no card <1-12> provision

Parameter Description
<1-12> The chassis slot position to be either provisioned or reprovisioned.
provision Provides settings within the switch configuration ready for a specific

card to be inserted into a specific slot.

reprovision Reconfigure an existing card provision configuration.
XE4 Provision a 4 x 10G port card.
GE24 Provision a 24 x |G port card.
XE6 Provision a 6 x 10G port card.

Mode Global Configuration

Examples  To provision slot 2 to accommodate a 24 x | Gigabit port card, use the following commands:
awplus# configure terminal

awplus (config)# card 2 provision GE24

To reprovision slot 2 to accommodate a 6 x 10 Gigabit port card, use the following commands:
awplus# configure terminal

awplus (config)# card 2 reprovision XE6
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To remove the above provisioning, use the following commands:
awplus# configure terminal

awplus (config)# no card 2 provision

Related Commands show provisioning

clear loop-protection counters

Use this command to clear the counters for the Loop Protection counters.

Syntax clear loop-protection [interface <port-list>] counters

Parameters Description

interface The interface whose counters are to be cleared.

<port-list> A port aportrange, or an aggregated link.

Mode  Privileged Exec

Examples To clear the counter information:
awplus# clear loop-protection counters

awplus# clear loop-protection interface portl.l.1 counters
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Syntax

Mode

Usage

Examples

Related Commands

clear mac address-table static

Use this command to clear the filtering database of all statically configured entries for a selected
MAC address, interface, or VLAN.

clear mac address-table static
[address <mac-address>|interface <port>|vlan <vid>]

Parameter Description

address Specify a MAC (Media Access Control) address to be cleared from
the filtering database.

<mac-address> Enter a MAC address to be cleared from the database in the format
HHHH.HHHH.HHHH.

interface Specify a switch port to be cleared from the filtering database.

<port> Specify the switch port from which address entries will be cleared.
This can be a single switch port, (e.g. portl.1.4), a static channel
group (e.g. sa3), or a dynamic (LACP) channel group (e.g. po4).

vlan Specify a VLAN to be cleared from the filtering database.

<vid> Enter a VID (VLAN ID) in the range <1-4094> to be cleared from
the filtering database.

Privileged Exec

Use this command with options to clear the filtering database of all entries made from the CLI
for a given MAC address, interface or VLAN. Use this command without options to clear any
entries made from the CLI.

Compare this usage with clear mac address-table dynamic command on page 15.6.

This example shows how to clear all filtering database entries configured through the CLI.

awplus# clear mac address-table static

This example shows how to clear all filtering database entries for a given interface configured
through the CLI.

awplus# clear mac address-table static interface portl.1.3

This example shows how to clear filtering database entries filtering database entries configured
through the CLI for a given mac address.

awplus# clear mac address-table static address 0202.0202.0202

clear mac address-table dynamic
mac address-table static
show mac address-table
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Syntax

Mode

Usage

Examples

clear mac address-table dynamic

Use this command to clear the filtering database of all entries learned for a selected MAC
address, an MSTP instance, a switch port interface or a VLAN interface.

clear mac address-table dynamic
[address <mac-address>|interface <port> [instance <inst>]/
vlian <vid>]

Parameter Description
interface Specify a switch port to be cleared from the filtering database.
<port> Specify the switch port from which address entries will be cleared.

This can be a single switch port, (e.g. portl.1.4), a static channel
group (e.g. sa3), or a dynamic (LACP) channel group (e.g. po4).

address Specify a MAC (Media Access Control) address to be cleared from
the filtering database.

<mac-address> Enter a MAC address to be cleared from the database in the format
HHHH.HHHH.HHHH.

instance Specify an MSTP (Multiple Spanning Tree) instance to be cleared from
the filtering database.

<inst> Enter an MSTP instance in the range <1-63> to be cleared from the
filtering database.

vlan Specify a VLAN to be cleared from the filtering database.

<vid> Enter a VID (VLAN ID) in the range <1-4094> to be cleared from
the filtering database.

Privileged Exec

Use this command with options to clear the filtering database of all entries learned for a given
MAC address, interface or VLAN. Use this command without options to clear any learned
entries.

Use the optional instance parameter to clear the filtering database entries associated with a
specified MSTP instance Note that you must first specify a switch port interface before you can
specify an MSTP instance.

Compare this usage and operation with the clear mac address-table static command on page
15.5. Note that an MSTP instance cannot be specified with clear mac address-table static.

This example shows how to clear all dynamically learned filtering database entries for all
interfaces, addresses, VLANS.

awplus# clear mac address-table dynamic

This example shows how to clear all dynamically learned filtering database entries when
learned through switch operation for a given MAC address.

awplus# clear mac address-table dynamic address 0202.0202.0202

Software Reference for SwitchBlade® x8100 Series Switches
AlliedWare Plus™ Operating System - Version 5.4.2 C613-50022-01 REV B



m%%iﬁd ?31255 Switching Commands

This example shows how to clear all dynamically learned filtering database entries when
learned through switch operation for a given MSTP instance 1 on switch port interface
portl.1.2.

awplus# clear mac address-table dynamic interface portl.1.2
instance 1

Related Commands clear mac address-table static
show mac address-table

clear port counter

Use this command to clear the packet counters of the port.

Syntax clear port counter [<port>]

Parameter Description

<port> The port number or range

Mode  Privileged Exec

Example To clear the packet counter for port1.1.1, use the command:

awplus# clear port counter portl.l.1

Related Commands show platform port
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debug loopprot

This command enables Loop Protection debugging.

The no variant of this command disables Loop Protection debugging.

Syntax debug loopprot {info|msg|pkt|state|nsm|all}

no debug loopprot {info|msg|pkt|state|nsm|all}

Parameter Description

info General Loop Protection information.

msg Received and transmitted Loop Detection Frames (LDFs).

pkt Echo raw ASCII display of received and transmitted LDF packets to the
console.

state Loop Protection states transitions.

nsm Network Service Module information.

all All debugging information.

Mode  Privileged Exec and Global Configuration

Example To enable debug for all state transitions, use the command:

awplus# debug loopprot state

Related Commands show debugging loopprot
undebug loopprot
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Syntax

Default

Mode

Usage

Examples

debug platform packet

This command enables platform to CPU level packet debug functionality on the switch.

Use the no variant of this command to disable platform to CPU level packet debug. If the result
means both send and receive packet debug are disabled, then any active timeout will be

cancelled.

debug platform packet [recv] [send] [timeout <timeout>]
[vlian <vlan-id>|alll

no debug platform packet [recv] [send]

Parameter Description

recv Debug packets received.

send Debug packets sent.

timeout Stop debug after a specified time.

<timeout>

<0-3600>The timeout period, specified in seconds.

vlan

<vlan-id>

Limit debug to a single VLAN ID specified.

<1-4094> The VLAN ID to limit the debug output on.

all

Debug all VLANSs (default setting).

A 5 minute timeout is configured by default if no other timeout duration is specified.

Privileged Exec

and Global Configuration

This command can be used to trace packets sent and received by the CPU. If a timeout is not
specified, then a default 5 minute timeout will be applied.

If a timeout of O is specified, packet debug will be generated until the no variant of this
command is used or another timeout value is specified. The timeout value applies to both send

and receive debug and is updated whenever the debug platform packet command is used.

To enable both receive and send packet debug for the default timeout of 5 minutes, enter:

awplus# debug platform packet

To enable receive packet debug for |0 seconds, enter:

awplus# debug platform packet recv timeout 10

To enable send

packet debug with no timeout, enter:

awplus# debug platform packet send timeout 0

To enable VLAN packet debug for VLAN 2 with a timeout duration of 3 minutes, enter:

awplus# debug platform packet vlan 2 timeout 150

C613-50022-01 REV B

Software Reference for SwitchBlade® x8100 Series Switches

AlliedWare Plus™ Operating System - Version 5.4.2



Switching Commands ﬂ A.Ilied TE.‘]BSi,S

To disable receive packet debug, enter:

awplus# no debug platform packet recv

Related Commands  show debugging platform packet
undebug platform packet
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Syntax

Mode

Usage

Examples

Related Commands

duplex
This command changes the duplex mode for the specified port.

By default, ports auto-negotiate duplex mode (except for |00Base-FX ports which do not
support auto-negotiation, so default to full duplex mode).

To see the currently-negotiated duplex mode for ports whose links are up, use the command
show interface. To see the configured duplex mode (when different from the default), use the
command show running-config.

duplex {auto]|full|half}

Parameter Description

auto Auto-negotiate duplex mode.
full Operate in full duplex mode only.
half Operate in half duplex mode only.

Interface Configuration

Switch ports in a static or dynamic (LACP) channel group must have the same port speed and
be in full duplex mode. Once switch ports have been aggregated into a channel group, you can
set the duplex mode of all the switch ports in the channel group by applying this command to
the channel group.

To specify full duplex for portl.1.4, enter the following commands:
awplus# configure terminal
awplus (config)# interface portl.l.4

awplus (config-if)# duplex full

To specify half duplex for port1.1.4, enter the following commands:
awplus# configure terminal
awplus (config)# interface portl.1l.4

awplus (config-if)# duplex half

To auto-negotiate duplex mode for port1.1. 4, enter the following commands:
awplus# configure terminal
awplus (config)# interface portl.l.4

awplus (config-if)# duplex auto

polarity
speed
show interface
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Syntax

Default

Mode

Usage

flowcontrol (switch port)

Use this command to enable flow control, and configure the flow control mode for the switch
port.

Use the no variant of this command to disable flow control for the specified switch port.

flowcontrol receive {off|on}

no flowcontrol

Parameter Description

receive When the port receives pause frames, it temporarily stops (pauses)
sending traffic.

on Enable the specified flow control.

off Disable the specified flow control.

By default, flow control is disabled.
Interface Configuration

The flow control mechanism specified by 802.3x is only for full duplex links. It operates by
sending PAUSE frames to the link partner to temporarily suspend transmission on the link

Flow control enables connected Ethernet ports to control traffic rates during congestion by
allowing congested nodes to pause link operation at the other end. If one port experiences
congestion, and cannot receive any more traffic, it notifies the other port to stop sending until
the condition clears. When the local device detects congestion at its end, it notifies the remote
device by sending a pause frame. On receiving a pause frame, the remote device stops sending
data packets, which prevents loss of data packets during the congestion period.

15.12
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Flow control is not recommended when running QoS or ACLs, because the complex queuing,
scheduling, and filtering configured by QoS or ACLs may be slowed by applying flow control.

Examples
awplus# configure terminal

awplus (config)# interface portl.1.2

awplus (config-if)# flowcontrol receive on

awplus# configure terminal
awplus (config)# interface portl.1.2

awplus (config-if)# flowcontrol receive off

awplus# configure terminal
awplus (config)# interface portl.l1.2

awplus (config-if)# no flowcontrol

Validation  show running-config
Commands
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loop-protection

Use this command to enable the Loop Protection - loop detection - feature, and configure the
detection mechanism parameters.

Use the no variant of this command to disable the Loop Protection feature.

Syntax loop-protection loop-detect [ldf-interval <period>] [ldf-rx-window
<frames>]

no loop-protection [loop-detect]

Parameter Description

loop-detect Enables loop detection when used with loop-protection keywords.
Disables loop detection when used with no loop-protection keywords.

ldf-interval The time (in seconds) between successive loop-detect frames being
sent.

<period> A period between 5 and 600 seconds.
The default is 10 seconds.

ldf-rx- The number of transmitted loop detection frames whose details are
window held for comparing with frames arriving at the same port.
<frames> A value for the window size between | and 5 frames.

The default is 3 frames.

Default Loop Protection is disabled.
Mode  Global Configuration

Usage Use this command to enable the Loop Protection feature, and configure the detection
mechanism, and the detection mechanism parameters.

Example To enable the loop-detect mechanism on the switch, and generate loop-detect frames once
every 5 seconds, use the command:

awplus# configure terminal

awplus (config)# loop-protection loop-detect 1ldf-interval 5
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Syntax

Default
Mode

Example

loop-protection action
Use this command to specify the protective action to apply when a network loop is detected.

Use the no variant of this command to reset the loop protection actions to the default action,
vlan-disable.

Note Currently the learn-disable parameter is not supported. If specified, an error

] message will be displayed.

loop-protection action {learn-disable|link-down|log-only|
port-disable|vlan-disable|none}

no loop-protection action

Parameter Description

learn-disable Disable MAC address learning

link-down Block all traffic on a port (or aggregated link) that detected the loop,
and take down the link.

log-only Details of loop conditions are logged. No action is applied to the port
(or aggregated link).

port-disable  Block all traffic on interface for which the loop occurred, but keep the
link in the up state.

vlan-disable  Block all traffic for the VLAN on which the loop traffic was detected.
Note that setting this parameter will also enable ingress filtering.
This is the default action.

none Applies no protective action.

loop-protection action vlan-disable
Interface Configuration

To disable an interface (portl.1.4), and bring the link down, when a network loop is
detected, use the commands:

awplus# configure terminal
awplus (config)# interface portl.l.4

awplus (config-if)# loop-protection action link-down

C613-50022-01 REV B
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loop-protection timeout
Use this command to specify the Loop Protection recovery action duration.

Use the no variant of this command to set the loop protection timeout to the default.

Syntax loop-protection timeout <duration>

no loop-protection timeout

Parameter Description

<duration>  The time (in seconds) for which the configured action will apply before
being disabled. This duration can be set between | and 86400 seconds
(24 hours).

Default The default is 7 seconds.
Mode Interface Configuration

Example To configure a loop protection action timeout of 10 seconds for port1.1.4, use the
command:

awplus# configure terminal
awplus (config)# interface portl.l1l.4

awplus (config-if)# loop-protection timeout 10

mac address-table acquire
Use this command to enable MAC address learning on the device.

Use the no variant of this command to disable learning.

Syntax mac address-table acquire

no mac address-table acquire
Default Learning is enabled by default for all instances.
Mode  Global Configuration

Example
awplus# configure terminal

awplus (config)# mac address-table acquire
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mac address-table ageing-time

Use this command to specify an ageing-out time for a learned MAC address. The learned MAC
address will persist for at least the specified time.

The no variant of this command will reset the ageing-out time back to the default of 300
seconds (5 minutes).
Syntax mac address-table ageing-time <ageing-timer> none

no mac address-table ageing-time

Parameter Description

<ageing-timer> <10-1000000> The number of seconds of persistence.

none Disable learned MAC address timeout.

Default The default ageing time is 300 seconds.
Mode Global Configuration

Examples
awplus# configure terminal

awplus (config)# mac address-table ageing-time 1000

awplus# configure terminal

awplus (config)# mac address-table ageing-time none

awplus# configure terminal

awplus (config)# no mac address-table ageing-time
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mac address-table static

Use this command to statically configure the MAC address-table to forward or discard frames
with a matching destination MAC address.

Syntax mac address-table static <mac-addr> {forward|discard} interface
<port> [vlan <vid>]

no mac address-table static <mac-addr> {forward|discard} interface
<port> [vlan <vid>]

Parameter Description
<mac-addr> The destination MAC address in HHHH . HHHH . HHHH format.

<port> The port to display information about. The port may be a switch port
(e.g. portl.1.4),astatic channel group (e.g. sa3), or a dynamic
(LACP) channel group (e.g. po4).

<vid> The VLAN ID. If you do not specify a VLAN, its value defaults to vlan I.

Mode Global Configuration

Usage The mac address-table static command is only applicable to Layer 2 switched traffic within a
single VLAN. Do not apply the mac address-table static command to Layer 3 switched traffic
passing from one VLAN to another VLAN. Frames will not be discarded across VLANs
because packets are routed across VLANS. This command only works on Layer 2 traffic.

Example
awplus# configure terminal

awplus (config)# mac address-table static 2222.2222.2222 forward
interface portl.1.4 vlan 3

Related Commands clear mac address-table static
show mac address-table
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mac address-table thrash-limit

Use this command to set the thrash limit on the switch. Thrashing occurs when a MAC address
table rapidly “flips” its mapping of a single MAC address between two subnets, usually as a
result of a network loop.

Use the no variant of this command to disable thrash limiting.

Syntax mac address-table thrash-limit <rate>

no mac address-table thrash-limit

Parameter  Description

<rate> sets the maximum thrash rate at which limiting is applied. This rate can be set
between 5 and 255 MAC thrashing flips per second. Once the thrash limit
rate is reached, the port is considered to be thrashing.

Default  No thrash limiting
Mode Global Configuration
Usage Use this command to limit thrashing on the selected port range.

Example To apply a thrash limit of 100 MAC address flips per second:
awplus# configure terminal

awplus (config)# mac address-table thrash-limit 100

Related Commands show mac address-table thrash-limit
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Syntax

Mode

Usage

mirror interface

Use this command to define a mirror port and mirrored (monitored) ports and direction of
traffic to be mirrored. The port for which you enter interface mode will be the mirror port.

The destination port is removed from all VLANS, and no longer participates in other switching.

Use the no variant of this command to disable port mirroring by the destination port on the
specified source port.

Use the none variant of this command when using copy-to-mirror ACL and QoS commands.

mirror interface <source-port-list> direction {both|receive|transmit}
mirror interface none
no mirror interface <source-port-list>

no mirror interface none

Parameter Description

<source-port-1list> The source switch ports to mirror. A port-list can be:

m aport(egportl.1l.12)

m a continuous range of ports separated by a hyphen,
egportl.1.1-1.1.24

m a comma-separated list of ports and port ranges,
egportl.l.1l,portl.1.8-1.1.24

The source port list cannot include dynamic or static channel
groups (link aggregators).

direction Specifies whether to mirror traffic that the source port
receives, transmits, or both.

both Mirroring traffic both received and transmitted by the source
port.

receive Mirroring traffic received by the source port.

transmit Mirroring traffic transmitted by the source port.

none Specify this parameter for use with the ACL (Access Control

List) access-list and QoS (Quality of Service) default action
commands when used with the copy-to-mirror parameter
option, so you can specify the destination port (the analyzer
port) for the traffic without specifying a source mirror port.
See the ACL commands access-list (hardware IP numbered)
and access-list (hardware MAC numbered), and the QoS
command default-action for further information.

Interface Configuration

Use this command to send traffic to another device connected to the mirror port for
monitoring.

See “Port Mirroring” on page 14.19.

A mirror port cannot be associated with a VLAN. If a switch port is configured to be a mirror
port, it is automatically removed from any VLAN it was associated with.

15.20
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This command can only be applied to a single mirror (destination) port, not to a range of ports,
nor to a static or dynamic channel group. Do not apply multiple interfaces with an interface
command before issuing the mirror interface command. One interface may have multiple
mirror interfaces.

Example To mirror traffic received and transmitted on portl.1.4 and portl.1.5 to destination
portl.1.3, use the commands:

awplus# configure terminal
awplus (config)# interface portl.1.3

awplus (config-if)# mirror interface portl.l.4,portl.1.5
direction both

To enable use with the access-list (hardware IP numbered) ACL and default-action QoS
commands to destination portl.1.3 without specifying a source port, use the commands:

awplus# configure terminal
awplus (config)# interface portl.1.3

awplus (config-if)# mirror interface none

To mirror all TCP traffic, received or transmitted to analyzer port1.1. 3, see the sample
config below:

awplus#show running-config

1

mls gos enable

access-list 3000 copy-to-mirror tcp any any
access-group 3000

1

interface portl.1.3

mirror interface none

switchport
1

Related Commands access-list (hardware IP numbered)
access-list (hardware MAC numbered)
default-action
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platform bist

This command performs a self test on the switch. This command tests the ASIC (Application
Specific Integrated Circuit) memory.

Syntax platform bist instance {<0—127>|a11} [full]

Parameter Description

instance ASIC (Application Specific Integrated Circuit) instance.
<0-127> ASIC instance number.

all All platform instances.

full Run full BIST tests.

Mode  Privileged Exec

Example  To run the full built in self test for all memory in the ASIC on the switch, enter the command:

platform bist instance all full

Related Commands show platform bist
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platform control-plane-prioritization rate
The CPU protection feature ensures that different traffic types can share the CPU effectively.

Use this command to set the maximum traffic rate on the CPU port to limit the CPU getting
overloaded with unnecessary data packets that may result in poor performance of the control
plane, for example, CLI console lock up or control packet loss following a broadcast storm.

The default rate limiting value is set to transmit the packets to the CPU at 60 Mbps. The CPU
port uses the WRR (Weighted Round Robin) scheduler with appropriate weights assigned.

Use the no variant of this command to restore the rate limiting on the CPU port to the default
of 60 Mbps. Note only integer values are accepted for rate limits.

Set the rate to O using platform control-plane prioritization rate to disable CPU protection.

Syntax platform control-plane-prioritization rate <rate-limit>

no platform control-plane-prioritization rate

Parameter Description

<rate-Ilimit> <[-1000> | Mbps to 1000 Mbps. Default is 60 Mbps.

Default 60 Mbps
Mode Global Configuration

Usage Confirming default settings:

Use show platform to confirm the default rate limit settings displayed with platform
information:

awplus# show platform

Load Balancing srt-dst-mac, src-dst-ip
Control-plane-prioritization Max 60 Mbps

Jumboframe support off

Enhanced mode gos counters
Vlan-stacking TPID 0x8100

Disabling CPU protection:
To disable the CPU protection feature you can set the control plane prioritization rate to O:

awplus# platform control-plane-prioritization 0
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Then you can confirm the CPU protection feature has been disabled using show platform:

awplus# show platform

Load Balancing srt-dst-mac, src-dst-ip
Control-plane-prioritization Max 0 Mbps

Jumboframe support off

Enhanced mode gos counters
Vlan-stacking TPID 0x8100

Examples To set the maximum traffic rate on the CPU port to 10 Mbps enter the following command,
enter:

awplus# configure terminal

awplus (config)# platform control-plane-prioritization 10

Confirm the maximum traffic rate has been configured using the following show command:

awplus#show platform

Load Balancing srt-dst-mac, src-dst-ip
Control-plane-prioritization Max 10 Mbps

Jumboframe support off

Enhanced mode gos counters
Vlan-stacking TPID 0x8100

To reset the maximum traffic rate on the CPU port to 60 Mbps enter the following command,
enter:

awplus# configure terminal

awplus (config)# no platform control-plane-prioritization

Related Commands show platform
show running-config
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platform jumboframe

This command enables the device to forward jumbo frames. For more information, see
“Support for Jumbo Frames” on page 14.18.

When jumbo frame support is enabled, the maximum size of packets that the device can
forward is:

m 9710 bytes for ports that work at speeds of either |OMbps or 100Mbps
m 10240 bytes for ports that work at speeds of 1000Mbps

The no variant of this command disables the device from forwarding jumbo frames. This stops
the ports from forwarding packets larger than VLAN tagged frames (1522 bytes).

Syntax platform jumboframe

no platform jumboframe
Default By default, jumbo frames is off.
Mode Global Configuration

Usage You must restart the device after entering this command for it to take effect. You can use the
reboot command on page 8.16 to restart the device.

Example To enable the device to forward jumbo frames, use the following commands:
awplus# configure terminal

awplus (config)# platform jumboframe

Related Commands show platform
show running-config
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Syntax

Default

Mode

Examples

Related Commands

platform load-balancing

This command selects which packet fields are used in the channel (link aggregation) load
balancing algorithm. The load balancing algorithm determines the member port of a channel
group when the packet is destined for a port within a channel.

Use the no variant of this command to restrict the default choice of packet fields in the channel
load balancing algorithm.
platform load-balancing {src-dst-mac|src-dst-ip}

no platform load-balancing

Parameter Description
src-dst-mac Include Source and Destination MAC data (Layer 2)
src-dst-ip Include Source and Destination IP data (Layer 3)

The default is src-dst-mac and src-dst-ip.
Global Configuration

To set the load balancing algorithm to include Layer 2 MAC information, enter:
awplus# configure terminal

awplus (config)# platform load-balancing src-dst-mac

To set the load balancing algorithm to include Layer 3 IP information, enter:
awplus# configure terminal

awplus (config)# platform load-balancing src-dst-ip

show platform

15.26
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Syntax

Default

Mode

Usage

platform routingratio

This command changes the amount of memory allocated to:

m  |Pv4 route entries versus IPvé6 route entries, and/or

m  unicast and multicast address entries

Use the no variant of this command to restore to the default setting.

For this command or the no variant to take effect, you must copy it to the startup configuration
using the copy running-config command on page 7.10 and then reboot the switch.

platform routingratio {ipv4only| ipv4andipv6}
[weighting {balanced|unicast}]

no platform routingratio

Parameter Description

ipvdonly Specify this parameter to allocate all memory resources to the
IPv4 address tables.

ipvdandipvé Specify this parameter to allocate 50% of memory resources to
IPv4 address entries, and 50% to IPv6 address entries.

weighting Specify this optional parameter to determine the split between
multicast and unicast entries.

balanced Specify the balanced parameter to allocate 2048 entries to
multicast and the rest to unicast.

unicast Specify the unicast parameter to allocate 1024 entries to multicast
and the rest to unicast.

The routing ratio is set to ipv4andipvé by default to store both IPv4 and IPv6 addresses. The
weighting is set to balanced by default.

Global Configuration

The switching hardware contains memory that it uses to store tables of routes and nexthop
addresses. This command adjusts the memory allocations.

For details and usage examples, see the Switching and Routing Tables Appendix of the
SwitchBlade x8112 Internal Operation Technical Guide. You can download this guide from
alliedtelesis.com.

The default routing memory ratio is set to ipv4andipv6, allowing IPv4 and IPvé6 to run
concurrently. If you do not use IPv6 and you need to maximize routing memory capacity for
IPv4, then set the routing memory ratio to ipv4only.

The default weighting is set to balanced. If you need to maximise the number of unicast entries,
then set the weighting to unicast.

Depending on which line cards are installed in your switch, you may also be able to increase the
total table limits by using the platform silicon-profile command on page 15.29.
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For this command (or the no version) to take effect, you must copy it to the startup
configuration using the copy running-config command on page 7.10 and then reboot the
switch:

awplus# copy running-config startup-config

awplus# reboot

Examples o set the route and nexthop tables to store IPv4 addresses only, use the following commands:
awplus# configure terminal
awplus (config)# platform routingratio ipvédonly

% The device needs to be restarted for this
change to take effect.

To reset the route and nexthop tables to the default setting, use the following commands:
awplus# configure terminal
awplus (config)# no platform routingratio

% The device needs to be restarted for this
change to take effect.

To apply unicast weighting for IPv4 only addresses, use the following commands:
awplus# configure terminal

awplus (config)# platform routingratio ipvdonly weighting
unicast

The device needs to be restarted for this change
to take effect.

o°

To apply unicast weighting for IPv4 and IPv6 addresses, use the following commands:
awplus# configure terminal

awplus (config)# platform routingratio ipv4andipvé weighting
unicast

The device needs to be restarted for this change
to take effect.

o°

Related Commands platform silicon-profile
show platform
show running-config
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platform silicon-profile

Use this command to set the switch's switching and routing silicon tables to appropriate
maximum sizes for the line cards that are installed in your switch, by selecting or removing a
silicon profile. Changing the silicon profile changes the table limits, to match the line cards you
wish to use.

Caution  Use this command with caution, because setting the silicon profile stops some line
cards from operating. We recommend that you consult your Allied Telesis

& support representative before using this command, to ensure the settings are
suitable for your switch.

The no variant of this command restores the memory to the default state when no silicon
profile is set.

For this command or the no variant to take effect, you must copy it to the startup configuration
using the copy running-config command on page 7.10 and then reboot the switch.

You can also use the platform routingratio command to control how table capacity is shared
between IPv4 and IPv6 entries, and/or unicast and multicast entries.

Syntax platform silicon-profile profile2

no platform silicon-profile

Parameter Description

profile2  This profile configures the switch silicon to store more MAC addresses and
routes (both prefix and nexthop entries).
Available for the SBx81GS24a and SBx81XS6 line cards. Do not use this
option on a switch with SBx81GP24 or SBx81GT24 line cards installed - it
will disable them.

Table 15-1: SBx8100 line cards supported by profile2:

line card profile2 support
SBx81GP24 not supported
SBx81GT24 not supported
SBx81(GS24a supported
SBx81XS6 supported

Default By default, no silicon profile is set, and all line cards are allowed.
Mode Global Configuration

Usage Changing the silicon profile changes the table limits, to make them match the line cards you
wish to use.
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For table size details and usage examples see the Switching and Routing Tables Appendix of
the SwitchBlade x8112 Internal Operation Technical Guide. You can download this guide from
alliedtelesis.com.

Caution The silicon profile is only supported on line cards that meet the profile’s minimum
silicon specification. Unsupported line cards will not operate. If you wish to add an

A unsupported line card later, you will have to remove the silicon profile and then
reboot the switch.

Therefore, we recommend that you only set the silicon profile if the default route
table size is insufficient.

To see which line cards are supported, see Table 15-1.

The silicon profile setting in the startup configuration takes effect when the switch starts up.
Therefore, for this command (or the no version) to take effect, you must copy it to the startup
configuration using the copy running-config command on page 7.10 and then reboot the
switch:

awplus# copy running-config startup-config

awplus# reboot

Examples  To apply profile2, use the commands:

awplus# configure terminal
awplus (config)# platform silicon-profile profile2

% The device needs to be restarted for this
change to take effect.

To restore the silicon profile to its default setting (no profile), use the commands:

awplus# configure terminal

awplus (config)# no platform silicon-profile

Related copy running-config
Commands: reboot
platform routingratio
show platform
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Syntax

Default

Mode

Examples

Related Commands

platform vlan-stacking-tpid

This command specifies the Tag Protocol Identifier (TPID) value that applies to all frames that
are carrying double tagged VLANSs. All nested VLANs must use the same TPID value. (This
feature is sometimes referred to as VLAN stacking or VLAN double-tagging.)

Use the no variant of this command to revert to the default TPID value (0x8100).

Note Because the additional tag increases the frame size beyond 1522 bytes, you must
] turn on Jumbo frames to activate VLAN-stacking.

platform vlan-stacking-tpid <tpid>

no platform vlan-stacking-tpid

Parameter Description

<tpid> The Ethernet type of the tagged packet, as a two byte hexadecimal number.

The default TPID value of 0x8100 is restored using a no platform vlan-stacking-tpid command.
Global Configuration

To set the VLAN stacking TPID value to 0x9 100, use the following commands:
awplus# configure terminal

awplus (config)# platform vlan-stacking-tpid 9100

To reset the VLAN stacking TPID value to the default (0x8100), use the following commands:
awplus# configure terminal

awplus (config)# no platform vlan-stacking-tpid

switchport vlan-stacking (double tagging)
show platform
show running-config
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polarity

This command sets the MDI/MDIX polarity on a copper-based switch port.

Syntax polarity {auto|mdi|mdix}

Parameter Description

mdi Sets the polarity to MDI (medium dependent interface).
mdix Sets the polarity to MDI-X (medium dependent interface crossover).
auto The switch port sets the polarity automatically. This is the default option.

Default By default, switch ports set the polarity automatically (auto).
Mode Interface Configuration

Usage We recommend the default auto setting for MDI/MDIX polarity. Polarity applies to copper
|OBASE-T, I00BASE-T, and I000BASE-T switch ports; It does not apply to fibre ports. For
more information, see “MDI/MDIX Connection Modes” on page 14.5.

Example To set the polarity for port1.1.7 to fixed MDI mode, use the following commands:
awplus# configure terminal
awplus (config)# interface portl.l.7

awplus (config-if)# polarity mdi

show debugging loopprot

This command shows Loop Protection debugging information.
Syntax show debugging loopprot
Mode User Exec and Privileged Exec

Example To display the enabled Loop Protection debugging modes, use the command:

awplus# show debugging loopprot

Related Commands debug loopprot
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show debugging platform packet

This command shows platform to CPU level packet debugging information.
Syntax show debugging platform packet
Mode  User Exec and Privileged Exec

Example To display the platform packet debugging information, use the command:

awplus# show debugging platform packet

Related Commands debug platform packet
undebug platform packet

show flowcontrol interface

Use this command to display flow control information.

Syntax show flowcontrol interface <port>

Parameter Description

<port> Specifies the name of the port to be displayed.

Mode User Exec and Privileged Exec

Example To display the flow control for the portl1.1.5, use the command:

awplus# show flowcontrol interface portl.l1l.5

Output  Figure 15-1: Example output from the show flowcontrol interface command for a specific

interface
Port Send FlowControl Receive FlowControl RxPause TxPause
admin oper admin oper
portl.1.5 on on on on 0 0
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show interface switchport

Use this command to show VLAN information about each switch port.
Syntax show interface switchport
Mode  User Exec and Privileged Exec

Example To display VLAN information about each switch port, enter the command:

awplus# show interface switchport

Output  Figure 15-2: Example output from the show interface switchport command

Interface name : portl.l.1
Switchport mode : access
Ingress filter : enable
Acceptable frame types : all
Default Vlan : 2
Configured Vlans : 2
Interface name : portl.l.2
Switchport mode : trunk
Ingress filter : enable
Acceptable frame types : all
Default Vlan 1
Configured Vlans : 1456 78

Related Commands show interface memory
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Syntax

Mode

Usage

Examples

show loop-protection

Use this command to display the current loop protection setup for the device.

show loop-protection [interface <port-1ist>] [counters]
Parameter Description
interface The interface selected for display.

<port-list> A port aportrange, or an aggregated link.

counters Displays counter information for loop protection.

User Exec and Privileged Exec

This command is used to display the current configuration and operation of the Loop
Protection feature

To display the current configuration status for port1.1.1, use the command:

awplus# show loop-protection interface portl.l1.1

Figure 15-3: Example output from the show loop-protection command

Loop-Detection: Enabled
LDF Interval: 10 [sec]
Interface: portl.1l.1
Action: port-disable
Timeout: 300 [sec]
Vlan: 1

Status: Blocking

Timeout Remaining: 115 [sec]
Vlan: 2

Status: Normal

Timeout Remaining: 0 [sec]

To display the counter information for port1.1.1, use the command:

awplus # show loop-protection interface portl.l.1 counters

Figure 15-4: Example output from the show loop-protection interface counters

command for portl.1.1

Interface:

Vlan:
LDF Tx:
LDF Rx:
Invalid LDF Rx:
Action:

Vlan:
LDF Tx:
LDF Rx:
Invalid LDF Rx:
Action:

portl.1l.1

OO OWNRRPEPWE
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Syntax
Mode

Usage

Example

Output

show mac address-table

Use this command to display the mac address-table for all configured VLANS.
show mac address-table
User Exec and Privileged Exec

The show mac address-table command is only applicable to view a mac address-table for Layer
2 switched traffic within VLANS.

To display the mac address-table, use the following command:

awplus# show mac address-table

See the below sample output captured when there was no traffic being switched:

awplus#show mac address-table

VLAN port mac type
1 unknown 0000.cd28.0752 forward static
ARP - 0000.cd00.0000 forward static

See the sample output captured when packets were switched and mac addresses were learnt:

awplus#show mac address-table

VLAN port mac type

1 unknown 0000.cd28.0752 forward static
1 portl.1.11 0030.846e.9bf4 forward dynamic
1 portl.1.9 0030.846e.bac7 forward dynamic
ARP - 0000.cd00.0000 forward static

Note the new mac addresses learnt for port1.1.9 and portl.1.11 added as dynamic
entries.

Note the first column of the output below shows VLAN IDs if multiple VLANs are configured:

awplus#show mac address-table

VLAN port mac type

1 unknown 0000.cd28.0752 forward static
1 portl.1.9 0030.846e.bac7 forward dynamic
2 unknown 0000.cd28.0752 forward static
2 portl.1.11 0030.846e.9bf4 forward dynamic
ARP - 0000.cd00.0000 forward static

15.36
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Also note manually configured static mac-addresses are shown to the right of the type column:

awplus (config) #mac address-table static 0000.1111.2222 for int
portl.1l.11 vlan 2

awplus (config) #end

awplus#

awplus#show mac address-table

VLAN port mac type

1 unknown 0000.cd28.0752 forward static

1 portl.1.9 0030.846e.bac7 forward dynamic
2 portl.1.11 0000.1111.2222 forward static

2 unknown 0000.cd28.0752 forward static

2 portl.1.11 0030.846e.9bf4 forward dynamic
ARP - 0000.cd00.0000 forward statics

Related Commands clear mac address-table dynamic
clear mac address-table static
mac address-table static
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show mac address-table thrash-limit

Use this command to display the current thrash limit set for all interfaces on the device.
Syntax show mac address-table thrash-limit
Mode  User Exec and Privileged Exec

Example To display the current, use the following command:

awplus# show mac address-table thrash-limit

Output  Figure 15-5: Example output from the show mac address-table thrash-limit command

% Thrash-limit 7 movements per second

Related Commands mac address-table thrash-limit

show mirror

Use this command to display the status of all mirrored ports.
Syntax show mirror
Mode User Exec and Privileged Exec

Example To display the status of all mirrored ports, use the following command:

awplus# show mirror

Output  Figure 15-6: Example output from the show mirror command

Mirror Test Port Name: portl.1l.1
Mirror option: Enabled
Mirror direction: both
Monitored Port Name: portl.l.
Mirror Test Port Name: portl.
Mirror option: Enabled
Mirror direction: receive
Monitored Port Name: portl.l.4
Mirror Test Port Name: portl.1.3
Mirror option: Enabled

Mirror direction: receive
Monitored Port Name: portl.l.1
Mirror Test Port Name: portl.1l.1
Mirror option: Enabled

Mirror direction: receive
Monitored Port Name: portl.l1.3
Mirror Test Port Name: portl.1l.1
Mirror option: Enabled

Mirror direction: transmit
Monitored Port Name: portl.l.4

=N
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show mirror interface

Use this command to display port mirroring configuration for a mirrored (monitored) switch
port.

Syntax show mirror interface <port>

Parameter Description

<port> The monitored switch port to display information about.

Mode  User Exec, Privileged Exec and Interface Configuration

Example To display port mirroring configuration for the port1.1.4, use the following commands:
awplus# configure terminal
awplus (config)# interface portl.l.4

awplus (config-if)# show mirror interface portl.1l.4

Output  Figure 15-7: Example output from the show mirror interface command

Mirror Test Port Name: portl.1.3
Mirror option: Enabled

Mirror direction: both
Monitored Port Name: portl.l1.4
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show platform

This command displays the settings configured by using the platform commands.
Syntax show platform
Mode  Privileged Exec

Usage This command displays the settings in the running config. For changes in some of these settings
to take effect, the switch must be rebooted with the new settings in the startup config.

Example To check the settings configured with platform commands on the switch, use the following
command:

awplus# show platform

Output  Figure 15-8: Example output from the show platform command

awplus# show platform

Load Balancing src-dst-mac, src-dst-ip
Control-plane-prioritization Max 30 Mbps
L2MC overlapped group check off

silicon-profile none
Jumboframe support off
Vlan-stacking TPID 0x8100
Routing ratio IPv4 and IPv6
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Table 15-2: Parameters in the output of the show platform command

Parameter Description

Load Balancing Which packet fields are used in the channel load balancing
algorithm (platform load-balancing command on page 15.26).

Control-plane-prioritization  Maximum traffic rate on the CPU port, set using the platform
control-plane-prioritization rate command on page 15.23.

silicon-profile The silicon profile setting (platform silicon-profile command
on page 15.29) for the switch hardware; one of:
m  profilel
m  profile2
m none (default)

Jumboframe support Whether the jumbo frames setting is enabled or disabled.

Vlan-stacking TPID The value of the TPID set in the Ethernet type field when a
frame has a double VLAN tag (platform vlan-stacking-tpid
command on page 15.31).

Routing Ratio Whether all memory is allocated to IPv4 address table entries
(ipvdonly), or whether it is allocated evenly to both IPv4 and
IPv6 addresses (ipvdandipve) (platform routingratio
command on page 15.27).

Related Commands platform control-plane-prioritization rate
platform jumboframe
platform load-balancing
platform routingratio
platform silicon-profile
platform vlan-stacking-tpid
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show platform bist

This command displays the result of a previously run BIST (Built In Self Test) on the switch.
Syntax show platform bist
Mode  Privileged Exec

Example To show the result of a previously run BIST on the switch, enter the following command:

awplus# show platform bist

Output  Figure 15-9: Example output from the show platform bist command

Platform Built In Self Test Results
Switch Instance 0 ......... Passed
00 forward static

Related Commands platform bist

show platform classifier statistics utilization brief

This command displays the total memory space, and free memory space of CAM (Content-
Addressable Memory). Utilization statistics for various platform functions, such as ACLs and
QoS are also shown.

Syntax show platform classifier statistics utilization brief
Mode  Privileged Exec

Example To display the platform classifier utilization statistics, use the following command:

awplus# show platform classifier statistics utilization brief
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Output  Figure 15-10: Output from the show platform classifier statistics utilization brief

command
awplus#show platform classifier statistics utilization brief
Card 1:
[Instance 0]
[portl.l.1l-portl.1.24] Used / Total
MLD Snooping 0
DHCP Snooping 0
Web Auth 0
Loop Detection 0
EPSR 8
Global ACL 0
ACL 0
QoS 0
RA Guard 0
Total 0 / 1536 (0.52%)
UDB Usage:
Legend of Offset Type) 1l:Ether 2:IP 3:TCP/UDP
UDB Set Offset Type Used / Total
————————————— 0----——-8------15 ———————————-
IPv4 TCP 000000 0/ 6
IPv4 UDP 000000 0/ 6
MPLS 000000 0/ 6
IPv4 Frag 000000 0/ 6
IPva 000000 0/ 6
Ethernet 000000 0/ 6
User-Def 000000 0/ 6
IPv6 L2 000000 0/ 6
Index User Shared DSCP Queue CoS Bandwidth-class RefCount
0 Cos 2 queue No 0 2 0 Green 1
1 Cos 2 dgueue No 0 0 1 Green 1
2 Cos 2 queue No 0 1 2 Green 1
3 Cos 2 queue No 0 3 3 Green 1
4 Cos 2 queue No 0 4 4 Green 1
5 Cos 2 queue No 0 5 5 Green 1
6 Cos 2 queue No 0 6 6 Green 1
7 Cos 2 queue No 0 7 7 Green 1
8 DSCP Premark No 0 0 0 Green 1
9 DSCP Premark No 1 0 0 Green 1
71 DSCP Premark No 63 0 0 Green 1
72 Multiple Yes 0 2 0 Green 73
73 None No 0 0 0 Green 0
74 None No 0 0 0 Green 0
75 None No 0 0 0 Green 0
125 None No 0 0 0 Green 0
126 None No 0 0 0 Green 0
127 None No 0 0 0 Green 0
Card 2:
Card 10:
[Instance 11]
[portl.10.1-portl.10.24] Used / Total
MLD Snooping 0
DHCP Snooping 0
Web Auth 0
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show platform port

This command displays the various port registers or platform counters for specified
switchports.

Syntax show platform port [<port-list>|counters]

Parameter Description

<port-I1ist> The ports to display information about. A port-list can be:
m 2 continuous range of ports separated by a hyphen,
egportl.1.1-1.1.24
m a comma-separated list of ports and port ranges,
egportl.l.1,portl.1.7-1.1.24.

counters Show the platform counters.

Mode  Privileged Exec

Examples To display port registers for portl.1.1 and portl. 1.2 use the following command:

show platform port portl.l.l-portl.1.2

To display platform counters for portl.1.1 and portl.1.2 use the following command:

show platform port portl.l.l-portl.l.2 counters
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Output  Figure 15-11: Example output from the show platform port command

awplus#show platform port portl.l.1
Card 1:
PHY Registers for dev 0 (port 0)
Primary Phy:
Phy address is: 05
hwMode: 2 QSGMII to 1000BASE-X
Phy temperature: 30 (Degrees C)
Page 0: Copper Registers
0 1140 1 7949 2 0141 3 0ODCO 4 ODE1L 5 0000 6 0004 7
8 0000 9 OE00 10 4000 15 3000 16 3060 17 8040 18 0000 19
20 0020 21 0000 22 0000 23 0000 26 0040
Page 1: Fiber Registers
0 1140 1 0149 2 0141 3 0ODCO 4 0001 5 0000 6 0004 7
8 0000 15 C000 16 4285 17 8010 18 0000 19 0000 21 0000 22
23 0000 24 0000 25 0000 26 0004
Page 2: MAC Registers
16 400A 18 0000 19 0000 20 0000 21 1046 22 0002
éecondary Phy:
Phy address is: 04
hwMode: 5 SGMII to QSGMII
Phy temperature: 30 (Degrees C)
Page 0: Copper Registers
0 1140 1 7949 2 0141 3 0ODCO 4 ODE1 5 0000 6 0004 7
8 0000 9 OEO0O0 10 4000 15 3000 16 3060 17 8040 18 0000 19
20 0020 21 0000 22 0000 23 0000 26 0040
Page 1: Fiber Registers
0 1140 1 0169 2 0141 3 0ODCO 4 0881 5 4020 6 0005 7
8 0000 15 C000 16 4086 17 8020 18 0000 19 0000 21 0000 22
23 0000 24 0000 25 0000 26 0004
éort configurations:
lport O macStatus: 0x0A800010 value: 0x00006802
macCtrl: 0x0A800000 value: 0x00008BE5
autoNegCtrl: 0x0A80000C value: 0x0000BOE4
macCtrll: 0x0A800004 value: 0x00001187
macCtrl2: 0x0A800008 value: 0x0000C008
macCtrl3: 0x0A800048 value: 0x00000301
portControl: 0x02000000 value: 0x0020D001

2801
0040

2001
0001

2801
0040

2001
0001
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Output  Figure 15-12: Example output from the show platform port counters command

awplus#show platform port portl.l.l counters
Card 1:

Switch Port Counters

Port portl.l.1l Ethernet MAC counters:
Combined receive/transmit packets by size (octets) counters:

64 0 512 - 1023 0
65 - 127 0 1024 - MaxPktSz 0
128 - 255 0
256 - 511 0
General Counters:
Receive Transmit
Octets 0 Octets 0
Pkts 0 Pkts 0
CRCErrors 0
UnicastPkts 0 UnicastPkts 0
MulticastPkts 0 MulticastPkts 0
BroadcastPkts 0 BroadcastPkts 0
FlowCtrlFrms 0 FlowCtrlFrms 0
OversizePkts 0
Fragments 0
Jabbers 0
UpsupportOpcode N/A
UndersizePkts 0
Collisions 0
LateCollisions 0
ExcessivCollsns 0

Miscellaneous Counters:
MAC TxErr

MAC RxErr

Drop Events

o oo
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Table 15-3: Output parameters from the show platform port counters command

Parameter

Description

Ethernet MAC
counters

Combined receive/

transmit packets by

size (octets)

Number of packets in each size range received and
transmitted.

counters

64 Number of 64 octet packets received and transmitted.

65 - 127 Number of 65 - 127 octet packets received and transmitted.
128 - 255 Number of 128 - 255 octet packets received and transmitted.
256 - 511 Number of 256 - 51| octet packets received and transmitted.
512 - 1023 Number of 512 - 1023 octet packets received and

transmitted.

1024 - MaxPktSz

Number of packets received and transmitted with size 1024
octets to the maximum packet length.

General Counters

Receive Counters for traffic received.

Octets Number of octets received.

Pkts Number of packets received.

CRCErrors Number of CRC (Cyclic Redundancy Check) error events
received.

UnicastPkts Number of unicast packets received.

MulticastPkts Number of multicast packets received.

BroadcastPkts Number of broadcast packets received.

FlowCtrlFrms Number of good Flow Control frames received.

OversizePkts Number of oversize packets received.

Fragments Number of fragments received.

Jabbers Number of jabber frames received.

UnsupportOpcode Number of MAC Control frames with unsupported opcode
received.

UndersizePkts Number of undersized packets received.

Transmit Counters for traffic transmitted.

Octets Number of octets transmitted.

Pkts Number of packets transmitted.

UnicastPkts Number of unicast packets transmitted.

MulticastPkts Number of multicast packets transmitted.

BroadcastPkts Number of broadcast packets transmitted.

FlowCtrlFrms Number of good Flow Control frames transmitted.

OversizePkts Number of oversize packets transmitted.

FlowCtrlFrms The number of Flow Control frames transmitted.

Collisions Total number of collisions seen by the MAC.

LateCollisions Total number of late collisions seen by the MAC.

Software Reference for SwitchBlade® x8100 Series Switches

C613-50022-01 REV B

AlliedWare Plus™ Operating System - Version 5.4.2

15.47



Switching Commands m Aﬁied 'le@s;s

Table 15-3: Output parameters from the show platform port counters command(cont.)

Parameter Description

ExcessivCollsns Number of frames dropped in the transmit MAC due to
excessive collisions. This is applicable for Half-Duplex mode
only.

Miscellaneous

Counters

Mac TxXErr Number of frames not transmitted correctly or dropped due
to internal MAC transmit error.

Mac RxXErr Number of Receive Error events seen by the receive side of
the MAC.

DropEvents Number of instances that the port was unable to receive

packets due to insufficient bandwidth to one of the PP
internal resources, such as the DRAM or buffer allocation.
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show port-security interface

Use this command to show the current port-security configuration and the switch port status.

Syntax show port-security interface <port>

Parameter Description

<port> The port to display information about. The port may be a switch
port (e.g portl.1.4), astatic channel group (e.g. sa3), ora
dynamic (LACP) channel group (e.g. po4).

Mode Privileged Exec

Example To see the port-security status on port1l.1.1, use the following command:

awplus# show port-security interface portl.1l.1

Output  Figure 15-13: Example output from the show port-security interface command

Port Security configuration

Security Enabled : YES

Port Status : ENABLED
Violation Mode : TRAP
Aging : OFF
Maximum MAC Addresses : 3

Total MAC ddresses 1

Lock Status : UNLOCKED
Security Violation Count : 0

Last Violation Source Address : None
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Syntax

Mode

Example

Output

show port-security intrusion

Shows the intrusion list. If the port is not give, entire intrusion table is shown.

show port-security intrusion [interface <port>]

Parameter Description
interface Specify a port
<port> The port to display information about. The port may be a switch

port (e.g portl.1.4), astatic channel group (e.g. sa3), ora
dynamic (LACP) channel group (e.g. po4).

Privileged Exec

To see the intrusion list on port1.1.1, use the following command:

awplus# show port-security intrusion interface portl.1l.1

Figure 15-14: Example output from the show port-security intrusion command for port
111

Port Security Intrusion List
Interface: portl.1l.1 -3 intrusion(s) detected
11-22-33-44-55-04 11-22-33-44-55-06 11-22-33-44-55-08
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show provisioning

This command shows the provisioning status of all installed or provisioned hardware.
Provisioning is the preconfiguration necessary to accommodate future connection of line cards.

Syntax show provisioning
Mode  User Exec and Privileged Exec
Example To show provisioning, use the following command:

awplus# show provisioning

Output  Figure 15-15: Example output from the show provisioning command

awplus#show provisioning

Switch provisioning summary information
D Board class Status

1.1 ge24 Hardware present
1.2 ge24 Hardware present
1.4 ge24 Hardware present
1.7 xed Hardware present
1.8 xeld Hardware present
1.9 ge24 Hardware present
1.10 ge24 Hardware present
1.11 xed Hardware present
1.12 xed Hardware present

Table 15-4: Output parameters from the show provisioning command

Parameter Meaning

ID The slot location of the hardware provision.
Board class The hardware type.

Status The provisioned state:

m Hardware Present means that the hardware is currently
installed in the slot.

m Provisioned means that although the hardware is not
currently installed, the slot is preconfigured ready to accept
the hardware installation.

Related Commands card provision
show card
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show storm-control

Use this command to display storm-control information for all interfaces or a particular
interface.

Syntax show storm-control [<port>]

Parameter Description

<port> The port to display information about. The port may be a switch port (e.g.
portl.1l.4), astatic channel group (e.g. sa3), or a dynamic (LACP)
channel group (e.g. po4).

Mode  User Exec and Privileged Exec

Example  To display storm-control information for port1.1.2, use the following command:

awplus# show storm-control portl.l1l.2

Output  Figure 15-16: Example output from the show storm-control command for portl1.1.2

Port BcastLevel McastLevel DlfLevel
portl.1.2 40. 0% 100. 0% 100. 0%

Example To display storm-control information for all ports, use the following command:

awplus# show storm-control

Output  Figure 15-17: Example output from the show storm-control command for all ports

awplus#show storm-control

Port BcastLevel McastLevel DlfLevel
portl.1.1 100.0% 100.0% 100.0%
portl.1.2 100.0% 100.0% 100.0%
portl.1.3 100.0% 100.0% 100.0%
portl.1.4 100.0% 100.0% 100.0%
portl.1.5 100.0% 100.0% 100.0%
portl.1l.6 100.0% 100.0% 100.0%
portl.1.7 100.0% 100.0% 100.0%
portl.1.8 100.0% 100.0% 100.0%
portl.1.9 100.0% 100.0% 100.0%
portl.1.10 100.0% 100.0% 100.0%
portl.11.1 100.0% 100.0% 100.0%
portl.11.2 100.0% 100.0% 100.0%
portl.11.3 100.0% 100.0% 100.0%
portl.11.4 100.0% 100.0% 100.0%
portl.12.1 100.0% 100.0% 100.0%
portl.12.2 100.0% 100.0% 100.0%
portl.12.3 100.0% 100.0% 100.0%
portl.12.4 100.0% 100.0% 100.0%

Related Commands storm-control level
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Syntax

Mode

Default

Usage

speed

This command changes the speed of the specified port. You can optionally specify the speed or
speeds that get autonegotiated, so autonegotiation is only attempted at the specified speeds.

To see the currently-negotiated speed for ports whose links are up, use the show interface
command. To see the configured speed (when different from the default), use the show
running-config command.

speed {10]100]1000|10000]auto [ 0][ | 00][ | 000][ | 0000]}

The following table shows the speed options for each type of port.

Port type Speed Options (units are Mbps)
non-SFP RJ-45 copper ports auto (default)
10
100
1000
supported tri-speed copper auto (default)
SFPs 10
100
1000
100Mb fibre SFPs 100
1000Mb fibre SFPs auto (default)
1000

Interface Configuration

By default, ports autonegotiate speed (except for 100Base-FX ports which do not support
auto-negotiation, so default to 100Mbps).

Switch ports in a static or dynamic (LACP) channel group must have the same port speed and
be in full duplex mode. Once switch ports have been aggregated into a channel group, you can
set the speed of all the switch ports in the channel group by applying this command to the
channel group.

Note Note that if multiple speeds are specified after the auto option to autonegotiate
%Ej speeds, then only those speeds specified are attempted for autonegotiation.
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Examples To set the speed of a tri-speed port to 100Mbps, enter the following commands:
awplus# configure terminal
awplus (config)# interface portl.l.4

awplus (config-if)# speed 100

To return the port to auto-negotiating its speed, enter the following commands:
awplus# configure terminal
awplus (config)# interface portl.1l.4

awplus (config-if)# speed auto

To set a port to auto-negotiate its speed at |00Mbps and |000Mbps, enter the following
commands:

awplus# configure terminal
awplus (config)# interface portl.1.2

awplus (config-if)# speed auto 100 1000

To set a port to auto-negotiate its speed at |000Mbps only, enter the following commands:
awplus# configure terminal
awplus (config)# interface portl.1.2

awplus (config-if)# speed auto 1000

Related Commands  duplex
polarity
show interface
speed (asyn)
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storm-control level

Use this command to specify the threshold level for broadcasting, multicast, or destination
lookup failure (DLF) traffic for the port. Storm-control limits the specified traffic type to the
specified threshold.

Use the no variant of this command to disable storm-control for broadcast, multicast or DLF
traffic.

Syntax storm-control {broadcast|multicast|dlf} level <level>

no storm-control {broadcast|multicast|dlf} level

Parameter Description

<level> <0-100> Specifies the threshold as a percentage of the maximum port
speed.

broadcast Applies the storm-control to broadcast frames.

multicast Applies the storm-control to multicast frames.

dlf Applies the storm-control to destination lookup failure traffic.

Default By default, storm-control is disabled.
Mode Interface Configuration

Usage Flooding techniques are used to block the forwarding of unnecessary flooded traffic. A packet
storm occurs when a large number of broadcast packets are received on a port. Forwarding
these packets can cause the network to slow down or time out.

Example  To limit broadcast traffic on port1l.1.2 to 30% of the maximum port speed, use the
following commands:

awplus# configure terminal
awplus (config)# interface portl.l1.2

awplus (config-if)# storm-control broadcast level 30

Related Commands show storm-control
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Syntax

Mode

Examples

Syntax

Mode

Examples

switchport port-security

Enables the port-security feature. This feature is also known as port-based learn limit. It allows
the user to set the maximum number of MAC addresses that each port can learn.

Use the no variant of this command to disable the port-security feature.

switchport port-security

no switchport port-security
Interface Configuration

To enable the port-security feature on portl.1. 4, use the following commands:
awplus# configure terminal
awplus (config)# interface portl.l.4

awplus (config-if)# switchport port-security

To disable port-security feature on portl.1 .4, use the following commands:
awplus# configure terminal
awplus (config)# interface portl.l.4

awplus (config-if)# no switchport port-security

switchport port-security aging
Sets the port-security MAC to time out.

Use the no variant of this command to set the port-security to not time out.

switchport port-security aging

no switchport port-security aging
Interface Configuration
To set the MAC to time out, use the following command:

awplus# switchport port-security aging

To unset the MAC time out, use the following command:

awplus# no switchport port-security aging

15.56

Software Reference for SwitchBlade® x8100 Series Switches
AlliedWare Plus™ Operating System - Version 5.4.2 C613-50022-01 REV B



m%%iﬁd ?31255 Switching Commands

switchport port-security maximum
Sets the maximum MAC address that each port can learn.

Use the no variant of this command to unset the maximum number of MAC addresses that
each port can learn. This is same as setting the maximum number to 0. This command also
resets the intrusion list table.

Syntax switchport port-security maximum <0-256>

no switchport port-security maximum

Parameter Description
maximum Maximum number of address to learn.
<0-256> Maximum number of address to learn.

Mode Interface Configuration

Examples To learn 3 MAC addresses on portl.1.4, use the following commands:
awplus# configure terminal
awplus (config)# interface portl.l.4

awplus (config-if)# switchport port-security maximum 3

To remove the MAC learning limit on portl.1.4, use the following commands:
awplus# configure terminal
awplus (config)# interface portl.l.4

awplus (config-if)# no switchport port-security maximum
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Syntax

Mode

Examples

switchport port-security violation

Sets the violation action for a switch port when the port exceeds the learning limits. The port
action can be either shutdown, restrict or protect. If shutdown is set, the physical link will be

disabled and “shutdown” will be shown in the config. If restrict is set, the packet from the un-

authorized MAC will be discarded and SNMP TRAP will be generated to alert management. If
protect is set, the packet will simply be discarded by the packet processor silently.

The no variant of this command sets the violation action to default. The default violation action
is protect.

switchport port-security violation {shutdown|restrict|protect}

no switchport port-security violation

Parameter Description

shutdown Disable the port.

restrict Alert the network administrator.
protect Discard the packet.

Interface Configuration

To set the action to be shutdown on portl.1.4, use the following commands:
awplus# configure terminal
awplus (config)# interface portl.1.4

awplus (config-if)# switchport port-security violation shutdown

To set the port-security action to the default (protect) on portl. 1.4, use the following
commands:

awplus# configure terminal
awplus (config)# interface portl.l.4

awplus (config-if)# no switchport port-security violation
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Syntax

Default

Mode

Examples

thrash-limiting

Sets and configures the thrash limit action that will be applied to any port on the switch when a
thrashing condition is detected. The thrash-limiting timeout specifies the time, in seconds, for
which the thrash action is employed.

thrash-limiting {[action {learn-disable|link-down|port-disable]
vlan—disable|none}] [timeout <0-86400>]1}

no thrash-limiting {action|timeout}

Parameter Description

action The mac thrashing detected action. The default is vlan-disable.
learn-disable Disable mac address learning

link-down Block all traffic on an interface - link down

port-disable Block all traffic on an interface - link remains up
vlan-disable Block all traffic on a vlan

Note that setting this parameter will also enable ingress filtering.

none No thrash action

timeout Set the duration for the thrash action

<0-86400> The duration of the applied thrash action in seconds. The default is
| seconds.

The default action is vlan-disable.
Interface Configuration

To set the action to learn disable for port1.1. 4, use the following commands:
awplus# configure terminal
awplus (config)# interface portl.l.4

awplus (config-if)# thrash-limiting action learn-disable

To set the thrash limiting timeout to 5 seconds, use the following command:

awplus (config-if)# thrash-limiting timeout 5

To set the thrash limiting action to its default, use the following command:

awplus (config-if)# no thrash-limiting action

To set the thrash limiting timeout to its default, use the following command:

awplus (config-if)# no thrash-limiting timeout
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undebug platform packet

This command applies the functionality of the no debug platform packet command on page
15.9.

undebug loopprot

This command applies the functionality of the no debug loopprot command on page 15.8.
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Introduction

This chapter describes Virtual LANs (VLAN), VLAN features and configuration on the switch.
For detailed descriptions of commands used to configure VLANSs, see Chapter 17, VLAN
Commands. For information about Voice VLAN and LLDP-MED, see Chapter 76, LLDP
Introduction and Configuration.

Virtual LANs (VLANS)

A Virtual LAN (VLAN) is a logical, software-defined subnetwork. It allows similar devices on
the network to be grouped together into one broadcast domain, irrespective of their physical
position in the network. Multiple VLANS can be used to group workstations, servers, and other
network equipment connected to the switch, according to similar data and security
requirements.

Decoupling logical broadcast domains from the physical wiring topology offers several
advantages, including the ability to:

m  Move devices and people with minimal, or no, reconfiguration

m  Change a device's broadcast domain and access to resources without physically moving the
device, by software reconfiguration or by moving its cable from one switch port to another

m  Isolate parts of the network from other parts, by placing them in different VLANs
m  Share servers and other network resources without losing data isolation or security

m  Direct broadcast traffic to only those devices which need to receive it, to reduce traffic
across the network

m Connect 802.1Q-compatible switches together through one port on each switch

Devices that are members of the same VLAN only exchange data with each other through the
switch's Layer 2 switching capabilities. To exchange data between devices that are located in
different VLANS, the switch'’s Layer 3 (routing) capabilities are used.

Different IP subnets are associated with different VLANSs. The switch’s IP router table will be
populated by the routes to the subnets on any active VLANs, and by routes statically
configured over active VLAN interfaces, or learnt via routing protocols operating over these
interfaces.

The device supports up to 4094 VLANs (the maximum allowed by the VID field in the 802.1Q
tag). On some devices a few of these VLANs may be reserved for management purposes.

When the switch is first powered up (and therefore unconfigured), it creates a default VLAN
with a VID of | and an interface name of vianl. In this initial condition, the switch attaches all its
ports to this default VLAN.

The default VLAN cannot be deleted, and ports can only be removed from it if they also
belong to at least one other VLAN. If all the devices on the physical LAN belong to the same
logical LAN, that is, the same broadcast domain, then the default settings will be acceptable,
and no additional VLAN configuration is required.

16.2
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Defaults

VLAN names

Access mode

Trunk mode

Mirror ports

VLANSs and
channel groups

Configuring VLANS

By default, all switch ports are in access mode, are associated with the default VLAN (vlanl),
and have ingress filtering on. You cannot delete vlanl.

When you create a VLAN (using the vlan command), you give it a numerical VLAN Identifier
(VID) - a number from 2 to 4094. If tagged frames are transmitted from this VLAN, they will
contain this VID in their tag. You may also give it an arbitrary alphanumeric name containing a
meaningful description, which is not transmitted to other devices.

When referring to a VLAN, some commands require the VLAN to be specified by its VID
while some commands require it to be specified by its interface name: vian<VID>. In command
output, the VLAN may be referred to by its VID, its interface name (vlan<VID>), or its VLAN
name (the arbitrary alphanumeric string).

You can name a VLAN with a string containing "“vlan" and its VLAN Identifier (VID). To avoid
confusion, we recommend not naming it ““vlan” followed by any number different from its VID.

A switch port in access mode sends untagged Ethernet frames, that is, frames without a VLAN
tag. Each port is associated with one VLAN (the port-based VLAN, by default, vlanl), and
when it receives untagged frames, it associates them with the VID of this VLAN. You can
associate the port with another VLAN (using the switchport access vlian command). This
removes it from the default VLAN.

Use access mode for any ports connected to devices that do not use VLAN tagging, for
instance PC workstations.

A switch port in trunk mode is associated with one or more VLANSs for which it transmits
VLAN-tagged frames, and for which it identifies incoming tagged frames with these VIDs.

To allow a switch port to distinguish and identify traffic from different VLANS, put it in trunk
mode (using the switchport mode trunk command), and add the VLANs (using the
switchport trunk allowed vlan command). Use trunk mode for ports connected to other
switches which send VLAN-tagged traffic from one or more VLANS.

A trunk mode port may also have a native VLAN (by default vianl), for which it transmits
untagged frames, and with which it associates incoming untagged frames (using the switchport
trunk native vlan command).

Ports in trunk mode can be enabled as promiscuous ports for private VLANs (using the
switchport mode private-vlan trunk promiscuous) and secondary ports for private VLANs
(using the switchport mode private-vlan trunk secondary).

A mirror port cannot be associated with a VLAN. If a switch port is configured to be a mirror
port (using the mirror interface command), it is automatically removed from any VLAN it was
associated with.

All the ports in a channel group must have the same VLAN configuration: they must belong to
the same VLANSs and have the same tagging status, and can only be operated on as a group.
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Table 16-1: Configuration procedure for VLANS

Create VLANSs

awplus#
configure terminal

Enter Configuration mode.

awplus (config)#

vlan database

Enter VLAN Configuration mode.

awplus (config-vlan)#
vlan <vid> [name <vlan-name>]
[state {enable|disable}]

or

vlan <vid-range> [state {enable]
disable}]

Create VLANS.

Associate switch ports with VLANSs

awplus (config-vlan)#
interface <port-list>

awplus (config-if)#

switchport access vlan <vlan-id>

Associate switch ports in access mode with VLANS:

Enter Interface Configuration mode for the switch ports that
will be in access mode for a particular VLAN.

Associate the VLAN with these ports in access mode.

Repeat for other VLANs and ports in access mode.

awplus (config-if)#
interface <port-list>

awplus (config-if)#

switchport mode trunk
[ingress-filter {enable|disable}]

awplus (config-if)#
switchport trunk allowed vlan all
or

switchport trunk allowed vlan add
<vid-list>

Associate switch ports in trunk mode with VLANSs. Enter
Interface Configuration mode for all the switch ports that will
be in trunk mode for a particular set of VLANS.

Set these switch ports to trunk mode.
Allow these switch ports to trunk this set of VLANE.

awplus (config-if)#

switchport trunk native vlan
{<vid>|none}

By default, a trunk mode switch port's native VLAN, the
VLAN that the port uses for untagged packet, is VLAN 1.

If required, change the native VLAN from the default.

awplus (config-if)#
exit

Return to Global Configuration mode.

awplus (config)#
exit

Return to Privileged Exec mode.

awplus#

show vlan {all|brief|dynamic|
static|<1-4094>}

Confirm VLAN configuration.

Software Reference for SwitchBlade® x8100 Series Switches
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VLAN Double Tagging (VLAN Stacking)

VLAN double tagging, also known as VLAN Stacking, Nested VLANSs, or Q-in-Q VLANS, is
used to operate a number of private Layer 2 networks within a single public Layer 2 network.
This feature provides simple access infrastructure for network service providers to operate
Metropolitan Area Networks (MANSs) as commercial value added networks. Customers can
connect to a service provider's network at multiple locations and use their own VLAN IDs,
without requiring the service provider's equipment between to know about those VLANS.

A nested VLAN implementation consists of the following port types:

m  Provider ports - these connect to a service provider's Layer 2 network

m  Customer edge ports - these connect to a customer’s private Layer 2 network

How double-tagged VLANS work

In a nested VLAN environment VLAN tagging exists at two levels:

m  client tagging (C-tag)
B service provider tagging (S-tag)

When nested VLAN functionality is enabled, the service provider assigns to each of its clients
an individual 12 bit customer VID called an S-Tag. The S-Tag field has an identical structure to a
conventional VLAN tag field.

The S-Tag is attached to a packet as it enters the service provider network at the customer
edge port. From this point on, the S-Tag is used for transmission within the service provider, or
public Layer 2, network. The S-Tag is then removed as it leaves the destination customer edge
port. This process is shown in Figure 16-1 on page 16.7.

The VID that is used within the client's own network, the C-Tag, is ignored by the service
provider network and bridging is based on the value of the S-Tag. The ethertype of the S-Tag is
set by changing the Tag Protocol Identifier (TPID). Once the S-Tag is removed from the packet,
it is forwarded “as is” out of the customer-edge port. The tagged status of the Customer port
is ignored on egress.

VLAN Rules for double tagging

When double-tagged VLAN are created on the switch:

m 2 nested VLAN belongs to only one customer and can have multiple customer-edge ports
B 2 port must be either a customer-edge port or a provider port, but cannot be both

A service provider port:

B accepts only tagged packets

m  transmits only tagged packets

m  can be in many double-tagged VLANs

A customer edge port:

B accepts both tagged and untagged packets

m  transmits both tagged and untagged packets

m  can be a member of only one nested VLAN

C613-50022-01 REV B
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Restrictions when using double-tagged VLANS

Restrictions when double-tagged VLANS are implemented are:

m  Fthernet bridging is based on the S-Tag VID instead of the packet C-Tag VID. The packets
C-Tag VID does not change

m  ARP packet trapping is restricted

m  hardware filtering does not work above MAC address level

Configuring double-tagged VLANS

You need a special feature license to use double-tagged VLANSs. Contact your authorized Allied
Telesis distributor or reseller for more information.

Set the Tag Protocol Identifier (TPID)

If required, you can change the Tag Protocol Identifier (TPID) from its default (for VLAN
stacking) of 0x8100 (specified as hex notation), with the platform vlan-stacking-tpid command
on page 15.31. Note that this command specifies the TPID value that applies to all VLANs used
for double-tagged VLANS. You cannot set individual TPID values for different VLANSs within a
multi double-tagged VLAN network

Turn on Jumbo frame support

Adding the S-Tag can result in frame sizes that exceed the maximum of 1522 bytes. In order to
cope with these larger than normal frames, you should turn on Jumbo packet support on all
devices running within the service provider network. For more information, see the platform
jumboframe command on page 15.25.
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Double-tagged VLAN configuration example

Figure 16-1:

VLAN double tagging
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portl.1.3
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port
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Service Provider
Network
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Customer Network

Customer edge

Provider port

Provider port

Customer edge

Packet processed using
C-+ag in customer network

S+ag either inserted
or stripped from packet

Packet processed using
S+ag in service provider
network

S+ag either inserted
or stripped from packet

Packet processed using
C-ag in customer network

VLAN_Double_Tagging. 1

Table 16-2: Switch A Configuration

Turn on Jumbo frame support

configure terminal

Enter Global Configuration mode.

platform jumboframe

Configure the switch to forward Jumbo frames.

exit

reboot

Return to Global Configuration mode.

Reboot the switch to enable Jumbo frame
support
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Table 16-2: Switch A Configuration(cont.)

awplus#

exit

Return to Global Configuration mode.

Create and enable the service provider VLAN 2 (the VLAN that will be used in the outer-tag)

awplus#

configure terminal

Enter Global Configuration mode.

awplus (config) #

vlan database

Enter VLAN database mode.

awplus (config-vlan)#

vlan 2 state enable

Create and enable VLAN 2.

awplus (config-vlan)#

exit

Return to Global Configuration mode.

Configure port 1.1.2 as a provider-port member of VLAN 2

awplus#

configure terminal

Enter Global Configuration mode.

awplus (config) #

interface portl.1.2

Select portl.1.2 for configuring.

awplus (config-if)#

switchport mode trunk

Set the port to trunk mode.

awplus (config-if)#

switchport trunk allowed vlan add 2

Add the VLAN to be trunked over the port.

awplus (config-if)#

switchport vlan-stacking provider-port

Enable VLAN stacking and set the port to be a
provider port.

awplus (config-if)#

exit

Return to Global Configuration mode.

Configure port 1.1.3 as a customer edge port member of VLAN 10

awplusi#

configure terminal

Enter Global Configuration mode.

awplus (config)#

interface portl.1.3

Select portl. 1.3 for configuring.

awplus (config-if)#

switchport mode access

Set the port to access mode.

awplus (config-if)#

switchport access vlan 2

Associate the port with VLAN 2.

awplus (config-if)#

switchport vlan-stacking customer-edge-port

Enable VLAN stacking and set the port to be a
customer edge port.

awplus (config-if)#

exit

Return to Global Configuration mode.
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Table 16-3: Switch B Configuration

Turn on Jumbo frame support

awplus#

configure terminal

Enter Global Configuration mode.

awplus (config) #

platform jumboframe

Configure the switch to forward Jumbo frames.

awplus (config) #

exit Return to Global Configuration mode.
awplus#
reboot Reboot the switch to enable Jumbo frame
support
awplus#
exit Return to Global Configuration mode.

Create and enable the service provider VLAN 2 (the VLAN that will be used in the outer-tag)

awplus#

configure terminal

Enter Global Configuration mode.

awplus (config) #

vlan database

Enter VLAN database mode.

awplus (config-vlan)#

vlan 2 state enable

Create and enable VLAN 2.

awplus (config-vlan)#

exit

Return to Global Configuration mode.

Configure port 1.1.7 as a provider-port member of VLAN 2

awplusi#

configure terminal

Enter Global Configuration mode.

awplus (config) #

interface portl.1.7

Select portl.1.7 for configuring.

awplus (config-if)#

switchport mode trunk

Set the port to trunk mode.

awplus (config-if)#

switchport trunk allowed vlan add 2

Add the VLAN to be trunked over the port.

awplus (config-if)#

switchport vlan-stacking provider-port

Enable VLAN stacking and set the port to be
provider port.

awplus (config-if)#

exit

Return to Global Configuration mode.
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Table 16-3: Switch B Configuration(cont.)

Configure port 1.1.8 as a customer edge port member of VLAN 10

awplus#

configure terminal Enter Global Configuration mode.

awplus (config)#
interface portl.1.8 Selectportl.l.8 for configuring

awplus (config-if)#
switchport mode access Setthe portto access mode.
awplus (config-if)#
switchport access vlan 2 Associate the port with VLAN 2.

awplus (config-if)#

switchport vlan-stacking customer-edge-port Enable VLAN stacking and set the port to be a
customer edge port.

awplus (config-if)#

exit Return to Global Configuration mode.
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Private VLANS

Private VLANs combine the network advantages of conventional VLANSs, with an added
degree of privacy obtained by limiting the connectivity between selected ports.

This section provides an introduction to:

m  Private VLANs for ports in access mode

m  Private VLANS for trunked ports

Private VLANS for ports in access mode

An example application of a private VLAN would be a library in which user booths each have a
PC with Internet access. In this situation it would usually be undesirable to allow
communication between these individual PCs. Connecting the PC to ports within a private
isolated VLAN would enable each PC to access the Internet or a library server via a single
connection, whilst preventing access between the PCs in the booths.

Another application might be to use private VLANSs to simplify IP address assignment. Ports can
be isolated from each other whilst still belonging to the same subnet.

A private VLAN comprises the following components:

m  asingle promiscuous port

m one or more host ports
There are two types of host ports:

« isolated ports
These can only communicate with the promiscuous port that is associated with the
isolated VLAN.

« community ports
These can communicate with their associated promiscuous port and other
community ports within the community VLAN.

m  asingle primary VLAN

m one or more secondary VLANS
There are two types of secondary VLANS:

« isolated VLANSs
In this VLAN type, communication can only take place between each host port and its
associated promiscuous port.

« community VLANSs
In this VLAN type, communication can take place between host ports and between
each host port and its associated promiscuous port.

Software Reference for SwitchBlade® x8100 Series Switches
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Membership rules for private VLANS in access mode

The following membership rules apply when creating and operating private VLANS in access
mode.

Each private VLAN:

B must contain one promiscuous port (or aggregated link)

m  may contain multiple host ports

B can be configured to span switch instances

m  can only contain promiscuous and host ports

®  cannot use the default VLAN (vlanl)

m  a private isolated VLAN can only contain a single promiscuous port

m  a private community VLAN can contain more than one promiscuous port
A promiscuous port:

m  is a member of the primary VLAN and all its associated secondary VLANs

m  cannot be a member of both private and non-private VLANs
A host port:

m  can be a member of multiple private (community) VLANS, but all these VLANs must share
the same promiscuous port

m  cannot be a host port in some VLANSs and a non-host port in others

m  cannot be a promiscuous port in another VLAN

Promiscuous ports

A promiscuous port can communicate with all ports that are members of its associated
secondary VLANSs. Multiple promiscuous ports can exist in a primary VLAN, but only if the
primary VLAN is only associated with community VLANS (that is, that there are no isolated
VLANs associated with this port).

A promiscuous port is a member of the primary VLAN and all associated secondary VLANS.
Ilts Port VID is set to the VLAN ID of the primary VLAN.

Host ports

Host ports have two levels of connectivity depending on whether they exist in an isolated or a
community VLAN.

1. Host ports within an isolated VLAN

These ports are only allowed to communicate with their VLAN's promiscuous port, even
though they share their secondary (isolated) VLAN with other hosts. The host ports receive
their data from the promiscuous port via the primary VLAN, and individually transmit their data
to the promiscuous port via their common secondary VLAN.

2. Host ports within a community VLAN

These ports are able to communicate with both the promiscuous port and the other ports
within the community VLAN that they are associated with. They receive their data from the
promiscuous port via the primary VLAN, and transmit their data to both the promiscuous port
and the other host ports (within their community VLAN) via their common secondary VLAN.
However, the only external path from a community VLAN is from its promiscuous port.

16.12
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Private VLAN operation with ports in access mode

A basic private VLAN operation is shown in Figure 16-2. It comprises primary VLAN 20 plus
three secondary VLANS, two community VLANs 21 and 22, and an isolated VLAN 23.

Figure 16-2: Private VLAN

Promiscuous
Port1.1.1
VLANSs 20 to 23

Ports 1.1.2to 1.1.4 Ports 1.1.10t0 1.1.12

Community VLAN 21 Community VLAN 22
plus plus
Primary VLAN 20 Primary VLAN 20
Ports 1.1.6 t0 1.1.8
Isolated VLAN 23
plus
Primary VLAN 20 private_VLANs_1_2

The ports on this switch have the following configuration:

m  Port |.|.| is the promiscuous port and is a member of the primary VLAN 20 and all its

associated secondary VLANE.

m  Ports [.1.2to |.1.4 are members of the community VLAN 21 and are able to
communicate with both the promiscuous port and all other ports in VLAN 21.

m Ports [.1.10 to I.1.12 are members of the community VLAN 22 and are able to
communicate with both the promiscuous port and all other ports in VLAN 22.

m  Ports [.1.6 to |.1.8 are members of the isolated VLAN 23. Each of these ports can only

communicate with the promiscuous port.

Table 16-4: Private VLANS - Port Tagging

Port Mode Untagged VLAN Membership PVID
[.1.1 Promiscuous 20,21,22,23 20
[.1.2to |.1.4 Host 20, 21 21
[.1.10to I.1.12 Host 20,22 22
[.1.6to I.1.8 Host 20, 23 23
[.1.5 Not members of the private VLAN -
[.1.9 Not members of the private VLAN -

C613-50022-01 REV B
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Private VLANSs operate within a single switch and comprise one primary VLAN plus a number
of secondary VLANS. All data enters the private VLAN ports untagged. Using the example of
Figure 16-2, data enters the switch via the promiscuous port1.1.1 and is forwarded to the
host ports using VLAN 20, the primary VLAN. Data returning from the host ports to the
promiscuous port (and exiting the switch) use the secondary VLAN associated with its
particular host port, VLAN 21, 22, or 23 in the example. Thus the data flows into the switch via
the primary VLAN and out of the switch via the secondary VLANS. This situation is not
detected outside of the switch, because all its private ports are untagged. Note however, that
data flowing between ports within the same community VLAN will do so using the VID of the
community VLAN.

Portfast on private VLANS

Within private VLANS, we recommend that you place all host ports into spanning-tree portfast
mode and enable BPDU guard. Portfast assumes that because host ports will also be edge
ports, they will have no alternative paths (loops) via other bridges. These ports are therefore
allowed to move directly from the spanning-tree blocking state into the forwarding state, thus
bypassing the intermediate states.

Applying BPDU guard is an extra precaution. This feature disables an edge port if it receives a
BPDU frame, because receiving such a frame would indicate that the port has a connection to
another network bridge.

For more information on BPDU guard and portfast, see their following commands:

m  spanning-tree portfast bpdu-filter command on page 19.55

m  spanning-tree portfast (STP) command on page 19.53

Access mode private VLAN configuration example

Table 16-5: Configuration procedure for access mode private VLANS

Create the VLANS

Command Description

awplus#
configure terminal Enter Global Configuration mode.

awplus (config)#
vlan database  Enter VLAN Configuration mode.

awplus (config-vlan)#
vlian 20-23  Create the VLANSs,

Create the private VLANSs and set the type

awplus (config-vlan)#
private-vlan 20 primary Create primary VLAN 20.

awplus (config-vlan)#

private-vlan 21 community Create community VLAN 21.

awplus (config-vlan)#

private-vlan 22 community Create community VLAN 22.

awplus (config-vlan)#
private-vlan 23 isolated Create isolated VLAN 23.

16.14
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Table 16-5: Configuration procedure for access mode private VLANs(cont.)

Associate the secondary VLANS with the primary VLAN

awplus (config-vlan)#

private-vlan 20 association add 21 Associate secondary VLAN 2| with the
primary VLAN 20.

awplus (config-vlan)#

private-vlan 20 association add 22 Associate secondary VLAN 22 with the
primary VLAN 20.

awplus (config-vlan)#

private-vlan 20 association add 23 Associate secondary VLAN 23 with the
primary VLAN 20.

Set port 1.1.1 to be the promiscuous port

awplus (config-if)#

exit Return to Global Configuration mode.

awplus (config)#

interface portl.1.1 EnterInterface Configuration mode for
portl.1.1.

awplus (config-if)#

switchport mode private-vlan promiscuous Setthe port asa promiscuous ports.

Set the other ports to be host ports

awplus (config-if)#

exit Return to Global Configuration mode.

awplus (config) #

interface portl.1.2-1.1.4, EnterInterface Configuration mode for the
portl.1.6-1.1.8, portl.1.10-1.1.12 ports.

awplus (config-if)#

switchport mode private-vlan host Setthe ports as host ports.

On the promiscuous port, map the primary VLAN to each of the secondary VLANSs

awplus (config-if)#

exit Return to Global Configuration mode.

awplus (config) #

interface portl.1.1 EnterInterface Configuration mode for
portl.1.1.

awplus (config-if)#

switchport private-vlan mapping 20 add 21-23 Associate primary VLAN 20 and the
secondary VLANs 21 to 23 to the
promiscuous port.

Associate the community host ports with the community VLANS

awplus (config-if)#

exit Return to Global Configuration mode.

awplus (config)#

interface portl.1.2-1.1.4 Enter Interface Configuration mode for ports
[.I.2to .14
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Table 16-5: Configuration procedure for access mode private VLANs(cont.)

awplus (config-if)#

switchport private-vlan host-association 20
add 21

awplus (config-if)#

exit

awplus (config)#

interface portl.1.10-1.1.12

Associate primary VLAN 20 and secondary
VLAN 21 to the host ports.

Return to Global Configuration mode.

Enter Interface Configuration mode for ports
[.I.10to I.1.12.

awplus (config-if)#

switchport private-vlan host-association 20
add 22

Associate primary VLAN 20 and secondary
VLAN 22 to the host ports.

Associate the isolated host ports with the isolated VLAN 23

awplus (config-if)#

exit

Return to Global Configuration mode.

awplus (config)#
interface portl.1.6-1.1.8

Enter Interface Configuration mode for ports
[.I.6to I.1.8.

awplus (config-if)#

switchport private-vlan host-association 20
add 23

Associate primary VLAN 20 and secondary
VLAN 23 to the host ports.

Software Reference for SwitchBlade® x8100 Series Switches
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Private VLANS for trunked ports

Private VLAN trunk ports allow you to combine traffic for private isolated VLANs over a trunk.
A port in trunk mode enabled as a promiscuous port with the switchport mode private-vian
trunk promiscuous command can carry both multiple isolated private VLANs and non-private
VLAN:Ss. A promiscuous port in trunk mode allows you to combine multiple isolated VLANs on
a single trunk port. A port in trunk mode enabled as a secondary port with the switchport
mode private-vlan trunk secondary command can combine traffic for multiple isolated VLANs
over a trunk.

Note Private VLAN trunk ports are not supported by the current AlliedWare Plus GVRP
% implementation. Private VLAN trunk ports and GVRP are mutually exclusive.

A private VLAN group for trunked ports comprises the following components:

m  asingle promiscuous port

m one or more isolated secondary ports
These can only communicate with the associated promiscuous port.

m isolated VLANSs
In this VLAN type, communication can only take place between each secondary port and
its associated promiscuous port. Membership rules for private VLANSs for trunked ports

The following membership rules apply when creating and operating private VLANS for trunked
ports.

A promiscuous trunk port:

m  must be in trunk mode

m  can be a member of both isolated VLANSs and non-isolated VLANs

m  hasa group ID that is solely used to associate the promiscuous port with secondary ports
A secondary trunk port:

®  must be in trunk mode

m  can only be a member of isolated VLANs

m  cannot be a promiscuous port in another VLAN

m  hasa group ID that is solely used to associate the secondary port with its promiscuous
port

Unlike private VLANSs for ports in access mode, private VLANS for trunked ports have no
secondary to primary VLAN mappings.

C613-50022-01 REV B
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Trunked port private VLAN configuration example

A basic trunked port private VLAN operation is shown in Figure 16-3.

Figure 16-3: Trunked port private VLAN

Servers
vlan 10
port1.0.2
e
vlan 20
— port1.0.3
port1.0.4
vlan 10, 20, 30 vlan 30
promiscuous portl.1.1
|
Switch A secondary port1.1.3
T
secondary port1.1.2
Secondary ports cannot
vlan 10, 20 directly communicate vlan 10, 20, 30
port1.0.1 port1.0.1
1 1
private_VLANs_2_2
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The ports on Switch A have the following configuration:

m  Port |.1.1 is the promiscuous port, and has a group ID of |

m  Port I.1.2is a secondary port forisolated private VLANSs |0 and 20, and has a group ID of

m  Port |.1.3is a secondary port for isolated private VLANSs 10, 20 and 30, and has a group

ID of |

The configuration procedure in Table 16-6 show the steps to configure Switch A.

Table 16-6: Configuration procedure for Switch A

Command

Description

Create the VLANS

awplus#

configure terminal

Enter Global Configuration mode.

awplus (config) #

vlan database

Enter VLAN Configuration mode.

awplus (config-vlan)#
vlan 10,20,30

Create the VLAN:.

Create the private VLANSs and set the type

awplus (config-vlan)#

private-vlan 10 isolated

Create isolated VLAN [0.

awplus (config-vlan)#

private-vlan 20 isolated

Create isolated VLAN 20.

awplus (config-vlan)#

private-vlan 30 isolated

Create isolated VLAN 30.

Set port 1.1.1 to trunk mode and add the VLANSs to be trunked over the port

awplus (config-vlan)#

interface portl.1.1

Enter Interface Configuration mode for
portl.1.1.

awplus (config-if)#

switchport mode trunk

Set the switching characteristics of the port to
trunk.

awplus (config-if)#
switchport trunk allowed vlan add 10,20,30

Add the VLANS to be trunked over this port.

Set port 1.1.2 to trunk mode and add the VLANSs to be trunked over the port

awplus (config-if)#

exit

Return to Global Configuration mode.

awplus (config)#

interface portl.1.2

Enter Interface Configuration mode for
portl.1.2.

awplus (config-if)#

switchport mode trunk

Set the switching characteristics of the port to
trunk.
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Table 16-6: Configuration procedure for Switch A(cont.)

awplus (config-if)#
switchport trunk allowed vlan add 10,20

Add the VLANS to be trunked over this port.

Set port 1.1.3 to trunk mode and add the VLANSs to be trunked over the port

awplus (config-if)#

exit

Return to Global Configuration mode.

awplus (config) #

interface portl.1.3

Enter Interface Configuration mode for port |1.1.3.

awplus (config-if)#

switchport mode trunk

Set the switching characteristics of the port to
trunk.

awplus (config-if)#
switchport trunk allowed vlan add 10,20,30

Add the VLANS to be trunked over this port.

Set port 1.1.1 to be the promiscuous port

awplus (config-if)#

exit

Return to Global Configuration mode.

awplus (config) #

interface portl.1.1

Enter Interface Configuration mode for port I.1.1.

awplus (config-if)#

switchport mode private-vlan trunk
promiscuous group 1

Enable the port in trunk mode to be promiscuous
port for isolated VLANSs 10, 20 and 30 with a
group ID of I.

Set port 1.1.2 to be a secondary port

awplus (config-if)#

exit

Return to Global Configuration mode.

awplus (config) #

interface portl.1.2

Enter Interface Configuration mode for
portl.1l.2.

awplus (config-if)#

switchport mode private-vlan trunk
secondary group 1

Enable the port in trunk mode to be a secondary
port for isolated VLANs 10 and 20 with a group
ID of I.

Set port 1.1.3 to be a secondary port

awplus (config-if)#

exit

Return to Global Configuration mode.

awplus (config)#

interface portl.1.3

Enter Interface Configuration mode for
portl.1.3.

awplus (config-if)#

switchport mode private-vlan trunk
secondary group 1

Enable the port in trunk mode to be a secondary
port for isolated VLANs 10, 20 and 30 with a
group ID of |.
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Command List

This chapter provides an alphabetical reference of commands used to configure VLANS. For
more information see Chapter 16, VLAN Introduction.

private-vian

Use this command to a create a private VLAN. Private VLANSs can be either primary or
secondary. Secondary VLANs can be ether community or isolated.

Use the no variant of this command to remove the specified private VLAN.

For more information, see the section “Private VLANS” on page 16.11.

Syntax private-vlan <vlan-id> {community|isolated|primary}

no private-vlan <vlan-id> {community|isolated|primary}

Parameter Description

<vlan-id> VLAN ID in the range <2-4094> for the VLAN which is to be made a
private VLAN.

community Community VLAN.

isolated Isolated VLAN.

primary Primary VLAN.

Mode VLAN Configuration

Examples

awplus# configure terminal
awplus (config)# vlan database
awplus (config-vlan)# vlan 2 name vlan2 state enable
awplus (config-vlan)# vlan 3 name vlan3 state enable
awplus (config-vlan)# vlan 4 name vland state enable
awplus (config-vlan)# private-vlan 2 primary
awplus (config-vlan)# private-vlan 3 isolated

awplus (config-vlan)# private-vlan 4 community

awplus# configure terminal
awplus (config)# vlan database
awplus (config-vlan)# no private-vlan 2 primary
awplus (config-vlan)# no private-vlan 3 isolated

awplus (config-vlan)# no private-vlan 4 community
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private-vlan association

Use this command to associate a secondary VLAN to a primary VLAN. Only one isolated
VLAN can be associated to a primary VLAN. Multiple community VLANS can be associated to
a primary VLAN.

Use the no variant of this command to remove association of all the secondary VLANSs to a
primary VLAN.

For more information, see the section “Private VLANS” on page 16.11.

Syntax private-vlan <primary-vlan-id> association
{add <secondary-vlan-id> | remove <secondary-vlan-id>}

no private-vlan <primary-vlan-id> association

Parameter Description

<primary-vlan-id> VLAN ID of the primary VLAN.

<secondary-vlan-id>  VLAN ID of the secondary VLAN
(either isolated or community).

Mode VLAN Configuration

Examples
awplus# configure terminal

awplus (config)# vlan database
awplus (config-vlan)# private-vlan 2 association add 3
awplus (config-vlan)# private-vlan 2 association remove 3

awplus (config-vlan)# no private-vlan 2 association
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show vilan

Use this command to display information about a particular VLAN by specifying the VLAN ID.
It displays information for all the VLANs configured.

Syntax show vlan {all|brief|dynamic|static|<1-4094>}

Parameter Description

<1-4094> Display information about the VLAN specified by the VLAN ID.
all Display information about all VLANs on the device.

brief Display information about all VLANs on the device.

dynamic Display information about all VLANSs learned dynamically.
static Display information about all statically configured VLANS.

Mode  User Exec and Privileged Exec

Example To display information about VLAN 2, use the command:

awplus# show vlan 2

Output  Figure 17-1: Example output from the show vlan command

VLAN ID Name Type State Member ports
(u) -Untagged, (t)-Tagged

1 default STATIC ACTIVE portl.l.1(u) portl.l.2(u) portl.l.3(u)
portl.l.4(u) portl.l.5(u) portl.l.6(u)
portl.l.7(u) portl.1.8(u) portl.l1.9(u)

Related Commands vlan

Software Reference for SwitchBlade® x8100 Series Switches
17.4 AlliedWare Plus™ Operating System - Version 5.4.2 C613-50022-01 REV B



AV Allied Telesis

VLAN Commands

Syntax

Mode

Usage

Example

Related Commands

show vlan classifier group

Use this command to display information about all configured VLAN classifier groups or a
specific group.

show vlan classifier group [<1-16>]

Parameter Description

<1-16> VLAN classifier group identifier

User Exec and Privileged Exec

If a group ID is not specified, all configured VLAN classifier groups are shown. If a group ID is

specified, a specific configured VLAN classifier group is shown.

To display information about VLAN classifier group |, enter the command:

awplus# show vlan classifier group 1

vlan classifier group

C613-50022-01 REV B
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show vlan classifier group interface

Use this command to display information about a single switch port interface for all configured
VLAN classifier groups.

Syntax show vlan classifier group interface <switch-port>

Parameter Description

<switch-port>  Specify the switch port interface classifier group identifier

Mode  User Exec and Privileged Exec
Usage All configured VLAN classifier groups are shown for a single interface.

Example To display VLAN classifier group information for switch port interface port1.1. 2, enter the
command:

awplus# show vlan classifier group interface portl.1.2

Output  Figure 17-2: Example output from the show vlan classifier group interface portl.1.1
command:

vlan classifier group 1 interface portl.l1.1

Related Commands vlan classifier group
show vlan classifier interface group
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Syntax

Mode

Usage

Example

Output

Output

Related Commands

show vlan classifier interface group

Use this command to display information about all interfaces configured for a VLAN group or
all the groups.

show vlan classifier interface group

[<1-16>]

Parameter

Description

<1-16>

VLAN classifier interface group identifier

User Exec and Privileged Exec

If a group ID is not specified, all interfaces configured for all VLAN classifier groups are shown. If
a group ID is specified, the interfaces configured for this VLAN classifier group are shown.

To display information about all interfaces configured for all VLAN groups, enter the command:

awplus# show vlan classifier interface group

To display information about all interfaces configured for VLAN group |, enter the command:

awplus# show vlan classifier interface group 1

Figure 17-3: Example output from the show vlan classifier interface group command

vlan
vlan
vlan
vlan

classifier
classifier
classifier
classifier

group 1
group 1
group 2
group 2

interface portl.
interface portl.
interface portl.
interface portl.

R

S WN

Figure 17-4: Example output from the show vlan classifier interface group 1 command

vlan classifier group 1 interface portl.l1.1
vlan classifier group 1 interface portl.1.2

vlan classifier group

show vlan classifier group interface
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Syntax

Mode

Usage

Example

Output

Related Commands

show vlan classifier rule

Use this command to display information about all configured VLAN classifier rules or a specific

rule.

show vlan classifier rule [<1-256>]

Parameter Description

<l1-256> VLAN classifier rule identifier

User Exec and Privileged Exec

If a rule ID is not specified, all configured VLAN classifier rules are shown. If a rule ID is

specified, a specific configured VLAN classifier rule is shown.

To display information about VLAN classifier rule I, enter the command:

awplus# show vlan classifier rule 1

Figure 17-5: Example output from the show vlan classifier rule 1 command

vlan classifier group 1 add rule 1

vlan classifier activate
vlan classifier rule ipv4
vlan classifier rule proto

17.8
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VLAN Commands

Syntax

Mode

Example

Output

Related Commands

show vlan private-vlan

Use this command to display the private VLAN configuration and associations.

show vlan private-vlan

User Exec and Privileged Exec

To display the private VLAN configuration and associations, enter the command:

awplus# show vlan private-vlan

Figure 17-6: Example output from the show vlan private-vlan command

awplus#show vlan private-vlan

PRIMARY SECONDARY TYPE INTERFACES
2 3 isolated
2 4 community
8 isolated
private-vlan

private-vlan association
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Default

Mode

Usage

Examples

Validation
Command

Related Commands

switchport access vlan

Use this command to change the port-based VLAN of the current port.

Use the no variant of this command to change the port-based VLAN of this port to the default
VLAN, vlanl.

switchport access vlan <vlan-id>

no switchport access vlan

Parameter Description

<vlian-id> <1-4094> The port-based VLAN ID for the port.

Reset the default VLAN | to specified switchports using the negated form of this command.
Interface Configuration
Any untagged frame received on this port will be associated with the specified VLAN.

To change the port-based VLAN to VLAN 3 for portl. 1.2, use the commands:
awplus# configure terminal
awplus (config)# interface portl.1.2

awplus (config-if)# switchport access vlan 3

To reset the port-based VLAN to the default VLAN | for portl.1.2, use the commands:
awplus# configure terminal
awplus (config)# interface portl.1.2

awplus (config-if)# no switchport access vlan

show interface switchport

show vlan

17.10
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switchport enable vian

This command enables the VLAN on the port manually once disabled by certain actions, such
as QSP (QoS Storm Protection) or EPSR (Ethernet Protection Switching Ring). Note that if the
VID is not given, all disabled VLANSs are re-enabled.

Syntax switchport enable vlan [<1-4094>]

Parameter Description
vlan Re-enables the VLAN on the port.
<1-4094> VLAN ID.

Mode Interface Configuration

Example To re-enable the portl.1.1 from VLAN I:
awplus# configure terminal
awplus (config)# interface portl.1l.1

awplus (config-if)# switchport enable vlan 1

Related Commands show mls qos interface storm-status
storm-window

Software Reference for SwitchBlade® x8100 Series Switches
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switchport mode access

Use this command to set the switching characteristics of the port to access mode. Received
frames are classified based on the VLAN characteristics, then accepted or discarded based on
the specified filtering criteria.

Syntax switchport mode access [ingress-filter {enable|disable}]

Parameter Description

ingress-filter Set the ingress filtering for the received frames.

enable Turn on ingress filtering for received frames. This is the default.

disable Turn off ingress filttering to accept frames that do not meet the classi-
fication criteria.

Default By default, ports are in access mode with ingress filtering on.
Usage Use access mode to send untagged frames only.
Mode Interface Configuration

Example
awplus# configure terminal

awplus (config)# interface portl.l1.2

awplus (config-if)# switchport mode access ingress-filter
enable

Validation  show interface switchport
Command

Software Reference for SwitchBlade® x8100 Series Switches
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switchport mode private-vian
Use this command to make a Layer 2 port a private VLAN host port or a promiscuous port.

Use the no variant of this command to remove the configuration.

Syntax switchport mode private-vlan {host|promiscuous}

no switchport mode private-vlan {host|promiscuous}

Parameter Description

host This port type can communicate with all other host ports assigned to the
same community VLAN, but it cannot communicate with the ports in the
same isolated VLAN. All communications outside of this VLAN must pass
through a promiscuous port in the associated primary VLAN.

promiscuous A promiscuous port can communicate with all interfaces, including the
community and isolated ports within a private VLAN.

Mode Interface Configuration

Examples
awplus# configure terminal

awplus (config)# interface portl.1.2

awplus (config-if)# switchport mode private-vlan host
awplus (config)# interface portl.1.3

awplus (config-if)# switchport mode private-vlan promiscuous
awplus (config)# interface portl.1l.4

awplus (config-if)# no switchport mode private-vlan promiscuous

Related Commands  switchport private-vlan mapping

Software Reference for SwitchBlade® x8100 Series Switches
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switchport mode private-vlan trunk secondary

Use this command to enable a port in trunk mode to be a secondary port for isolated VLANS.

Note Private VLAN trunk ports are not supported by the current AlliedWare Plus
GVRP implementation. Private VLAN trunk ports and GVRP are mutually
exclusive.

Use the no variant of this command to remove a port in trunk mode as a secondary port for
isolated VLANS.

switchport mode private-vlan trunk secondary group <group-id>

no switchport mode private-vlan trunk secondary

Parameter Description

<group-id> The group ID is a numeric value in the range | to 32 that is used
to associate a secondary port with its promiscuous port.

By default, a port in trunk mode is disabled as a secondary port.

When a port in trunk mode is enabled to be a secondary port for isolated VLANS, by default it
will have a native VLAN of none (no native VLAN specified).

Interface Configuration

A port must be put in trunk mode with switchport mode trunk command before the port is
enabled as a secondary port in trunk mode.

To add VLANSs to be trunked over the secondary port use the switchport trunk allowed vian
command. These must be isolated VLANs and must exist on the associated promiscuous port.

To configure the native VLAN for the secondary port, use the switchport trunk native vlan
command. The native VLAN must be an isolated VLAN and must exist on the associated
promiscuous port.

For further information, see “Private VLANS for trunked ports” on page 16.17.

To create isolated private VLAN 2 and then enable port1.1.3 in trunk mode as a
secondary port for the this VLAN with the group ID of 3, use the following commands:
awplus# configure terminal
awplus (config)# vlan database
awplus (config-vlan)# vlan 2

awplus (config-vlan)# private-vlan 2 isolated
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awplus (config-vlan)#
awplus (config)#
awplus (config-if)#
awplus (config-if)#

awplus (config-if)#

exit

interface portl.1.3

switchport mode trunk

switchport trunk allowed vlan add 2

switchport mode private-vlan trunk
secondary group 3

To remove portl.1.3 intrunk mode as a secondary port, use the commands:

awplus#
awplus (config)#

awplus (config-if)#

Related Commands  switchport mode private-vlan
switchport mode trunk
switchport trunk allowed vlan
switchport trunk native vlan

show vlan private-vlan

configure terminal
interface portl.1.3

no switchport mode private-vlan trunk
secondary

trunk promiscuous

Software Reference for SwitchBlade® x8100 Series Switches
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switchport mode private-vlan trunk promiscuous

Use this command to enable a port in trunk mode to be promiscuous port for isolated VLANS.

Note Private VLAN trunk ports are not supported by the current AlliedWare Plus GVRP
%} implementation. Private VLAN trunk ports and GVRP are mutually exclusive.

Use the no variant of this command to remove a port in trunk mode as a promiscuous port for
isolated VLANS. You must first remove the secondary port, or ports, in trunk mode associated
with the promiscuous port with the no switchport mode private-vlan trunk secondary
command.

switchport mode private-vlan trunk promiscuous group <group-id>

no switchport mode private-vlan trunk promiscuous

Parameter Description

<group-id> The group ID is a numeric value in the range | to 32 that is used
to associate the promiscuous port with secondary ports.

By default, a port in trunk mode is disabled as a promiscuous port.
Interface Configuration

A port must be put in trunk mode with switchport mode trunk command before it can be
enabled as a promiscuous port.

To add VLANSs to be trunked over the promiscuous port, use the switchport trunk allowed
vlan command. These VLANSs can be isolated VLANS, or non-private VLANS.

To configure the native VLAN for the promiscuous port, use the switchport trunk native vian
command. The native VLAN can be an isolated VLAN, or a non-private VLAN.

When you enable a promiscuous port, all of the secondary port VLANs associated with the
promiscuous port via the group ID number must be added to the promiscuous port. In other
words, the set of VLANSs on the promiscuous port must be a superset of all the VLANSs on the
secondary ports within the group.

For further information, see “Private VLANS for trunked ports” on page 16.17.

To create the isolated VLANSs 2, 3 and 4 and then enable portl.1.2 in trunk mode as a
promiscuous port for these VLANSs with the group ID of 3, use the following commands:
awplus# configure terminal
awplus (config)# vlan database

awplus (config-vlan)# vlan 2-4

awplus (config-vlan)# private-vlan 2 isolated

awplus (config-vlan)# private-vlan 3 isolated

awplus (config-vlan)# private-vlan 4 isolated

awplus (config-vlan)# exit
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awplus (config)# interface portl.1.2
awplus (config-if)# switchport mode trunk
awplus (config-if)# switchport trunk allowed vlan add 2-4
awplus (config-if)# switchport mode private-vlan trunk

promiscuous group 3

To remove portl.1.2 intrunk mode as a promiscuous port for a private VLAN, use the
commands:

awplus# configure terminal
awplus (config)# interface portl.l1.2

awplus (config-if)# no switchport mode private-vlan trunk
promiscuous

Note that you must remove the secondary port or ports enabled as trunk ports that are
associated with the promiscuous port before removing the promiscuous port.

Related Commands  switchport mode private-vlan trunk secondary
switchport mode trunk
switchport trunk allowed vlan
switchport trunk native vlan
show vlan private-vlan

Software Reference for SwitchBlade® x8100 Series Switches
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switchport mode trunk

Use this command to set the switching characteristics of the port to trunk. Received frames are
classified based on the VLAN characteristics, then accepted or discarded based on the specified
filtering criteria.

switchport mode trunk [ingress-filter {enable|disable}]

Parameter Description

ingress-filter Set the ingress filtering for the frames received.

enable Turn on ingress filtering for received frames. This is the default.

disable Turn off ingress filtering to accept frames that do not meet the
classification criteria.

By default, ports are in access mode, are untagged members of the default VLAN (vlanl), and
have ingress filtering on.

Interface Configuration

A port in trunk mode can be a tagged member of multiple VLANSs, and an untagged member
of one native VLAN.

To configure which VLANSs this port will trunk for, use the switchport trunk allowed vlan
command.

awplus# configure terminal
awplus (config)# interface portl.1.3

awplus (config-if)# switchport mode trunk ingress-filter enable

show interface switchport
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switchport private-vlan host-association

Use this command to associate a primary VLAN and a secondary VLAN to a host port. Only
one primary and secondary VLAN can be associated to a host port.

Use the no variant of this command to remove the association.

Syntax switchport private-vlan host-association <primary-vlan-id> add
<secondary-vlan-id>

no switchport private-vlan host-association

Parameter Description

<primary-vlan-id> VLAN ID of the primary VLAN.

<secondary-vlan-id> VLAN ID of the secondary VLAN (either isolated or
community).

Mode Interface Configuration

Examples
awplus# configure terminal

awplus (config)# interface portl.1.2

awplus (config-if)# switchport private-vlan host-association 2
add 3

awplus# configure terminal
awplus (config)# interface portl.1.2

awplus (config-if)# no switchport private-vlan host-association

Software Reference for SwitchBlade® x8100 Series Switches
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switchport private-vlan mapping

Use this command to associate a primary VLAN and a set of secondary VLANSs to a
promiscuous port.

Use the no variant of this to remove all the association of secondary VLANs to primary VLANs

for a promiscuous port.

switchport private-vlan mapping <primary-vlan-id> add
<secondary-vid-list>

switchport private-vlan mapping <primary-vlan-id> remove
<secondary-vid-1list>

no switchport private-vlan mapping

Parameter Description

<primary-vlan-id> VLAN ID of the primary VLAN.

<secondary-vid-1ist> VLAN ID of the secondary VLAN (either isolated or
community), or a range of VLANSs, or a comma-separated
list of VLANSs and ranges.

Interface Configuration

This command can be applied to a switch port or a static channel group, but not a dynamic
(LACP) channel group. LACP channel groups (dynamic/LACP aggregators) cannot be
promiscuous ports in private VLANS.

awplus# configure terminal
awplus (config)# interface portl.1.2
awplus (config-if)# switchport private-vlan mapping 2 add 3-4
awplus (config-if)# switchport private-vlan mapping 2 remove 3-4

awplus (config-if)# no switchport private-vlan mapping

switchport mode private-vlan
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switchport trunk allowed vlan

Use this command to add VLANS to be trunked over this switch port. Traffic for these VLANSs
can be sent and received on the port.

Use the no variant of this command to reset switching characteristics of a specified interface to
negate a trunked configuration specified with switchport trunk allowed vlan command.

switchport trunk allowed vlan all

switchport trunk allowed vlan none

switchport trunk allowed vlan add <vid-list>

switchport trunk allowed vlan remove <vid-list>

switchport trunk allowed vlan except <vid-Ilist>

no switchport trunk

Parameter Description

all Allow all VLANS to transmit and receive through the port.

none Allow no VLANS to transmit and receive through the port.

add Add a VLAN to transmit and receive through the port. Only use this
parameter if a list of VLANSs are already configured on a port.

remove Remove a VLAN from transmit and receive through the port. Only use
this parameter if a list of VLANSs are already configured on a port.

except All VLANS, except the VLAN for which the VID is specified, are part of

its port member set. Only use this parameter to remove VLANS after
either this parameter or the all parameter have added VLANSs to a port.

<vid-list>

<2-4094> The ID of the VLAN or VLANSs that will be added to, or
removed from, the port. A single VLAN, VLAN range, or comma-
separated VLAN list can be set.

For a VLAN range, specify two VLAN numbers: lowest, then highest
number in the range, separated by a hyphen.

For a VLAN list, specify the VLAN numbers separated by commas.

Do not enter spaces between hyphens or commas when setting
parameters for VLAN ranges or lists.

By default, ports are untagged members of the default VLAN (vianl).

Interface Configuration

The all parameter sets the port to be a tagged member of all the VLANSs configured on the

device. The none parameter removes all VLANSs from the port's tagged member set. The add
and remove parameters will add and remove VLANSs to and from the port's member set. See
the note below about restrictions when using the add, remove, except, and all parameters.

Note: Only use the add or the remove parameters with this command if a list of VLANs are
configured on a port. Only use the except parameter to remove VLANS after either the
except or the all parameters have first been used to add a list of VLANs to a port.

C613-50022-01 REV B
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To remove a VLAN, where the configuration for port1.1.18 shows the below output:

awplus#show running-config

1

interface portl.1.18

switchport

switchport mode trunk

switchport trunk allowed vlan except 4

Remove VLAN 3 by re-entering the except parameter with the list of VLANSs to remove,
instead of using the remove parameter; as shown in the command example below:

awplus# configure terminal
awplus (config)# interface portl.1.18

awplus (config-if)# switchport trunk allowed vlan except 3,4

Then the configuration is changed after entering the above commands to remove VLAN 3:

awplus#show running-config

I

interface portl.1.18

switchport

switchport mode trunk

switchport trunk allowed vlan except 3-4

To add a VLAN, where the configuration for port1.1.18 shows the below output:

awplus#show running-config

1

interface portl.1.18

switchport

switchport mode trunk

switchport trunk allowed vlan except 3-5

Add VLAN 4 by re-entering the except parameter with a list of VLANSs to exclude, instead of
using the add parameter to include VLAN 4, as shown in the command example below:

awplus# configure terminal
awplus (config)# interface portl.1.18

awplus (config-if)# switchport trunk allowed vlan except 3,5

The configuration is changed after entering the above commands to add VLAN 4:

awplus#show running-config
1

interface portl.1.18

switchport

switchport mode trunk

switchport trunk allowed vlan except 3,5
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Examples  The following shows adding a single VLAN to the port's member set.
awplus# configure terminal
awplus (config)# interface portl.l1.2

awplus (config-if)# switchport trunk allowed vlan add 2

The following shows adding a range of VLANS to the port's member set.
awplus# configure terminal
awplus (config)# interface portl.l.2

awplus (config-if)# switchport trunk allowed vlan add 2-4

The following shows adding a list of VLANSs to the port's member set.
awplus# configure terminal
awplus (config)# interface portl.l.2

awplus (config-if)# switchport trunk allowed vlan add 2,3,4
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switchport trunk native vlan

Use this command to configure the native VLAN for this port. The native VLAN is used for
classifying the incoming untagged packets. Use the none parameter with this command to
remove the native VLAN from the port and set the acceptable frame types to vlan-tagged only.

Use the no variant of this command to revert the native VLAN to the default VLAN ID 1.
Command negation removes tagged VLANS, and sets the native VLAN to the default VLAN.

Syntax switchport trunk native vlan {<vid>|none}

no switchport trunk native vlan

Parameter Description

<vid> <2-4094>
The ID of the VLAN that will be used to classify the incoming untagged
packets. The VLAN ID must be a part of the VLAN member set of the
port.

none No native VLAN specified. This option removes the native VLAN from
the port and sets the acceptable frame types to vlan-tagged only.
Note: Use the no variant of this command to revert to the default VLAN
| as the native VLAN for the specified interface switchport - not none.

Default VLAN | (the default VLAN), which is reverted to using the no form of this command.
Mode Interface Configuration

Examples  The following commands show configuration of VLAN 2 as the native VLAN for interface
portl.1.2:

awplus# configure terminal
awplus (config)# interface portl.l1.2

awplus (config-if)# switchport trunk native vlan 2

The following commands show the removal of the native VLAN for interface port1.1.2:
awplus# configure terminal
awplus (config)# interface portl.l.2

awplus (config-if)# switchport trunk native wvlan none

The following commands revert the native VLAN to the default VLAN | for interface
portl.1.2:

awplus# configure terminal
awplus (config)# interface portl.l1.2

awplus (config-if)# no switchport trunk native vlan
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switchport vlan-stacking (double tagging)

Use this command to enable VLAN stacking on a port and set it to be a customer-edge-port
or provider-port. This is sometimes referred to as VLAN double-tagging, nested VLANS, or

QinQ.

Use no parameter with this command to disable VLAN stacking on an interface.

switchport vlan-stacking {customer—edge—port|provider—port}

no switchport vlan-stacking

Parameter Description

customer-edge-port  Setthe portto be a customer edge port. This port must
already be in access mode.

provider-port Set the port to be a provider port. This port must already be
in trunk mode.

By default, ports are not VLAN stacking ports.
Interface Configuration

Use VLAN stacking to separate traffic from different customers to that they can be managed
over a provider network

Traffic with an extra VLAN header added by VLAN stacking cannot be routed.

awplus# configure terminal
awplus (config)# interface portl.l1.2

awplus (config-if)# switchport vlan-stacking customer-edge-port

C613-50022-01 REV B
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switchport voice dscp

Use this command to configure the Layer 3 DSCP value advertised when the transmission of
LLDP-MED Network Policy TLVs for voice devices is enabled. When LLDP-MED capable IP
phones receive this network policy information, they transmit voice data with the specified
DSCP value.

Use the no variant of this command to reset the DSCP value to the default, O.

switchport voice dscp <0-63>

no switchport voice dscp

Parameter Description
dscp Specify a DSCP value for voice data.
<0-63> DSCP value.

A DSCP value of O will be advertised.
Interface Configuration

LLDP-MED advertisements including Network Policy TLVs are transmitted via a port if:
m  LLDPis enabled (Ildp run command on page 77.16)
m  Voice VLAN is configured for the port (switchport voice vian command on page 17.27)

m  The portis configured to transmit LLDP advertisements—enabled by default
(lldp transmit receive command on page 77.20)

m  The portis configured to transmit Network Policy TLVs—enabled by default
(lldp med-tlv-select command on page 77.9)

m  Thereis an LLDP-MED device connected to the port

To tell IP phones connected to port1.1.5 to send voice data with DSCP value 27, use the
commands:
awplus# configure terminal
awplus (config)# interface portl.l1.5

awplus (config-if)# switchport voice dscp 27

lldp med-tlv-select
show lldp
switchport voice vlan
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switchport voice vlan

Use this command to configure the Voice VLAN tagging advertised when the transmission of
LLDP-MED Network Policy TLVs for voice endpoint devices is enabled. When LLDP-MED
capable IP phones receive this network policy information, they transmit voice data with the
specified tagging. This command also sets the ports to be spanning tree edge ports, that is, it
enables spanning tree portfast on the ports.

Use the no variant of this command to remove LLDP-MED network policy configuration for
voice devices connected to these ports. This does not change the spanning tree edge port
status.

switchport voice vlan [<vid>|dotlp|dynamic|untagged]

no switchport voice vlan

Parameter Description

<vid> VLAN identifier; in the range | to 4094.

dotlp The IP phone should send User Priority tagged packets, that is, packets in
which the tag contains a User Priority value, and a VID of 0. (The User
Priority tag is also known as the 802.1p priority tag, or the Class of Service
(CoS) tag,)

dynamic The VLAN ID with which the IP phone should send tagged packets will be
assigned by RADIUS authentication.

untagged  The IP phone should send untagged packets.

By default, no Voice VLAN is configured, and therefore no network policy is advertised for
voice devices.

Interface Configuration

LLDP-MED advertisements including Network Policy TLVs are transmitted via a port if.

m  LLDPis enabled (Ildp run command on page 77.16)
m  Voice VLAN is configured for the port using this command (switchport voice vlan)

m  The portis configured to transmit LLDP advertisements—enabled by default
(lldp transmit receive command on page 77.20)

m  The portis configured to transmit Network Policy TLVs—enabled by default
(lldp med-tlv-select command on page 77.9)

m  Thereis an LLDP-MED device connected to the port.

To set the priority value to be advertised for tagged frames, use the switchport voice vlan
priority command on page 17.29.

If the Voice VLAN details are to be assigned by RADIUS, then the RADIUS server must be
configured to send the attribute “Egress-VLANID (56)" or "“Egress-VLAN-Name (58)" in the
RADIUS Accept message when authenticating a phone attached to this port. To set these
attributes on the local RADIUS server; use the egress-vlan-id command on page 59.17 or the
egress-vlan-name command on page 59.18.

For more information about configuring authentication for Voice VLAN, “Configuring LLDP”
on page 76.11.
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Related Commands

If the ports have been set to be edge ports by the switchport voice vlan command, the no
variant of this command will leave them unchanged as edge ports. To set them back to their
default non-edge port configuration, use the spanning-tree edgeport (RSTP and MSTP)
command on page 19.34.

To tell IP phones connected to port1.1.5 to send voice data tagged for VLAN |0, use the
commands:
awplus# configure terminal
awplus (config)# interface portl.l1.5

awplus (config-if)# switchport voice vlan 10

To tell IP phones connected to ports |.1.8-1.1.12 to send priority tagged packets (802.1p
priority tagged with VID O, so that they will be assigned to the port VLAN) use the following
commands. The priority value is 5 by default, but can be configured with the switchport voice
vlan priority command.

awplus# configure terminal

awplus (config)# interface portl.l.8-portl.1.12

awplus (config-if)# switchport voice vlan dotlp

To dynamically configure the VLAN ID advertised to IP phones connected to portl.1.1
based on the VLAN assigned by RADIUS authentication (with RADIUS attribute “Egress-
VLANID" or “Egress-VLAN-Name” in the RADIUS accept packet), use the commands:

awplus# configure terminal

awplus (config)# interface portl.1l.1

awplus (config-if)# switchport voice vlan dynamic

To remove the Voice VLAN, and therefore disable the transmission of LLDP-MED network
policy information for voice devices on portl.1.24, use the following commands:

awplus# configure terminal
awplus (config)# interface portl.1.24

awplus (config-if)# no switchport voice vlan

egress-vlan-id

egress-vlan-name

lldp med-tlv-select

spanning-tree edgeport (RSTP and MSTP)
switchport voice dscp

switchport voice vlan priority

show lldp
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Syntax

Default

Mode

Usage

Example

Related Commands

switchport voice vian priority

Use this command to configure the Layer 2 user priority advertised when the transmission of
LLDP-MED Network Policy TLVs for voice devices is enabled. This is the priority in the User
Priority field of the IEEE 802.1Q VLAN tag, also known as the Class of Service (CoS), or 802.1p
priority. When LLDP-MED capable IP phones receive this network policy information, they
transmit voice data with the specified priority.

switchport voice vlan priority <0-7>

no switchport voice vlan priority

Parameter Description
priority Specify a user priority value for voice data.
<0-7> Priority value.

By default, the Voice VLAN user priority value is 5.
Interface Configuration

LLDP-MED advertisements including Network Policy TLVs are transmitted via a port if:
m  LLDPis enabled (Ildp run command on page 77.16)
m  Voice VLAN is configured for the port (switchport voice vlan command on page 17.27)

m  The portis configured to transmit LLDP advertisements—enabled by default
(lldp transmit receive command on page 77.20)

m  The portis configured to transmit Network Policy TLVs—enabled by default
(lldp med-tlv-select command on page 77.9)

m  Thereis an LLDP-MED device connected to the port.

To set the Voice VLAN tagging to be advertised, use the switchport voice vlan command on
page 17.27.

To tell IP phones connected to port1.1.5 to send voice data with a user priority value of 6,
use the commands:
awplus# configure terminal
awplus (config)# interface portl.l1.5

awplus (config-if)# switchport voice vlan priority 6

lldp med-tlv-select
show lldp
switchport voice vlan
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Syntax

Default

Mode

Examples

Related Commands

vlan

This command creates VLANS, assigns names to them, and enables or disables them. Specifying
the disable state causes all forwarding over the specified VLAN ID to cease. Specifying the
enable state allows forwarding of frames on the specified VLAN.

The no variant of this command destroys the specified VLANS.

vlan <vid> [name <vlan-name>] [state {enable|disable}]
vlan <vid-range> [state {enable|disable}]
vlan {<vid>|<vlar1—name>} [mtu <mtu-value>]

no vlan {<Vid>|<vid—range>} [mtu]

Parameter Description

<vid> The VID of the VLAN to enable or disable in the range <1-4094>.

<vlan-name> The ASCIl name of the VLAN. Maximum length: 32 characters.

<vid-range> Specifies a range of VLAN identifiers.

<mtu-value> Specifies the Maximum Transmission Unit (MTU) size in bytes,
in the range 68 to 500 bytes, for the VLAN.

enable Sets VLAN into an enable state.

disable Sets VLAN into a disable state.

By default, VLANs are enabled when they are created.

VLAN Configuration

awplus# configure terminal
awplus (config)# vlan database

awplus(config-vlan) # vlan 45 name accounts state enable

awplus# configure terminal
awplus (config)# vlan database

awplus(config-vlan)# no vlan 45

mtu
vlan database
show vlan
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Mode

Example

Related Commands

vlan classifier activate

Use this command in Interface Configuration mode to associate a VLAN classifier group with
the switch port, and optionally associate the group with a VLAN identifier and a switch port.

Use the no variant of this command to remove the VLAN classifier group from the switch port,
and a VLAN if the VLAN classifier group was also associated with a VLAN identifier.

vlan classifier activate <vlan-class-group-id> [vlan <VID>]

no vlan classifier activate <vlan-class-group-id>

Parameter Description

<vlan-class-group-id> Specify a VLAN classifier group identifier in the range
<l-16>.

<VID> Specify a VLAN identifier in the range <1-4094>.

Interface Configuration mode for a switch port.

To associate VLAN classifier group 3 with switch port1.1. 3, enter the following commands:
awplus# configure terminal
awplus (config)# interface portl.1.3

awplus (config-if)# vlan classifier activate 3

To associate VLAN classifier group 3 with switch portl.1.3 and the default VLAN I, enter
the following commands:

awplus# configure terminal
awplus (config)# interface portl.1.3

awplus (config-if)# vlan classifier activate 3 vlan 1

To remove VLAN classifier group 3 from switch portl.1. 3, enter the following commands:
awplus# configure terminal
awplus (config)# interface portl.1.3

awplus (config-if)# no vlan classifier activate 3

show vlan classifier rule
vlan classifier group
vlan classifier rule ipv4
vlan classifier rule proto
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vlan classifier group

Use this command to create a group of VLAN classifier rules. The rules must already have been

created.

Use the no variant of this command to delete a group of VLAN classifier rules.

Syntax vlan classifier group <I1-16> {add|delete} rule <vlan-class-rule-id>

no vlan classifier group <I-16>

Parameter Description

<1-16> VLAN classifier group identifier
add Add the rule to the group.
delete Delete the rule from the group.

<vlan-class-rule-id>

The VLAN classifier rule identifier.

Mode Global Configuration

Example

awplus# configure terminal

awplus (config)# vlan classifier group 3 add rule 5

Related Commands show vlan classifier rule

vlan classifier activate
vlan classifier rule ipv4
vlan classifier rule proto
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Syntax

Mode

Usage

Example

Related Commands

vlan classifier rule ipv4

Use this command to create an IPv4 subnet-based VLAN classifier rule and map it to a specific
VLAN. Use the no variant of this command to delete the VLAN classifier rule.

vlan classifier rule <1-256> ipv4 <ip-addr/prefix-length> vlan
<1-4094>

no vlan classifier rule <1-256>

Parameter Description

<1-256> Specify the VLAN Classifier Rule identifier:

<ip-addr/prefix-length> Specify the IP address and prefix length.

<1-4094> Specify a VLAN ID to which an untagged packet is
mapped in the range <1-4094>.

Global Configuration

If the source IP address matches the IP subnet specified in the VLAN classifier rule, the received
packets are mapped to the specified VLAN.

awplus# configure terminal

awplus (config)# vlan classifier rule 3 ipv4 3.3.3.3/8 vlan 5

show vlan classifier rule
vlan classifier activate
vlan classifier rule proto
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Syntax

vlan classifier rule proto

Use this command to create a protocol type-based VLAN classifier rule, and map it to a

specific VLAN.

The no variant of this command destroys the rule.

vlan classifier rule <1-256> proto <protocol>

encap {ethv2|nosnapllc|snapllc} vlan <1-4094>

no vlan classifier rule <1-256>

Parameter Description

<1-256> VLAN Classifier identifier

proto Protocol type

<protocol> Specify a protocol either by its decimal number (0-65535) or by one of

the following protocol names:

[arp|2054]

[atalkaarp|33011]
[atalkddp|32923]

[atmmulti|34892]

[atmtransport |34948]

[dec|24576]

[deccustom|24582]

[decdiagnostics|24581]

[decdnadumpload|24577]

[decdnaremoteconsole|24578]

[decdnarouting|24579]

[declat|24580]

[decsyscomm|24583]

[g8bpax25]2303]

[ieeeaddrtrans|2561]

Address Resolution
protocol

Appletalk AARP protocol
Appletalk DDP protocol

MultiProtocol Over ATM
protocol

Frame-based ATM
Transport protocol

DEC Assigned protocol

DEC Customer use
protocol

DEC Systems Comms
Arch protocol

DEC DNA Dump/Load
protocol

DEC DNA Remote
Console protocol

DEC DNA Routing
protocol

DEC LAT protocol

DEC Systems Comms
Arch protocol

G8BPQ AX.25 protocol

Xerox |[EEE802.3 PUP
Address
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Parameter(cont.)

Description(cont.)

ethv2

[ieeepup|2560]

[ip|2048]
[ipx|33079]

[netbeui |61680]

[netbeui|61681]

[pppdiscovery|34915]
[pppsession|34916]

[rarp|32821]

[x25]2056]

[xeroxaddrtrans|513]

[xeroxpup|512]

Ethernet Version 2 encapsulation

Xerox |EEE802.3 PUP
protocol

IP protocol
IPX protocol

IBM NETBIOS/NETBEUI
protocol

IBM NETBIOS/NETBEUI
protocol

PPPoE discovery protocol
PPPoE session protocol

Reverse Address
Resolution protocol

CCITT.25 protocol

Xerox PUP Address
Translation protocol

Xerox PUP protocol

nosnapllc

LLC without SNAP encapsulation

snapllc

LLC SNAP encapsulation

<1-4094>

Specify a VLAN ID to which an untagged packet is mapped in the

range <1-4094>
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Mode

Usage

Example

Validation Output

Related Commands

Global Configuration

If the protocol type matches the protocol specified in the VLAN classifier rule, the received
packets are mapped to the specified VLAN. Ethernet Frame Numbers may be entered in place
of the protocol names listed. For a full list please refer to the IANA list online:
http://www.iana.org/assignments/ethernet-numbers.

awplus# configure terminal

awplus (config)#

awplus (config)#

awplus (config)#

awplus (config)#

vlan
vlan

vlan
vlan

vlan
vlan

vlan
vlan

classifier rule 1 proto x25 encap ethv2
2

classifier rule 2 proto 512 encap ethv2
2

classifier rule 3 proto 2056 encap ethv2
2

classifier rule 4 proto 2054 encap ethv2
2

awplus# show vlan classifier rule

vlan
vlan
vlan
vlan

classifier
classifier
classifier
classifier

rule
rule
rule
rule

16 proto rarp encap ethv2 vlan 2

8 proto encap ethv2 vlan 2

4 proto arp encap ethv2 vlan 2

2 proto xeroxpup encap ethv2 vlan 2

show vlan classifier rule

vlan classifier activate
vlan classifier group
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Syntax
Mode

Usage

Example

Related Commands

vlan database

Use this command to enter the VLAN Configuration mode.
vlan database

Global Configuration

Use this command to enter the VLAN configuration mode. You can then add or delete a
VLAN, or modify its values.

In the following example, note the change to VLAN configuration mode from Configure mode:
awplus# configure terminal
awplus (config)# vlan database

awplus (config-vlan)#

vlan
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Introduction

This chapter describes and provides configuration procedures for:

m  Spanning Tree Protocol (STP)
m  Rapid Spanning Tree Protocol (RSTP)
m Multiple Spanning Tree Protocol (MSTP)

For detailed information about the commands used to configure spanning trees, see
Chapter 19, Spanning Tree Commands.

Overview of Spanning Trees

The concept of the spanning tree protocol was devised to address broadcast storming. The
spanning tree algorithm itself is defined by the IEEE standard 802.1D and its later revisions.

The IEEE Standard 802.1 uses the term “bridge” to define the spanning tree operation and uses
terms such as Bridge Protocol Data Units, Root Bridge etc., when defining spanning tree
protocol functions.

When a bridge receives a frame, it reads the source and destination address fields. The bridge
then enters the frame’s source address in its forwarding database. In doing this the bridge
associates the frame's source address with the network attached to the port on which the
frame was received. The bridge also reads the destination address and if it can find this address
in its forwarding database, it forwards the frame to the appropriate port. If the bridge does not
recognize the destination address, it forwards the frame out from all its ports except for the
one on which the frame was received, and then waits for a reply. This process is known as
“flooding”.

A significant problem arises where bridges connect via multiple paths. A frame that arrives with
an unknown destination address is flooded over all available paths. The arrival of these frames
at another network via different paths and bridges produces major problems. The bridges can
become confused about the location of the send and receive devices and begin sending frames
in the wrong directions. This process feeds on itself and produces a condition known as a
broadcast storm, where the increase of circulating frames can eventually overload the network.

Spanning tree operation

Where a LAN's topology results in more than one path existing between bridges, frames
transmitted onto the extended LAN circulate in increasing numbers around the loop,
decreasing performance and potentially overloading the network. However, multiple paths
through the extended LAN are often required in order to provide redundancy and backup in
the event of a bridge or link failure.

The spanning tree is created through the exchange of Bridge Protocol Data Units (BPDUs)
between the bridges in the LAN. The spanning tree algorithm operates by:

m  Automatically computing a loop-free portion of the topology, called a spanning tree. The
topology is dynamically pruned to the spanning tree by declaring certain ports on a switch
to be redundant, and placing them into a ‘Blocking’ state.

m  Automatically recovering from a switch failure that would partition the extended LAN by
reconfiguring the spanning tree to use redundant paths, if available.
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The logical tree computed by the spanning tree algorithm has the following properties:

A single bridge is selected to become the spanning tree’s unique root bridge. This is the
device that advertises the lowest Bridge ID. Each bridge is uniquely identified by its Bridge
ID, which comprises the bridge’s root priority (a spanning tree parameter) followed by its
MAC address.

Each bridge or LAN in the tree, except the root bridge, has a unique parent, known as the
designated bridge. Each LAN has a single bridge, called the designated bridge, that connects
it to the next LAN on the path towards the root bridge.

Each port connecting a bridge to a LAN has an associated cost, called the root path cost.
This is the sum of the costs for each path between the particular bridge port and the root
bridge. The designated bridge for a LAN is the one that advertises the lowest root path
cost. If two bridges on the same LAN have the same lowest root path cost, then the switch
with the lowest bridge ID becomes the designated bridge.

The spanning tree computation is a continuous, distributed process to establish and maintain a
spanning tree (Table 18-1). The basic algorithm is similar for STR, RSTP and MSTP modes.

Table 18-1: Spanning tree process

The spanning tree algorithm ... By ...

Selects a root bridge It selects as the root bridge for the spanning tree the

device with the (numerically) lowest bridge identifier
(that is, the device with lowest root bridge priority value,
or if they have the same priority, the bridge with the
lowest MAC address).

Selects root ports On each device, it selects the root port according to:

m the port with the lowest path cost to the root bridge
m the port connected to the bridge with the lowest
root identifier

m  MSTP and RSTP only: the port with the lowest port
priority value

m the port with the lowest port number !

Blocks alternate ports In order to prevent loops, it blocks alternate ports
(Discarding state) that provide higher cost paths to the
root bridge.

Blocks backup ports Where a second port connects one switch back to itself,

it blocks the backup port that has the highest path cost
or port number.

Selects designated ports All other ports that are not disabled are selected as

designated ports and are eventually made active
(Forwarding state).

Maintains the spanning tree If a switch or port fails, the spanning tree configures a

new active topology, changing some port states, to
reestablish connectivity and block loops. Depending on
where the failure occurs, the changes may be widespread
(e.g, if the root bridge fails), or local (e.g, if a designated
port fails).

The whole three part port number (C.S.P) is used to find the lowest port number; where: C is
the chassis ID, S is the slot number, and P is the number of the port in the line card.
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STP

RSTP

MSTP

The logical spanning tree, sometimes called the active topology, includes the root bridge and all
designated bridges, meaning all ports that are to be used for communication within the
spanning tree. These ports are in the forwarding state. Ports removed from the logical spanning
tree are not in the forwarding state. To implement the spanning tree algorithm, devices
communicate with one another using the Spanning Tree Protocol.

Spanning tree modes

STP can run in one of three modes: STE RSTP or MSTP A device running RSTP is compatible
with other devices running STP; a device running MSTP is compatible with other devices
running RSTP or STP, By default, on a device in MSTP mode each port automatically detects
the mode of the device connected to it (MSTP RSTP or STP), and responds in the appropriate
mode by sending messages (BPDUs) in the corresponding format. Ports on a device in RSTP
mode can automatically detect and respond to connected devices in RSTP and STP mode.
Particular ports can also be forced to only operate in a particular mode (Spanning-tree force-
version command on page 19.38).

The Spanning Tree Protocol (STP) is the original protocol defined by IEEE standard
802.1D-1988. It creates a single spanning tree over a network.

STP mode may be useful for supporting applications and protocols whose frames may arrive
out of sequence or duplicated, for example NetBeui.

Rapid Spanning Tree Protocol (RSTP) also creates a single spanning tree over a network.
Compared with STP, RSTP provides for more rapid convergence to an active spanning tree
topology. RSTP is defined in IEEE standard 802.1D-2004.

By default, the device operates in RSTP mode.

The Multiple Spanning Tree Protocol (MSTP) addresses the limitations in the previous spanning
tree protocols, STP and RSTP within networks that use multiple VLANSs with topologies that
employ alternative physical links. It supports multiple spanning tree instances on any given link
within a network, and supports large networks by grouping bridges into regions that appear as
a single bridge to other devices.

MSTP is defined in IEEE standard 802.1Q-2005. The protocol builds on, and remains
compatible with, the previous IEEE standards defining STP and RSTP

18.4
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STP port states

Spanning Tree Protocol (STP)

STP uses the process described in Table 18-1 to avoid loops.

In STP mode, each switch port can be in one of five spanning tree states, and one of two
switch states. The state of a switch port is taken into account by STP The STP port states
(Table 18-2) affect the behavior of ports whose switch state is enabled.

Table 18-2: STP port states

State Meaning

DISABLED STP operations are disabled on the port. The port does not participate
in the operation of the Spanning Tree Algorithm and Protocol. The port
can still switch if its switch state is enabled.

BLOCKING The forwarding process discards received frames and does not submit
forwarded frames for transmission. This is the ““standby” mode.The port
does not participate in frame relay.

LISTENING The port is enabled for receiving frames only. The port is preparing to
participate in frame relay. The forwarding process discards received
frames and does not submit forwarded frames for transmission.

LEARNING The port is enabled for receiving frames only, and the Learning Process
can add new source address information to the Forwarding Database.

FORWARDING  The normal state for a switch port. The forwarding process and the
Spanning Tree entity are enabled for transmit and receive operations on
the port.
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Configuring STP

By default, RSTP is enabled on all switch ports. This section provides a procedure for

configuring STP (Table 18-3).

To configure other modes, see “Configuring RSTP” on page 18.9 or “Configuring MSTP” on

page 18.19.

Table 18-3: Configuration procedure for STP

Command Description

Configure STP

RSTP is enabled by default with default settings on all switch ports to prevent Layer 2 loops in your network.

awplus#

configure terminal

awplus (config)#

spanning-tree mode stp

awplus (config)#

Spanning-tree enable

Enter Global Configuration mode.

By default, the device is in RSTP mode. Change to STP
mode.

By default, spanning tree is enabled on all switch ports. If it
has been disabled, enable it for STP

awplus (config)#

spanning-tree priority <priority>

By default, all devices have the same root bridge priority,
32768 (8000 in hexadecimal), so the device with the lowest
MAC address becomes the root bridge. If you want the
device to be the root bridge, set the root bridge priority to
a value lower than 32768.

Enter a value in the range 0 to 61440. If you enter a number

that is not a multiple of 4096, the switch rounds the number

down.

Configure Root Guard

The Root Guard feature makes sure that the port on which it is enabled is a designated port. If the Root Guard
enabled port receives a superior BPDU, it goes to a Listening state (for STP) or discarding state (for RSTP and MSTP).

awplus (config)#

interface <port-list>

Enter Interface Configuration mode for the switch ports
you want to enable Root Guard for.

awplus (config-if)#

spanning-tree guard root

Enable the Guard Root feature for these ports.

awplus (config-if)#

exit

Return to Global Configuration mode.

awplus (config)#

exit

Return to Privileged Exec mode.
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Table 18-3: Configuration procedure for STP(cont.)

Check STP configuration

show spanning-tree [interface
<port-list>]

Display the spanning tree configuration for the device, and
confirm the new root bridge priority (Bridge Priority).

Note that the Bridge ID is in a form like this:
80000000cd240331, and that other IDs follow the same
pattern. This is made up of:

8000—the devices' root bridge priority in hexadecimal
0000cd240331—the devices' MAC address.

Advanced For most networks the default settings for path costs will be suitable, however, you can
configuration:  configure them if required (spanning-tree path-cost).
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Rapid Spanning Tree Protocol (RSTP)

RSTP uses the process described in Table 18-1 to avoid loops.

A spanning tree running in STP mode can take up to one minute to rebuild after a topology or
configuration change. The RSTP algorithm provides for a faster recovery of connectivity
following the failure of a bridge, bridge port, or a LAN. RSTP provides rapid recovery by
including port roles in the computation of port states, and by allowing neighboring bridges to
explicitly acknowledge signals on a point-to-point link that indicate that a port wants to enter
the forwarding mode.

In rapid mode, the rapid transition of a port to the forwarding state is possible when the port
is considered to be part of a point-to-point link, or when the port is considered to be an edge
port. An edge port is one that attaches to a LAN that has no other bridges attached.

Table 18-4: RSTP port states

State Meaning
DISABLED STP operations are disabled on the port.

DISCARDING The port does not participate in frame relay. The forwarding process
discards received frames and does not submit forwarded frames for
transmission.

LEARNING The port is enabled for receiving frames only, and the learning process
can add new source address information to the forwarding database.
The port does not forward any frames.

FORWARDING The normal state for a switch port. The forwarding process and the
Spanning Tree entity are enabled for transmit and receive operations on
the port.
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Configuring RSTP

RSTP is enabled by default with default settings on all switch ports to prevent Layer 2 loops in
your network. No further configuration is required if you want to use RSTP with these default
settings. For further RSTP configuration, see Table 18-5 below.

To configure other modes, see “Configuring MSTP” on page 18.19 or “Configuring STP” on

page 18.6.

For detailed configuration examples, see the How To Note How To Configure Basic Switching
Functionality, available from http://www.alliedtelesis.com.

Table 18-5: Configuration procedure for RSTP

Command Description

Configure RSTP

RSTP is enabled by default with default settings on all switch ports to prevent Layer 2 loops in your network. No
further configuration is required if you want to use RSTP with these default settings. If you need to restore the device
to RSTP after it has been set to another mode, or modify the default RSTP settings, follow the procedure below.

awplus#

configure terminal

Enter Global Configuration mode.

awplus (config)#

spanning-tree mode rstp

awplus (config)#

Spanning-tree enable

By default, the device is in RSTP mode. If it has been
changed to STP or MSTP mode, change it back to RSTP

By default, spanning tree is enabled on all switch ports. If it
has been disabled, enable it for RSTR

awplus (config)#

spanning-tree priority <priority>

By default, all devices have the same root bridge priority,
32768 (8000 in hexadecimal), so the device with the lowest
MAC address becomes the root bridge. If you want the
device to be the root bridge, set the root bridge priority to
a value lower than 32768.

Enter a value in the range 0 to 61440. If you enter a number
that is not a multiple of 4096, the switch rounds the number
down.

Configure edge ports

If some switch ports are connected to devices that cannot generate BPDUs (such as workstations), you can set
particular switch ports as edge ports, or set them to automatically detect whether they are edge ports.

awplus (config)#

interface <port-list>

Enter Interface Configuration mode for these switch ports.

awplus (config-if)#

(RSTP and
MSTP)

spanning-tree edgeport

or
awplus (config-if)#

(RSTP and
MSTP)

spanning-tree autoedge

Set these ports to be edge ports,

or

set these ports to automatically detect whether they are
edge ports.
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Table 18-5: Configuration procedure for RSTP(cont.)

Configure Root Guard

awplus (config-if)#

exit

Return to Global Configuration mode.

awplus (config)#

interface <port-list>

awplus (config-if)#

spanning-tree guard root

Enter Interface Configuration mode for the switch ports
you want to enable Root Guard for.

The Root Guard feature makes sure that the port on which
it is enabled is a designated port. If the Root Guard enabled
port receives a superior BPDU, it goes to a Listening state
(for STP) or discarding state (for RSTP and MSTP). Enable
the Guard Root feature if required.

Configure BPDU Guard

awplus (config-if)#

exit

Return to Global Configuration mode.

awplus (config)#

spanning-tree portfast bpdu-guard

If required, enable the BPDU Guard feature.

awplus (config)#

spanning-tree errdisable-timeout
enable

Set a timeout for ports that are disabled due to the BPDU
guard feature.

awplus (config)#

spanning-tree errdisable-timeout
interval

Specify the time interval after which a port is brought back
up when it has been disabled by the BPDU guard feature.

Check RSTP configuration

awplus (config)#

exit

Return to Privileged Exec mode.

awplus#

show spanning-tree [interface
<port-list>]

Display the spanning tree configuration for the device, and
confirm the new root bridge priority (Bridge Priority).

Note that the Bridge ID is in a form like this:
80000000cd240331, and that other IDs follow the same
pattern. This is made up of:

8000—the devices' root bridge priority in hexadecimal
0000cd240331—the devices’' MAC address.

Advanced
configuration:

For most networks the default settings for path costs will be suitable, however, you can
configure them if required (spanning-tree path-cost).
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Advantage of
MSTP over RSTP

Multiple Spanning Tree Protocol
(MSTP)

Conceptually, MSTP views the total bridged network as one that comprises a number of
Multiple Spanning Tree Regions (MSTRs), where each region can contain up to 64 spanning trees,
which operate locally, called Multiple Spanning Tree Instances (MSTls). AlliedWare Plus™
supports up to 15 MSTls. The regions are linked by the Common Internal Spanning Tree (CIST).

MSTP uses BPDUs to exchange information between spanning-tree compatible devices, to
prevent loops in each MSTI and also in the CIST, by selecting active and blocked paths. This
process is described in Table 18-1.

If multiple ports are aggregated together into a dynamic (LACP) or static channel group, then
the spanning-tree process is aware of the link aggregation and treats the aggregated ports as a
single logical path.

MSTP is similar to RSTR in that it provides loop resolution and rapid convergence. However,
RSTP can keep track of only one spanning-tree. MSTP can track many spanning-trees, referred
to as instances. MSTP makes it possible to have different forwarding paths for different MST
instances. This enables load balancing of network traffic across redundant links, so that all the
links in a network can be used by at least one MSTI, and no link is left completely idle. That is to
say that no link is unnecessarily shut down by spanning-tree.

Essentially, MSTP is VLAN aware and RSTP is not VLAN aware. MSTP BPDUs and RSTP
BPDUs are compatible, so a network can have a mixture of MSTP and RSTP areas.

C613-50022-01 REV B
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Multiple Spanning Tree Instances (MSTI)

MSTP enables the grouping and mapping of VLANS to different spanning tree instances. So, an
MST Instance (MSTI) is a particular set of VLANS that are all using the same spanning tree.

In a network where all VLANSs span all links of the network, judicious choice of bridge priorities
for different MSTIs can result in different switches becoming root bridges for different MSTls.
That will result in the different MSTIs choosing different active topologies on the network. An
example of how different MSTls can choose different active topologies on the same physical set
of links is illustrated in Figure 18-1.

MSTP is compatible with RSTP and STP—see “Common and Internal Spanning Tree (CIST)”

on page 18.15.

Figure 18-1: Different spanning trees created by different MSTIs on the same physical layout

Root bridge for
MST| | ———— Xy

m .....................

Root bridge for
MSTI 3

Physical connections

— — — Spanning tree of MSTI= 1 containing vlans 2,7,9,43
» Spanning tree of MSTI= 2 containing vlans 16, 18, 24,40

--------- Spanning tree of MSTI= 3 containing vlans 23,39,50, 112

\ Root bridge for

MSTI 2

Diff_MSTI_1
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MSTP Regions

An MST region is a set of interconnected switches that all have the same values for the
following MST configuration identification elements:

m  MST configuration name - the name of the MST region
m  Revision level - the revision number of configuration

m  Configuration Digest - the mapping of which VLANSs are mapped to which MST instances

Each of the MST instances created are identified by an MSTI number. This number is locally
significant within the MST region. Therefore, an MSTI will not span across MST regions.

Figure 18-2: MSTIs in different regions

The MSTI1 in Region 1 is unrelated to the MSTI1 in Region 3. Similarly, the MSTI2 in Region 1 is quite
unrelated to the MSTI2 in Region 2.

Region 1

N ey

Physical connections

Region 3

Region 2

— = MSTI2
MSTI4

MSTI_numbers

The task of assigning each bridge to a particular region is achieved by the member bridges each
comparing their MST Configuration Identifiers. More information on configuration identifiers is
provided in Table 18-6, but for the moment an MST Configuration Identifier can simply be
thought of as an identifier that represents the mapping of VLANSs to MSTIs within each bridge.
Therefore, bridges with identical MST Configuration Identifiers, must have identical MSTI mapping
tables.
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While each MSTI can have multiple VLANs, each VLAN can be associated with only one MSTI.
Once these associations have been made, the bridges in each region can transmit their
spanning tree BPDUs and advertise their MSTls. This in turn establishes the active data paths
between the bridges for each group of VLANS (that is, for each MSTI) and block any duplicate
paths within each instance. A particular advantage of this enhancement applies where a large
number of VLANS share a few internetwork paths. In this situation there need only be as many
Multiple Spanning Tree Instances (MSTIs) as there are source and destination bridge pairs,
remembering that a pair of bridges probably has multiple paths between them.

In order to ensure that each bridge within a region maintains the same configuration
information (particularly their VID to MSTI mappings) and to ensure each bridge’'s membership
of a particular region, the bridges exchange configuration information in the form of MST
Configuration Identifiers. Table 18-6 provides a breakdown of an MST Configuration Identifier. A
detailed explanation of bridge configuration identifiers can be found in Section 3.7 of the |IEEE

802.1Q-2003 standard.

Table 18-6: MST Configuration Identifier

Field Name

Description

Format Selector

A single octet field whose value of O indicates MSTP operation

Region Name

A name (up to 32 characters long) that identifies a particular MST
region, defined using the region (MSTP) command on page 19.11

Revision Level

A number representing the region’s revision level, defined using the
revision (MSTP) command on page 19.12.

Configuration Digest

A 16 octet (HMAC-MDS5 based) signature created from the MST
configuration table.
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Common and Internal Spanning Tree (CIST)

The CIST is the default spanning tree instance of MSTP i.e. all VLANSs that are not members of
particular MSTls are members of the CIST. Also, an individual MST region can be regarded as a
single virtual bridge by other MST regions. The spanning tree that runs between regions is the
CIST. The CIST is also the spanning tree that runs between MST regions and Single Spanning
Tree (SST) entities. So, in Figure 18-3, the STP that is running between the regions, and to the
SST bridges, is the CIST.

Figure 18-3: The CIST operates on links between regions and to SST devices

--------------------- ~ 00000000 I
MSTP
Region 1
\ \ seccccee
MSTP
Region 3
The three switches shown
] are non-MSTP capable
MSTP E
Region2 ... ~
00000000
---------- RSTP operates on these links
MSTP_vs_RSTP

Compatibility
with Previous
Spanning Tree

Protocols

MSTP provides for compatibility with older spanning tree protocols in several ways. In addition
to the MST region described in the previous section, the protocol provides for single spanning
tree systems by employing a Common and Internal Spanning Tree (CIST). The CIST applies a
common and internal spanning tree protocol to the whole of the bridged network and is a
direct equivalent to the internal spanning tree (IST) protocol of earlier versions.

In common with legacy spanning tree systems, the CIST protocol first determines its root
bridge from all the bridges on the network. This is the bridge that contains the lowest bridge
identifier. The protocol then selects a regional root bridge for each MSTR. This is the bridge
that provides the best path to the CIST root. After the MSTR root bridges have been chosen,
they then act on the region’s behalf in such a way that the region appears to the Common
Spanning Tree (CST) as a virtual bridge. So in addition to having multiple MSTIs, each region
operates as a bridge in a CST.
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CIST

In addition to the individual MSTIs within each MSTP region, the MSTP region is a member of a
network-wide spanning tree called the Common and Internal Spanning Tree (CIST).
Conceptually, each region represents a virtual bridge. Internal and external bridge connectivity
are two independent functions.

Frames with VIDs allocated to the CIST are subject to the rules and path costs of the complete
bridged LAN as determined by the CIST's vectors. Frames other than these are subject to the
CIST when travelling outside their region, and subject to its particular MSTI inside the region.

The following operational rules apply:

m  Each bridge can be a member of only one region.
m A data frame is associated with a single VID.

m  Data frames with a given VID are associated with either the CIST or their particular MSTI,
but not both.

The role of the Common Spanning Tree (CST) in a network, and the Common and Internal
Spanning Tree (CIST) configured on each device, is to prevent loops within a wider network
that may span more than one MSTP region and parts of the network running in legacy STP or
RSTP mode.

CIST first allocates root and designated bridges by selecting the bridge with the lowest identifier
as the root. MSTP then deals with any loops between the regions in the CST. It does this by
considering the CIST "vectors” in the following order:

1. CIST External Root Path Cost

2. CIST Regional Root Identifier

3. CIST Internal Root Path Cost

4., CIST Designated Bridge Identifier

5. CIST Designated Port Identifier

6. CIST Receiving Port Identifier

18.16
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MSTP Bridge Protocol Data Units (BPDUSs)

The main function of bridge protocol data units is to enable MSTP to select its root bridges for
the CIST (*Common and Internal Spanning Tree (CIST)” on page 18.15) and each MSTI.

MSTP is compatible with earlier spanning tree versions; its Bridge Protocol Data Unit (BPDU)
formats build on earlier versions (“Compatibility with Previous Spanning Tree Protocols” on

page 18.15).

Table 18-7 shows the standardized format for MSTP BPDU messages. The general format of
the BPDUs comprise a common generic portion—octets | to 36—that are based on those
defined in |EEE Standard 802.1D, 1998, followed by components that are specific to CIST—
octets 37 to 102. Components specific to each MSTI are added to this BPDU data block.

Table 18-7: MSTP Bridge Protocol Data Units (BPDUs)

Field Name Octets Description

Protocol Identifier [-2 Protocol being used. The value 0000 0000 0000 0000
identifies the spanning tree algorithm and protocol.

Protocol Version 3 Identifies the protocol version used.

|dentifier

BPDU Type 4 Value 0000 0000 specifies a configuration BPDU.

CIST Flags Bit | is the topology change flag.

Bit 2 conveys the CIST proposal flag in RST and MST
BPDUs - unused in STP

Bits 3 & 4 convey the CIST port role in RST, and MST
BPDUs - unused in STP

Bit 5 conveys the CIST learning flag in RST and MST
BPDUs - unused in STP

Bit 6 conveys the CIST forwarding flag in RST and MST
BPDUs - unused in STP

Bit 7 conveys the CIST agreement flag in RST and MST
BPDUs - unused in STP

Bit 8 conveys the topology change acknowledge flag in
STP configuration BPDUs - unused in RSTP and MSTP
BPDUs.

CIST Root Identifier  6—13 The Bridge identifier of the CIST Root

CIST External Path 14-17 The path cost between MST regions from the transmitting

Cost bridge to the CIST root.

CIST Regional Root  18-25 ID of the current CIST regional root bridge.

|dentifier

CIST Port Identifier  26-27 CIST port identifier of the transmitting bridge port.

Message Age 28-29 Message age timer value.

Max Age 30-31 Timeout value to be used by all bridges in the bridged
network. This value is set by the root. Some
implementations of MSTP may choose not to use this
value.

Hello Time 32-33 Time interval between the generation of configuration
BPDUs by the root bridge.

Forward Delay 34-35 A timeout value used to ensure forward delay timer

consistency when transferring a port to the forwarding
state. It is also used for ageing filtering database dynamic
entries following changes in the active topology.
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Table 18-7: MSTP Bridge Protocol Data Units (BPDUs)(cont.)

Field Name Octets Description
Version | Length 36 Used to convey the Version | length. It is always
transmitted as O.
Version 3 Length 37-38 Used to convey the Version 3 length. It is the number of
octets taken by the parameters that follow in the BPDU.
MST Configuration  39-89 An identifier comprising elements of the following:
|dentifier Format Selector
Configuration Name
Revision Level
Configuration Digest.
CIST Internal Root ~ 90-93 Path cost to the CIST regional root.
Path Cost
CIST Bridge 94—101  CIST bridge identifier of the transmitting bridge.
Identifier
CIST Remaining 102 Remaining hops which limits the propagation and
Hops longevity of received spanning tree information for the
CIST.
MSTI Configuration  103-39  See Table 18-8.
Messages plus
Version
be absent
(may be absent) 3 Length

Table 18-8: MSTI configuration messages

Field Name Octets Description

MSTI Flags | Bits | through 8, convey the topology change flag,
proposal flag, port role (two bits), Learning flag,
forwarding flag, agreement flag, and master flag for this
MSTI.

MSTI Regional Root  2-9 This includes the value of the MSTID for this configuration

|dentifier message encoded in bits 4 through | of octet |, and bits 8
through | of octet 2.

MSTI Internal Root  10-13 Internal Root Path Cost.

Path Cost

MSTI Bridge Priority 14 Bits 5 through 8 convey the value of the bridge identifier
priority for this MSTI. Bits | through 4 of Octet 14 are
transmitted as O, and ignored on receipt.

MSTI Port Priority I5 Bits 5 through 8 are used to convey the value of the port
identifier priority for this MSTI. Bits |
through 4 are transmitted as 0, and ignored on receipt.

MSTI Remaining 16 Value of remaining hops for this MSTI.

Hops
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Configuring MSTP

By default, RSTP is enabled with default settings on all switch ports. To configure MSTP see the
configuration procedure in Table 18-9.

To configure other modes, see “Configuring RSTP” on page 18.9 or “Configuring STP” on
page 18.6.

For detailed configuration examples, see the How To Note How To Configure Basic Switching
Functionality, available from website at http://www.alliedtelesis.com.

Configuration =
guidelines for
MSTP

Switches must have the same MST configuration identification elements (region name,
revision level and VLAN to MSTI mapping) to be in the same MST region. When
configuring multiple MST regions for MSTPE MSTls are locally significant within an MST
region. MSTIs will not span from one region to another region.

Common and Internal Spanning Tree (CIST) is the default spanning tree instance for MSTP
This means that all VLANSs that are not explicitly configured into another MSTI are
members of the CIST.

The software supports a single instance of the MSTP Algorithm consisting of the CIST and
up to I5 MSTIs.

A VLAN can only be mapped to one MST! or to the CIST. One VLAN mapped to multiple
spanning trees is not allowed. All the VLANs are mapped to the CIST by default. Once a
VLAN is mapped to a specified MST], it is removed from the CIST.

An MSTl is locally significant within an MST region. An MSTI cannot span across multiple
MST regions. The CIST is the spanning tree instance for connecting different MST regions
and single spanning tree entities, such as RSTP and STP switches.

MSTP is compatible with RSTP and STR An MST region appears as a virtual bridge
connecting to single spanning tree entities.

To avoid unnecessary STP processing, a port that attaches to a LAN that is known to have
no other bridges/switches attached can be configured as an edge port.

Before Before configuring MSTF, configure VLANSs and associate them with switch ports (Chapter 16,
configuring MSTP  VLAN Introduction and Chapter 17, VLAN Commands), and determine for your network:

which MSTP regions, revision level and instances are required
which VLANs and switch ports will belong to which MSTls,

which devices you want to be root bridges for each MSTI

Table 18-9: Configuration procedure for MSTP

Command Description

awplus#

configure terminal Enter Global Configuration mode.

awplus (config)#

spanning-tree mode mstp By default, the device is in RSTP mode. Change to MSTP

mode.

awplus (config)#

spanning-tree enable By default, spanning tree is enabled on all switch ports. If it

has been disabled, enable it for MSTR
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Table 18-9: Configuration procedure for MSTP(cont.)

Configure MSTP region, revision, and instances
All MSTP devices in this region of the network must have the same region name, revision number, and VLAN to MSTI
mappings.

awplus (config)#

spanning-tree mst configuration Enter MST Configuration mode.

awplus (config-mst) #

region <region-name> Specify the MSTP region. The region-name parameter is an
arbitrary string that specifies the name you want to assign to
the MST region for identification.

awplus (config-mst)#
revision <revision-number> The revision-number parameter specifies the revision of
the current MST configuration. The revision is an arbitrary
number that you assign to an MST region. It can be used to
keep track of the number of times that MST configuration
has been updated for the network.

Specify the MST revision number in the range 0 to 255.

awplus (config-mst)#

instance <msti-id> vlan {<vid>| To allow MSTP to block traffic for different VLANs in
<vid-1list>} different places in a loop, create multiple MSTP instances
and associate VLANs with them. Each VLAN can only be in
one instance.

Specify the MST instance ID in the range | to I5.

Advanced configuration

The commands above are the minimum required to configure MSTP The following commands allow more advanced
configuration.

Assign root bridge priorities

MSTP lets you distribute traffic more efficiently across a network by blocking different links for different VLANS. You
do this by making different devices into the root bridge for each MSTP instance, and for the CIST, so that each
instance blocks a different link. By default, all devices have the same root bridge priority, 32768 (8000 in hexadecimal),
so the device with the lowest MAC address becomes the root bridge. If you want the device to be the root bridge for
an instance or for the CIST, set the priority to a lower value (a higher priority) than other devices for this instance. (If
you enter a number that is not a multiple of 4096, the device rounds the number down.)

awplus (config)#

spanning-tree mst configuration Enter MST Configuration mode.

awplus (config-mst)#
instance <msti-id> priority Setthe priority for the device to become the root bridge
<priority> for each instance.
Specify the MST instance ID in the range | to |5.

Specify the root bridge priority in the range O to 61440. If
you enter a number that is not a multiple of 4096, the
switch rounds the number down.

awplus (config-mst)#

exit Return to Global Configuration mode.
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Table 18-9: Configuration procedure for MSTP(cont.)

awplus (config)#

spanning-tree priority <priority>

Set the priority for the device to become the root bridge
for the CIST.

Specify the bridge priority in the range O to 61440. If you
enter a number that is not a multiple of 4096, the switch
rounds the number down.

Configure edge ports

If some switch ports are connected to devices that cannot generate BPDUs (such as workstations), you can set
particular switch ports as edge ports, or set them to automatically detect whether they are edge ports.

awplus (config)#

interface <port-list>

Enter Interface Configuration mode for these switch ports.

awplus (config-if)#

(RSTP and
MSTP)

spanning-tree edgeport

or
awplus (config-if)#

(RSTP and
MSTP)

spanning-tree autoedge

Set these ports to be edge ports,

or

set these ports to automatically detect whether they are
edge ports.

Configure Root Guard

awplus (config-if)#

spanning-tree guard root

The Root Guard feature makes sure that the port on which
it is enabled is a designated port. If the Root Guard enabled
port receives a superior BPDU, it goes to a Listening state
(for STP) or discarding state (for RSTP and MSTP). Enable
the Guard Root feature if required.

awplus (config-if)#

exit

Return to Global Configuration mode.

Configure BPDU Guard

awplus (config)#

spanning-tree portfast bpdu-guard

If required, enable the BPDU Guard feature.

awplus (config)#

spanning-tree errdisable-timeout
enable

Set a timeout for ports that are disabled due to the BPDU
guard feature.

awplus (config)#

spanning-tree errdisable-timeout
interval <10-1000000>

Specify the time interval after which a port is brought back
up when it has been disabled by the BPDU guard feature.
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Table 18-9: Configuration procedure for MSTP(cont.)

Check MSTP configuration

awplus (config)#

exit

Return to Privileged Exec mode.

awplus#

show spanning-tree mst config

awplus#

show spanning-tree mst

Check that the digest is the same on this device as for all
other devices in the same region.

Check the MST to VLAN and port mapping.

awplus#

show spanning-tree mst instance
<instance>

Check the detailed information for a particular instance, and
all switch ports associated with that instance.

Specify the MST instance ID in the range | to I5.

awplus#

show spanning-tree mst interface
<port>

Check general information about MSTPE and the CIST
settings.

Advanced For most networks, the default settings of the following will be suitable. However; you can also

configuration: configure them.

m  path costs for ports in an MSTI (spanning-tree mst instance path-cost) or for the CIST

(spanning-tree path-cost)

m  port priority for ports in an MSTI (spanning-tree mst instance priority) or for the CIST
(spanning-tree priority (port priority))
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SHOW dEDUZZING MISEP..oovcivvvisiiiisssiisssssissssssissssissssisss s 19.13
SNOW SPANNING-LIEE ... .ovvvvrtsiieereresssissssss s s s s [9.14
SHOW SPANNING-Lree DIIET ......iivvcciierrrrseisrsesssissse s 19.16
SHOW SPANNING-IEE MISt..ccvvviiiiivsiiissssissssssssssssssisss s 19.17
Show Spanning-tree MSt CONMIG ... 19.18
show spanning-tree MSt detail.........ii 19.19
show spanning-tree mst detail INterface ... 19.20
Show SpPanNINg-tree MSt INSTANCE ... 19.22
show spanning-tree Mst iNStANCE INTEMTACE .o 19.23

show spanning-tree MSt INTEMACE ... 19.24
show spanning-tree Mst detail INTEITACE ... 19.25
ShOW SPANNING-reE SLALISTICS w.ovvvvvvvvesivvrississsssissssssssssss s 19.27
show spanning-tree Statistics INSLANCE ... 19.28
show spanning-tree statistics iNStance INTErface ..., 19.29
show spanning-tree statistics INtErfaCe. ... 19.30
show spanning-tree vlan range-index........ e 19.32
spanning-tree autoedge (RSTP and MSTP) ... 19.32
spanning-tree cisco-interoperability (MSTP) ..., 19.33
spanning-tree edgeport (RSTP and MSTP).......misssmsssnn: 19.34
SPANNING=LNEE ENADIE ...ovvvrtssiriererriss s s s s 19.35
spanning-tree errdisable-tiMeouUt ENADIE ... 19.36
spanning-tree errdisable-tiMeouUt INTEIVAL ... 19.37

spanning-tree force-version
spanning-tree forward-time

spanning-tree guard root........

SPANNING-rEE NEIO-TIME cocivevecriirercessieressssss s s s
SPANNING=LNEE INK-LYPE ovtetivvvvrresssiirsr s i
SPANNING-TNEE MAX-BZE ctvvvtirvessvrrssisssssissssissssssssissss s s
spanning-tree max-hops (MSTP)

spanning-tree MOde ...

spanning-tree mst configuration..

spanning-tree Mst iNStance ...

spanning-tree MSt iNStANCE PAtN=COST. ... s 19.47
SPANNING-tree MSE INSLANCE PIIOITLY cvvvvivivervesssmisersssssmsessesssssssssssssssssssssss s s 19.49
spanning-tree Mst iNStance restriCted-rOlE . 19.50
spanning-tree Mst iNStaNCe reSTHCLEA-TCN v 1951
SPANNING-LNEE PATN-COSTrtrmivirrrnisimmersssssisessssss s s 19.52
SPANNING-tree POMIASt (STP) v s 19.53
spanning-tree portfast DPAU-TIHEN ... 19.55
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spanning-tree Portfast DPAU-GUAIN........wmrrmmmirisssmsssissssssssmsssssssne
spanning-tree priority (bridge priority
spanning-tree pPriority (POt PrIOMILY) e
SPANNING-LreE MEStNCTEA-TOIC ..ot
SPANNING-LrEE MESLNCTEA-TCN oottt
spanning-tree transmit-holdcount -
UNAEDUZ MNISEP .ottt ssssssses s

Software Reference for SwitchBlade® x8100 Series Switches
19.2 AlliedWare Plus™ Operating System - Version 5.4.2 C613-50022-01 REV B



AV Allied Telesis

Spanning Tree Commands

Syntax

Mode

Usage

Examples

Command List

This chapter provides an alphabetical reference for commands used to configure RSTE STP or
MSTP For information about spanning trees, including configuration procedures, see
Chapter 18, Spanning Tree Introduction: STP, RSTP, and MSTP

clear spanning-tree statistics

Use this command to clear all the STP BPDU (Bridge Protocol Data Unit) statistics.

clear spanning-tree statistics

clear spanning-tree statistics

clear spanning-tree statistics
[interface <port> [instance <mstp-instance>]]

[instance <mstp-instance>]

Parameter Description

<port> The port to clear STP BPDU statistics for. The port may be a switch port
(e.g. portl.1.4), astatic channel group (e.g. sa3), or a dynamic
(LACP) channel group (e.g. po4).

<mstp- The MSTP instance (MSTI - Multiple Spanning Tree Instance) to clear

instance> MSTP BPDU statistics.

User Exec and Privileged Exec

Use this command with the instance parameter in MSTP mode. Specifying this command with
the interface parameter only not the instance parameter will work in STP and RSTP mode.

awplus#

awplus#

awplus#

awplus#

clear spanning-tree

clear spanning-tree

clear spanning-tree

clear spanning-tree
instance 1

statistics

statistics

statistics

statistics

instance 1

interface portl.1.2

interface portl.1.2
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clear spanning-tree detected protocols (RSTP and
MSTP)

Use this command to clear the detected protocols for a specific port, or all ports.

Use this command in RSTP or MSTP mode only.

Syntax clear spanning-tree detected protocols [interface <port>]

Parameter Description

<port> The port to clear detected protocols for. The port may be a switch port
(e.g. portl.1.4), astatic channel group (e.g. sa3), or a dynamic
(LACP) channel group (e.g. po4).

Mode  Privileged Exec

Example
awplus# clear spanning-tree detected protocols
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debug mstp (RSTP and STP)

Use this command to enable debugging for the configured spanning tree mode, and echo data
to the console, at various levels. Note that afthough this command uses the keyword mstp it
displays debugging output for RSTP and STP protocols as well the MSTP protocol.

Use the no variant of this command to disable spanning tree debugging.

Syntax debug mstp {all|cli|protocol [detail]|timer [detail]}
debug mstp {packet {rx|tx} [decode] [interface <interface>]}
debug mstp {topology-change [interface <interface>]}
no debug mstp {all|cli|protocol [detail]|timer [detail]}
no debug mstp {packet {rx|tx} [decode] [interface <interface>]}

no debug mstp {topology-change [interface <interface>]}

Parameter Description

all Echoes all spanning tree debugging levels to the console.

cli Echoes spanning tree commands to the console.

packet Echoes spanning tree packets to the console.

rx Received packets.

tx Transmitted packets.

protocol Echoes protocol changes to the console.

timer Echoes timer information to the console.

detail Detailed output.

decode Interprets packet contents

topology-change Interprets topology change messages

interface Keyword before <interface> placeholder to specify an interface
to debug

<interface> Placeholder used to specify the name of the interface to debug.

Mode  Privileged Exec and Global Configuration mode

Usage 1  Use the debug mstp topology-change interface command to generate debugging messages
when the switch receives an indication of a topology change in a BPDU from another device.
The debugging can be activated on a per-port basis. Although this command uses the keyword
mstp, it displays debugging output for RSTP and STP protocols as well as the MSTP protocol.

Due to the likely volume of output, these debug messages are best viewed using the terminal
monitor command on page 8.55 before issuing the relevant debug mstp command. The
default terminal monitor filter will select and display these messages. Alternatively, the messages
can be directed to any of the other log outputs by adding a filter for the MSTP application using
log buffered (filter) command on page 10.9:
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awplus# configure terminal

awplus (config)# log buffered program mstp

Output 1

awplus#terminal monitor

awplus#debug mstp topology-change interface portl.1.19

10:09:09 awplus MSTP[1409]: Topology change rcvd on portl.1.19 (internal)
10:09:09 awplus MSTP[1409]: Topology change rcvd on MSTI 1 portl.1.19
aawplus#debug mstp topology-change interface portl.1.21

10:09:29 awplus MSTP[1409]: Topology change rcvd on portl.l.21 (external)
10:09:29 awplus MSTP[1409]: Topology change rcvd on MSTI 1 portl.l1.21

Usage 2 Use the debug mstp packet rx|tx decode interface command to generate debugging messages
containing the entire contents of a BPDU displayed in readable text for transmitted and
received xSTP BPDUs. The debugging can be activated on a per-port basis and transmit and
receive debugging is controlled independently. Although this command uses the keyword mstp,
it displays debugging output for RSTP and STP protocols as well as the MSTP protocol.

Due to the likely volume of output, these debug messages are best viewed using the terminal
monitor command on page 8.55 before issuing the relevant debug mstp command. The
default terminal monitor filter will select and display these messages. Alternatively, the messages
can be directed to any of the other log outputs by adding a filter for the MSTP application using
the log buffered (filter) command on page 10.9:

awplus (config)# log buffered program mstp

Output 2 In MSTP mode - an MSTP BPDU with | MSTI:

awplus#terminal monitor

awplus#debug mstp packet rx decode interface portl.1.19

17:23:42 awplus MSTP[1417]: portl.1.19 xSTP BPDU rx - start

17:23:42 awplus MSTP[1417]: Protocol version: MSTP, BPDU type: RST

17:23:42 awplus MSTP[1417]: CIST Flags: Agree Forward Learn role=Desig

17:23:42 awplus MSTP[1417]: CIST root id : 0000:0000cd1000fe

17:23:42 awplus MSTP[1417]: CIST ext pathcost : 0

17:23:42 awplus MSTP[1417]: CIST reg root id : 0000:0000cdl1000fe

17:23:42 awplus MSTP[1417]: CIST port id : 8001 (128:1)

17:23:42 awplus MSTP[1417]: msg age: 0 max age: 20 hellotime: 2 fwd delay: 15

17:23:42 awplus MSTP[1417]: Version 3 length : 80

17:23:42 awplus MSTP[1417]: Format id : 0

17:23:42 awplus MSTP[1417]: Config name : test

17:23:42 awplus MSTP[1417]: Revision level : 0

17:23:42 awplus MSTP[1417]: Config digest : 3ab68794d602fdf43b21c0b37ac3bcas

17:23:42 awplus MSTP[1417]: CIST int pathcost : 0

17:23:42 awplus MSTP[1417]: CIST bridge id : 0000:0000cd1000fe

17:23:42 awplus MSTP[1417]: CIST hops remaining : 20
[ .
[
[
[
[
[

17:23:42 awplus MSTP[1417]: MSTI flags Agree Forward Learn role=Desig

17:23:42 awplus MSTP[1417]: MSTI reg root id : 8001:0000cd1000fe
17:23:42 awplus MSTP[1417]: MSTI pathcost : 0

17:23:42 awplus MSTP[1417]: MSTI bridge priority : 32768 port priority : 128
17:23:42 awplus MSTP[1417]: MSTI hops remaining : 20

17:23:42 awplus MSTP[1417]: portl.1.19 xSTP BPDU rx - finish
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In STP mode transmitting a TCN BPDU:

awplus#terminal

monitor

awplus#debug mstp packet tx decode interface portl.1.19

17:28:09 awplus MSTP[1417]:
17:28:09 awplus MSTP[1417]:
17:28:09 awplus MSTP[1417]:

portl.1.19 xSTP BPDU tx - start
Protocol version: STP, BPDU type: TCN
portl.1.19 xSTP BPDU tx - finish

In STP mode receiving an STP BPDU:

awplus#terminal

17:31:36 awplus
17:31:36 awplus
17:31:36 awplus
17:31:36 awplus
17:31:36 awplus
17:31:36 awplus
17:31:36 awplus
17:31:36 awplus
17:31:36 awplus

monitor

MSTP
MSTP
MSTP
MSTP
MSTP
MSTP
MSTP
MSTP

awplus#debug mstp packet rx decode interface portl.1.19
MSTP[1417]:
14177 :
14177 :
14177 :
14177 :
14177 :
14177 :
14177 :
14177 :

portl.1.19 xSTP BPDU rx - start

Protocol version: STP, BPDU type: Config

Flags: role=none

Root id : 8000:0000cdl000fe

Root pathcost : 0

Bridge id : 8000:0000cdl000fe

Port id : 8001 (128:1)

msg age: 0 max age: 20 hellotime: 2 fwd delay: 15
ortl1.0.19 xSTP BPDU rx - finish

In RSTP mode receiving an RSTP BPDU:

awplus#terminal

monitor

awplus#debug mstp packet rx decode interface portl.1.19
awplus MSTP[1417]: portl.1.19 xSTP BPDU rx - start

awplus#17:30:17
17:30:17 awplus
17:30:17 awplus
17:30:17 awplus
17:30:17 awplus
17:30:17 awplus
17:30:17 awplus
17:30:17 awplus
17:30:17 awplus

Examples

Related commands

MSTP[1417]:
MSTP[1417]:
14177 :

MSTP

[

[

MSTP[1417]:

MSTP[1417]:

MSTP([1417]:
[14177]:

MSTP([1417]:

MSTP

Protocol version: RSTP, BPDU type: RST

CIST Flags: Forward Learn role=Desig

CIST root id : 8000:0000cd1000fe

CIST ext pathcost : 0

CIST reg root id : 8000:0000cd1000fe

CIST port id : 8001 (128:1)

msg age: 0 max age: 20 hellotime: 2 fwd delay: 15
portl.1.19 xSTP BPDU rx - finish

awplus# debug mstp all

awplus# debug mstp cli

awplus# debug mstp packet rx

awplus# debug mstp protocol detail

awplus# debug mstp timer

awplus# debug mstp packet rx decode interface portl.1.2

awplus# debug mstp packet tx decode interface portl.1.12

log buffered (filter)
show debugging mstp
terminal monitor

undebug mstp
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instance priority (MSTP)

Use this command to set the priority for this device to become the root bridge for the
specified MSTI (Multiple Spanning Tree Instance).

Use this command for MSTP only.
Use the no variant of this command to restore the root bridge priority of the device for the
instance to the default.

Syntax instance <msti-id> priority <priority>

no instance <msti-id> priority

Parameter Description

<msti-id> Specify the The MST instance ID in the range <1-63>.

<priority>  Specify the root bridge priority for the device for the MSTI in the range
<0-61440>. Note that a lower priority number indicates a greater
likelihood of the device becoming the root bridge. The priority values can
be set only in increments of 4096. If you specify a number that is not a
multiple of 4096, it will be rounded down. The default priority is 32768.

Default  The default priority value for all instances is 32768.
Mode MST Configuration Mode

Usage MSTP lets you distribute traffic more efficiently across a network by blocking different links for
different VLANS. You do this by making different devices into the root bridge for each MSTP
instance, so that each instance blocks a different link.

If all devices have the same root bridge priority for the instance, MSTP selects the device with
the lowest MAC address to be the root bridge. Give the device a higher priority for becoming
the root bridge for a particular instance by assigning it a lower priority number, or vice versa.

Examples To set the root bridge priority for MSTP instance 2 to be the highest (0), so that it will be the
root bridge for this instance when available, use the commands:

awplus# configure terminal
awplus (config)# spanning-tree mst configuration

awplus (config-mst)# instance 2 priority 0

To reset the root bridge priority for instance 2 to the default (32768), use the commands:

awplus# configure terminal
awplus (config)# spanning-tree mst configuration

awplus (config-mst)# no instance 2 priority
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Related Commands

region (MSTP)

revision (MSTP)

show spanning-tree mst config
spanning-tree mst instance
spanning-tree mst instance priority
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Syntax

Mode

Usage

Example

Related Commands

instance vlan (MSTP)

Use this command to create an MST Instance (MSTI), and associate the specified VLANSs with
it. An MSTl is a spanning tree instance that exists within an MST region (MSTR). An MSTR can
contain up to 63 MSTls.

When a VLAN is associated with an MSTI the member ports of the VLAN are automatically
configured to send and receive spanning-tree information for the associated MSTI. You can
disable this automatic configuration of member ports of the VLAN to the associated MSTI by
using a NO spanning-tree mst instance command to remove the member port from the MSTI.

Use the instance vlan command for MSTP only.

Use the no variant of this command to remove the specified VLANs from the MSTI.

instance <msti-id> vlan {<vid>|<vid-list>}

no instance <msti-id> vlan {<vid>|<vid-list>}

Parameter Description

<msti-id> Specify the MST instance ID <1-63>.

<vid> Specify a VLAN identifier (VID) in the range <1-4094>
to be associated with the MSTI specified.

<vid-1list> A hyphen-separated range or a comma-separated list of VLAN IDs

MST Configuration mode

The VLANSs must be created before being associated with an MST instance (MSTI). If the
VLAN range is not specified, the MSTI will not be created.

This command removes the specified VLANs from the CIST and adds them to the specified
MSTI. If you use the no variant of this command to remove the VLAN from the MSTI, it returns
it to the CIST. To move a VLAN from one MSTI to another, you must first use the no variant of
this command to return it to the CIST.

Ports in these VLANSs will remain in the control of the CIST until you associate the ports with
the MSTI using the spanning-tree mst instance command.

awplus# configure terminal
awplus (config)# spanning-tree mode mstp
awplus (config)# spanning-tree mst configuration

awplus (config-mst)# instance 2 vlan 30

region (MSTP)

revision (MSTP)

show spanning-tree mst config
spanning-tree mst instance
vlan
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Syntax

Default
Mode

Usage

Example

Related Commands

region (MSTP)

Use this command to assign a name to the device's MST Region. MST Instances (MSTI) of a
region form different spanning trees for different VLANS.

Use this command for MSTP only.

Use the no variant of this command to remove this region name and reset it to the default.

region <region-name>

no region

Parameter Description

<region-name> Specify the name of the region, up to 32 characters. Valid characters
are upper-case, lower-case, digits, underscore.

By default, the region name is My Name.

MST Configuration mode

The region name, the revision number; and the digest of the VLAN to MSTI configuration table
must be the same on all devices that are intended to be in the same MST region.

awplus# configure terminal
awplus (config)# spanning-tree mst configuration

awplus (config-mst)# region ATL

revision (MSTP)
show spanning-tree mst config
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revision (MSTP)

Use this command to specify the MST revision number to be used in the configuration
identifier:

Use this command for MSTP only.

Syntax revision <revision-number>

Parameter Description

<revision-number> <0-255> Revision number

Default  The default of revision number is O.
Mode MST Configuration Mode

Usage The region name, the revision number, and the digest of the VLAN to MSTI configuration table
must be the same on all devices that are intended to be in the same MST region.

Example
awplus# configure terminal

awplus (config)# spanning-tree mst configuration

awplus (config-mst)# revision 25

Related Commands region (MSTP)
show spanning-tree mst config
instance vlan (MSTP)
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Syntax
Mode

Example

Output

Related Commands

show debugging mstp

Use this command to show the MSTP debugging options set.

For information on output options, see “Controlling “show” Command Output” on
page 1.35.

show debugging mstp
User Exec and Privileged Exec mode

To display the MSTP debugging options set, enter the command:

awplus# show debugging mstp

Figure 19-1: Example output from the show debugging mstp command

MSTP debugging status:
MSTP receiving packet debugging is on

debug mstp (RSTP and STP)
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show spanning-tree

Use this command to display detailed spanning tree information on the specified port or on all
ports. Use this command for RSTE MSTP or STP

For information on output options, see “Controlling “show” Command Output” on
page 1.35.

Syntax show spanning-tree [interface <port-Ilist>]

Parameter Description

interface Display information about the following port only.

<port-1list> The portsto display information about. A port-list can be:

m  aswitch port (e.g. portl.2.12) a static channel group (e.g. sa3)
or a dynamic (LACP) channel group (e.g. po3)

m 2 continuous range of ports separated by a hyphen,
egportl.1.1-1.1.24,0orsal-2,orpol-4

m a comma-separated list of ports and port ranges,
egportl.l.1,portl.1.4-1.2.24. Do not mix switch
ports, static channel groups, and dynamic (LACP) channel groups in
the same list

Mode  User Exec, Privileged Exec and Interface Configuration mode

Usage Note that any list of interfaces specified must not span any interfaces that are not installed.

A topology change counter has been included for RSTP and MSTPR You can see the topology
change counter for RSTP by using the show spanning-tree command. You can see the topology
change counter for MSTP by using the show spanning-tree mst instance command.

Example To display spanning tree information about port1.1.23, use the command:

awplus# show spann