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showlocation .. ... ... . . . ... .. e 2007
Chapter 48: Mail (SMTP)Commands . . . . . ...ttt ittt neneesnnnnas 2009
INtroduction . . . ... e 2009
debugmail .. ... ... . . e 2010
deletemail .. .. ... .. e 2011
Mmail . ... 2012
mail from . . ... 2014
mail smtpserver . . ... .. e 2015
mail smtpserver authentication . . . .. ........... .. .. ... ... 2016
mail smtpserver port . . . .. oo o e 2018
showcountermail . ...... ... .. . . ... . . . 2020
showmail . ... 2021
undebugmail . . ... .. 2022
Chapter 49: RMONCOMMANds . .......uoetevenecnoosoncnoncnns 2023
Introduction . .. .. ... .. 2023
rMoNalarm . ... e 2024
rmon collection history . . ... ... . ... .. . 2026
rmoncollectionstats. . . .. ... ... . . .. e 2027
MMONEVENT . . . . . . e 2028
showrmonalarm . . ... ... . ... e 2029
showrmonevent . . ... ... e 2030
showrmonhistory . . ....... . . . . 2032
showrmonstatistics . . .. ... .. i 2034
Chapter 50: SecureShell (SSH)Commands . . . . ... ... v i i it v i e 2036
Introduction . . . ... .. 2036
bannerlogin(SSH) . . . ... ... . . .. e 2038
clearssh . . .. e 2039
crypto keydestroy hostkey . . . .. .. ... 2040
cryptokeydestroyuserkey . . . ... 2041
crypto key generatehostkey . . . . . ... 2042
crypto key generateuserkey . . . . ... e 2044
crypto key pubkey-chain knownhosts . . . .. ...... .. ... .. ... .. 2045
crypto key pubkey-chainuserkey . . . ... ... ... . o .. 2047
debugsshclient. ... ... .. . . . . e 2049
debugsshserver . ... ... . . . . 2050
servicessh . . ... e 2051
showbannerlogin . . ...... ... . . . . . . 2053
show cryptokey hostkey . .. ... ... .. ... . .. 2054
show crypto key pubkey-chain knownhosts . . . ................ 2056
show crypto key pubkey-chainuserkey . . .. ....... ... ... ..... 2057
showcryptokeyuserkey .. ..., . . . ... 2058
show running-configssh .. .......... ... ... ... .......... 2059
showssh ... . e 2061
showsshclient . ... ... . . . . . . . . e 2063
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show sshserver . .. ... . e 2064

show sshserverallow-users .. ....... ... ... ... . . . . ... 2066
show sshserverdeny-users .. ...... ... .. ... 2067
SSh e 2068
sshclient . ... . e 2071
SSH SEIVEr . L 2073
sshserverallow-users . .. ...... . .. . e 2075
sshserverauthentication . . .. ......... ... ... . . . . . ... 2077
sshserverdeny-users . . ...... .. .. i e 2079
sshservermax-auth-tries . . . . ... ... ... . ... . . . 2081
sshserverresolve-host . . . ...... ... .. . ... . . . . . . . 2082
SSH SEIVEI SCP . v v i e i e 2083
sshserversecure-ciphers . . .. ... .. .. . . e 2084
sshserversftp . ... .. . e 2085
undebugsshclient . .. ... ... . ... . e 2086
undebugsshserver . ... ... . . ... ... e 2087
Chapter 51: TriggerCommands . . ...t v it ettt eerosenoscsoneas 2088
Introduction . . ... ... . . . e 2088
active (trigger) . . . . oo i e e 2090
day . e e e 2091
debugtrigger . . ... ... e 2093
description (trigger) . . ... .. e e 2094
FEPEAt . . . e e e e e e 2095
SCHIPt . o e e e e e e 2096
show debuggingtrigger . ........ ... ... ... ... ... 2098
show running-configtrigger . . . ... ... ... ... . ... 2099
show trigger . . ... i i e e e 2100
=] 2105
time (trigger) . . . . .. e 2106
18- 1 o S 2108
trigger . . e 2109
triggeractivate . ... ... .. .. .. e 2110
typeatmfnode ... ... ... . . ... ... 2111
YR CPU . o et e e e 2114
typeinterface . . ... ... 2115
typelinkmon-probe . .. ... ... . L 2116
typPelog . o o e 2118
BYPEMEMOIY . . . . e e e 2119
typeperiodic . . . ... e 2120
typeping-poll . ... .. 2121
typereboot . . . ... e 2122
typetime . ... 2123
yPeUSD . o e 2124
undebug trigger . . ... e 2125
Chapter 52: Ping-PollingCommands ................ciiiiiaan. 2126
Introduction . . . ... . e 2126
active (ping-polling) . .. ... ... . . 2128
clearping-poll . . . ... . e 2129
critical-interval . . . . . 2130
debugping-poll . . .. ... . 2131
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description (ping-polling) . . . . .. ... ... ... . . 2132

fail-count . ... ... . 2133
ip(ping-polling) . . . ... e 2134
length (ping-polldata). . . . ......... ... ... . . . . 2135
normal-interval . .. ... .. .. ... e 2136
ping-poll . ... 2137
sample-size . . . ... 2138
show counterping-poll . .. ..... ... . .. . .. . . 2140
showping-poll . ... .. . . e 2142
SOUICE- D v v o e e et e e e e e e e e e e e e 2146
timeout (pingpolling) .. ... ... ... . . . . . 2148
UP-COUNT . . . o e e e e e e e e e e e e e e e 2149
undebugping-poll . . .. ... .. 2150
Chapter 53: sFlowCommands .. .........i ittt reersnnnnnns 2151
INtroduction . . .. .. e 2151
debugsflow . ... ... ... . .. . e 2152
debugsflowagent . . ...... ... . . ... e 2153
sflowagent . . ... . . . 2154
sflowcollector . . . .. ... . e 2156
sflow collector max-datagram-size . . . .. .................... 2158
sflowenable . .. ... .. ... 2159
sflow max-header-size . . . . ... ... .. ... .. .. 2160
sflow polling-interval . .. ........ .. .. . . . . .. . . ... 2162
sflowsampling-rate . .. ...... .. . . .. ... e 2163
showdebuggingsflow . ......... ... ... ... ... .. . . ... 2164
show running-configsflow . . . . ... ... ... ... .. .. L. 2166
showsflow . ... ... . . . e 2167
showsflowinterface . . . ........ ... .. ... .. ... . . . ... . . ... 2169
undebugsflow . ... ... . ... 2170
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List of Commands

(access-list extended ICMPAilter) .......oovinieiii i 1018
(access-list extended IPfilter)........c.ooveiiiiii i 1020
(access-list extended IP protocolfilter).........cooviiiiii it 1023
(access-list extended TCP UDPfilter)........coovvviiiiiii i, 1027
(access-list standard namedfilter) ...........co i 1033
(access-list standard numbered filter)........... ... i 1035
(@Cl-group ip POt rANGE) ..t i ittt et e e 974
(ipv6 access-list standard filter) ... 1074
(named hardware ACLentry forICMP) . ...t 979
(named hardware ACL entry for IP packets) ...........ccvviiiiiinnnn.. 983
(named hardware ACL entry for IP protocols) ............cocoiiiiiiinin 987
(named hardware ACL entry for MAC addresses) ........covvvevieninnnnnn.. 992
(named hardware ACL entry for TCPorUDP)........cooviiiininnannnn., 995
(named IPv6 hardware ACL: ICMP entry) . ......couveininiiiiii e, 1052
(named IPv6 hardware ACL: IP protocolentry) ............coooviiinin... 1059
(named IPv6 hardware ACL: IPv6 packetentry)..........ccovvvevivnenn.. 1056
(named IPv6 hardware ACL: TCPorUDP entry)........covvvivennennnn.. 1064
@aaaccountingauth-mac ..... ..ot iiiii i i e 1310
aaaaccountingauth-web ..........c i 1312
Qa2 aCCOUNtiNG COMMANGS. . ..ttt ettt e e iee e 1314
Q22 ACCOUNTING Ot TX .\ttt ettt e e e e iennens 1316
@aaaccounting login. ... e 1318
@aaaccountingupdate. ... ... e e 1321
aaa authenticationauth-mac.............coooiii i 1323
aaa authenticationauth-web.......... ... .o 1325
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aaa authenticatioN dOtTX ...ttt e e 1327

aaa authentication enable default group tacacs+.............cocoiinet 1329
aaa authentication enable defaultlocal.....................cooii. 1331
aaa authentication enable defaultlocal.................o.ooiiiiLL, 147
aaa authentication login. ...t 1332
aaa authorizationcommands ... e 1334
aaa authorizationcommands ...... ... 1463
aaa authorization config-commands ...ttt 1336
aaa authorization config-commands ...t 1465
AAA GIOUP SEIVEI . . ettt e et ettt e e et e e e e an e aneens 1337
aaa local authentication attempts lockout-time.......................... 1339
aaa local authentication attempts lockout-time........................ol 148
aaa local authentication attempts max-fail .............................. 1340
aaa local authentication attempts max-fail ......................... .. ... 149
aaaloginfail-delay. ..o 1341
aaaloginfail-delay. ... 150
accept-lifetime .. .o e e 817
T al 23S o 0] U o 1R PP 949
access-list (extended numbered) ... 1015
access-list (numbered hardware ACLfor ICMP) ...........oooviiinina... 951
access-list (numbered hardware ACL for IP packets)....................... 955
access-list (numbered hardware ACL for IP protocols)..................... 958
access-list (numbered hardware ACL for MAC addresses) ................. 963
access-list (numbered hardware ACL for TCPorUDP) ..................... 966
access-list (standard numbered). ... 1031
access-listextended (named) ... 1007
access-list hardware (named hardware ACL) .......coviviiiiniiiinnnnnn, 970
access-list standard (named) . ... oo 1029
accouNting login ... e 1342
acl-group ip address . ....vuiii i e 972
Tl Be T o TUT o I 1o I o o P 973
aCl-group PVl address. .. o.vvr i e 1044
ACHIVATE L. e 424
active (PINg-polling) . ... oei 2128
Lot AV A T T =] o O 2090
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AliaS (INTEITACE) oottt et e e e 1911

alliedware-behavior ..... ... ..o 819
application-proxy ip-filter. ... e 1610
application-proxy quarantine-vlan ............. ..o i 1611
application-proxy redirect-url ... 1612
application-proxy threat-protection send-summary...................... 1614
application-proxy threat-protection............cooviviiiiiiiiiiiinninen.. 1613
application-proxy whitelist advertised-address .......................... 1615
application-proxy whitelistenable ............ ... .. 1616
application-proxy whitelistserver ...t 1617
application-proxy whitelist trustpoint .............cciiiiiiiiiiiin .. 1619
area-link. . ... 1620
o 8 (o T S 697
arp OPPOItUNIStIC-NA. . ..ot e e 700
arp security drop link-local-arps.........cooviiiiii i 1478
arp security violation ... i e 1479
1 o JET=Tof U 177 1477
] o 1 AP 695
ArP-aging-tiMEOUL. ...ttt et e e e e e 691
arpP-MacC-diSParity. . .. .o.e ettt e 692
arp-reply-be-dmac. . .....oi i 701
atmf area PassWOrd. ... ..it it i e e e 1627
Y01 = =Y T P 1625
atmf authorize provision. ...t e 1631
atmfauthorize. ... ... o i 1629
atmf backup area-mastersdelete..........coiiiiiiii i 1634
atmf backup area-mastersenable ...t 1635
atmf backup area-masters NOW. ......ovve ittt ci e 1636
atmf backup area-masters synchronize.............c.ooiiiiiiiiiiinn. 1637
atmfbackup bandwidth ............o i 1638
atmfbackupdelete. ... ..o 1639
atmfbackupenable ... ... i 1640
atmf backup guestsdelete. ... 1641
atmf backup guestsenable ........ ... i 1642
atmf backUP QUESTS NOW . ...ttt e e e ieeeas 1643
C613-50399-01 Rev A Command Reference for x220 Series 35

AlliedWare Plus™ Operating System - Version 5.5.0-1.x



atmf backup guests synchronize ...........coiiiiiiii i 1644

atmMf baCkUP NOW . ... e 1645
atmf backup redundancyenable.................c i 1647
atmf backup Server .. ... e 1648
AtMf baCckUP StOP . .. v i 1650
atmf backup synchronize ........ .. i 1651
AT DACKUD . ..o e e 1633
AtMf CleanUD ..o e 1652
atmfcontainerlogin. ... e 1654
AtMf CONTAINET. ..ot e 1653
atmfcontroller ... ..o 1655
atmf distribute firmware ... ... 1656
atmfdomainvilan. ... ... 1658
atmfenable ... ... 1661
atmf group (membership) ... 1662
AtMf QUEST-ClasS ..ot e 1664
At l0g-VerbOSE ... e 1666
atmf managementsubnet ........ ..o 1667
atmfmanagementvlan....... ..o 1670
AtME MaASTer . e 1672
At MU . e 1673
atmf NetWOrk-Name .......oii e 1674
atmf provision (INterface) ...t iii it 1675
atmf Provision NOde ...t e e 1676
atmfreboot-rolling ... e 1678
AtMf rECOVEr QUEST. ..ttt 1684
atmfrecoverled-off.... ... .. i 1685
atmfrecoverover-eth. ... ... ..o i 1686
At FECOVET. . 1682
AtMf FECOVEIY-SEIVET. .ttt et 1687
atmfremote-login. ... ... 1689
atmfrestricted-login. ... e 1691
atmfretry guest-link . ... 1693
atmf secure-mode certificate expire........coovii it 1696
atmf secure-mode certificate exXpiry ......coovvviiiiiiiii i 1697
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atmf secure-mode certificate renNeW . .....vvii e 1698

atmf secure-mode enable-all......... ... 1699
atMf SECUIE-MOdE . ..ttt 1694
atmfselect-area . ... ... e 1701
atmf topology-guienable.......... .o i 1702
atmf topology-guienable........ ... o i 86
At ETUSTPOINT . oot i i et e e e e 1703
atmf virtual-crosslink ....... .. 1705
atmf virtual-link description. ... 1710
atmf virtual-link protection ... 1711
atmfvirtual-link ... 1707
At WOIrKING-SET ...t e e e 1713
atmf-arealink ... ... 1622
atmMf-liNK .o e 1624
At DU ..o e 1389
authauth-fail vlan ... 1197
auth aritical. ... .o 1199
auth dynamic-aclenable......... ..o 1200
auth dynamic-vlan-creation............coov it 1202
auth guest-vlanforward ......... ..ot e 1206
auth guest-VIaNn. .. ... e e 1204
authhost-mode ... ... i 1208
AUEN Og . et e e 1210
auth max-supplicant. ..ot i e e 1212
auth multi-vlan-session ... i 1214
auth profile (global). ... 1215
auth profile (INterface) . ......ovv i i 1216
auth radius send nas-identifier.......... ... i 1363
auth radius send service-type ... 1364
auth reauthentication..........c.coiiiiii i 1217
auth roaming disconnected. ........c.cviiiii it i 1218
authroamingenable ...... ..o e 1220
auth sUPPliCANt-IP ..ot 1222
auth supplicant-mac. ..o e e e 1224
auth timeout connect-timeout. ..ot 1227
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auth timeout quiet-period ..o e 1228

auth timeout reauth-period. ..........coiii i 1229
auth timeout server-timeout....... ..o ii i 1231
auth timeout sUPP-tiMEOUL . ... .ot e 1233
authtwo-stepenable. ... ... 1234
AUth tWo-Step Order ... i e 1237
authentication. ... ... i e 1391
AUth-MaCc acCoUNtiNg . ..ottt e e et ettt 1239
auth-mac authentication....... ... 1240
auth-macenable ... ... 1241
auth-macmethod ... i e 1243
AUTh-MaC PaSSWOId. . ..ottt e et e 1245
auth-macreauth-relearning............cooi it i 1246
auth-macstatic.....oovii e 1247
auth-macusername ... ... i e 1248
authorizationcommands ......... ..o 1343
authorizationcommands ... 1466
auth-web aCcCcouNting.....ov vttt e e 1249
auth-web authentication ... 1250
auth-webenable ... ... 1251
auth-web forward ... ... 1253
auth-web idle-timeoutenable .............. .. 1256
auth-web idle-timeout timeout ..ottt 1257
auth-web max-auth-fail........ ... .o 1258
auth-webmethod ... ... 1260
auth-web-server blocking-mode ... 1261
auth-web-server dhcpipaddress ..o 1262
auth-web-serverdhcplease. ..ot 1263
auth-web-server dhcp-wpad-option ... 1264
auth-web-server host-name. ... 1265
auth-web-server intercept-port ...t 1266
auth-web-serveripaddress. ..o e 1267
auth-web-serverlogin-url......... ... i 1269
auth-web-serverpagelanguage .........c.ooiiiiiiii i 1268
auth-web-server pagelogo . ..o vt e 1270
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auth-web-server page sub-title..........cooiii i 1271

auth-web-server page suCCess-Message. . ..o. v v v v eieenenannn. 1272
auth-web-serverpagetitle.......cooviiii i 1273
auth-web-server page welcome-message .......oovvviiiviinniennennnn. 1274
auth-web-server ping-pollenable...............cooi i 1275
auth-web-server ping-poll failcount................. ...l 1276
auth-web-server ping-pollinterval ..ottt 1277
auth-web-server ping-poll reauth-timer-refresh ......................... 1278
auth-web-server ping-poll timeout...............coiiiiii .. 1279
aUth-Web-server Port ... ..o e 1280
auth-web-server redirect-delay-time ............coiiiiiiiiii i, 1281
auth-web-server redirect-url ....... ... 1282
auth-web-server session-keep ...t 1283
auth-web-server sslintercept-port ..........coiiiiiii it 1285
auth-web-serverssl. ... ... i 1284
autoboot enable. ... ... e 96
DANNEr EXEC . .ttt e 199
bannerlogin (SSH). ... e 2038
banner 1ogin (SYStemM). ... v. ittt e e e e 201
banner motd ... e 203
boot config-filebackup ..o e 99
boot config-file.......oii 97
boot system backup ....ovuvi i e 101
OOt SYStEM . ..t 100
rIdgE-grOUD . ottt e 1715
CCiNTEIVAl . e 285
COMUITICAST .t e 287
Lo o] =11 (P 288
oo 102
fm-sf-nNotify. .. ..o 1556
ChanNEl-groUP .o e e e e 637
cisco-metric-behavior (RIP). ... ..o 821
ol = T 1081
el = 13 oY= 1 oK 1082
clear (MEP ALtribute). .. ...coueei e 289
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clearaaalocal userlockoUt. ......ovv e e 1345

clearaaalocal userlockout........ ..o 151
clear application-proxy threat-protection..............covviiiiineinn.. 1716
clear arp security statistics . ........vuiuinin i 1481
cleararp-cache .. ..o e e 702
clear atmf links statistics .........veenirii 1719
clearatmflinks virtual ...... ..o i 1718
clearatmflinks ... ... e 1717
clearatmfrecovery-file ... ... i 1720
clear atmf secure-mode certificates ..o, 1721
clear atmf secure-mode statistics. ........cvvueriini i 1722
clear counteripv6 dhcp-client..........ccoiiiiiiii i 1882
clearethernet cfmerrorlog. ... e 290
clear excepltion log .. ..oeviii i e 333
clear fiber-monitoring interface ...........c.o i 262
clear g8032 erp-instance statistics......ccovvi i i 1560
clear g8032 erp-iNStanCe. . ..vv vttt et e e 1558
clearip dhcp snooping binding ..........c.coiiiii i 1482
clear ip dhcp snooping statistics ....ovvvvnevin it 1483
Clear P igMP grOUP. .« ettt e e e e e 873
clearipigmpinterface . ... ..o e 874
Clear P IgM e e 872
Clear P P rOULE . .t e 822
clearipvbdhcpclient.......coiiiiiii i e 1883
clearipvb mld group. ..o e e 924
clearipvemldinterface. ... e 925
clearipvemild .. ..o e 923
clearipvbneighbors ... ... e 760
Clear laCPp COUNTEIS. . vttt e e ettt ettt 639
clearlineconsole ... ...t e 152
Clear [N VLY . ot e 153
clear lldp statistics . ..o v e e e e 1951
clearlldptable. ... ..o 1952
clearlogbuffered. ... ... e 335
clearlog external ... ..ouiiii i i e e 336
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clearlog PermManent .. ..ov it i e e e e 337

Clear l0g. . et e 334
clear loop-protection CoUNters. .......c.oiiiiii it 458
clear mac address-table dynamic.............coooi il 459
clear mac address-table static............cooiiiiiiiiiii i 461
Clear MEP COUNTEN ..ottt e e e ettt eaaans 291
clear mls gos interface policer-counters ..........c.ccoiiiiiiininenn.n.. 1083
clear ping-poll. . ..o 2129
(ol [T T oo e o 10 ) (<] P 462
clear port-security iINtrusioN . .....ou it i 463
clear power-inline countersinterface............coovi i, 663
clear radius local-server statistics. ...... ..o iiiiiiiniiiii e 1397
clear spanning-tree detected protocols (RSTPand MSTP) ................. 564
clear spanning-tree statistiCS. . .....vvtvinrvi et 563
Clear SN . . e 2039
ClieNt (FrAadSECPIOXY-SIV) . ettt ettt et e i e eine e, 1392
client mutual-authentication............c.cooi it 1394
clientname-check ... ... ..o i 1395
client trustPoINt . ..o e 1396
ClOCK SBE. . ettt e 205
clock summer-timedate ... .. ..o 206
clock summer-time recurring . .....ouvutnvi e 208
ClOCK TIMEZONE . . ettt 210
clone (@mf-Provision) ..o e 1723
commit (IPVA) . e 976
commMIt (IPVB) ..ot e 1045
configure boot config (@mf-provision). ..., 1725
configure boot system (amf-provision) ............cooiiiiiiiii i 1727
configureterminal. ... ..ot e 75
COPY (@MF-ProvisioNn). .....o.uir e e 1729
COPY (fileName) . ... e 103
copy buffered-10g ..o e 338
COPY CUITENT-SOftWArE . ..ottt 105
COPY dEbUG ..o e 106
copy fdb-radius-users (tofile) .........ccoviiiiiiii i 1398
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copy local-radius-user-db (fromfile)..........c.coiii it 1400

copy local-radius-user-db (tofile) ... 1401
COPY PEIMANENT-IOg . ..ottt e e e e 339
copy proxy-autoconfig-file....... ..o 1286
COPY UNNING-CONfIg . oottt e e e 107
COPY StartupP-CoNfig. . ..ovveee 108
copy web-auth-https-file.............coi i 1287
(a0 )74 .4 T Yo =T o 1S 109
create (@mf-provision) ...t e 1730
create autoboot ... ... e 110
critical-interval ... .. e 2130
crypto key destroy hostkey. ... 2040
crypto key destroy Userkey. ........ouvuiuini i 2041
crypto key generate hostkey ... 2042
CrYPLO KEY GENEIatE IS .\t vttt t et ettt e et et aeeieneeenns 1432
crypto key generate USerkey . ........ouvuiuoni it 2044
crypto key pubkey-chain knownhosts ...l 2045
crypto key pubkey-chainuserkey.............o i 2047
CrYPLO KBY ZEIOIZE .ttt e e et 1433
crypto pkiauthenticate ....... ..ot e 1434
crypto pki enroll local (deleted) ........coooiiiii i 1402
crypto pki enroll local local-radius-all-users (deleted) .................... 1403
crypto pki enroll local user (deleted).........ooviiiii it 1404
crypto pkienroll user ... ... o 1436
cryptopkienroll. .. ... 1435
crypto pki exportlocal pem (deleted) ........coooviiiiii i, 1405
crypto pki export local pkes12 (deleted) ..ovvvevnvnv i, 1406
Crypto PKi @Xport Pem . ...t 1438
Crypto pki export PKCST2. ... 1439
Crypto PKi iMmpPOrt PeM . ..o e e e 1441
Crypto pKiimport PKCST2. ..ot e e 1443
crypto pki trustpoint local (deleted) ... 1407
Crypto PKi trustpoint. ... ..e et e 1444
crypto secure-mode delete hostkey ..., 1446
CrYPLO SECUIE-MOE L.ttt ettt e i e ianeneanes 1445
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CrYPLO SECUIE-MOE L.\ttt ittt ettt et e et e e ineaeneas 211

Y PEO VeI Y . e e e e 111
Y PLO VEIIY . et e e e 1447
data-traffic ... 1561
Ay e 2091
deadtime (RADIUS SEIVEr group) .. .vvvveve et ieneietieeeaennenenn, 1365
debUugaaa. ... 1346
debug arp SeCUNitY. .. ovv i e e 1484
debugatmfpacket ... 1734
debugatmf. . ... e 1732
debugcore-file. ... oo e 212
debug cryptopki(deleted).......ccovviiiiiii i 1408
debUg dotTX ..o e 1162
AebUG EPST .ot 1528
debug fiber-monitoring. ..........c.oi i e 263
debug g8032. . . e 1563
debUG IgMP .o e 875
debugipdhcp snooping. ... ..ot 1485
debUg P irdp. .o e e 705
debugip packetinterface. ..o e 703
debUg laCp ..o e e e 640
debug lldp ..o e 1953
debug looPPIOt .ot e e 466
debugmail. ... e 2010
debugmid ... e e e 926
debugmstp (RSTP and STP) . ..cveiii e 565
debug ping-poll . ... e 2131
debug platformpacket ... e 467
debug power-inline. ... e 664
debugradius ... ... e 1366
AebUG P o e e e 823
debugsflowagent. ... 2153
debug sflow . ... 2152
debug sNMp. ..o 1912
debugsshclient. ... e 2049
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debug ssh server ... e e 2050

debUg trigger ..ot e 2093
defaultlog buffered ...t e 340
defaultlog console . ..o e e 341
defaultlogemail ... ... 342
defaultlogexternal....... ..o e 343
default log host. . ....cooiiei e 344
default log moNitor. ... e e 345
defaultlog permanent. ... . ...ttt e e e 346
default-action . ...t e 1084
default-information originate (RIP) .........oiiii i 824
default-metric (RIP) . ... e 825
delete (@MFf-Provision) .......c.viiiiiii i e e 1737
deletedebug. .. ..o 114
delete Mail .. ... e 2011
delete . .. e 113
description (@mf-container) ... e 1741
description (@uth-profile) ... 1288
description (iINterface) .......ovveiiiir i 428
description (ping-polling) . .....ooviiii i 2132
description (QoS policy-mMap) ......vvviiii e 1085
description (Trigger) «..veviie i e e e e 2094
o | 115
disable (Privileged ExXecmode)......covviiiiiiiiii it 76
AISCOVEIY . ettt e e e e e e 1739
distance (RIP) .. ..ot e 826
distribute-list (RIP) . . ..ot e 827
o o T 77
dOMaiN-Style ..o 1409
AOtTX aCCOUNTING . .ttt e e e e e e 1160
dotlxauthentication ...........ciiiiiiiiiiiiii e 1161
dotlx control-direction ....... ..ottt e 1163
o o 10 Q=TT o 1165
dotTX aPOI-VerSioON ...t e 1166
dotixinitializeinterface ..........ooiiiiiii 1167
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dotIxinitialize supplicant. ..........cooiiiiiiii i 1168

dOtTX KeYtransmit ... .o.v et et e e 1169
dotIx max-auth-fail. ... ... 1170
dotTX Max-reauth-req ......vviirii i et e i 1172
dotTX POrt-CoNtrol. ..ot e e e e 1174
dotIx timeout tx-period .......coiiiiii i e e 1176
AUPIEX e e 469
BCNO L e 425
ecofriendly led ... i 213
ecofriendly Ipi .. ..o e 214
edit (filename) . . ... 118
=T L P 117
egress-rate-limitoverhead .............oo i 1087
egress-rate-limit. ... ... e 1086
EgresS-VIan-id .. .o e e 1410
EgIeSS-VIaN-Name. . ..ttt e e e 1412
enable (g8032-profile) .......coveiiiii i 1564
enable (Privileged Execmode) ......ooviiiiiii i 78
enable PassWord ..ot 154
enable secret (deprecated).......c.ovviiiiiii it e e e 157
BN e e 80
enrollment (ca-trustpoint) ... 1449
EPSI CONfigUIAtiON . ... i e 1531
epsrdatavian. ... ... e 1532
epsr enhancedrecoveryenable....... ..o 1533
EPSIfIUSh-tYPE .o e 1534
epsr mode master controlvlan primaryport ..........c.ooiiiiiiiiien. 1536
epsr mode transitcontrolvian. ...t 1537
<] 0 g o o] 120 P 1538
BPSE ST, Lottt e e e 1539
ePSr toPOology-Change .. ..ot e e e e 1540
ePSI topPology-Change . ...o.i i e e e e 1565
=T 01 1 =1 o 1 A 1541
= 01 AP 1529
erasefactory-default. ... e 119
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erase factory-default. ... 1742

erase proxy-autoconfig-file ...........c. i 1289
€rase Startup-Config . ....ovinri i i e e 120
erase web-auth-https-file ... i 1290
=T o 1Y - Vel P 1566
ethernet cfm domain-name. ... ... ..o 292
ETNEINEt CIM M ottt i i e e e e e 295
EXEC-TIMEOUL . ..ottt e e e e 158
2 81
fail-coUNt. ..o e 2133
fiber-monitoring action........ ... e 265
fiber-monitoring baseline. ... e 267
fiber-monitoringenable ....... ... i 269
fiber-monitoringinterval......... ..o i 270
fiber-monitoring sensitivity ..o 271
fiINAME trigger. .ot e e e 218
fINAME .o 216
fingerprint (Ca-trustpoint). . ....cov it e 1450
flowcontrol (SWItCh POrt). . ...ov it 470
flowcontrol hardware (asyn/console)..........c.coiiiiiiiiiiiiian... 160
fullupdate (RIP) . ..o e e e e e 828
08032 erpP-INStaNCe . ottt e e 1567
g8032 forced-switch erp-instance ... 1569
98032 manual-switch erp-instance...........cooviiii it 1571
98032 physical-riNg. . ..ottt 1572
98032 Profile . ... 1574
o T (0¥ | o 1414
help radius-attribute. ... 1416
YT 82
NOStNAME . . e 219
Yo 3000 o 87
Y8 oI Tl o o) o 88
http-enable ... .o e e 1743
identity (@mf-provision). ...... ... 1745
instance priority (MSTP). ... .v i e et 569
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INStANCE VIAN (MSTP) . e e e e 571

interface (to configure) ........coiiiiiiiiiii e 429
P (IP-NOST-groUP). . oot e et e et e e et e 977
IP (PING-POIING) .ottt e e e e e 2134
ip address (IP Addressingand Protocol) .............ccoiiiiiiiiiii, 706
ipaddressdhep ..ot e 1873
ip dhcp snooping agent-option allow-untrusted......................... 1489
ip dhcp snooping agent-option circuit-id vlantriplet..................... 1490
ip dhcp snooping agent-option remote-id.............coiiiiiiiiiin, 1491
ip dhcp snoopiNg agent-OptioN . ...ouv it 1488
ip dhcp snooping binding ..o 1492
ip dhcp snooping database .......coovvii i e 1493
ip dhcp snooping delete-by-client ............ooo i 1494
ip dhcp snooping delete-by-linkdown........... ...l 1495
ip dhcp snooping max-bindings ...t 1496
iPdhCP SNOOPING LrUSE. ..ottt e e et ci i eaeas 1497
ip dhcp snooping verify mac-address. .........cooviiiiiiiiiiii i 1498
ip dhcp snooping violation. . .......ouiin i e 1499
P ANCP SNOOPING . .ottt e e e e et et e e 1486
ip dhcp-client default-route distance.............cocoiii i, 1875
ip dhcp-client request vendor-identifying-specific ....................... 1877
ip dhcp-client vendor-identifying-class. ... iiiin... 1878
ipdomain-list. . ..o e e 748
IPdomMaiN-looKUP .. .vve i e e 749
P AOMaAIN-NAME. ..ottt e e e e e e 750
Pforwarding. ... ..ot e 708
ip gratuitous-arp-link . ... ... 709
ipicmp error-interval . ...t e e 712
[Tl TeaaY o X Talal<T3 Tt e [ o] U] o 2N A 877
ipigmp flood specific-query ... 878
ipigmpimmediate-leave .........coviiiii i e 879
ip igmp last-member-query-count ...... ... 880
ip igmp last-member-query-interval.............coooiiiii 881
P IgMP ML, . e e e 882
P IgMP MaXiMUM-GrOUPS .\ttt e ettetteteeee et enteaneeneennenneaneenns 883
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ipigmp querier-timeout ...t e e e e 885

ipigmp query-holdtime ... 886
ipigmp query-interval ........oii i e e e 888
ip igmp query-max-response-time .........ouiiiiiiiiiiiiennennnnn. 890
P IgMP ra-OPtION. .o e e e e e e 892
ip igmp robustness-variable .......... ... i 893
ipigmp snooping fast-leave. ...t 895
P IgMP SNOOPING MIOULEL ..ottt et e et eaieeannns 896
P IgMP SNOOPING QUEIIEN . . vttt ettt e e aie e ennnns 897
ip igmp sSNOOPING report-SUPPreSSION ... ouvve e e i ieenaeennenn. 898
ip igMpP SNOOPING rOUtErMOAE . ... v vttt e e ee e eieenns 899
ip igmp snooping source-timeout. ......o.ovivitiii it niennne. 901
ip igmp snooping tcn query solicit ... 902
P IgMP SNOOPING. .« ettt ittt et e a e aenie e 894
ip igmp source-address-check ........c..cooiiiiiii it 9204
ip igmp startup-quUery-CoUuNt. . .....ovnti i 907
ipigmp startup-query-interval ......... ... 908
P IgMP STAtiC-groUP . ..ttt e e e 905
[T o TN T a8 4 U1 €T [P 209
[T TN Te [ Y o IRYZ=1 63 (o] o 10 PP 910
1o T3 e 0 1 o TSP 876
ipirdp address preference .......oovviiii it 713
ipirdpbroadcast ..... ..ot 714
ipirdpholdtime ..o e 715
pirdp lifetime. ..o e 716
ipirdp maxadvertinterval ...t e 717
ipirdp minadvertinterval ............c i 719
P IrdP MUILICAST . .ot e e e e e 721
P Irdp Preference ..ot 722
o 3R T o 711
ip name-server preferred-order ..........oi it e 753
([l g T 1 TS =] oY= PP 751
ip radius source-interface ... e 1367
1o TR T =T L =Y ot 3 723
ip rip authentication key-chain..............cooiiiii it 830
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ip rip authenticationmode. .........ooiiii i e 832

ip rip authentication string. ... ..o e 835
P M FECEIVE VBISION. ittt ittt et e et it et 838
P rip receive-Packet .. ..t e e 837
ip rip send version T-compatible ........... ... 842
PP SENA VEISION Lottt e e e e i i 840
P ripsend-packet .......c.oiuiiiii i e 839
IPrip SPlit-horizoN . ... e e 844
1o T8 o 101 (< PP 802
(1030 o33 g oo o] 1 s T 1S PP 1601
ipsource binding . .....covuiiiiiii i e 1500
P SUMMaArY-address P . . ove ettt e et ee et aeieneans 829
iptacacs source-interface ... ...oovu it e 1468
P TCP SYNACK-TETIIES ..\ttt e e 724
ip tftp source-iNterface. ..ottt e e e 121
ipunreachables ... ... e 725
IPVO (IPVO-NOST-grOUP) . v vt ittt e ettt et ee it ieaanans 1046
ipv6 access-list (named IPv6 hardware ACL) .........oviiiiiinennene. 1048
ipv6 access-list standard (named) ...t 1072
ipv6 address autoconfig ........ooiii i e 763
iPV6 address dnNCp ..o e e 1884
PV address SUTfIX . . ..ot i e et e 765
PVO AdAresS. ..ttt e e 761
PVG ENable. ..o e e e 766
ipv6 euibd-linklocal . ... 768
IPVE forwarding ......oovuii i e 769
ipveicmp error-interval. ... ... 770
ipv6 mid immediate-leave .........c.oiiiiiiii e 927
IPVO MID limit. ... e 928
ipv6 mld snooping fast-leave ... 932
iPV6 MId SNOOPING MIOULEY . ... v ettt e e eeeieaeens 933
iIPV6 MId SNOOPING QUEKIEN . . vttt et it ee e ieanns 935
ipv6 mld snoopiNg report-SUPPIeSSION .. ..ve v et i e eieeanennns, 936
IPVO MIA SNOOPING. « vttt ettt e e ettt ee i eaenes 930
IPVO MId STatic-groUP . .o vt e e e e e 938
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ipv6 multicast forward-slow-path-packet................coooiiiiiiiia, 771

ipv6 nd accept-ra-default-routes ... 772
iPV6 Nd accept-ra-pPinfo. ..ot 773
ipv6 nd current-hoplimit...... ..o i i e 774
ipv6 nd managed-config-flag ... 775
ipv6 nd minimume-ra-interval......... ..o e 776
ipv6 nd other-config-flag ...t 777
PVO N PrefiX. .o e e e e 778
PVO NAraguard ... ... e 782
ipve ndra-interval ...... ..o e e 780
PV Nd ra-lifetime . ... e e 781
ipv6 nd reachable-time ...... ..o e e e 784
ipv6 Nd retransmission-time ..........ccviiiiiii ittt 785
T o3V a1 I U o] o) =11 - 786
PVO NEIGNDOT .. e e e 787
PV OPPOrtUNIStIC-Nd. ..ot i e e e e e 788
PV FOU T . .ttt ettt e et et et et e 789
PV FOU L ettt ettt et et et et et et e 804
IPV6 titp source-iNterface ......oovr ittt 122
ipvb traffic-filter ... e 1050
ipvbunreachables . ... ... 790
Key Chain. ... e 846
Y . ettt e e e e e e e e 845
KEY-StrING . ettt e 847
lacp global-passive-modeenable ...l 641
=Yl o 38 oo o o [0 ¢ 1 /2 642
JaCP SYStEM-PIIO Y. o\ vttt et et e e et e e 643
=Y o 384T0 10 644
[eNGth (@SYN) ..ot 162
length (ping-polldata)..........cooiiiiii i e 2135
level (g8032-SWItCh) .. .ot e e e et 1575
NS et 191
license-cert (@mf-provision) .........cooiiiii it 1747
BN, e e 163
NKElaP aCION .« vt e e e e e 472
C613-50399-01 Rev A Command Reference for x220 Series 50

AlliedWare Plus™ Operating System - Version 5.5.0-1.x



lldp faststart-Count ... ..ottt i e e 1955

lldp holdtime-multiplier ...... ..o 1956
lldp management-address . ......o.vuiniiinr it 1957
lldp med-notifications .........ooiiiiii i e 1958
lldp med-tlv-select. ...t e e 1959
lldp non-strict-med-tlv-order-check ...t 1962
lldp notification-interval ...........iiiiiii i i 1963
lldp NOtIfiCations .. .oviei i i i e et e 1964
lldp port-number-type. ... ..ot 1965
AP reinit. ..o e e 1966
P rUN o e 1967
] o o34 15 0 =T P 1968
AP thv-select. . ..ot e e e e e e 1969
ldp transmit reCeIVE . ...t e ettt 1971
dp tx-delay . ....ooori i e e e e e 1972
locate (@Mf-provision) ........viiiiiiii i e 1749
location civic-location configuration ............ ... ... i, 1973
location civic-location identifier.............coooiiii i 1977
location civic-location-id. ... ..o i 1978
location coord-location configuration...............cooiiiii i, 1979
location coord-location identifier ... 1981
location coord-location-id ........ ..o 1982
location elin-location ........ ... i 1984
location elin-location-id. ... ... i 1985
logbuffered (filter) ..... ..o e e 348
log buffered exclude. ...t 351
log buffered size........coiiiii e 354
logbuffered . ... e e 347
logconsole (filter) ..o e i 356
logconsole exclude .......c.onuiiniiiii i e e 359
[0 [ el o] g 1Yo ] =S P 355
logemail (filter). . ..oovi i e e et e 363
logemail exclude. ... ... e 366
logemail time . ..o e e 369
log email ..o e e 362
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[0g EVENT-NOSt. ..ttt e e e e e 1751

[0g eVENT-NOST. ..\ttt 89
logexternal (filter) .......oviiii e e 373
logexternal exclude ...t e e 376
logexternal rotate. . .....oiii i i e 379
logexternal Size ... ..o e 381
logexternal ...t e e e e e 371
l0g facility . ..ot 382
log host (filter). ..o e e e et 386
loghostexclude. ... ... e 389
[0 T g o] A0 YU [ PP 392
log host startup-delay ... 393
IOg oSt timeE .. e e 395
Og NOST .t e 384
logmonitor (filter) . .....ooi i e e 397
logmonitorexclude ..ot e e 400
logpermanent (filter) ..ot e e 404
logpermanentexclude . ..... ..ot 407
[Og PEIMANENT SIZE .« o\ttt ettt et et e e e e e 410
O PEIMANENT .ttt e e e e e e 403
[Og trUSTPOINT. L ottt e e e e e 412
loginauthentication ..........co.iiiiiiii i i 1347
login-fallbackenable ... 1752
[0 T U1 S 83
log-rate-limit NSM ... i e e 411
loop-protection action. .......oiiiii i e 474
loop-protection action-delay-time ..........cooiiiii it 475
loop-protection loop-detect .......coviiiiiii i e 473
loop-protection timeoUL . ......oiit i et e i eeeas 476
mac address-tableacquire ... 477
mac address-table ageing-time ... e 478
mac address-table logging. ... e 479
mac address-table static ... 480
mac address-table thrash-limit......... ... . .o i 481
Mail fromM. e 2014
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mail smtpserver authentication ............ccooiiiiii it 2016

Mail SMEPSEIVEr PO, ..\ttt et 2018
(00T T1 I 3 Y o 1T Y7 T 2015
Ml . o 2012
MAtCh ACCESS-GrOUP .ttt et et ettt i 1088
MATCN COS .ottt e 1090
(0071 el 1o £ ol o A0 1091
match eth-format protocol. ... 1092
Match ipP-precedence . ..ot e e 1095
MaAtCh MAC Y P . ottt e e e e 1096
match tep-flags. ... 1097
Match tpid ... e e 1098
Match VIan ... 1099
MaxX-fib-TOULES. . . ..o 221
MaX-fiD-TOULES. . . ..o 805
Maximum-access-list . ... 1037
MaxXimuUM-Paths. . ... e 807
MAXIMUM-PIE X, Lt e e e et et 848
MaAX-StatiC-TOULES . . . ottt e 222
MaAX-STAtIC-TOUTES . . . ottt e 806
mep (FNG attributes) ..o e 297
07T oI Tt 1 YA 299
MEP CCM-IEM-PIOFItY . oo e e e e as 301
MEP CroSSCNECK ..ot e e e e e e 303
0011 g0 G101 =T o - 444
KT . e 123
mls qos aggregate-police action ..o i 1100
mls qos aggregate-police COUNters. ......ovv i i it iie i eieenns 1102
1001 53 [ 1S3 o -3 1103
misgosenable ...... ..o e 1104
MIS QOS MAP COS-UEBUE. ..ottt tet ettt et it it e ete et earaaneaneannans 1105
mIs qos map premark-dsCp .....ovuiiii i e 1106
001 e [0 X3 e [ 110 TS 1108
mls qos scheduler-set priority-queue. .........c.ooiiii i, 1110
mls qos scheduler-set WIr-QUEUE groUD . ..vv vt et v ine i i eenens 1111
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mIs qos scheduler-set. ... ..ot i et e 1109

MO P ettt e e e 1753
MOVEdebUG. ...t e 125
00T 1Y 124
mstack command-node. ... ... i 1866
mstackenable. ... .. 1867
MStack reMoOte-10giN. ... oovi e e e e e e 1868
00 (U 432
0 =T 1415
Neighbor (RIP) ... e e 849
NEtWOIK (RIP) . .o e 850
no crypto pki certificate. ... . ..o 1452
nodebugall......cooiiii i 223
NO POIICE . et e e 1112
normal-interval. . ... .. ... e 2136
ntp authentication-Key .........coouiiiiiiii i i 1891
ntp broadcastdelay ....... ..o 1893
] 0 030 0 = ] = PP 1894
] 0 03 o= < P 1895
Ntp rate-limit ... ..o e e 1897
1 31 =1 o 1898
10 0= V= P 1900
] 0 0T o T | el 1902
Offset-list (RIP) . ..o e 851
OPtIMISTIC-NA . o e e 791
passive-interface (RIP) ... ..ot e e 852
PhYSICal-IING .ot e e e e 1576
PN IPVO . ettt e e e e e e 792
1 PSP 727
PING-POIl .o e e 2137
platform control-plane-prioritizationrate................ocoiiiiiiii. L 482
platform jumboframe. ... ... 431
platform jumboframe. ... ... e 484
platform 12mc-overlap . ... e 487
platform I2mc-tablemode ...t 485
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platform load-balancing ............cooi i 488

platform load-balancing ... 646
platform multicast-address-mismatch-action....................c.coint. 490
platform multicast-address-mismatch-action..........................l. 728
platform multicast-ratelimit.............c i 491
PO NIty ettt e e 492
[070] el el o YU ] (=] 378 1114
police single-rateaction .........c.viiiiiiiii it e 1115
police twin-rate action........ ..ottt e 1117
POlICE-aggregate ... vu vttt e 1113
070 [TV 42 T- 1o TSP 1119
port-vlan-forwarding-priority ..o 528
power-inline allow-legacy.........cooouiii i e 666
power-inline description..........ooiiiii i 667
power-inlineenable ..... ... e 668
power-inline hanp . ..o e e 669
POWE-INIINE MaX. . ettt ettt e et e ettt 670
POWEr-INING PROTITY . . oot v ettt e e e et e e eens 672
power-inline usage-threshold............cooi i i 674
private-vlan association. ...... ..o e e 532
Private-Vlan ... .. e e e 531
privilege level ... .o e 165
Profil@ NAME. .. e e 1577
PrOXY-POI. .« ettt ettt e et e e 1348
DWW . et e e e e 126
FAdiUS-SECUIE-PIOXY @@ « ottt etetete et e eeneeaenteneneeneneenennenens 1349
radius-secure-proxy local-server. . .......cooviii it 1418
radius-serverdeadtime ........ ... i 1368
radius-Server NOSt ... .ot 1369
FadiUS-SeIVEr KY ..ottt e e e e 1373
radius-serverlocal ... .. ... 1419
radius-server retransmit. ... .....o. oo e 1375
radius-server timeoUL. . ... . vttt 1377
FaPS-Channel ... e 1578
FED0OT .ot e 225
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recv-buffer-size (RIP) . ..ottt e e 853

redistribute (RIP). ... o 854
FEgiON (MSTP) ettt e e e e e et e e e 573
Feload . ..o 226
remote-Mirror iNterface. ... ..o e 446
L] o= | PO 2095
restartripgraceful ... ... i 855
reVISioN (MSTP) ... e e 574
rip restart grace-period ... ....oiii i e e 856
1010 1 PP 127
rMoN alarm. ... e 2024
rmon collection history ...... ..o iiii i i e e 2026
rmon collection stats ... ..ot 2027
FMON VENT. .ottt e e i ettt et ieans 2028
roUte (RIP) ..o e 857
[T =TT o T T e [ 1 729
(01U =T g T o T A 858
0 I 0] AP 1579
rsakeypair (Ca-trustPOINt) .. ..ovvrit et et e e 1453
SAMIPIE-SIZE. L ottt e 2138
£ o101 2096
security-password forced-change ...........cooiiiiii i 167
security-password history. ... ..o ini i i et 166
security-password lifetime ... 168
security-password minimum-categories. .........oviiiiiiiiininiiinaan.. 170
security-password minimum-length.............. ... ool 171
security-password min-lifetime-enforce ................ oL 169
security-password reject-expired-pwd. . ... 172
SECUrity-pPasSWOrd Warning ........vuerveetit it i e iiinaeenenenns 173
send-lifetime .. ..o e 859
Server (radSeCPrOXY-28) . . v vv et vt eneereneerennenennenenneneneeneneenns 1350
= V=T = V=T e | {o U ) P 1379
SEIVEr AULN-POI ..ttt e e e e 1420
server enable. ... ... e 1421
server mutual-authentication ........... . .o i 1352
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SerVer NAME-CheCK . ... e e 1353

=] Y] 0 131 o 7o 1 | P 1354
SerViCe adVanCed-VIY ....o.viriit ittt i e e e 174
service atmf-application-ProxXy......cc.cooivii it 1754
Service dNCP-SNOOPING. . oottt e ettt e 1502
SEIVICE M. oot e 20
SEIVICE MA-NAME L.ttt ettt et e et eae e 305
Service Password-enCryption. ...t e 175
service power-inline . .....ooiii i e 675
SEIVICE SSh. .o e 2051
service statistics interfaces counter..........c.ooviii ittt 433
service telnet . . ..o e 176
service terminal-length (deleted). ... 177
SerViCe-POliCY INPUT. ..ot e e e e 1120
set bandwidth-class ........ ..o 1121
] O L P 1123
7] e ] o 1 1125
(<] e [0 L= PR 1127
SHlOW AgENT. . et e 2154
sflow collector max-datagram-size ..........ccoviiiiiiiiiiiiinnnnn. 2158
SFlOW COllECtOr. . .o e 2156
sflowenable. ... 2159
sflow max-header-size ........c.ooviiiii i 2160
sflow polling-interval ... e 2162
sflow sampling-rate. . ........ooiiii i 2163
show aaa localuserlocked....... ... 1356
show aaalocaluserlocked. ........ ..ot 178
SHOW @@@ SEIVEI GrOUD . ..t ittt ettt e e i et i e eeeaeanns 1357
SNOW ACCESS-gIOUP .« ettt ittt ettt ettt it 999
show access-list (IPv4 Hardware ACLS)........covvuininii e, 1000
show access-list (IPv4 Software ACLS). ......oovuiinininiiiinieannen, 1038
show acl-group ip address .......vveiii i e 1002
ShOW aCl-group ip PO, . ettt 1003
show acl-group ipvb address. ......covuviivi i 1068
show application-proxy threat-protection...............cooviiininn.. 1755
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show application-proxy whitelist advertised-address .................... 1757

show application-proxy whitelistinterface............................... 1758
show application-proxy whitelistserver ...........ccoviiiiiiii ., 1760
show application-proxy whitelist supplicant......................... ... 1761
show arp securityinterface. ... e 1505
show arp security statistics. .......ovvtiiini it 1507
SHOW arP SECUITY . ottt e e et e e 1504
SO I et e e e 730
show atmfarea guestS . .. ..ottt e e e 1770
show atmfarea guests-detail............ ..o i 1772
show atmfareanodes .........o.vuiiiiini i 1774
show atmf area nodes-detail ....... ... 1776
show atmfarea summary ..........ouiuiii it 1778
show atmfarea. ......c.ouiiiinii i 1767
show atmf authorization......... ..o 1779
show atmfbackuparea ..o i 1786
show atmfbackup guest. ...t e 1788
show atmfbackup......covriii 1782
show atmf container. ... .. ..ot 1790
show atmfdetail. ... ... ..o i 1793
show atmfgroupmembers ... 1797
SHOW atmf QroUD ..ot e 1795
show atmfguestsdetail.............ooiii i 1801
ShOW atmf QUESTS. ..ot e e e e e 1799
show atmflinksdetail...........oo i 1806
show atmf links guestdetail...............cco i 1817
show atmf links guest. ...t e 1815
show atmf links statistics. ..........oeiuiii e 1821
show atmf links. .. ... i e 1804
Show atmfnodes ..o e 1824
show atmf pProvision NOAES . .......ovi ittt i 1826
show atmfrecovery-file..... ... 1828
show atmf secure-mode auditlink ............ ... i 1832
show atmf secure-mode audit ..ot 1831
show atmf secure-mode certificates.............cooiiiiiiiiiinn ... 1833
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show atmf secUre-Mode Sa. ...t viiii e 1836

show atmf secure-mode statistics .........c.covuiiiiniininiiinnann.n. 1839
show atmf secure-mode .......oouiiii i 1829
show atmftech ... .. o e 1841
show atmf virtual-links. ... ..o e 1844
show atmf working-set ..o e 1846
ShOW atmf. . e 1763
show auth diagnostics .. ..o.veir i e 1293
show authinterface. .........oooviiii i e 1295
show auth sessionstatistics. .. ......o.vuin i 1297
show auth statisticsinterface ..........coooiiiiiiiii i 1298
show auth supplicantinterface............cooiiiiiiii it 1302
show auth supplicant. ... e 1299
show auth two-step supplicantbrief ............. ...t 1303
ShOW aUTh . ... e 1291
show auth-web-server page .......coovviiiiii it 1306
show auth-web-server. ... ... ..o 1305
ShOW @UTObOOt . ..o e 128
show banner login. ... .ot e e e 2053
ShOW DOOT. . e 129
SHOW ClasS-Map ..ot e e 1129
ShOW ClOCK . .. e 227
show counter dhcp-client. ... 1879
show counteripv6 dhcp-client..........cooiiiiiiniiiiii i, 1886
SHOW COUNTEI l0g . ..ot e et 413
show countermail...... ..o 2020
show counter ping-poll. ... ..o e 2140
SHOW COUNtEr SMMP-SEIVEN . ..\ttt ettt e e i e eiaeenenns 1913
ShOW CPU RIStOrY ..ot e e e 232
SOW CPU. ot e e 229
show crypto key hostkey. ... ..ovvuiiii i i 2054
show crypto key mypubkeyrsa............co 1454
show crypto key pubkey-chain knownhosts ............................. 2056
show crypto key pubkey-chainuserkey................ ...t 2057
show crypto key userkey.......oovuiiiiiini i e 2058
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show crypto pkicertificates .......oovriiinii i 1455

show crypto pkienrollmentuser............coooiiiiiiiiii i, 1457
show crypto pki trustpoint. . .....oeir i i 1458
showdebuggingaaa .........coiiiiiiiiii i e 1358
show debugging arp security ..o 1509
show debuggingatmfpacket.............ooiii i 1848
show debuggingatmf....... ... 1847
show debugging dotTX ... e 1178
show debugging epsr ......oviiiiii i e 1542
show debugging g8032. ... ...t e 1581
show debugging igmp. ... e 911
show debugging ip dhcp snooping ..o 1510
show debuggingippacket........ccoiiiiiiiiii i 731
show debugging lacp. ... 648
show debugging lldp ..o 1986
show debugging looppProt.......o i e 493
showdebuggingmid. ... 940
show debugging mstp. .....oiiii i e 575
show debugging platform packet...........ccoiiiiiiiiiiiii i 494
show debugging power-inline ... 676
show debuggingradius. ...t 1381
show debugging rip ......oovniiii i e 861
show debuggingsflow ... 2164
show debugging snmp ... e 1917
show debugging trigger. ... e 2098
showdebugging ... e 234
Show dhep lease. ... 1880
show diagnostic channel-group. ...t 649
show dotTx diagnostics. .. ..oveie i e 1182
show dotIxinterface ............oooiiiiiiiiiiii i 1184
show dot1x sessionstatistics ..........covviiiiiiiiiiiiiniiiiiniinn. 1186
show dot1x statisticsinterface .............cooiiiiiiiiiiiiiiiiiiiin... 1187
show dot1x supplicantinterface ............ccoiiiiii i, 1190
show dotTx supplicant. ... 1188
ShOW dOTTX. oot 1179
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show ecofriendly ...t e 235

show epsr <epsr-instance> COUNTEIS . ......vuvr vt v eeieieaenennn. 1550
ShOW epsr <ePSI-INSTAaNCE> ... oot e et ei e 1549
Show epsr COMMON SEgMENTS ...ttt iit it ie et ieianeenns 1547
show epsrconfig-check. ... e 1548
SHOW €SI COUNTEIS . .ttt ittt ettt et et eieanans 1551
SHOW EPSI SUMMAIY .ttt ittt e e e i e e eneneneanes 1552
0] 0101V =T oL 1543
show etherchanneldetail .............o i 652
show etherchannel summary ........ ..ot 653
show etherchannel ....... ..o i e 651
show ethernetcfmdetails ... 308
show ethernetcfmdomain ...t 313
show ethernetcfmerrorlog.........ooiiiiiiii e 316
show ethernet cfm maintenance-points localmep........................ 318
show ethernet cfm maintenance-pointsremotemep .............covvvtn. 324
show ethernet cfm service ..o 327
Show exXception 10g. . ..o ve i 414
ShOW file SYStEMS . ..ot 132
ShOW file L e 131
show flowcontrolinterface.............o i 495
show g8032 erp-instance statistics .........ovvevrinii i, 1587
Show g8032 erp-iNStanCe . ... ie ittt e e i 1582
show g8032 physical-ring.........cccoiiiiiiiii i 1589
show g8032 profile .....covviniii 1591
ShOW hiStOrY. ..o e e 84
SNOW NOSTS . .ttt e 754
SHOW Nt D oot e e e 91
show interface acCess-groUP ... .ov vttt et ci et i i eieenanns 1004
show interface brief.... ... ..o 437
show interface err-disabled ... 496
show interface memory. .. ..ot e 236
show interface memory. ...t e 438
show interface Status ... ....o.veii it 440
show interface sWitChport ...... ..ot et 497
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SHOW Nt ACE. . ottt e 434

ShOW P acCess-liSt ...t e e 1040
show ip dhcpsnoopingacl........cooiiiiiiiiiiin i 1512
show ip dhcp snooping agent-option .........cooviii i i enen.. 1515
show ip dhcp snooping binding.............ccooiii i 1517
show ip dhcp snoopinginterface. ... 1519
show ip dhcp snooping statistics. .....ovvvnvniin i 1521
Show ip dhCp SNOOPING . ..o v i e e 1511
showipdomain-list. ... e 755
showipdomain-name. ...... ..ottt 756
show ip flooding-nexthops ... 732
showipforwarding.......ccouiiii i i e e 733
SHOW P IgMP GrOUPS ..ottt e e et ettt 912
show ipigmpinterface ..........oooviiiiiii i 914
show ip igmp SNOOPING MIOULEN . ... vv vttt e ie e e 916
show ip igmp snooping routermode .........coiiiii it 917
show ip igmp snooping source-timeout.............oiiiiiiiiieinan.., 918
show ip igmp snooping statistics. ........cooveiiiv i i 919
ShOW P iNterface . ... i 734
showipirdpinterface..... ..o e 736
SHOW P AP . et e e 735
SHOW I[P NAME-SEIVET. . .ottt e e e e ettt eaeans 757
SHOW ip ProtOCOIS FiP oot et et 862
showipripdatabase. ... e 864
show ipripinterface. .. ..o e et 865
S OW P T ettt e e 863
showiproutedatabase. ...t 810
ShOW i rOUTE SUMMAIY . ..ottt eeeeens 811
SHOW P TOULE. . ottt e e e e e 808
ShOW P 1P SNOOPING .ottt e e e e 1602
SHOW P SOCKETLS. .ot e e e 738
showipsourcebinding ..o 1524
show iptraffic ... ..o e 741
show ipv6 access-list (IPv6é Hardware ACLS) .........ovviiiiiiinnnn... 1069
show ipv6 access-list (IPv6 Software ACLS).......covvriviiniiinninnnnnn.. 1076
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showipvedhcpinterface ...t i 1889

SHOW PV ANCP .ot 1888
show ipv6 forwarding. . ........ovvei i e 794
ShoW ipVB INterface. . ..ot e e e 795
ShOW iPVE MId GroUPS ..o v ittt e e ettt 941
showipvb mldinterface ... i 942
show ipv6 mld snooping Mrouter..........coovevi i iiiniineiinnennns 943
show ipv6 mld snooping statistics. .......coovveve i it enen, 944
show ipv6 Neighbors ... e 796
ShOW ipV6 roUte SUMMATIY ...ttt e e e e e iie et enens 799
ShOW iPV6 rOUTE SUMMAIY ..ttt et in et ee e et eeteienneiennenans 814
SHOW PV FOULE ..ottt e et et et et e 797
SHOW VO FOULE ..ttt e et e ettt et 812
ShOW 1aCp SYS-Id . oot e 654
SHOW [aCP-COUNTET. ...ttt e e ettt 655
show license brief .. ... ..o 195
SNOW [ICENSE. ..t 193
show lldpinterface .......coriiiiii i e 1990
show lldplocal-info. ..o e 1992
show lldp neighborsdetail...........ccoiiiiiiiii i e 1999
show lldp neighbors. ... e 1997
show lldp statisticsinterface ...........cooviiiiiii i 2005
Show lldp Statistics .....oviieii i e i 2003
SHOW . e e 1988
SHOW 10CatioN ... .o. i 2007
ShOW 10g CONFig ..o nee e e 417
show log external. .. ..o i i e e e 419
Show log permanent. .. ...oovu ittt e et et 420
SHOW lOg e e 415
ShOW [00P-Protection. ... ..oovie i e e e 498
show mac address-table thrash-limit .......... ... ... . ..oiiiiiitt, 502
show macaddress-table ... 500
SNOW Ml .. e 2021
show memory allocations. ..ot 240
ShOWw MemMoOry history. .. ..ot i e e eeas 242
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ShOW MEMOrY POOIS . ..ot e e e et e e 243

showmemoryshared. ... 244
SN OW MEMIOTY ettt e e e e e e e 238
show mep-alarm status . ......coovi i i e 330
show mirrorinterface. ... ..o e 449
SNOW MITTOT . .t e 448
show mls qos aggregate-policer ........cvvviiiiiin i, 1131
show mls qos interface policer-counters...........c.coviiiiiiiinennnn.. 1135
show mls qos interface queue-counters ............coovviiiiiinnenennnn.. 1136
show mls qos interface storm-status. ..........c.ooviiriiiiiiiin e, 1138
showmls qosinterface. ......c.co i e 1132
Show MIs 4OS MaPS COS-QUEUE . ..ottt ti e et e ie i eneneanas 1139
show mls qos maps premark-dscp ......cooviiiiiiiiiii i, 1140
show mls qos scheduler-set. ...t 1141
SHOW MIS OS. .ttt e e i 1130
show mstack NOdes. ... ...t 1870
ShOW NtP asSOCiatioNs .. .oovir i et 1904
show ntp counters assoCiations .........ooeii i it ieee e 1907
SHOW NP COUNTEIS. .ottt et et et eeeanans 1906
SHOW NEP STatUS ..ttt e e et e e e e 1908
ShoW PING-POIl ... 2142
show platform classifier statistics utilization brief ........................ 1142
show platform classifier statistics utilization brief ......................... 506
show platform port. ... e e 509
show platform. ... e 503
ShOW POlICY-Map .t e 1145
show portetherchannel ... i, 656
show port-security interface ........ ...ttt 512
show port-security iNtrusion ...ttt 513
show port-vlan-forwarding-priority ...ttt 533
show power-inline COUNErS ..ottt it 680
show power-inline interfacedetail ..............cooiiiiiii i, 685
show power-inlineinterface ...ttt i 682
Show power-inline. . ... e e e 677
ShOW PHIVIIEgE. o et e e e e e e 179
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SO PIrOCESS . ittt ittt e e e e e e 245

show proxy-autoconfig-file .............co i 1307
show radius local-server group. .. ..ovvine i in i e 1422
show radius local-servernas ... 1423
show radius local-server statistics ..., 1424
show radius local-serveruser............cooviiiiii i 1425
ShOW radius SErVer GroUP .. v vttt ittt e e i e eneeneenns 1359
show radius statistics ........ociiiinninii 1385
SNOW radilUs . .ot e 1382
Show reboot history ... .o e 247
ShOW remote-MIrTOr .. ..ottt 450
ShOW rmon alarm . . ... e 2029
SNOW MMON BVENT. . .ottt e 2030
ShOW rmoNn hisStory. .....v i e e e e 2032
ShOW rmon Statistics . . ..o .v e e 2034
SNOW roUter-id. . ..o e 248
show running-configatmf ........ ... ..o i i 1849
show running-configinterface .............coiiiiii i 137
show running-config log. ..ot e 421
show running-configsflow. ... 2166
show running-config sNMpP . ...t e 1918
show running-config ssh. ..o e 2059
show running-config trigger..........ov it 2099
Show runNing-Config .. ..ot e 134
SNOW SECUIe-MOE . ..o\ttt e et 1459
ShOW SeCUre-Mode . ... ..ot et 249
show security-password configuration .................ciiiiiiiii... 180
ShOW SeCUNity-PasSWOrd USEr. .. .vutt i e et e eeianenans 181
show sflowinterface..........ooi i 2169
ShOW STlOW . . 2167
Show snmp-server COmMmMUNITY ... ovve v n i ie i ieieineeneenes 1920
SHOW SNMP-SEIVEN GIOUD vttt ettt ettt e et ie et eaeeneenenns 1921
SNOW SNIMP-SEIVEI USEI . .ottt ettt e et e e ieae e 1922
SHOW SNMP-SEIVEI VIEW . . ottt ittt et e et eeeeanans 1923
SHOW SNM-SEIVET . .ottt et e e ettt 1919
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show spanning-tree brief ... ... 579

show spanning-treemstconfig ...t 581
show spanning-tree mst detail interface....................coiiiiiLL. 584
show spanning-treemstdetail .............cooiiiiiiiii i 582
show spanning-tree mstinstanceinterface...................... ...l 587
show spanning-tree mstinstance ...........coveiiini i nnnennn 586
show spanning-tree mstinterface...........coovvviiiiin i iiiiininnnen... 588
Show spanning-tree Mt .. ....oti i i e e e 580
show spanning-tree statistics instance interface .......................... 592
show spanning-tree statisticsinstance .............c.ciiviiii i, 591
show spanning-tree statisticsinterface .............coooiiiiiiiiiin.L. 594
show spanning-tree statistics .........ovviviiiii it i iii e 589
show spanning-tree vlanrange-index ..., 596
ShOW SPaNNINg-tree ... .v it e 576
show sshclient . ... e 2063
show ssh serverallow-users. ........ ..ot 2066
Show ssh server deny-Users ........ooviviiiniiii i, 2067
ShOW SSh Server. ..o e 2064
SNOW SSh L e 2061
ShOW Startup-config . ...ooovi i e e e e 139
show static-channel-group. ... 657
Show storm-control. ... .. ..ot e 514
Show system enviroNMENT . . ...t e e e i iei e ia e 251
show system fiber-monitoring ... 273
ShOW SYStemM INterTUPLS . ..o vv ettt e et 252
ShOW SYSTEM MAC. ..ottt e e e e e e e eaaas 253
show system pluggabledetail...........coiiiiiiii i 278
show system pluggable diagnostics. ... innen.. 281
show system pluggable. ... e 276
show system serialnumber....... ... ... i 254
SO SY S eI ittt e e e e e 250
SNOW TACACSt . o ettt e 1469
SHOW teCh-SUPPOIt .ottt e e e ettt 255
show telnet. . ..o 182
0] 01011V T T =T AP 2100
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S OW USIS ottt e e e 183

SNOW VEISION . .o 140
SHOW VIaN @CCesS-Map ..ottt e e e e 535
show vlanfilter ... ... 536
show vlan private-vlan. ... e 537
ShOW VIan ..o e 534
ShULdOWN . . 442
snmp trap link-status SUPPress . ..o v in ittt ciie i eeeeenes 1925
snmp trap link-status ...t e 1924
SNMP-SErVer COMMUNITY ...ttt ettt e e i e nenneenens 1929
SNMIP-SEIVEr CONTACT. ..o e it e et niiaaees 1930
snmp-server enable trap .. ..ov v e 1931
snmp-server enginelD localreset. ... 1935
snmp-serverenginelDlocal ............oi i 1933
SNMP-SEIVEE GFOUP .« et ettt ettt ettt ettt et e et eaneeeaneeeaneennneenn 1936
SNMIP-SEIVEN MOt . ittt e i e ettt 1938
snmp-server legacy-ifadminstatus. .............cooiii i 1940
SNMP-Server location ... ...t e 1941
SNMP-SErver SoOUrce-iNterface .......o.ovivr ittt i, 1942
snmp-server startup-trap-delay ... 1943
SNMIP-SEIVEE USRI .. ettt ettt et et ettt e e et e e i eeeannneenns 1944
SN SE VO VIBW .« o ettt ettt ettt ee ettt ettt eteeaeeeaeeanneennnenns 1947
(] 10T 0 R =] V7= A 1927
£ 01U o= T 20 PP 2146
spanning-tree autoedge (RSTPand MSTP) ........cviiiiiiii it 597
spanning-tree bpdu ... ... 598
spanning-tree cisco-interoperability (MSTP) .........coviiiiiiiniinn, 600
spanning-tree edgeport (RSTPand MSTP) ........covviiiiiiiiiiiiininn, 601
spanning-treeenable. ... ... i 602
spanning-tree errdisable-timeoutenable................. ...l 604
spanning-tree errdisable-timeoutinterval ...................coiiil, 605
SpanNing-tree force-Version. ........ouv i it i it aaas 606
spanning-tree forward-time. ... e 607
spanning-tree guard rOOT . ... .vvu v irt i e e 608
spanning-tree hello-time ... ... e 609
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spanning-tree link-type....... ..o 610

SPANNING-TrEE MAX-A0E .+« ettt ettt ettt it et e a et eneeaeennens 611
spanning-tree max-hops (MSTP) ...t 612
SPANNING-TrEE MO . ..ttt et et et e it ene ey 613
spanning-tree mst configuration.............coii i 614
spanning-tree mstinstance path-cost ............oov it in, 616
spanning-tree mstinstance Priority ........coevivie i innieeneennenn. 618
spanning-tree mst instance restricted-role..................ooo il 619
spanning-tree mstinstance restricted-tcn ...l 621
spanning-tree MstinstanCe .........vvtiitii i 615
SPANNING-Tree Path-CoSt ... v vttt i e e ene e 622
spanning-tree portfast (STP) ... 623
spanning-tree portfast bpdu-filter...............cooiiiii i 625
spanning-tree portfastbpdu-guard ............. ... i 627
spanning-tree priority (bridge priority) ........c.cvviiiii i 629
spanning-tree priority (Port priority). .......c.ooieii i 630
spanning-tree restricted-role. .........ooii i e 631
spanning-tree restricted-tCN ... ...ttt 632
spanning-tree transmit-holdcount ..................oi i 633
] o 1=T=Te I 6515377 ) S 257
] 01T o 515
SShclient. ..o 2071
sshserver allow-UsSers. . ... e 2075
ssh server authentication ......... ..o 2077
SSH SEIVEr deNY-USErS .. ..ottt 2079
ssh server max-auth-tries ...........oiiiiii 2081
ssh serverresolve-host. ... .. ..o e 2082
] T T =Y G o o TS 2083
ssh server secure-Ciphers ...t it 2084
SSh SNVl STt oot e 2085
SS GBIV T . e 2073
7] 1 2068
STATE Lo e e 1850
static-channel-group ..o e 658
STOMM-ACHION ..t e e 1146
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storm-controllevel . ... 517

StOrM-dOWNTIME ..ot 1147
£ 0] 1 00 T 0T o) =T ot 1 T o T 1148
] o 0 0 =1 (<P 1149
SEOIM-WINAOW. . ..ottt e e et 1150
strict-priority-queue queue-limit . ...t 1151
subject-name (Ca-trustPoiNt) . . ...v vt i i 1460
SUDTING . et e e e e e 1593
switchportaccessvlan . ... ..o e e 538
switchport atmf-agentlink ......... ... .. i 1852
switchportatmf-arealink. .........c.coiiii i i 1853
switchport atmf-crosslink ...t 1855
switchport atmf-guestlink. ... 1857
switchportatmf-link ........ ... i 1859
SWItChPOrT MOdE @CCESS .\t i ettt et ce et een 539
switchport mode private-vlan trunk promiscuous. ........................ 541
switchport mode private-vlan trunk secondary ........................... 543
switchport mode private-vilan. ...t e 540
switchport mode trunK . ... e 545
switchport mstack-link...........coo i 1871
switchport port-security aging . ......o.vuii i, 519
switchport port-security maximume. ..........coviiiiiniiiini i 520
switchport port-security violation ..ot 521
SWItChPOrt POrt-SECUNTY . vt e e 518
switchport private-vlan host-association ...................coiiiiiin. 546
switchport private-vlan mapping. ........coovoviiiii it 547
SWItChpOrt remMoOte-MirrOr-6gress. .. v.v v ettt ie it ie i iieineeneans 452
switchport trunkallowed vlan. ... 548
switchporttrunk nativevlan ............c i 551
SWItChPOIt VOICE dSCP. . oo v et 552
switchport voice vlan priority .......oovini it i 555
switchportvoicevlan ... ... e 553
1aCACS-SEIVEr hOSt ...ttt e 1471
TACACS-SEIVEI KOY .ottt e e e e e e e e 1473
tacacs-server timeoUt. .....ove it e 1474
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e o e 11 ' T'e TS 743

TeINEL SIVET . . ettt 185
L] LT 184
terminal length. ... i e 186
terminal MONItOr . ... . e 259
terminal resize. ... e 187
L= 2105
thrash-limiting ... e 522
141 T=TE (g e T 1T ) S 2106
timeout (PINg Polling) ...t e 2148
timer (g8032-profile). ......vi i e 1594
timers (RIP) . .o e 866
topology-change . ... ..ot e 1596
L= Lol =] (o 1 L (=] 01 AP 800
L= T <] o 11 | < 744
trap (9803 2-SWItCh) ..ot e e e 1598
L8] © 2 AP 2108
trigger activate . ... ..o e 2110
L4 T <] PP 2109
L0153 e Y o T 1152
typeatmfnode. ... ... 1860
typeatmfnode. .. ... e 2111
DY CPU ettt ettt et e 2114
typeinterface .. ..o e 2115
type linkmon-probe ... ... 2116
Y P lOg et e 2118
[0 T30 1T 0 e Y2 2119
tyYPE PEHOAIC . . oottt 2120
type PINg-Poll ... e 2121
Y P IEDOOT ettt e 2122
Y P HIME. Lot e 2123
LY USD. e 2124
UNAEDUQG @88 . .ot e e e e 1361
undebug all ... e 260
undebug atmf . ..o e 1863
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UNAEbUG dotTX. .ttt e e e 1192

8T g =T 01U o N = o -1 1553
UNAEbUg G803 L\t iii eeaea 1599
UNAEbUG IgMP o e e e e 921
UNAEbUG P Irdp .ot e e e 746
undebugip packetinterface ...... ..o 745
UNAEbUG laCp ot e 660
UNAebUg looPPIOt. .ot e e 524
undebug mail ... e 2022
UNAEDUG MSTP .ottt e e e e 634
undebug ping-poll ... e e 2150
undebug platform packet. ...... ..o e 525
undebug radius . .....oiii e e e e 1386
UNAEDUG FiP . et e e e e 867
undebug sflow . ... 2170
UNAEbUG SNMID . e e e e e e et e 1948
undebug sshclient ... ... e 2086
UNAEbUg SSh SEIVET. .. e e e e 2087
UNAEbUG Trgger. .ot e e e e e e e 2125
UNMOUNT . ettt e i ettt 141
U 0 o T 0 422
8o el o 11 | o) (P 2149
USEr (RADIUS SEIVEL) . ..ttt ettt et 1427
V=T g T 0T PP 1864
USEINAIMNIE & .ttt ettt ettt ettt ettt 188
Version (RIP) ... e 868
VIan (RADIUS SEIVEN) . ..ttt e et 1429
VIaN ACCESS M . ittt e e e e e 558
vlandatabase ... 559
VIan filter. ..o 560
vlan mode remote-mirror-vlan .......... ... i 453
VIaN L 556
vty access-class (numbered) ..... ... 1041
vty ipv6 access-class (named) ... e 1077
1722 1L 426
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W FIl. ettt e e 142

WETE MBMIOIY .ttt ittt ettt et ettt et et e e e aeeaeaeeneeaeennans 143
write terminal ... ... e e e e 144
wrr-queue disable QUEUES ..ottt e 1154
wrr-queue egress-rate-limitqueues ... 1155
wrr-queue queue-limit. ... ... e 1156
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Part 1: Setup and Troubleshooting
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CLI Navigation
Commands

Introduction

Overview This chapter provides an alphabetical reference for the commands used to
navigate between different modes. This chapter also provides a reference for the
help and show commands used to help navigate within the CLI.

Command List

“configure terminal” on page 75

. “disable (Privileged Exec mode)” on page 76
. “do” on page 77

. “enable (Privileged Exec mode)” on page 78
. “end” on page 80

. “exit” on page 81

. “help” on page 82

. “logout” on page 83
. “show history” on page 84
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CLI NAVIGATION COMMANDS
CONFIGURE TERMINAL

configure terminal

Overview
Syntax
Mode

Example
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This command enters the Global Configuration command mode.
configure term nal
Privileged Exec

To enter the Global Configuration command mode (note the change in the
command prompt), enter the command:

awpl us# configure termnal

awpl us(config)#
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CLI NAVIGATION COMMANDS
DISABLE (PRIVILEGED EXEC MODE)

disable (Privileged Exec mode)

Overview This command exits the Privileged Exec mode, returning the prompt to the User
Exec mode. To end a session, use the exit command.

Syntax disable
Mode Privileged Exec

Example To exit the Privileged Exec mode, enter the command:
awpl us# di sabl e

awpl us>

Related enable (Privileged Exec mode)

commands
end

exit
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CLI NAVIGATION COMMANDS
DO

do

Overview This command lets you to run User Exec and Privileged Exec mode commands
when you are in any configuration mode.

Syntax do <command>

Parameter Description

<command>  Specify the command and its parameters.

Mode Any configuration mode

Example awpl us# configure term nal

awpl us(config)# do ping 192.0.2.23
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CLI NAVIGATION COMMANDS
ENABLE (PRIVILEGED EXEC MODE)

enable (Privileged Exec mode)

Overview This command enters the Privileged Exec mode and optionally changes the
privilege level for a session. If a privilege level is not specified then the maximum
privilege level (15) is applied to the session. If the optional privilege level is omitted
then only users with the maximum privilege level can access Privileged Exec mode
without providing the password as specified by the enable password or enable
secret (deprecated) commands. If no password is specified then only users with the
maximum privilege level set with the username command can assess Privileged
Exec mode.

Syntax enable [<privil ege-Ievel >]

Parameter Description

<privil ege Specifythe privilege level for a CLI session in the range <1- 15>, where

- level > 15 is the maximum privilege level, 7 is the intermediate privilege level
and 1 is the minimum privilege level. The privilege level for a user must
match or exceed the privilege level set for the CLI session for the user
to access Privileged Exec mode. Privilege level for a user is configured
by username.

Mode User Exec

Usage notes Many commands are available from the Privileged Exec mode that configure
operating parameters for the device, so you should apply password protection to
the Privileged Exec mode to prevent unauthorized use. Passwords can be
encrypted but then cannot be recovered. Note that non-encrypted passwords are
shown in plain text in configurations.

The username command sets the privilege level for the user. After login, users are
given access to privilege level 1. Users access higher privilege levels with the
enable (Privileged Exec mode) command. If the privilege level specified is higher
than the users configured privilege level specified by the username command,
then the user is prompted for the password for that level.

Note that a separate password can be configured for each privilege level using the
enable password and the enable secret (deprecated) commands from the Global
Configuration mode. The service password-encryption command encrypts
passwords configured by the enable password and the enable secret (deprecated)
commands, so passwords are not shown in plain text in configurations.

Example The following example shows the use of the enable command to enter the
Privileged Exec mode (note the change in the command prompt).
awpl us> enabl e
awpl us#

The following example shows the enable command enabling access the
Privileged Exec mode for users with a privilege level of 7 or greater. Users with a
privilege level of 7 or greater do not need to enter a password to access Privileged
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CLI NAVIGATION COMMANDS
ENABLE (PRIVILEGED EXEC MODE)

Exec mode. Users with a privilege level 6 or less need to enter a password to access
Privilege Exec mode. Use the enable password command or the enable secret
(deprecated) commands to set the password to enable access to Privileged Exec
mode.

awpl us> enable 7

awpl us#

Related disable (Privileged Exec mode)

commands
enable password
enable secret (deprecated)
exit
service password-encryption
username
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CLI NAVIGATION COMMANDS
END

end

Overview

Syntax

Mode

Example

Related
commands
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This command returns the prompt to the Privileged Exec command mode, from
any advanced command mode.

end

All advanced command modes, including Global Configuration and Interface
Configuration modes.

The following example shows how to use the end command to return to the
Privileged Exec mode directly from Interface Configuration mode.

awpl us# configure term nal
awplus(config)# interface vlan2
awpl us(config-if)# end

awpl us#

disable (Privileged Exec mode)
enable (Privileged Exec mode)

exit
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CLI NAVIGATION COMMANDS
EXIT

exit

Overview

Syntax

Mode

Example

Related
commands
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This command exits the current mode, and returns the prompt to the mode at the
previous level. When used in User Exec mode, the exit command terminates the
session.

exit

All command modes, including Interface Configuration and Global Configuration
modes.

The following example shows the use of the exit command to exit Interface
Configuration mode and return to Global Configuration mode.

awpl us# configure term nal

awpl us(config)# interface vlan2

awpl us(config-if)# exit

awpl us(confi g) #

disable (Privileged Exec mode)
enable (Privileged Exec mode)

end

Command Reference for x220 Series 81
AlliedWare Plus™ Operating System - Version 5.5.0-1.x



CLI NAVIGATION COMMANDS
HELP

help

Overview This command displays a description of the AlliedWare Plus™ OS help system.
Syntax hel p
Mode All command modes

Example To display a description on how to use the system help, use the command:

hel p

Output Figure 1-1:  Example output from the help command

Wien you need help at the command |ine, press '?'.

If nothing matches, the help list will be enpty. Delete
characters until entering a '? shows the avail able options.

Enter '?' after a conplete paraneter to show renmai ning valid
command paraneters (e.g. 'show ?').

Enter '?' after part of a paraneter to show paraneters that
conplete the typed letters (e.g. 'showip?).
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CLI NAVIGATION COMMANDS
LOGOUT

logout

Overview This command exits the User Exec or Privileged Exec modes and ends the session.
Syntax | ogout
Mode User Exec and Privileged Exec

Example To exit the User Exec mode, use the command:

awpl us# | ogout
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CLI NAVIGATION COMMANDS
SHOW HISTORY

show history

Overview

Syntax
Mode

Example

Output
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This command lists the commands entered in the current session. The history
buffer is cleared automatically upon reboot.

The output lists all command line entries, including commands that returned an
error.

For information on filtering and saving command output, see the “Getting Started
with AlliedWare Plus” Feature Overview and Configuration Guide.

show hi story
User Exec and Privileged Exec

To display the commands entered during the current session, use the command:

awpl us# show hi story

Figure 1-2:  Example output from the show history command

en

show ru

conf t

route-nmap er deny 3
exit

ex

~NOo b WDN PR

di
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Device GUI and
Vista Manager EX
Commands

Introduction

Overview

Command List
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This chapter provides an alphabetical reference of commands used to configure
the Device GUI. They also allow your device to be monitored and managed by Vista
Manager EX™.

For more information, see Getting Started with the Device GUI on Switches.

. “atmf topology-gui enable” on page 86

. “http port” on page 87

. “http secure-port” on page 88
. “log event-host” on page 89
. “service http” on page 90

. “show http” on page 91
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DevicE GUI AND VISTA MANAGER EX COMMANDS

ATMF TOPOLOGY-GUI ENABLE

atmf topology-gui enable

Overview

Syntax

Default

Mode

Usage notes

Examples

Related
commands
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Use this command to enable the operation of Vista Manager EX on the Master
device.

Vista Manager EX delivers state-of-the-art monitoring and management for your
Autonomous Management Framework™ (AMF) network, by automatically creating
a complete topology map of switches, firewalls and wireless access points (APs).
An expanded view includes third-party devices such as security cameras.

Use the no variant of this command to disable operation of Vista Manager EX.

atnf topol ogy-gui enable
no atnf topol ogy-gui enable

Disabled by default on AMF Master and member nodes. Enabled by default on
Controllers.

Global Configuration mode

To use Vista Manager EX, you must also enable the HTTP service on all AMF nodes,
including all AMF masters and controllers. The HTTP service is enabled by default
on AlliedWare Plus switches and disabled by default on AR-Series firewalls. To
enable it, use the commands:

Nodel# configure termnal
Nodel(config)# service http

On one master in each AMF area in your network, you also need to configure the
master to send event notifications to Vista Manager EX. To do this, use the
commands:

Nodel# configure termnal

Nodel(config)# |l og event-host <ip-address> atnf-topol ogy-event

To enable Vista Manager EX on Node1, use the commands:
Nodel# configure termnal

Nodel(config)# atnf topol ogy-gui enable
To disable Vista Manager EX on Node1, use the commands:

Nodel# configure termnal

Nodel(config)# no atnf topol ogy-gui enable

atmf enable
log event-host

service http
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DeviCE GUI AND VISTA MANAGER EX COMMANDS

HTTP PORT

http port

Overview

Syntax

Default
Mode

Usage notes

Example

Related
commands

Command
changes
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Use this command to change the HTTP port used to access the web-based device
GUI, or to disable HTTP management.

Use the no variant of this command to return to using the default port, which is 80.

http port {<1-65535>| none}
no http port

Parameter Description

<1- 65535> The HTTP port number

none Disable HTTP management. You may want to do this if you need
to use port 80 for a different service or you do not need to use
HTTP at all.

The default port for accessing the GUI is port 80.
Global Configuration

Do not configure the HTTP port to be the same as the HTTPS port.

Note that the device will redirect from HTTP to HTTPS unless you have disabled
HTTPS access, which we do not recommend doing.

To set the port to 8080, use the commands:

awpl us# configure term nal

awpl us(config)# http port 8080
To return to using the default port of 80, use the commands:

awpl us# configure term nal

awpl us(config)# no http port
To stop users from accessing the GUI via HTTP, use the commands:

awpl us# configure term nal

awpl us(config)# http port none

http secure-port
service http

show http

Version 5.4.7-2.4: command added on AR-Series devices

Version 5.4.8-0.2: command added on AlliedWare Plus switches
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DeviCE GUI AND VISTA MANAGER EX COMMANDS

HTTP SECURE-PORT

http secure-port

Overview

Syntax

Default
Mode

Usage notes

Example

Related
commands

Command
changes
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Use this command to change the HTTPS port used to access the web-based device
GUI, or to disable HTTPS management.

Use the no variant of this command to return to using the default port, which is
443,

http secure-port {<1-65535>| none}

no http secure-port

Parameter Description

<1- 65535> The HTTPS port number
none Disable HTTPS management. Do not do this if you want to use
Vista Manager EX or the GUI.

The default port for accessing the GUI is port 443.
Global Configuration

Do not configure the HTTPS port to be the same as the HTTP port.
Note that if you are using Vista Manager EX and need to change the HTTPS port,

you must use certificate-based authorization in Vista Manager EX. See the Vista
Manager EX Installation Guide for instructions.

To set the port to 8443, use the commands:

awpl us# configure termnal

awpl us(config)# http secure-port 8443
To return to using the default port of 443, use the commands:

awpl us# configure term nal

awpl us(config)# no http secure-port
To stop users from accessing the GUI via HTTPS, use the commands:

awpl us# configure termnal

awpl us(config)# http secure-port none

http port
service http

show http

Version 5.4.7-1.1: command added on AR-Series devices
Version 5.4.7-2.4: none parameter added

Version 5.4.8-0.2: command added on AlliedWare Plus switches
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DeviCE GUI AND VISTA MANAGER EX COMMANDS

LOG EVENT-HOST

log event-host

Overview

Syntax

Default
Mode

Usage notes

Example

Related
commands
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Use this command to set up an external host to log AMF topology events through
Vista Manager. This command is run on the Master device.

Use the no variant of this command to disable log events through Vista Manager.

| og event-host [<ipv4-addr>|<ipv6-addr>] atnf-topol ogy-event

no | og event - host [ <i pv4-addr >| <i pv6-addr>] atnf-topol ogy-event

Parameter Description

<i pv4- addr > ipv4 address of the event host

<i pv6- addr > ipv6 address of the event host

Log events are disabled by default.
Global Configuration

Event hosts are set so syslog sends the messages out as they come.

Note that there is a difference between log event and log host messages:

. Log event messages are sent out as they come by syslog

. Log host messages are set to wait for a number of messages (20) to send
them out together for traffic optimization.

To enable Node 1 to log event messages from host IP address 192.0.2.31, use the

following commands:

Nodel# configure termnal

Nodel(config)# | og event-host 192.0.2.31 atnf-topol ogy-event

To disable Node 1 to log event messages from host IP address 192.0.2.31, use the
following commands:

Nodel# configure termnal

Nodel(config)# no | og event-host 192.0. 2. 31 atnf-topol ogy-event

atmf topology-gui enable
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SERVICE HTTP

service http

Overview

Syntax

Default
Mode

Example

Related
commands
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Use this command to enable the HTTP (Hypertext Transfer Protocol) service.
This service is required to support Vista Manager EX™ and the Device GUI.

Use the no variant of this command to disable the HTTP feature.

service http

no service http
Enabled
Global Configuration

To enable the HTTP service, use the following commands:

awpl us# configure term nal

awpl us(config)# service http
To disable the HTTP service, use the following commands:

awpl us# configure termnal

awpl us(config)# no service http

http port
http secure-port

show http
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DeviCE GUI AND VISTA MANAGER EX COMMANDS

SHOW HTTP

show http

Overview
Syntax
Mode

Example

Output

Related
commands
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This command shows the HTTP server settings.
show http
User Exec and Privileged Exec

To show the HTTP server settings, use the command:

awpl us# show http

Figure 2-1:  Example output from the show http command

awpl us#show http
HTTP Server Configuration

HTTP server . Enabl ed

Por t . 80

clear line vty

service http
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File and
Configuration
Management

Commands

Introduction

Overview This chapter provides an alphabetical reference of AlliedWare Plus™ OS file and
configuration management commands.

Filename Syntax Many of the commands in this chapter use the placeholder ‘filename’ to represent
and Keyword the name and location of the file that you want to act on. The following table
Usage explains the syntax of the filename for each different type of file location.

When you copy a

file... Use this syntax: Example:

Copyingin local flash:[/][<directory>/]<fil ename> To specify a file in the configs directory
flash memory in flash:

flash:configs/example.cfg

Copyingtoorfrom wush:[/][<directory>/]<fil enane> To specify a file in the top-level
a USB storage directory of the USB stick:
device usb:example.cfg
Copying with http://[[ <user nane>: <password>] @ To specify a file in the configs directory
HTTP {<host name>| <host-i p>}[/<fil epath ontheserver:
>]/ <fil enane> http://www.company.com/configs/exa
mple.cfg

Copying withTFTP tftp://[[<l ocati on>]/<directory>] To specify afilein the top-level
[ <fil enane> directory of the server:
tftp://172.1.1.1/example.cfg

Copying with SCP scp: // <user name>@l ocati on>[/ <dir To specify a file in the configs directory
ectory>][/<fil enane>] on the server, logging on as user ‘bob’:

eg.
scp://bob@10.10.0.12/configs/example

.cfg

Copying with SFTP  sftp://[[ <l ocati on>]/<directory>] To specify afile in the top-level
[ <fil enane> directory of the server:
sftp://10.0.0.5/example.cfg
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FILE AND CONFIGURATION MANAGEMENT COMMANDS

Valid characters

Syntax for
directory listings

Command List
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The filename and path can include characters from up to four categories. The
categories are:

1) uppercase letters: Ato Z
2) lowercase letters:a to z
3) digits:0to 9

4)  special symbols: most printable ASCll characters not included in the previous
three categories, including the following characters:

.
- e
.2

Do not use spaces, parentheses or the + symbol within filenames. Use hyphens or
underscores instead.
A leading slash (/) indicates the root of the current file system location.

In commands where you need to specify the local file system’s flash base directory,
you may use flash or flash: or flash:/. For example, these commands are all the
same:

. dir flash
. dir flash:
. dir flash:/

Similarly, you can specify the USB storage device base directory with usb or usb:
or usb:/

You cannot name a directory or subdirectory flash, nvs, usb, card, tftp, scp, sftp
or http. These keywords are reserved for tab completion when using various file
commands.

. "autoboot enable” on page 96
. “boot config-file” on page 97
. “boot config-file backup” on page 99

. “boot system” on page 100
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“boot system backup” on page 101
“cd” on page 102

“copy (filename)” on page 103

“copy current-software” on page 105
“copy debug” on page 106

“copy running-config” on page 107
“copy startup-config” on page 108
“copy zmodem” on page 109
“create autoboot” on page 110
“crypto verify” on page 111

“delete” on page 113

“delete debug” on page 114

“dir" on page 115

“edit” on page 117

“edit (filename)” on page 118

“erase factory-default” on page 119
“erase startup-config” on page 120
“ip tftp source-interface” on page 121
“ipv6 tftp source-interface” on page 122
“mkdir” on page 123

“move” on page 124

“move debug” on page 125

“pwd” on page 126

“rmdir” on page 127

“show autoboot” on page 128

“show boot” on page 129

“show file” on page 131

“show file systems” on page 132
“show running-config” on page 134
“show running-config interface” on page 137
“show startup-config” on page 139
“show version” on page 140
“unmount” on page 141

“write file” on page 142

“write memory” on page 143
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Ill

“write terminal” on page 144
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FILE AND CONFIGURATION MANAGEMENT COMMANDS

AUTOBOOT ENABLE

autoboot enable

Overview

Syntax

Default

Mode

Example

Related
commands
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This command enables the device to restore a release file and/or a configuration
file from a USB storage device.

When the Autoboot feature is enabled, the device looks for a special file called
autoboot.txt on the external media. If this file exists, the device will check the key
and values in the file and recover the device with a new release file and/or
configuration file from the external media. An example of a valid autoboot.txt file
is shown in the following figure.

Figure 3-1:  Example autoboot.txt file

[Al'li edvare Pl us]

Copy_from ext ernal _nedi a_enabl ed=yes
Boot Rel ease=x220-5.5.0-1.1.rel

Boot _Conf i g=net wor k1. cf g

Use the no variant of this command to disable the Autoboot feature.

aut oboot enabl e

no aut oboot enabl e

The Autoboot feature operates the first time the device is powered up in the field,
after which the feature is disabled by default.

Global Configuration

To enable the Autoboot feature, use the command:

configure term nal

aut oboot enabl e

create autoboot
show autoboot

show boot
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BOOT CONFIG-FILE

boot config-file

Overview

Syntax

Mode

Usage notes

Examples
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Use this command to set the configuration file to use during the next boot cycle.

Use the no variant of this command to remove the configuration file.

boot config-file <filepath-fil ename>

no boot config-file

Parameter Description

<filepath-fil ename> Filepath and name of a configuration file.
The specified configuration file must exist in the
specified filesystem.
Valid configuration files must have a . cfg extension.

Global Configuration

You can only specify that the configuration file is on a USB storage device if there
is a backup configuration file already specified in flash. If you attempt to set the
configuration file on a USB storage device and a backup configuration file is not
specified in flash, the following error message is displayed:

% Backup configuration files nmust be stored in the flash
filesystem

For an explanation of the configuration fallback order, see the File Management
Feature Overview and Configuration Guide.

To run the configuration file “branch.cfg” the next time the device boots up, when
“branch.cfg” is stored on the device’s flash filesystem, use the commands:

awpl us# configure termnal

awpl us(config)# boot config-file flash:/branch.cfg

To stop running the configuration file “branch.cfg” when the device boots up,
when “branch.cfg” is stored on the device's flash filesystem, use the commands:

awpl us# configure term nal
awpl us(config)# no boot config-file flash:/branch.cfg

To run the configuration file “branch.cfg” the next time the device boots up, when
“branch.cfg” is stored on a USB storage device, use the commands:

awpl us# configure term nal

awpl us(config)# boot config-file usb:/branch.cfg
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BOOT CONFIG-FILE

To stop running the configuration file “branch.cfg” when the device boots up,
when “branch.cfg” is stored on a USB storage device, use the commands:

awpl us# configure term nal

awpl us(config)# no boot config-file usb:/branch.cfg

Related boot config-file backup

commands
boot system
boot system backup
show boot
C613-50399-01 Rev A Command Reference for x220 Series
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BOOT CONFIG-FILE BACKUP

boot config-file backup

Overview

Syntax

Mode

Usage notes

Examples

Related
commands
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Use this command to set a backup configuration file to use if the main
configuration file cannot be accessed.

Use the no variant of this command to remove the backup configuration file.

boot config-file backup <fil epath-fil enane>

no boot config-file backup

Parameter Description

<fil epath-fil ename> Filepath and name of a backup configuration file.
Backup configuration files must be in the flash filesystem.
Valid backup configuration files must have a . cfg
extension.

backup The specified file is a backup configuration file.

Global Configuration

For an explRSanation of the configuration fallback order, see the File Management
Feature Overview and Configuration Guide.

To set the configuration file backup.cfg as the backup to the main configuration
file, use the commands:

awpl us# configure term nal

awpl us(config)# boot config-file backup flash:/backup.cfg

To remove the configuration file backup.cfg as the backup to the main
configuration file, use the commands:

awpl us# configure term nal

awpl us(config)# no boot config-file backup flash:/backup.cfg

boot config-file
boot system
boot system backup

show boot
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FILE AND CONFIGURATION MANAGEMENT COMMANDS

BOOT SYSTEM

boot system

Overview

Syntax

Mode

Usage notes

Examples

Related
commands
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Use this command to set the release file to load during the next boot cycle.

Use the no variant of this command to stop specifying a primary release file to boot
from. If the device boots up with no release file set, it will use autoboot or the
backup release file if either of those are configured, or you can use the boot menu
to select a release file source. To access the boot menu, type Ctrl-B at bootup.

boot system <fil epat h-fil enane>

no boot system

Parameter Description

<filepath-fil ename> Filepath and name of a release file.
The specified release file must exist and must be stored
in the root directory of the specified filesystem.
Valid release files must have a . rel extension.

Global Configuration

You can only specify that the release file is on a USB storage device if there is a
backup release file already specified in flash. If you attempt to set the release file
on a USB storage device and a backup release file is not specified in flash, the
following error message is displayed:

% A backup boot image nust be set before setting a current boot
i mge on USB storage device

To boot up with the release file x220-5.5.0-1.1.rel the next time the device boots
up, when the release file is stored on the device’s flash filesystem, use the
commands:

awpl us# configure term nal

awpl us(config)# boot systemflash:/x220-5.5.0-1.1.rel

To run the release file x220-5.5.0-1.1.rel the next time the device boots up, when
the release file is stored on a USB storage device, use the commands:

awpl us# configure term nal

awpl us(config)# boot systemusb:/x220-5.5.0-1.1.rel

boot config-file
boot config-file backup
boot system backup

show boot
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BOOT SYSTEM BACKUP

boot system backup

Overview

Syntax

Mode

Examples

Related
commands

C613-50399-01 Rev A

Use this command to set a backup release file to load if the main release file cannot
be loaded.

Use the no variant of this command to stop specifying a backup release file.

boot system backup <filepath-fil ename>

no boot system backup

Parameter Description

<filepath-fil ename> Filepath and name of a backup release file.
Backup release files must be in the Flash filesystem.
Valid release files must have a . rel extension.

backup The specified file is a backup release file.

Global Configuration
To specify the file x220-5.5.0-0.1.rel as the backup to the main release file, use the
commands:

awpl us# configure term nal

awpl us(config)# boot system backup flash:/x220-5.5.0-0.1.rel
To stop specifying a backup to the main release file, use the commands:

awpl us# configure term nal

awpl us(config)# no boot system backup

boot config-file
boot config-file backup
boot system

show boot
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cD

cd

Overview

Syntax

Mode

Example

Related
commands
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This command changes the current working directory.

cd <directory-nane>

Parameter Description

<di rect ory- name> Name and path of the directory.

Privileged Exec

To change to the directory called i mages, use the command:
awpl us# cd i mages

dir

pwd

show file systems
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COPY (FILENAME)

copy (filename)

Overview

Syntax

Mode

Examples

C613-50399-01 Rev A

This command copies a file. This allows you to:

. copy files from your device to a remote device
. copy files from a remote device to your device
. copy files stored on Flash memory to or from a different memory type, such

as a USB storage device

. create two copies of the same file on your device

copy [force] <source-nane> <desti nation-nanme>

Parameter Description

force This parameter forces the copy command to overwrite the
destination file, if it already exists, without prompting the
user for confirmation.

<sour ce- nanme> The filename and path of the source file. See Introduction
on page 92 for valid syntax.

<desti nati on-nane> The filename and path for the destination file. See
Introduction on page 92 for valid syntax.

Privileged Exec

To use TFTP to copy the file “bob.key” into the current directory from the remote
server at 10.0.0.1, use the command:

awpl us# copy tftp://210.0.0.1/ bob. key bob. key

To use SFTP to copy the file “new.cfg” into the current directory from a remote
server at 10.0.1.2, use the command:

awpl us# copy sftp://10.0. 1.2/ new. cfg bob. key

To use SCP with the username “beth” to copy the file old.cfg into the directory
config_files on a remote server that is listening on TCP port 2000, use the
command:

awpl us# copy scp://beth@erv: 2000/ config files/old.cfg old.cfg

To copy the file “newconfig.cfg” onto your device’s Flash from a USB storage
device, use the command:

awpl us# copy usb:/newconfig.cfg flash:/newconfig.cfg

To copy the file “newconfig.cfg” to a USB storage device from your device’s Flash,
use the command:

awpl us# copy flash:/newconfig.cfg usb:/newonfig.cfg
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To copy the file “config.cfg” into the current directory from a USB storage device,
and rename it to “configtest.cfg”, use the command:

awpl us# copy usbh:/config.cfg configtest.cfg

To copy thefile “config.cfg” into the current directory from a remote file server, and
rename it to “configtest.cfg”, use the command:

awpl us# copy fserver:/config.cfg configtest.cfg

On an AMF network, to copy the device GUI file from the AMF master to the Flash
memory of ‘node_1’, use the command:

mast er# copy awpl us-gui 549 13.gui node_1.atnf/fl ash:

Related copyzmodem

commands
copy buffered-log
copy permanent-log
edit (filename)
show file systems
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COPY CURRENT-SOFTWARE

CcCOopy cu rrent-software

Overview

Syntax

Mode

Example

Related
commands

C613-50399-01 Rev A

This command copies the AlliedWare Plus™ OS software that the device has
booted from, to a destination file. Specify whether the destination is Flash or card
when saving the software to the local filesystem.

copy current-software <destination-name>

Parameter Description

<desti nati on- nane> The filename and path where you would like the current
running-release saved. This command creates a file if no file
exists with the specified filename. If a file already exists,
then the CLI prompts you before overwriting the file. See
Introduction on page 92 for valid syntax.

Privileged Exec

To copy the current software as installed in the working directory with the file
name ‘my-release.rel’, use the command:

awpl us# copy current-software ny-rel ease.rel

boot system backup

show boot

Command Reference for x220 Series 105
AlliedWare Plus™ Operating System - Version 5.5.0-1.x



FILE AND CONFIGURATION MANAGEMENT COMMANDS

COPY DEBUG

copy debug

Overview

Syntax

Mode

Example

Output

Related
commands

C613-50399-01 Rev A

This command copies a specified debug file to a destination file.

copy debug {<desti nati on-nane>| debug| fl ash| scp|tftp| usb}
{<sour ce- nane>| debug| f| ash| scp|tft p| usb}

Parameter Description

<desti nati on- nane> The filename and path where you would like the debug
output saved. See Introduction on page 92 for valid syntax.

<sour ce- nane> The filename and path where the debug output originates.
See the Introduction to this chapter for valid syntax.

Privileged Exec

To copy debug output to a file on flash called “my-debug”, use the following
command:

awpl us# copy debug fl ash: ny-debug

To copy debug output to a USB storage device with a filename “my-debug”, use
the following command:

awpl us# copy debug usb: ny-debug

Figure 3-2:  CLI prompt after entering the copy debug command

| Enter source file name []:

delete debug

move debug
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COPY RUNNING-CONFIG

copy running-config

Overview

Syntax

Mode

Examples

Related
commands
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This command copies the running-config to a destination file, or copies a source
file into the running-config. Commands entered in the running-config do not
survive a device reboot unless they are saved in a configuration file.

copy <source-nane> runni ng-config
copy runni ng-config [<destination-name>]

copy running-config startup-config

Parameter Description

<sour ce- nane> The filename and path of a configuration file. This must be
a valid configuration file with a . cfg filename extension.
Specify this when you want the script in the file to become
the new running-config. See Introduction on page 92 for
valid syntax.

<desti nati on- nane> The filename and path where you would like the current
running-config saved. This command creates a file if no file
exists with the specified filename. If a file already exists,
then the CLI prompts you before overwriting the file. See
Introduction on page 92 for valid syntax. If you do not
specify a file name, the device saves the running-config to
afile called default.cfg.

startup-config Copies the running-config into the file set as the current
startup-config file.

Privileged Exec

To copy the running-config into the startup-config, use the command:
awpl us# copy running-config startup-config

To copy the file ‘layer3.cfg’ into the running-config, use the command:
awpl us# copy layer3.cfg running-config

To use SCP to copy the running-config as ‘current.cfg’ to the remote server
listening on TCP port 2000, use the command:

awpl us# copy running-config
scp://user @erver: 2000/ config files/current.cfg

copy startup-config
write file

write memory
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COPY STARTUP-CONFIG

copy startup-config

Overview

Syntax

Mode

Examples

Related
commands
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This command copies the startup-config script into a destination file, or
alternatively copies a configuration script from a source file into the startup-config
file. Specify whether the destination is Flash or card when loading from the local
filesystem.

copy <source-nane> startup-config

copy startup-config <destinati on-nanme>

Parameter Description

<sour ce- nane> The filename and path of a configuration file. This must be
a valid configuration file with a . cfg filename extension.
Specify this to copy the script in the file into the startup-
config file. Note that this does not make the copied file the
new startup file, so any further changes made in the
configuration file are not added to the startup-config file
unless you reuse this command. See Introduction on page
92 for valid syntax.

<desti nati on-nane> The destination and filename that you are saving the
startup- config as. This command creates a file if no file
exists with the specified filename. If a file already exists,
then the CLI prompts you before overwriting the file. See
Introduction on page 92 for valid syntax.

Privileged Exec

To copy the file ‘Layer3.cfg’ to the startup-config, use the command:
awpl us# copy Layer3.cfg startup-config

To copy the startup-config as the file ‘oldconfig.cfg’ in the current directory, use
the command:

awpl us# copy startup-config oldconfig.cfg

copy running-config
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COPY ZMODEM

copy zmodem

Overview

Syntax

Mode

Example

Related
commands
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This command allows you to copy files using ZMODEM using Minicom. ZMODEM
works over a serial connection and does not need any interfaces configured to do
a file transfer.

copy <source-nanme> znodem

copy znmodem

Parameter Description

<sour ce- nanme> The filename and path of the source file. See Introduction on
page 92 for valid syntax.

Privileged Exec

To copy the local file ‘asuka.key’ using ZMODEM, use the command:

awpl us# copy asuka. key znmodem

copy (filename)

show file systems
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create autoboot

Overview Use thiscommand to create an autoboot.txt file on an external storage device. This
command will automatically ensure that the keys and values that are expected in
this file are correct. After the file is created the create autoboot command will
copy the current release and configuration files across to the external storage
device. The external storage device is then available to restore a release file and/or
a configuration file to the device.

Syntax create autoboot usb
Mode Privileged Exec

Example To create an autoboot.txt file on a USB storage device, use the command:
awpl us# create autoboot usb
Related autoboot enable
commands
show autoboot

show boot
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CRYPTO VERIFY

crypto verify

Overview

Syntax

Default
Mode

Usage notes

C613-50399-01 Rev A

Use this command to compare the SHA256 checksum of the release file or
bootloader with the correct checksum for the file. This ensures that the release file
or bootloader has not been corrupted or interfered with during download.

Use the no variant of this command to remove a verified filename/hash
combination from the running configuration.

crypto verify <fil ename> <hash-val ue>

crypto verify signed <fil enane> <hash-val ue>

crypto verify bootrom <hash-val ue>

no crypto verify <fil enane>

Parameter Description

<fil enane> The AlliedWare Plus release file that you want to verify

<hash-val ue> The known correct checksum of the file. The correct checksum is
listed in the release sha256sum file, which is available from the
Allied Telesis Download Center.

si gned The hash used is from a <release>.sig file and calculated as a
keyed HMAC-SHA. Only use this parameter in accordance with the
Allied Telesis FIPS Security Policy.

boot rom This tells the device that the signature provided is for the
bootrom. It stores that hash permanently, preventing boot if the
bootloader is modified.

No default
Global Configuration

If the verification fails, the following error message will be generated:
% Verification Failed

If the verification fails, please delete the release file and contact Allied Telesis
support.

All models of a particular series run the same release file and therefore have the
same checksum. For example, all X930 Series switches have the same checksum.

Once the device has successfully verified the release file, it adds the crypto verify
command to the running configuration.

If the device is in secure mode, it will verify the release file every time it boots up.
To do this, it runs the crypto verify command while booting. Therefore, you need
to copy the crypto verify command to the startup configuration, by using the
command copy running-config startup-config. If the crypto verify command is
not in the startup configuration, the device will report a verification error at
bootup.
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CRYPTO VERIFY

If there is a verification error at bootup, the device produces an error message and
finishes booting up. If this happens, run the crypto verify command after bootup
finishes, to verify the running release file. If verification of the running release file
fails, delete the release file and contact Allied Telesis support.
Caution:
When using signature verification, if:
. the release verified is the boot release
. and the device is running in secure mode
. and signed verification succeeds
then the signed hash is also stored into the device and enforced on all subsequent
boots.
This means that if you change the software version, the switch will not boot up.
You can only change the software version if you reset the switch to the factory
defaults before changing the software version, by using the command erase
factory-default.

Example To verify the release file for 5.4.8-1.2 on an x930 Series switch, use the commands:
awpl us# configure termnal
awpl us(config)# crypto verify x930-5.4.8-1.2.rel
50f ae963b460ba02eb0bd609289c0491de404ba5b0d7e5f a79e64f 56082ecf
ee

Related crypto secure-mode
commands

C613-50399-01 Rev A

show secure-mode
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DELETE

delete

Overview

Syntax

Mode

Examples

Related
commands
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This command deletes files or directories.

delete [force] [recursive] <fil enane>

Parameter Description

force Ignore nonexistent filenames and never prompt before deletion.

recursive Remove the contents of directories recursively.

<fil enane> The filename and path of the file to delete. See Introduction on page
92 for valid syntax.

Privileged Exec

To delete the filet enp. cf g from the current directory, use the command:
awpl us# del ete tenp.cfg

To delete the read-only file one. cf g from the current directory, use the
command:

awpl us# del ete force one.cfg
To delete the directory ol d_conf i gs, which is not empty, use the command:
awpl us# del ete recursive ol d_configs

To delete the directory new_conf i gs, which is not empty, without prompting if
any read-only files are being deleted, use the command:

awpl us# delete force recursive new configs

erase startup-config

rmdir
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DELETE DEBUG

delete debug

Overview

Syntax

Mode

Example

Output

Related
commands
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Use this command to delete a specified debug output file.

del et e debug <source- nane>

Parameter Description

<sour ce- nane> The filename and path where the debug output originates.
See Introduction on page 92 for valid URL syntax.

Privileged Exec

To delete debug output, use the following command:

awpl us# del ete debug

Figure 3-3:  CLI prompt after entering the delete debug command

| Enter source file name []:

copy debug

move debug
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DIR

dir

Overview This command lists the files on a filesystem. If you don’t specify a directory or file,

Syntax dir [all]

then this command lists the files in the current directory.

[recursive] [sort [reverse] [nane|size|tinme]]

[ <fil enanme>| debug| f | ash| nvs| usb]

Parameter Description

al | List all files.

recursive List the contents of directories recursively.
sort Sort directory listing.

reverse Sort using reverse order.

nanme Sort by name.

si ze Sort by size.

time Sort by modification time (default).

<fil ename>

The name of the directory or file. If you don't specify a
directory or file, then this command lists the files in the
current directory.

debug Debug root directory

fl ash Flash memory root directory

nvs NVS memory root directory

usb USB storage device root directory

Mode Privileged Exec

Examples To list the files in the current working directory, use the command:
awpl us# dir
To list the non-hidden files in the root of the Flash filesystem, use the command:
awpl us# dir flash
To list all the files in the root of the Flash filesystem, use the command:
awpl us# dir all flash:
To list recursively the files in the Flash filesystem, use the command:
awpl us# dir recursive flash:
To list the files in alphabetical order, use the command:

awpl us# dir sort nane

C613-50399-01 Rev A Command Reference for x220 Series 115

AlliedWare Plus™ Operating System - Version 5.5.0-1.x



FILE AND CONFIGURATION MANAGEMENT COMMANDS

DIR
To list the files by size, smallest to largest, use the command:
awpl us# dir sort reverse size
To sort the files by modification time, oldest to newest, use the command:
awplus# dir sort reverse tine
Output Figure 3-4:  Example output from the dir command
awpl us#di r

630 -rw May 19 2016 23:36: 31 exanple.cfg
23652123 -rw My 17 2016 03:41:18
149 -rw Feb 9 2016 00:40:35 exception.|og

Related cd
commands
pwd
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EDIT

edit

Overview

Syntax

Mode

Examples

Related
commands
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This command opens a text file in the AlliedWare Plus™ text editor. Once opened
you can use the editor to alter to the file.

If a filename is specified and it already exists, then the editor opens it in the text
editor.

If no filename is specified, the editor prompts you for one when you exit it.

Before starting the editor make sure your terminal, terminal emulation program, or
Telnet client is 100% compatible with a VT100 terminal. The editor uses VT100
control sequences to display text on the terminal.

For more information about using the editor, including control sequences, see the
File Management Feature Overview and Configuration Guide.

edit [<fil ename>]

Parameter Description

<fil enane> Name of a file in the local Flash filesystem.

Privileged Exec

To create and edit a new text file, use the command:
awpl us# edit

To edit the existing configuration file myconf i g. cf g stored on your device’s
Flash memory, use the command:

awpl us# edit myconfig.cfg

edit (filename)

show file
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EDIT (FILENAME)

edit (filename)

Overview This command opens a remote text file as read-only in the AlliedWare Plus™ text
editor.

Before starting the editor make sure your terminal, terminal emulation program, or
Telnet client is 100% compatible with a VT100 terminal. The editor uses VT100
control sequences to display text on the terminal.

Syntax edit <fil enane>

Parameter Description

<fil enane> The filename and path of the remote file. See Introduction on
page 92 for valid syntax.

Mode Privileged Exec
Example To view the file bob. key stored in the security directory of a TFTP server, use the
command:
awpl us# edit tftp://security/bob. key
Related copy (filename)
commands .
edit

show file

C€613-50399-01 Rev A Command Reference for x220 Series 118
AlliedWare Plus™ Operating System - Version 5.5.0-1.x



FILE AND CONFIGURATION MANAGEMENT COMMANDS
ERASE FACTORY-DEFAULT

erase factory-default

Overview This command erases all data from flash except the following:

. the boot release file (a .rel file) and its release setting file
. all license files
. the latest GUI release file

The device is then rebooted and returned to its factory default condition. The
device can then be used for AMF automatic node recovery.

Syntax erase factory-default
Mode Privileged Exec
Usage notes This command is an alias to the atmf cleanup command.

Example To erase data, use the command:

Node 1# erase factory-default

This command will erase all NVS, all flash contents except for
the boot release, a GJ resource file, and any license files,
and then reboot the switch. Continue? (y/n):y

Related atmf cleanup
commands
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ERASE STARTUP-CONFIG

erase startup-config

Overview

Syntax
Mode

Example

Related
commands
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This command deletes the file that is set as the startup-config file, which is the
configuration file that the system runs when it boots up.

At the next restart, the device loads the default configuration file, default.cfg. If
default.cfg no longer exists, then the device loads with the factory default
configuration. This provides a mechanism for you to return the device to the
factory default settings.

erase startup-config
Privileged Exec

To delete the file currently set as the startup-config, use the command:

awpl us# erase startup-config

boot config-file backup
copy running-config
copy startup-config

show boot
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IP TFTP SOURCE-INTERFACE

ip tftp source-interface

Overview

Syntax

Default
Mode

Usage

Example

Related
commands
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Use this command to manually specify the IP address that all TFTP requests
originate from. This is useful in network configurations where TFTP servers only
accept requests from certain devices, or where the server cannot dynamically
determine the source of the request.

Use the no variant of this command to stop specifying a source.

ip tftp source-interface [<interface>|<ip-add>]

no ip tftp source-interface

Parameter Description

<interface> The VLAN that TFTP requests originate from. The device will use
the IP address of this interface as its source IP address.

<i p-add> The IP address that TFTP requests originate from, in dotted
decimal format

There is no default source specified.
Global Configuration

This command is helpful in network configurations where TFTP traffic needs to
traverse point-to-point links or subnets within your network, and you do not want
to propagate those point-to-point links through your routing tables.

In those circumstances, the TFTP server cannot dynamically determine the source
of the TFTP request, and therefore cannot send the requested data to the correct
device. Specifying a source interface or address enables the TFTP server to send the
data correctly.

To specify that TFTP requests originate from the IP address 192.0.2.1, use the
following commands:
awpl us# configure term nal

awplus(config)# ip tftp source-interface 192.0.2.1

copy (filename)
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ipv6 tftp source-interface

Overview Use this command to manually specify the IPv6 address that all TFTP requests
originate from. This is useful in network configurations where TFTP servers only
accept requests from certain devices, or where the server cannot dynamically
determine the source of the request.

Use the no variant of this command to stop specifying a source.

Syntax ipv6 tftp source-interface [<interface>|<ipv6-add>]

no ipve tftp source-interface

Parameter Description

<interface> The VLAN that TFTP requests originate from. The device will use
the IPv6 address of this interface as its source IPv6 address.

<i pv6- add> The IPv6 address that TFTP requests originate from, in the format
x:x:x:x, for example, 2001:db8::8a2e:7334.

Default There is no default source specified.
Mode Global Configuration

Usage This command is helpful in network configurations where TFTP traffic needs to
traverse point-to-point links or subnets within your network, and you do not want
to propagate those point-to-point links through your routing tables.

In those circumstances, the TFTP server cannot dynamically determine the source
of the TFTP request, and therefore cannot send the requested data to the correct
device. Specifying a source interface or address enables the TFTP server to send the
data correctly.

Example To specify that TFTP requests originate from the IPv6 address 2001:db8::8a2e:7334,
use the following commands:

awpl us# configure term nal

awplus(config)# ipve tftp source-interface 2001: db8: : 8a2e: 7334

Related copy (filename)
commands
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MKDIR

mkdir

Overview

Syntax

Mode

Usage

Example

Related
commands
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This command makes a new directory.

nkdi r <nanme>

Parameter Description

<nane> The name and path of the directory that you are creating.

Privileged Exec

You cannot name a directory or subdirectory flash, nvs, usb, card, tftp, scp, sftp
or http. These keywords are reserved for tab completion when using various file
commands.

To make a new directory called i mages in the current directory, use the
command:

awpl us# mkdi r i nmages
cd

dir

pwd
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MOVE

move

Overview

Syntax

Mode

Examples

Related
commands
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This command renames or moves a file.

nove <source-name> <desti nati on- nane>

Parameter Description

<sour ce- nane> The filename and path of the source file. See Introduction
on page 92 for valid syntax.

<desti nati on- nanme> The filename and path of the destination file. See
Introduction on page 92 for valid syntax.

Privileged Exec

To rename thefilet enp. cf g tost art up. cf g, use the command:
awpl us# nmove tenp.cfg startup.cfg

To move the filet enp. cf g from the root of the Flash filesystem to the directory
myconfi gs, use the command:

awpl us# move tenp.cfg nyconfigs/tenp.cfg

delete
edit
show file

show file systems
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MOVE DEBUG

move debug

Overview

Syntax

Mode

Example

Output

Related
commands
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This command moves a specified debug file to a destination debug file.

nove debug {<desti nati on-nanme>| debug| fl ash| usb}

Parameter Description

<desti nati on- nane> The filename and path where you would like the debug
output moved to. See Introduction on page 92 for valid
syntax.

Privileged Exec

To move debug output into Flash memory with a filename “my-debug”, use the
following command:

awpl us# move debug fl ash: my- debug

To move debug output onto a USB storage device with a filename “my-debug”, use
the following command:

awpl us# nove debug usb: ny-debug

Figure 3-5:  CLI prompt after entering the move debug command

| Enter source file name []:

copy debug
delete debug
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PWD

pwd

Overview
Syntax
Mode

Example

Related
commands
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This command prints the current working directory.

pwd

Privileged Exec

To print the current working directory, use the command:

awpl us# pwd

cd
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RMDIR

rmdir

Overview

Syntax

Mode

Examples

Related
commands
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This command removes a directory. This command only works on empty
directories, unless you specify the optional force keyword.

rodir [force] <name>

Parameter Description

force Optional keyword that allows you to delete directories that
are not empty and contain files or subdirectories.

<nane> The name and path of the directory.

Privileged Exec

Toremove the directory “images” from the top level of the Flash filesystem, use the
command:

awplus# rmdir flash:/images

To create a directory called “level1” containing a subdirectory called “level2”, and
then force the removal of both directories, use the commands:

awpl us# nkdir levell
awpl us# nkdir |evel 1/1evel 2

awplus# rndir force levell

cd

dir
mkdir
pwd
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SHOW AUTOBOOT

show autoboot

Overview This command displays the Autoboot configuration and status.
Syntax show aut oboot
Mode Privileged Exec

Example To show the Autoboot configuration and status, use the command:

show aut oboot

Output Figure 3-6:  Example output from the show autoboot command

awpl us#show aut oboot
Aut oboot confi guration

Aut oboot st at us . enabl ed
USB fil e autoboot.txt exists . yes

Restore i nformati on on USB

Aut oboot enabl e in autoboot.txt : yes
Restore rel ease file : X220-5.5.0-1.1.rel (file exists)
Restore configuration file : network_1.cfg (file exists)

Figure 3-7:  Example output from the show autoboot command when an
external media source is not present

awpl us#show aut oboot

Aut oboot confi guration

Aut oboot st at us . enabl ed

Ext ernal nedi a source : USB not found.

Related autoboot enable

commands
create autoboot

show boot

C€613-50399-01 Rev A Command Reference for x220 Series
AlliedWare Plus™ Operating System - Version 5.5.0-1.x

128



FILE AND CONFIGURATION MANAGEMENT COMMANDS

SHOW BOOT

show boot

Overview

Syntax
Mode

Example

Output
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This command displays the current boot configuration.

We recommend that the currently running release is set as the current boot image.

show boot

Privileged Exec

To show the current boot configuration, use the command:

awpl us# show boot

Figure 3-8:  Example output from show boot

awpl us#show boot
Boot configuration

Current software

Current boot inage :
Backup boot image :
Def aul t boot confi g:
Current boot config:
Backup boot confi g:
Aut oboot st at us

x220-5.5.0-1. 1. rel
flash:/x220-5.5.0-1. 1. rel
flash:/x220-5.5.0-0.1.rel
flash:/default.cfg

flash:/my.cfg (file exists)

fl ash: /backup.cfg (file not found)
enabl ed

Table 3-1: Parameters in the output from show boot

Parameter Description

Current software

The current software release that the device is using.

Current boot inmage

The boot image currently configured for use during the
next boot cycle.

Backup boot inmage

The boot image to use during the next boot cycle if the
device cannot load the main image.

Def aul t boot
config

The default startup configuration file. The device loads
this configuration script if no file is set as the startup-
config file.

Current boot
config

The configuration file currently configured as the
startup-config file. The device loads this configuration file
during the next boot cycle if this file exists.

Backup boot config

The configuration file to use during the next boot cycle if
the main configuration file cannot be loaded.

Aut oboot st at us

The status of the Autoboot feature; either enabled or
disabled.
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SHOW BOOT
Related autoboot enable
commands —
boot config-file backup
boot system backup
show autoboot
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SHOW FILE

show file

Overview

Syntax

This command displays the contents of a specified file.

show file <fil ename>

Parameter Description

Mode

Example

Related
commands
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<fil enane> Name of a file on the local Flash filesystem, or name and
directory path of a file.

Privileged Exec

To display the contents of the file ol dconf i g. cf g, which is in the current
directory, use the command:

awpl us# show file oldconfig.cfg
edit
edit (filename)

show file systems
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SHOW FILE SYSTEMS

show file systems

Overview This command lists the file systems and their utilization information where
appropriate.
Syntax show file systens
Mode Privileged Exec
Examples To display the file systems, use the command:
awpl us# show file systens
Output Figure 3-9:  Example output from the show file systems command
awpl us#show file systens
Si ze(b) Free(b) Type Fl ags Prefixes SIDV Lel/Nwk Avail
95. 8M 93.2M flash rw flash: static |ocal Y
- - system rw system virtual | ocal -
10. OM 9.8M debug rw debug: static | ocal Y
107. OK 92. 0K nvs rw nvs: static |ocal Y
- - usbstick rw usb: dynami ¢ | ocal N
- - fserver rw fserver: dynam ¢ networ k N
- - tftp rw tftp: - net wor k -
- - scp rw scp: - net wor k -
- - sftp ro sftp: - net wor k -
- - http ro http: - net wor k -
- - rsync rw rsync: - net wor k -

Table 4: Parameters in the output of the show file systems command

Parameter Description

Si ze (b)

The total memory available to this file system. The units are given
after the value and are M for Megabytes or k for kilobytes.

Free (b)

The total memory free within this file system. The units are given
after the value and are M for Megabytes or K for kilobytes.

Type

The memory type used for this file system, such as:
flash

system

nvs

usbstick

tftp

scp

sftp

http.

Fl ags
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The file setting options: rw (read write), ro (read only).
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SHOW FILE SYSTEMS

Table 4: Parameters in the output of the show file systems command (cont.)

Parameter Description

Prefi xes The prefixes used when entering commands to access the file
systems, such as:

flash

system

nvs

usb

tftp

scp

sftp

http.

S/IDV The memory type: Static, Dynamic, Virtual.

Lel / Ntwk Whether the memory is located locally or via a network
connection.

Avai | Whether the memory is accessible: Y (yes), N (no), - (not applicable)

Related edit

commands edit (filename)

show file
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SHOW RUNNING-CONFIG

show running-config

Overview This command displays the current configuration of your device. Its output
includes all non-default configuration. The default settings are not displayed.

Syntax

C613-50399-01 Rev A

NOTE: You can control the output by entering | or > at the end of the command:

. To display only lines that contain a particular word, enter:

| include <word>

. To start the display at the first line that contains a particular word, enter:

| begin <word>

. To save the output to a file, enter:

> <fil enane>

show runni ng-config [full]|<feature>]

Parameter Description

full Display the running-config for all features. This is the default setting, so
it is the same as entering show running-config.

<f eat ure>

Display only the configuration for a single feature. The features
available depend on your device and will be some of the following list:

access-list ACL configuration

antivirus Antivirus configuration
application Application configuration
as-path Autonomous system path filter

configuration

as-path access-list

Configuration of ACLs for AS path filtering

atmf Allied Telesis Management Framework
configuration
bgp Border Gateway Protocol (BGP)

configuration

community-list

Community-list configuration

crypto Security-specific configuration

dhcp DHCP configuration

dpi Deep Packet Inspection configuration

entity Entity configuration

firewall Firewall configuration

interface Interface configuration. See show
running-config interface for further
options.
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SHOW RUNNING-CONFIG

Parameter Description

ip Internet Protocol (IP) configuration
ip pim dense-mode PIM-DM configuration

ip pim sparse-mode PIM-SM configuration

ip route IP static route configuration
ip-reputation IP Reputation configuration

ips IPS configuration

ipsec Internet Protocol Security (IPsec)

configuration

ipv6 Internet Protocol version 6 (IPv6)
configuration

ipv6 access-list IPv6 ACL configuration

ipv6 mroute IPv6 multicast route configuration
ipv6 prefix-list IPv6 prefix list configuration

ipv6 route IPv6 static route configuration
isakmp Internet Security Association Key

Management Protocol (ISAKMP)
configuration

key chain Authentication key management
configuration

[2tp-profile L2TP tunnel profile configuration
lldp LLDP configuration
log Logging utility configuration
malware-protection Malware protection configuration
nat Network Address Translation configuration
power-inline Power over Ethernet (PoE) configuration
policy-based-routing Policy-based routing (PBR) configuration
pppoe-ac PPPoE access concentrator configuration
prefix-list Prefix-list configuration
route-map Route-map configuration
router Router configuration
router-id Configuration of the router identifier for
this system

security-password Strong password security configuration
snmp SNMP configuration
ssh Secure Shell configuration
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SHOW RUNNING-CONFIG

Parameter Description
switch Switch configuration
web-control Web Control configuration

Mode Privileged Exec and Global Configuration

Example To display the current configuration of your device, use the command:

awpl us# show runni ng-config

Output Figure 3-10: Example output from show running-config

awpl us#show runni ng- confi g
!

servi ce password-encryption
!

no banner notd

|

user nane nmanager privilege 15 password 8 $1$bJoVec4D$IWQIGPr 7YqQOEXA0OGVasdEQ
!

servi ce ssh
|

no service tel net
|

service http
!

no cl ock tinezone

line con O
line vty 0 4
!

end

Related copy running-config

commands . .
show running-config interface
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SHOW RUNNING-CONFIG INTERFACE

show running-config interface

Overview

Syntax

C613-50399-01 Rev A

This command displays the current configuration of one or more interfaces on the
device.

You can optionally limit the command output to display only information for a
given protocol or feature. The features available depend on your device and will be
a subset of the features listed in the table below.

show runni ng-config interface

show runni ng-config interface <interface-list>

show runni ng-config interface <interface-list> <feature>
show runni ng-config interface <interface-list> ip <feature>

show runni ng-config interface <interface-list> ipve <feature>

Parameter Description

<interface-list> The interfaces or ports to display information about. An
interface-list can be:

« aVLAN (e.g.vlan2)
+ aswitchport (e.g. port1.0.4)
a static channel group (e.g. sa2)
+ adynamic (LACP) channel group (e.g. po2)
+ theloopbackinterface (lo)

a continuous range of interfaces separated by a hyphen
(e.g. vlan10-20)

« acomma-separated list (e.g.vlan1,vlan10-20). Do not mix
interface types in a list.

The specified interfaces must exist.

cfm Displays running configuration for CFM (Connectivity Fault
Management) for the specified interfaces.

dot 1x Displays running configuration for 802.1X port
authentication for the specified interfaces.

| acp Displays running configuration for LACP (Link Aggregation
Control Protocol) for the specified interfaces.

ip ignmp Displays running configuration for IGMP (Internet Group
Management Protocol) for the specified interfaces.

ip multicast Displays running configuration for general multicast
settings for the specified interfaces.

i p pi msparse-node Displays running configuration for PIM-SM (Protocol
Independent Multicast - Sparse Mode) for the specified
interfaces.
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SHOW RUNNING-CONFIG INTERFACE

Mode
Default

Examples

Output

Related
commands
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Parameter Description

i p pi mdense-node Displays running configuration for PIM-DM (Protocol
Independent Multicasting - Dense Mode) for the specified
interfaces.

st p Displays running configuration for MSTP (Multiple
Spanning Tree Protocol) for the specified interfaces.

ospf Displays running configuration for OSPF (Open Shortest
Path First) for the specified interfaces.

rip Displays running configuration for RIP (Routing Information
Protocol) for the specified interfaces.

ipve rip Displays running configuration for RIPng (RIP for IPv6) for
the specified interfaces.

i pv6 ospf Displays running configuration for IPv6 OSPF (Open
Shortest Path First) for the specified interfaces.

i pv6 pim Displays running configuration for PIM-SM (Protocol

spar se- node Independent Multicast - Sparse Mode) for the specified
interfaces.

rstp Displays running configuration for RSTP (Rapid Spanning

Tree Protocol) for the specified interfaces.

stp Displays running configuration for STP (Spanning Tree
Protocol) for the specified interfaces.

Privileged Exec and Global Configuration

Displays information for all protocols on all interfaces

To display the current running configuration of your device for ports 1 to 4, use the
command:

awpl us# show runni ng-config interface portl1l.0.1-portl1.0.4

To display the current running configuration of a device for vlan2, use the
command:

awpl us# show runni ng-config interface vlan2

Figure 3-11:  Example output from show running-config interface for a
switchport

awpl us#show runni ng-config interface portl.0.2
!
interface portl1.0.2

swi t chport

swi t chport node access
!

copy running-config

show running-config
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SHOW STARTUP-CONFIG

show startup-config

Overview This command displays the contents of the start-up configuration file, which is the
file that the device runs on start-up.

For information on filtering and saving command output, see the “Getting Started
with AlliedWare Plus” Feature Overview and Configuration Guide.

Syntax show startup-config
Mode Privileged Exec

Example To display the contents of the current start-up configuration file, use the
command:

show startup-config

Output Figure 3-12:  Example output from the show startup-config command

awpl us#show st artup-config
|

servi ce password-encryption
!

no banner notd

|

user nane manager privilege 15 password 8 $1$bJoVec4D$IwOIGPr 7YqoExAOGVasdEO
|

servi ce ssh

!

no service telnet
!

service http

|

no clock tinmezone

line con O

line vty 0 4
!

end

Related boot config-file backup

commands . .
copy running-config
copy startup-config
erase startup-config
show boot
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FILE AND CONFIGURATION MANAGEMENT COMMANDS
SHOW VERSION

show version

Overview This command displays the version number and copyright details of the current
AlliedWare Plus™ OS your device is running.

Syntax show version
Mode User Exec and Privileged Exec

Example To display the version details of your currently installed software, use the
command:

awpl us# show version

Related boot system backup

commands
show boot
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UNMOUNT

unmount

Overview

Syntax

Mode

Example

Related
commands

Command
changes
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Use this command to unmount an external storage device. We recommend you
unmount storage devices before removing them, to avoid file corruption. This is
especially important if files may be automatically written to the storage device,
such as external log files or AMF backup files.

unmount usb

Parameter Description

usb Unmount the USB storage device.

Privileged Exec
To unmount a USB storage device and safely remove it from the device, use the
command:

awpl us# unnount usb

clear log external
log external
show file systems
show log config

show log external

Version 5.4.7-1.1: command added
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WRITE FILE

write file

Overview This command copies the running-config into the file that is set as the current
startup-config file. This command is a synonym of the write memory and copy
running-config startup-config commands.

Syntax wite [file]
Mode Privileged Exec

Example To write configuration data to the start-up configuration file, use the command:
awplus# wite file
Related copy running-config
commands .
write memory

show running-config
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WRITE MEMORY

write memory

Overview This command copies the running-config into the file that is set as the current
startup-config file. This command is a synonym of the write file and copy
running-config startup-config commands.

Syntax wite [nmenory]
Mode Privileged Exec

Example To write configuration data to the start-up configuration file, use the command:

awpl us# write nenory

Related copy running-config

commands o
write file

show running-config
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WRITE TERMINAL

write terminal

Overview This command displays the current configuration of the device. This command is a
synonym of the show running-config command.

Syntax wite term nal
Mode Privileged Exec

Example To display the current configuration of your device, use the command:

awpl us# wite term nal

Related show running-config
commands
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User Access
Commands

Introduction

Overview

Command List
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This chapter provides an alphabetical reference of commands used to configure
user access.

. “aaa authentication enable default local” on page 147

. “aaa local authentication attempts lockout-time” on page 148

. “aaa local authentication attempts max-fail” on page 149

. “aaa login fail-delay” on page 150

. “clear aaa local user lockout” on page 151

. “clear line console” on page 152

. “clear line vty” on page 153

. “enable password” on page 154

. “enable secret (deprecated)” on page 157

. “exec-timeout” on page 158

. “flowcontrol hardware (asyn/console)” on page 160

. “length (asyn)” on page 162

. “line” on page 163

. “privilege level” on page 165

. “security-password history” on page 166

. “security-password forced-change” on page 167

. “security-password lifetime” on page 168

. “security-password min-lifetime-enforce” on page 169

. “security-password minimum-categories” on page 170

. “security-password minimum-length” on page 171
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. “security-password reject-expired-pwd” on page 172
. “security-password warning” on page 173

. “service advanced-vty” on page 174

. “service password-encryption” on page 175

. “service telnet” on page 176

. “service terminal-length (deleted)” on page 177

. “show aaa local user locked” on page 178

. “show privilege” on page 179

. “show security-password configuration” on page 180
. “show security-password user” on page 181

. “show telnet” on page 182

. “show users” on page 183

. “telnet” on page 184

. “telnet server” on page 185
. “terminal length” on page 186
. “terminal resize” on page 187
. “username” on page 188
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AAA AUTHENTICATION ENABLE DEFAULT LOCAL

aaa authentication enable default local

Overview This command enables local privilege level authentication.

Use the no variant of this command to disable local privilege level authentication.

Syntax aaa authentication enable default |ocal

no aaa authentication enabl e default
Default Local privilege level authentication is enabled by default.
Mode Global Configuration

Usage notes The privilege level configured for a particular user in the local user database is the

privilege threshold above which the user is prompted for an enable (Privileged
Exec mode) command.

Examples To enable local privilege level authentication, use the following commands:
awpl us# configure term nal
awpl us(config)# aaa authentication enable default |ocal
To disable local privilege level authentication, use the following commands:
awpl us# configure term nal

awplus(config)# no aaa authentication enabl e default

Related aaa authentication login

commands -
enable (Privileged Exec mode)
enable password
enable secret (deprecated)
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AAA LOCAL AUTHENTICATION ATTEMPTS LOCKOUT-TIME

aaa local authentication attempts
lockout-time

Overview

Syntax

Mode
Default

Usage notes

Examples

Related
commands
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This command configures the duration of the user lockout period.
Use the no variant of this command to restore the duration of the user lockout
period to its default of 300 seconds (5 minutes).

aaa | ocal authentication attenpts |ockout-tine <lockout-tinme>

no aaa |local authentication attenpts |ockout-tine

Parameter Description

<l ockout -ti ne> <0-10000>. Time in seconds to lockout the user.

Global Configuration
The default for the lockout-time is 300 seconds (5 minutes).

While locked out all attempts to login with the locked account will fail. The lockout
can be manually cleared by another privileged account using the clear aaa local
user lockout command.

To configure the lockout period to 10 minutes (600 seconds), use the commands:

awpl us# configure term nal

awpl us(config)# aaa | ocal authentication attenpts | ockout-tine
600

To restore the default lockout period of 5 minutes (300 seconds), use the
commands:

awpl us# configure term nal

awplus(config)# no aaa | ocal authentication attenpts
| ockout -tine

aaa local authentication attempts max-fail
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AAA LOCAL AUTHENTICATION ATTEMPTS MAX-FAIL

aaa local authentication attempts max-fail

Overview

Syntax

Mode

Default

Usage

Examples

Related
commands
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This command configures the maximum number of failed login attempts before a
user account is locked out. Every time a login attempt fails the failed login counter
is incremented.

Use the no variant of this command to restore the maximum number of failed
login attempts to the default setting (five failed login attempts).

aaa |l ocal authentication attenpts nax-fail <fail ed-I|ogins>

no aaa |l ocal authentication attenpts nmax-fail

Parameter Description

<fail ed-1o0gi ns> <1-32>.Number of login failures allowed before locking out a
user.

Global Configuration

The default for the maximum number of failed login attempts is five failed login
attempts.

When the failed login counter reaches the limit configured by this command that
user account is locked out for a specified duration configured by the aaa local
authentication attempts lockout-time command.

When a successful login occurs the failed login counter is reset to 0. When a user
account is locked out all attempts to login using that user account will fail.

To configure the number of login failures that will lock out a user account to two
login attempts, use the commands:

awpl us# configure termnal

awpl us(config)# aaa |ocal authentication attenpts max-fail 2

To restore the number of login failures that will lock out a user account to the
default number of login attempts (five login attempts), use the commands:

awpl us# configure term nal

awpl us(config)# no aaa local authentication attenpts max-fail

aaa local authentication attempts lockout-time

clear aaa local user lockout
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AAA LOGIN FAIL-DELAY

aaa login fail-delay

Overview

Syntax

Default
Mode

Example

Related
commands
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Use this command to configure the minimum time period between failed login
attempts. This setting applies to login attempts via the console, SSH and Telnet.

Use the no variant of this command to reset the minimum time period to its default
value.

aaa login fail-delay <1-10>

no aaa login fail-delay

Parameter Description
<1-10> The minimum number of seconds required between login
attempts
1 second

Global configuration

To apply a delay of at least 5 seconds between login attempts, use the following
commands:
awpl us# configure term nal

awplus(config)# aaa login fail-delay 5

aaa authentication login
aaa local authentication attempts lockout-time

clear aaa local user lockout
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CLEAR AAA LOCAL USER LOCKOUT

clear aaa local user lockout

Overview

Syntax

Mode

Examples

Related
commands
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Use this command to clear the lockout on a specific user account or all user
accounts.

cl ear aaa |l ocal user |ockout {usernane <username>|all}

Parameter Description

user name Clear lockout for the specified user.

<user nane>  Specifies the user account.

al | Clear lockout for all user accounts.

Privileged Exec

To unlock the user account ‘bob’ use the following command:
awpl us# clear aaa | ocal user |ockout usernanme bob
To unlock all user accounts use the following command:

awpl us# cl ear aaa |ocal user |ockout all

aaa local authentication attempts lockout-time
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CLEAR LINE CONSOLE

clear line console

Overview

Syntax

Mode

Example

Related
commands
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This command resets a console line. If a terminal session exists on the line then the
terminal session is terminated. If console line settings have changed then the new
settings are applied.

clear line console O

Privileged Exec

To reset the console line (asyn), use the command:

awpl us# cl

% The new settings for console |line 0 have been applied

clear line vty

ear line console O

flowcontrol hardware (asyn/console)

line

show users
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CLEAR LINE VTY

clear line vty

Overview

Syntax

Mode

Example

Related
commands
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This command resets a VTY line. If a session exists on the line then it is closed.

clear line vty <0-32>

Parameter Description

<0- 32> Line number

Privileged Exec

To reset the first VTY line, use the command:

awpl us# clear line vty 1

privilege level
line
show telnet

show users
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ENABLE PASSWORD

enable password

Overview

Secure mode

Syntax

Default
Mode

Usage notes

C613-50399-01 Rev A

Use this command to set a local password to control access to elevated privilege
levels.

Use the no version of the command to remove the password.

Note that the enable secret (deprecated) command is an outdated alias for the
enable password command.

In secure mode, the enable password command allows changing privilege level
up to the level configured for the current user, and will require a password if one
has been configured for that privilege level.

enabl e password <passwor d>

enabl e password | evel <1-15> <password>]

enabl e password 8 <encrypt ed- password>

enabl e password 8 | evel <1-15> 8 <encrypted- passwor d>

no enabl e password [l evel <1-15>]

Parameter Description

<passwor d>  Specifies the unencrypted password.

8 Specifies that an encrypted password will follow.

<encrypt ed- Specifies the encrypted password.

passwor d>

| evel Privilege level <1-15>. Level for which the password applies. You can
specify up to 16 privilege levels, using numbers 1 through 15. Level 1
is normal EXEC-mode user privileges for User Exec mode. If this
argument is not specified in the command or the no variant of the
command, the privilege level defaults to 15 (enable mode privileges)
for Privileged Exec mode. A privilege level of 7 can be set for
intermediate CLI security.

Level 15

Global Configuration

This command enables the Network Administrator to set a password for entering
the Privileged Exec mode when using the enable (Privileged Exec mode)
command. There are three methods to enable a password. In the examples below,
for each method, note that the configuration is different and the configuration file
output is different, but the password string to be used to enter the Privileged Exec
mode with the enable command is the same (in this example, mypasswd).

A user can have an intermediate CLI security level set with this command for
privilege level 7 to access all the show commands in Privileged Exec mode and all
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ENABLE PASSWORD

Entering
plaintext
passwords

Entering
encrypted
passwords

Entering
pre-encrypted
passwords
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the commands in User Exec mode, but not any configuration commands in
Privileged Exec mode.

The plaintext password is a clear text string that appears in the configuration file as
configured. For example:
configure term nal
enabl e password mnmypasswd
end

This results in the following show output, with the password shown in plaintext:

awpl us#show run
Current configuration:

host nane awpl us
enabl e password nypasswd

You can configure an encrypted password using the service password-encryption
command. First, use the enable passwordcommand to specify the string that you
want to use as a password (in this example, mypasswd). Then, use the service
password-encryption command to encrypt the specified string (mypasswd). The
advantage of using an encrypted password is that the configuration file does not
show mypasswd,; it will only show the encrypted string fU7zHzuutY2SA.

For example:
configure termnal
enabl e password mnmypasswd
servi ce password-encryption

end

This results in the following show output:

awpl us#show run
Current configuration:

host nane awpl us
enabl e password 8 fU7zHzuut Y2SA
servi ce password-encryption

You can configure an encrypted password using the <encrypted-password>
parameter (8). Use this method if you already know the encrypted string
corresponding to the plaintext string that you want to use as a password. You do
not have to use the service password-encryption command with this method. The
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ENABLE PASSWORD

Related
commands
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output in the configuration file will show only the encrypted string, and not the

text string. For example:

awpl us# configure term nal

awpl us(config)# enabl e password 8 fU7zHzuut Y2SA

awpl us(config)# end

This results in the following show output:

awpl us#show run
Current configuration:

host nane awpl us
enabl e password 8 fU7zHzuut Y2SA

enable (Privileged Exec mode)
enable secret (deprecated)
service password-encryption
privilege level

show privilege

username

show running-config
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ENABLE SECRET (DEPRECATED)

enable secret (deprecated)

Overview This command has been deprecated. It has been replaced by the enable password
command.
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EXEC-TIMEOUT

exec-timeout

Overview

Syntax

Default

Mode

Usage notes

Examples

Validation
Commands
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This command sets the interval your device waits for user input from either a
console or VTY connection. Once the timeout interval is reached, the connection is
dropped. This command sets the time limit when the console or VTY connection
automatically logs off after no activity.

The no variant of this command removes a specified timeout and resets to the
default timeout (10 minutes).

exec-tinmeout {<m nutes>} [<seconds>]

no exec-ti nmeout

Parameter Description

<m nut es> <0-35791> Required integer timeout value in minutes

<seconds> <0-2147483> Optional integer timeout value in seconds

The default for the exec-timeout command is 10 minutes and 0 seconds
(exec-timeout 10 0).

Line Configuration

This command is used set the time the telnet session waits for an idle VTY session,
before it times out. An exec-timeout 0 0 setting will cause the telnet session to
wait indefinitely. The command exec-timeout 0 0 is useful while configuring a
device, but reduces device security.

If no input is detected during the interval then the current connection resumes. If
no connections exist then the terminal returns to an idle state and disconnects
incoming sessions.

To set VTY connections to timeout after 2 minutes, 30 seconds if there is no
response from the user, use the following commands:

awpl us# configure term nal
awplus(config)# line vty 0 32
awpl us(config-line)# exec-timeout 2 30

To reset the console connection to the default timeout of 10 minutes 0 seconds if
there is no response from the user, use the following commands:

awpl us# configure term nal
awpl us(config)# line console 0O

awpl us(config-line)# no exec-ti meout

show running-config
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EXEC-TIMEOUT

Related line

commands .
service telnet
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FLOWCONTROL HARDWARE (ASYN/CONSOLE)

flowcontrol hardware (asyn/console)

Overview

Syntax

Mode
Default

Usage notes

C613-50399-01 Rev A

Use this command to enable RTS/CTS (Ready To Send/Clear To Send) hardware
flow control on a terminal console line (asyn port) between the DTE (Data Terminal
Equipment) and the DCE (Data Communications Equipment).

fl owcontrol hardware

no flowcontrol hardware
Line Configuration
Hardware flow control is disabled by default.

Hardware flow control makes use of the RTS and CTS control signals between the
DTE and DCE where the rate of transmitted data is faster than the rate of received
data. Flow control is a technique for ensuring that a transmitting entity does not
overwhelm a receiving entity with data. When the buffers on the receiving device
are full, a message is sent to the sending device to suspend the transmission until
the data in the buffers has been processed.

Hardware flow control can be configured on terminal console lines (e.g. asyn0). For
Reverse Telnet connections, hardware flow control must be configured to match

on both the Access Server and the Remote Device. For terminal console sessions,
hardware flow control must be configured to match on both the DTE and the DCE.
Settings are saved in the running configuration. Changes are applied after reboot,
clear line console, or after closing the session.

Use show running-config and show startup-config commands to view hardware
flow control settings that take effect after reboot for a terminal console line. See
the show running-config command output:

awpl us#show runni ng-confi g
!
line con 1

speed 9600

node out 2001

fl owcontrol hardware

Note that line configuration commands do not take effect immediately. Line
configuration commands take effect after one of the following commands or
events:

. issuing a clear line console command
. issuing a reboot command
. logging out of the current session
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FLOWCONTROL HARDWARE (ASYN/CONSOLE)

Examples To enable hardware flow control on terminal console line asyn0, use the
commands:

awpl us# configure term nal
awpl us(config)# line console O

awplus(config-line)# flowontrol hardware

To disable hardware flow control on terminal console line asyn0, use the
commands:

awpl us# configure term nal
awpl us(config)# line console O
awpl us(config-line)# no flowontrol hardware

Related clear line console

commands . .
show running-config

speed (asyn)
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LENGTH (ASYN)

length (asyn)

Overview

Syntax

Mode

Default

Usage notes

Examples

Related
commands
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Use this command to specify the number of rows of output that the device will
display before pausing, for the console or VTY line that you are configuring.

The no variant of this command restores the length of a line (terminal session)
attached to a console port or to a VTY to its default length of 22 rows.

| ength <0-512>

no | ength

Parameter Description

<0- 512> Number of lines on screen. Specify 0 for no pausing.

Line Configuration

The length of a terminal session is 22 rows. The no length command restores the
default.

If the output from a command is longer than the length of the line the output will
be paused and the ‘~More-' prompt allows you to move to the next screen full of
data.

A length of 0 will turn off pausing and data will be displayed to the console as long
as there is data to display.
To set the terminal session length on the console to 10 rows, use the command:

awpl us# configure term nal
awpl us(config)# line console O
awpl us(config-line)# length 10

Toreset the terminal session length on the console to the default (22 rows), use the
command:

awpl us# configure term nal

awplus(config)# line console O

awpl us(config-line)# no length

To display output to the console continuously, use the command:

awpl us# configure term nal
awpl us(config)# line console O

awplus(config-line)# length O

terminal resize

terminal length
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LINE

line

Overview

Syntax

Mode

Usage notes

Examples
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Use this command to enter line configuration mode for the specified VTYs or the
console. The command prompt changes to show that the device is in Line
Configuration mode.

line vty <first-line> [<last-I|ine>]

| ine console O

Parameter Description

<first-line> <0-32>Specify the first line number.

<last-line> <0-32>Specify the last line number.

consol e The console terminal line(s) for local access.

vty Virtual terminal for remote console access.

Global Configuration

This command puts you into Line Configuration mode. Once in Line Configuration
mode, you can configure console and virtual terminal settings, including setting
speed (asyn), length (asyn), privilege level, and authentication (login
authentication) or accounting (accounting login) method lists.

To change the console (asyn) port speed, use this line command to enter Line
Configuration mode before using the speed (asyn)command. Set the console
speed (Baud rate) to match the transmission rate of the device connected to the
console (asyn) port on your device.

Note that line configuration commands do not take effect immediately. Line
configuration commands take effect after one of the following commands or
events:

. issuing a clear line console command
. issuing a reboot command
. logging out of the current session

To enter Line Configuration mode in order to configure all VTYs, use the
commands:

awpl us# configure term nal
awplus(config)# line vty 0 32
awpl us(config-line)#
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LINE
To enter Line Configuration mode to configure the console (asyn 0) port terminal
line, use the commands:
awpl us# configure term nal
awpl us(config)# line console 0O
awpl us(config-line)#

Related accounting login
commands .

clear line console
clear line vty
flowcontrol hardware (asyn/console)
length (asyn)
login authentication
privilege level
speed (asyn)
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PRIVILEGE LEVEL

privilege level

Overview

Syntax
Mode

Usage notes

Examples

Related
commands
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This command sets a privilege level for VTY or console connections. The
configured privilege level from this command overrides a specific user’s initial
privilege level at the console login.

privilege |level <1-15>
Line Configuration

You can set an intermediate CLI security level for a console user with this command
by applying privilege level 7 to access all show commands in Privileged Exec and
all User Exec commands. However, intermediate CLI security will not show
configuration commands in Privileged Exec.

To set the console connection to have the maximum privilege level, use the
following commands:

awpl us# configure term nal

awpl us(config)# line console O

awplus(config-line)# privilege level 15

To set all VTY connections to have the minimum privilege level, use the following
commands:

awpl us# configure termnal
awplus(config)# line vty 0 5
awplus(config-line)# privilege level 1

To set all VTY connections to have an intermediate CLI security level, to access all
show commands, use the following commands:

awpl us# configure term nal
awpl us(config)# line vty 0 5

awpl us(config-line)# privilege level 7
enable password

line

show privilege

username
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SECURITY-PASSWORD HISTORY

security-password history

Overview

Syntax

Default
Mode

Examples

Related
commands
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This command specifies the number of previous passwords that are unable to be
reused. A new password is invalid if it matches a password retained in the
password history.

The no variant of the command disables this feature.

security-password history <0-15>

no security-password history

Parameter Description

<0- 15> The allowable range of previous passwords to match against. A
value of 0 will disable the history functionality and is equivalent to
the no security-password history command. If the history
functionality is disabled, all users’ password history is reset and all
password history is lost.

The default history value is 0, which will disable the history functionality.
Global Configuration

To restrict reuse of the three most recent passwords, use the command:
awpl us# configure term nal

awpl us(config)# security-password history 3
To allow the reuse of recent passwords, use the command:

awpl us# configure term nal

awpl us(config)# no security-password history

security-password forced-change
security-password lifetime
security-password min-lifetime-enforce
security-password minimum-categories
security-password minimum-length
security-password reject-expired-pwd
security-password warning

show running-config security-password
show security-password configuration

show security-password user
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SECURITY-PASSWORD FORCED-CHANGE

security-password forced-change

Overview

Syntax

Default
Mode

Example

Related
commands
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This command specifies whether or not a user is forced to change an expired
password at the next login. If this feature is enabled, users whose passwords have
expired are forced to change to a password that must comply with the current
password security rules at the next login.

Note that to use this command, the lifetime feature must be enabled with the
security-password lifetime command and the reject-expired-pwd feature must be
disabled with the security-password reject-expired-pwd command.

The no variant of the command disables this feature.

security-password forced-change

no security-password forced-change
The forced-change feature is disabled by default.
Global Configuration

To force a user to change their expired password at the next login, use the
command:

awpl us# configure term nal

awpl us(config)# security-password forced-change

security-password history
security-password lifetime
security-password min-lifetime-enforce
security-password minimum-categories
security-password minimum-length
security-password reject-expired-pwd
security-password warning

show running-config security-password
show security-password configuration

show security-password user
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SECURITY-PASSWORD LIFETIME

security-password lifetime

Overview

Syntax

This command enables password expiry by specifying a password lifetime in days.

Note that when the password lifetime feature is disabled, it also disables the
security-password forced-change command and the security-password warning
command.

The no variant of the command disables this feature.

security-password lifetime <0-1000>

no security-password lifetine

Parameter Description

Default
Mode

Example

Related
commands
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<0- 1000> Password lifetime specified in days. A value of 0 will disable lifetime
functionality and the password will never expire. This is equivalent
to the no security-password lifetime command.

The default password lifetime is O, which will disable the lifetime functionality.
Global Configuration

To configure the password lifetime to 10 days, use the command:

awpl us# configure term nal

awpl us(config)# security-password lifetinme 10

security-password forced-change
security-password history
security-password min-lifetime-enforce
security-password minimum-categories
security-password minimum-length
security-password reject-expired-pwd
security-password warning

show running-config security-password
show security-password configuration

show security-password user
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SECURITY-PASSWORD MIN-LIFETIME-ENFORCE

security-password min-lifetime-enforce

Overview

Syntax

Default
Mode

Usage notes

Example

Related
commands

Command
changes
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Use this command to configure a minimum number of days before a password can
be changed by a user. With this feature enabled, once a user sets the password, the
user cannot change it again until the minimum lifetime has passed.

Use the no variant of this command to remove the minimum lifetime.

security-password mn-lifetime-enforce <0-1000>

no security-password nin-lifetine-enforce

Parameter Description

<0-1000> The minimum number of days before a password can be changed

By default, no minimum lifetime is enforced.
Global Configuration

The minimum lifetime is helpful in conjunction with a security policy that prevents
people from re-using old passwords. For example, if you do not allow people to
re-use any of their last 5 passwords, a person can bypass that restriction by
changing their password 5 times in quick succession and then re-setting it to their
previous password. The minimum lifetime prevents that by preventing people
from changing their password in quick succession.

To force users to wait at least 2 days between changing passwords, use the
command:

awpl us(config)# security-password mn-lifetine-enforce 2

security-password forced-change
security-password history
security-password lifetime
security-password minimum-categories
security-password minimum-length
security-password reject-expired-pwd
security-password warning

show running-config security-password
show security-password configuration

show security-password user

Version 5.4.7-0.2: command added
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SECURITY-PASSWORD MINIMUM-CATEGORIES

security-password minimum-categories

Overview

Syntax

Default
Mode

Example

Related
commands
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This command specifies the minimum number of categories that the password
must contain in order to be considered valid. The password categories are:

. uppercase letters: Ato Z
. lowercase letters:a to z
. digits:0to 9

. special symbols: all printable ASCII characters not included in the previous
three categories. The question mark (?) cannot be used as it is reserved for
help functionality.

Note that to ensure password security, the minimum number of categories should
align with the lifetime selected, i.e. the fewer categories specified the shorter the
lifetime specified.

security-password mini num cat egories <1-4>

Parameter Description

<1-4> Number of categories the password must satisfy, in the range 1 to 4.

The default number of categories that the password must satisfy is 1.

Global Configuration

To configure the required minimum number of character categories to be 3, use
the command:

awpl us# configure term nal

awpl us(config)# security-password m ni num categories 3

security-password forced-change
security-password history
security-password lifetime
security-password min-lifetime-enforce
security-password minimum-length
security-password reject-expired-pwd
security-password warning

show running-config security-password
show security-password configuration

show security-password user
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SECURITY-PASSWORD MINIMUM-LENGTH

security-password minimum-length

Overview

Syntax

Default
Mode

Example

Related
commands
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This command specifies the minimum allowable password length. This value is
checked against when there is a password change or a user account is created.

security-password mini numlength <1-23>

Parameter Description

<1-23> Minimum password length in the range from 1 to 23.

The default minimum password length is 1.
Global Configuration

To configure the required minimum password length as 8, use the command:
awpl us# configure term nal

awpl us(config)# security-password minimumlength 8

security-password forced-change
security-password history
security-password lifetime
security-password min-lifetime-enforce
security-password minimum-categories
security-password reject-expired-pwd
security-password warning

show running-config security-password
show security-password configuration

show security-password user
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SECURITY-PASSWORD REJECT-EXPIRED-PWD

security-password reject-expired-pwd

Overview

Syntax

Default
Mode

Example

Related
commands

C613-50399-01 Rev A

This command specifies whether or not a user is allowed to login with an expired
password. Users with expired passwords are rejected at login if this functionality is
enabled. Users then have to contact the Network Administrator to change their
password.

CAUTION: Once all users’ passwords are expired you are unable to login to the device
again if the security-password reject-expired-pwd command has been executed. You
will have to reboot the device with a default configuration file, or load an earlier
software version that does not have the security password feature.

We recommend you never have the command line “security-password
reject-expired-pwd” in a default config file.

Note that when the reject-expired-pwd functionality is disabled and a user logs on
with an expired password, if the forced-change feature is enabled with
security-password forced-change command, a user may have to change the
password during login depending on the password lifetime specified by the
security-password lifetime command.

The no variant of the command disables this feature.

security-password reject-expired-pwd

no security-password reject-expired-pwd

The reject-expired-pwd feature is disabled by default.

Global Configuration

To configure the system to reject users with an expired password, use the

command:

awpl us# configure term nal

awpl us(config)# security-password reject-expired-pwd

security-password forced-change
security-password history
security-password lifetime
security-password min-lifetime-enforce
security-password minimum-categories
security-password minimum-length
security-password warning

show running-config security-password
show security-password configuration

show security-password user
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security-password warning

Overview This command specifies the number of days before the password expires that the
user will receive a warning message specifying the remaining lifetime of the
password.

Note that the warning period cannot be set unless the lifetime feature is enabled
with the security-password lifetime command.

The no variant of the command disables this feature.

Syntax security-password warni ng <0-1000>

no security-password warni ng

Parameter Description

<0- 1000> Warning period in the range from 0 to 7000 days. A value 0 disables
the warning functionality and no warning message is displayed for
expiring passwords. This is equivalent to the no security-password
warning command. The warning period must be less than, or equal
to, the password lifetime set with the security-password lifetime
command.

Default The default warning period is O, which disables warning functionality.
Mode Global Configuration

Example To configure a warning period of three days, use the command:
awpl us# configure term nal

awpl us(config)# security-password warning 3

Related security-password forced-change

commands . .
security-password history
security-password lifetime
security-password min-lifetime-enforce
security-password minimum-categories
security-password minimum-length
security-password reject-expired-pwd
show running-config security-password

show security-password configuration

show security-password user
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USER ACCESS COMMANDS
SERVICE ADVANCED-VTY

service advanced-vty

Overview

Syntax

Default
Mode

Examples
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This command enables the advanced-vty help feature. This allows you to use TAB
completion for commands. Where multiple options are possible, the help feature
displays the possible options.

The no service advanced-vty command disables the advanced-vty help feature.

servi ce advanced-vty

no service advanced-vty
The advanced-vty help feature is enabled by default.
Global Configuration

To disable the advanced-vty help feature, use the command:
awpl us# configure term nal
awpl us(config)# no service advanced-vty

To re-enable the advanced-vty help feature after it has been disabled, use the
following commands:

awpl us# configure term nal

awpl us(config)# service advanced-vty
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USER ACCESS COMMANDS

SERVICE PASSWORD-ENCRYPTION

service password-encryption

Overview

Syntax

Mode

Example

Validation
Commands

Related
commands
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Use this command to enable password encryption. This is enabled by default.
When password encryption is enabled, the device displays passwords in the
running config in encrypted form instead of in plain text.

Use the no service password-encryption command to stop the device from
displaying newly-entered passwords in encrypted form. This does not change the
display of existing passwords.

servi ce password-encryption

no servi ce password-encryption
Global Configuration

awpl us# configure termnal

awpl us(config)# service password-encryption

show running-config

enable password
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USER ACCESS COMMANDS
SERVICE TELNET

service telnet

Overview Use this command to enable the telnet server. The server is enabled by default.
Enabling the telnet server starts the device listening for incoming telnet sessions
on the configured port.

The server listens on port 23, unless you have changed the port by using the
privilege level command.

Use the no variant of this command to disable the telnet server. Disabling the
telnet server will stop the device listening for new incoming telnet sessions.
However, existing telnet sessions will still be active.

Syntax service telnet [ip|ipv6]

no service telnet [ip]ipv6]

Default The IPv4 and IPv6 telnet servers are enabled by default.
The configured telnet port is TCP port 23 by default.

Mode Global Configuration

Examples To enable both the IPv4 and IPv6 telnet servers, use the following commands:

awpl us# configure term nal

awpl us(config)# service tel net
To enable the IPv6 telnet server only, use the following commands:

awpl us# configure term nal

awpl us(config)# service telnet ipv6
To disable both the IPv4 and IPv6 telnet servers, use the following commands:

awpl us# configure term nal

awpl us(config)# no service tel net
To disable the IPv6 telnet server only, use the following commands:

awpl us# configure term nal
awpl us(config)# no service telnet ipv6
Related clear line vty
commands
show telnet

telnet server
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USER ACCESS COMMANDS
SERVICE TERMINAL-LENGTH (DELETED)

service terminal-length (deleted)

Overview This command has been deleted in Software Version 5.4.5-0.1 and later.
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USER ACCESS COMMANDS

SHOW AAA LOCAL USER LOCKED

show aaa local user locked

Overview

Syntax
Mode

Example

Output

Related
commands
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This command displays the current number of failed attempts, last failure time and
location against each user account attempting to log into the device.

Note that once the lockout count has been manually cleared by another privileged
account using the clear aaa local user lockout command or a locked account
successfully logs into the system after waiting for the lockout time, this command
will display nothing for that particular account.

show aaa | ocal user | ocked

User Exec and Privileged Exec

To display the current failed attempts for local users, use the command:

awpl us# show aaa | ocal user | ocked

Figure 4-1:  Example output from the show aaa local user locked command

awpl us# show aaa | ocal user | ocked

Logi n Failures Latest failure From
bob 3 05/ 23/ 14 16:21:37 ttySO
manager 5 05/23/ 14 16:31:44 192.168.1.200

aaa local authentication attempts lockout-time
aaa local authentication attempts max-fail

clear aaa local user lockout
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USER ACCESS COMMANDS
SHOW PRIVILEGE

show privilege

Overview

Syntax
Mode

Usage notes

Example

Output

Related
commands
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This command displays the current user privilege level, which can be any privilege
level in the range <1-15>. Privilege levels <1-6> allow limited user access (all User
Exec commands), privilege levels <7-14> allow restricted user access (all User Exec
commands plus Privileged Exec show commands). Privilege level 15 gives full user
access to all Privileged Exec commands.

show privil ege

User Exec and Privileged Exec

A user can have an intermediate CLI security level set with this command for
privilege levels <7-14> to access all show commands in Privileged Exec mode and
all commands in User Exec mode, but no configuration commands in Privileged

Exec mode.

To show the current privilege level of the user, use the command:

show privil ege

Figure 4-2:  Example output from the show privilege command

awpl us#show pri vil ege

Current privilege level is 15
awpl us#di sabl e

awpl us>show pri vi |l ege

Current privilege level is 1

privilege level
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USER ACCESS COMMANDS
SHOW SECURITY-PASSWORD CONFIGURATION

show security-password configuration

Overview This command displays the configuration settings for the various security
password rules.

Syntax show security-password configuration
Mode Privileged Exec

Example To display the current security-password rule configuration settings, use the
command:

awpl us# show security-password configuration

Output Figure 4-3:  Example output from the show security-password configuration

command
Security Password Configuration
M ni mum password length ........... ... .............. 8
M ni mum password character categories to match ..... 3
Nurmber of previously used passwords to restrict..... 4
Password lifetine ....... ... . . .. .. . ... 30 day(s)
Warni ng period before password expires ........... 3 day(s)
Rej ect expired password at login ................... Di sabl ed
Force changi ng expired password at login ......... Enabl ed

Related security-password forced-change

commands . .
security-password history
security-password lifetime
security-password min-lifetime-enforce
security-password minimum-categories
security-password minimum-length
security-password reject-expired-pwd

security-password warning

show security-password user
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USER ACCESS COMMANDS
SHOW SECURITY-PASSWORD USER

show security-password user

Overview This command displays user account and password information for all users.
Syntax show security-password user
Mode Privileged Exec

Example To display the system users’ remaining lifetime or last password change, use the
command:

awpl us# show security-password user

Output Figure4-4:  Example output from the show security-password user command

User account and password i nfornmation

User Nane Privil ege Last-PWD- Change Remai ni ng-1ifetine
manager 15 4625 day(s) ago No Expiry

bob15 15 0 day(s) ago 30 days

t ed7 7 0 day(s) ago No Expiry

m kel 1 0 day(s) ago No Expiry

Related security-password forced-change

commands . .
security-password history
security-password lifetime
security-password min-lifetime-enforce
security-password minimum-categories
security-password minimum-length
security-password reject-expired-pwd

security-password warning

show security-password configuration
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USER ACCESS COMMANDS
SHOW TELNET

show telnet

Overview This command shows the Telnet server settings.
Syntax show tel net
Mode User Exec and Privileged Exec

Example To show the Telnet server settings, use the command:

awpl us# show t el net

Output Figure4-5:  Example output from the show telnet command

Tel net Server Configuration

Tel net server . Enabl ed
Pr ot ocol . | Pv4, | Pv6
Por t . 23

Related clear line vty

commands .
service telnet
show users
telnet server
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USER ACCESS COMMANDS
SHOW USERS

show users

Overview This command shows information about the users who are currently logged into
the device.
Syntax show users
Mode User Exec and Privileged Exec
Example To show the users currently connected to the device, use the command:
awpl us# show users
Output Figure4-6: Example output from the show users command
Li ne User Host(s) Idle Locati on Priv Idletinme Tineout
con O manager idle 00: 00: 00 ttySO 15 10 N A
vty O bob idle 00: 00: 03 172.16.11.3 1 0 5
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Table 1: Parameters in the output of the show users command

Parameter Description

Li ne Console port user is connected to.
User Login name of user.
Host ('s) Status of the host the user is connected to.
Idle How long the host has been idle.
Locati on URL location of user.
Priv The privilege level in the range 1 to 15, with 15 being the highest.
I dletine The time interval the device waits for user input from either a
console or VTY connection.
Ti meout The time interval before a server is considered unreachable.
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USER ACCESS COMMANDS
TELNET

telnet

Overview

Syntax

Mode

Examples
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Use this command to open a telnet session to a remote device.

tel net {<hostname>|[ip] <ipv4-addr>|[ipv6] <ipv6-addr>}
[ <port >]

Parameter Description

<host nane> The host name of the remote system.
ip Keyword used to specify the IPv4 address or host name of a remote
system.

<i pv4- addr > An IPv4 address of the remote system.

i pv6 Keyword used to specify the IPv6 address of a remote system

<i pv6- addr > Placeholder for an IPv6 address in the format x: X: : X: X, for
example, 2001: db8: : 8a2e: 7334

<port> Specify a TCP port number (well known ports are in the range 1-
1023, registered ports are 1024-49151, and private ports are 49152-
65535).

User Exec and Privileged Exec

To connect to TCP port 2602 on the device at 10.2.2.2, use the command:
awpl us# telnet 10.2.2.2 2602

To connect to the telnet server host . exanpl e, use the command:
awpl us# tel net host.exanple

To connect to the telnet server host . exanpl e on TCP port 100, use the
command:

awpl us# tel net host.exanple 100
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USER ACCESS COMMANDS
TELNET SERVER

telnet server

Overview

Syntax

Mode

Example

Related
commands
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This command enables the telnet server on the specified TCP port. If the server is
already enabled then it will be restarted on the new port. Changing the port
number does not affect the port used by existing sessions.

tel net server {<1-65535>|default}

Parameter Description

<1- 65535> The TCP port to listen on.

def aul t Use the default TCP port number 23.

Global Configuration

To enable the telnet server on TCP port 2323, use the following commands:
awpl us# configure term nal

awplus(config)# tel net server 2323

show telnet
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USER ACCESS COMMANDS
TERMINAL LENGTH

terminal length

Overview

Syntax

Mode

Examples

Related
commands
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Use the terminal length command to specify the number of rows of output that
the device will display before pausing, for the currently-active terminal only.

Use the terminal no length command to remove the length specified by this
command. The default length will apply unless you have changed the length for
some or all lines by using the length (asyn) command.

termnal |ength <l ength>

terminal no | ength [<length>]

Parameter Description

<l engt h> <0-512> Number of rows that the device will display on the
currently-active terminal before pausing.

User Exec and Privileged Exec

The following example sets the number of lines to 15:
awplus# termnal length 15
The following example removes terminal length set previously:

awpl us# termnal no length

terminal resize

length (asyn)
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USER ACCESS COMMANDS
TERMINAL RESIZE

terminal resize

Overview

Syntax
Mode

Usage notes

Examples

Related
commands
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Use this command to automatically adjust the number of rows of output on the
console, which the device will display before pausing, to the number of rows
configured on the user’s terminal.

term nal resize
User Exec and Privileged Exec

When the user’s terminal size is changed, then a remote session via SSH or TELNET
adjusts the terminal size automatically. However, this cannot normally be done
automatically for a serial or console port. This command automatically adjusts the
terminal size for a serial or console port.

The following example automatically adjusts the number of rows shown on the
console:

awpl us# term nal resize

length (asyn)

terminal length
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USER ACCESS COMMANDS
USERNAME

username

Overview This command creates or modifies a user to assign a privilege level and a password.
NOTE: The default username privilege level of 1is not shown in running-config output.
Any username privilege level that has been modified from the default is shown.
Syntax usernanme <nanme> privil ege <1-15> [password [8] <password>]
user name <name> password [8] <password>

no user name <nanme>

Parameter Description

<nane> The login name for the user. Do not use punctuation marks such as single quotes (*‘),
double quotes (““), or colons ( :) with the user login name.

privil ege The user’s privilege level. Use the privilege levels to set the access rights for each user.

<1-15> A privilege level: either 1-14 (limited access) or 15 (full access). A user
with privilege level 1-14 can only access higher privilege levels if an
enable password has been configured for the level the user tries to
access and the user enters that password.
A user at privilege level 1 can access the majority of show
commands. A user at privilege level 7 can access the majority of
show commands including platform show commands. Privilege
Level 15 (to access the Privileged Exec command mode) is required
to access configuration commands as well as show commands in
Privileged Exec.

password A password that the user must enter when logging in.

8 Specifies that you are entering a password as a string that has
already been encrypted, instead of entering a plain-text password.
The running-config displays the new password as an encrypted
string even if password encryption is turned off.
Note that the user enters the plain-text version of the password
when logging in.

<passwor d> The user’s password. The password can be up to 32 characters in
length and include characters from up to four categories. The
password categories are:

+ uppercase letters: Ato Z
« lowercase letters:ato z
+ digits:0to 9

« special symbols: all printable ASCII characters not included in the
previous three categories. The question mark ? cannot be used as
it is reserved for help functionality.

Mode Global Configuration

Default The privilege level is 1 by default. Note the default is not shown in running-config
output.
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