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What’s New in Vista Manager EX v3.10.3
 

Introduction
This release note describes the new features in Vista Manager EX™ v3.10.3. It covers Vista 
Manager EX plus the optional Autonomous Wave Controller (AWC) and SNMP plug-ins, 
and Allied Intent-based Orchestrator (AIO).

You can obtain the software files from the Software Download area of the Allied Telesis 
website. Log in using your assigned email address and password.

Contact your authorized Allied Telesis support center to obtain licenses.

Caution: Information in this release note is subject to change without notice and does not 
represent a commitment on the part of Allied Telesis, Inc. 

While every effort has been made to ensure that the information contained within this 
document and the features and changes described are accurate, Allied Telesis, Inc. can not 
accept any type of liability for errors in, or omissions arising from, the use of this 
information.

New Features and Enhancements
This section summarizes the new features and enhancements added to Vista Manager EX 
version 3.10.3, it includes:

 “New AWC Plug-in functionalities and settings” on page 5.
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New AWC Plug-in functionalities and settings

Client isolation per VAP support
Applicable to all Vista Manager EX installations with the AWC plug-in: Access Points TQ5403, 
TQm5403, TQ5403e

From Vista Manager EX version 3.10.3 onwards, you can configure wireless client isolation 
for each VAP on TQ5403 devices.

Enabling this feature prevents devices connected to the same VAP from communicating 
with each other, thus effectively isolating them. This feature is often utilized in public or 
guest Wi-Fi networks to safeguard the privacy and security of individual users. Client 
isolation per VAP serves to block unauthorized access to other devices on the same 
network and also assists in preventing the spread of malware or other malicious activities 
among devices.

To configure the Wireless Client Isolation feature, go to:  

 Wireless Configuration > AP Profile > VAP Configuration on Profile Edit and Profile 
Detail pages:

This feature requires AP firmware versions:

 TQ5403: v6.0.3-0.1or later
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Support for Redirect-URL in AMF Security 
Applicable to all Vista Manager EX installations with the AWC plug-in: Access Points TQ5403, 
TQm5403, TQ5403e

From Vista Manager EX version 3.10.3 onwards, you can configure the Redirect URL feature 
on TQ5403 devices.

Redirect URL refers to a configuration setting that determines the website or application 
that users will be redirected to when they attempt to access a resource through the AMF 
Application Proxy. 

The AMF Application Proxy acts as a gateway between the client and the application 
server, and allows users to access web applications without requiring them to connect to 
the internal network directly.

After successful authentication by the proxy, the system will direct users to the web 
address specified as the Redirect URL. This can be a landing page or the main dashboard 
of the application that the user is accessing.

To configure the Redirect URL feature, go to:  

 Wireless Configuration > AP Profile > VAP Configuration on Profile Edit and Profile 
Detail pages.

This feature requires AP firmware versions:

 TQ6702 GEN2/TQm6702 GEN2: v8.0.2-1.1or later
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Two-step authentication with Captive Portal 
Applicable to all Vista Manager EX installations with the AWC plug-in: Access Points TQ5403, 
TQm5403, TQ5403e

From Vista Manager EX version 3.10.3 onwards, you can configure two-step authentication 
on TQ5403 devices.

This feature allows MAC authentication and Web authentication to be used together 
under OR conditions. This means that clients can connect to the AP if they pass either 
authentication. Both MAC and Web authentication must be enabled.

Two-step authentication with Captive Portal is a security measure often used in wireless 
networks to ensure that only authorized users are able to connect to the network. It 
involves a two-step authentication process, where users must first connect to a captive 
portal before being granted access to the network.

This approach provides an additional layer of security for wireless networks, as it helps to 
ensure that only authorized users are able to connect to the network. It can also help to 
prevent unauthorized access and protect sensitive data from being compromised.

To configure the Two-step authentication feature, go to:  

 Wireless Configuration > AP Profile > VAP Configuration on Profile Edit and Profile 
Detail pages:

This feature requires AP firmware versions:

 TQ5403/TQm5403/TQ5403e : v6.0.3-0.1 or later
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PoE LED color can be amber or green 
Applicable to all Vista Manager EX installations with the AWC plug-in: Access Point TQ6602

From Vista Manager EX version 3.10.3 onwards, you can select either Amber or Green as 
the PoE LED color. Previously, when PoE was enabled, the LAN port power LED was colored 
only amber.

Amber is the default.

 

This feature requires AP firmware versions:

 TQ6602: v7.0.1-3.1or later

DFS channel support
Applicable to the AWC plug-in - Access Point: TQ6602

A new FCC country code has been added for Dual[11ax] AP profile types from version 
3.10.3 onwards. As DFS channels vary from country to country, DFS channels 
corresponding to the selected country will then become available in the Auto Channel 
Selection setting. The following new country code is available:

 VN - Viet Nam

This feature requires AP firmware versions:

 TQ6602: v7.0.1-3.1or later
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Enable or Disable individual floor maps
Applicable to all Vista Manager EX installations with the AWC plug-in: 

From Vista Manager EX version 3.10.3 onwards, you can enable or disable location 
estimation on individual floor maps using the Floor Map page. Location estimation refers 
to the process of determining the geographical coordinates or position of a mobile device 
or wireless access point. It involves using various techniques and measurements to 
calculate or estimate the location accurately.

Previously, it was only possible to enable or disable all floor maps at once using the 
System Setting page.

By enabling location estimation on only the necessary floor maps, the network can reduce 
the amount of storage used by log data. This means that instead of storing and processing 
location data for the entire building or multiple floors, the system focuses only on the 
relevant floor maps, optimizing storage resources and improving efficiency.

To enable or disable location estimation for floor maps:  

1. Go to Wireless Monitoring> Floor Map:

2. Open Details and select the History Configuration tab.

3. Select the floor map(s).

4. Enable or disable Client Location Estimation for the corresponding floor map.

5. Open the AP Settings page

6. Select the target APs and apply the relevant settings.
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Enhanced log settings 
Applicable to all Vista Manager EX installations with the AWC plug-in: 

From Vista Manager EX version 3.10.3 onwards, you have more control over log retention 
and storage. Specifically, while the Log Settings currently retains a fixed number of logs (5 
million), you can now adjust the retention number within a range of 10,000 to 5 million. 

Additionally, you can:

1. configure the log retention period (1-31days),

2. backup and restore logs

3. monitor and manage AWC notification logs.

Overall, these enhancements result in reduced storage usage for log data.
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What’s New in Vista Manager EX v3.10.1
 

Introduction
This release note describes the new features in Vista Manager EX™ v3.10.1. It covers Vista 
Manager EX plus the optional Autonomous Wave Controller (AWC) and SNMP plug-ins, 
and Allied Intent-based Orchestrator (AIO).

You can obtain the software files from the Software Download area of the Allied Telesis 
website. Log in using your assigned email address and password.

Contact your authorized Allied Telesis support center to obtain licenses.

Caution: Information in this release note is subject to change without notice and does not 
represent a commitment on the part of Allied Telesis, Inc. 

While every effort has been made to ensure that the information contained within this 
document and the features and changes described are accurate, Allied Telesis, Inc. can not 
accept any type of liability for errors in, or omissions arising from, the use of this 
information.

New Features and Enhancements
This section summarizes the new features and enhancements added to Vista Manager EX 
version 3.10.1, it includes:

 “Introducing AMF Plus” on page 12.

 “Health Monitoring” on page 16.

 “Intent-Based QoS” on page 21.

 “Alternative and additional security options” on page 22.

 “AWC enhancements” on page 23.
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Introducing AMF Plus
Applicable to all Vista Manager installations with the AMF Plus license.

AMF Plus is the new name for the intent-based networking feature menu in Vista Manager 
EX. From version 3.10.1, it replaces the current Allied Intent-based Orchestrator (AIO) 
menu on systems that have an AMF Plus license.

With intent-based networking, instead of you having to manually configure and monitor 
each device on the network, the system uses algorithms to automatically set up, optimize, 
and maintain the network according to predetermined goals and policies. This allows for 
more efficient and agile network management, and can improve network performance 
and visibility.

As well as the existing AIO features for WAN management, the AMF Plus menu adds LAN-
based features such as Health Monitoring, Smart ACLs, and Intent-Based QoS. These are 
described further later in this release note.

AMF Plus licensing
From AlliedWare Plus version 5.5.2-2.3 onwards, AMF licenses are no longer available to 
purchase. Instead, AMF Plus licenses are available. Existing AMF licenses are still valid, so 
you only need to change to AMF Plus licenses if you:

 need to manage more nodes, or

 want to use the new AMF Plus menu in Vista Manager EX.

If you would like to change to AMF Plus licenses, contact your Allied Telesis salesperson. 
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Upgrading an AMF area to use AMF Plus in Vista Manager EX 
For existing AMF license holders wanting to upgrade an AMF area Master to AMF Plus, use 
the following steps:

1. Upgrade the following devices to AlliedWare Plus software version 5.5.2-2.3: 
the AMF masters, and any other nodes that have downstream nodes attached 
to them.

2. Obtain enough AMF Plus licenses for all the nodes. 

3. Go to Asset Management.

4. Select the Master device.

5. Select the Licenses tab.
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6. Click Upload Licenses

7. Browse to locate and select your AMF Plus license *.bin file.

8. The AMF Plus Master license is added to the Licenses list.
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9. Go to System Management > Licenses and enable the AMF Plus Forced button. 

Note: It is essential to have enough AMF Plus node licenses - as the existing AMF node 

licenses will no longer be counted.

10. Go to the Dashboard. The Allied Intent-based Orchestrator menu will have changed 
to the AMF Plus menu.

Note: If you did not have an existing AIO license, then the AMF Plus menu will have been 

added to the main menu.

This completes the AMF Plus license upgrade process for a single-area network.

Upgrading a multi-area network to AMF Plus 
If you have a multi-area network, you must ensure that you have enough AMF Plus 
licenses to cover all the nodes in the network, and that each Master and Controller node 
is running AlliedWare Plus software version 5.5.2-2.3 or later.

For more information about putting AMF Plus on AMF networks, contact your Allied 
Telesis technical service representative.
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Health Monitoring
Applicable to all Vista Manager installations with the AMF Plus license.

From version 3.10.1 onwards, you can view a summary of the state of your network’s 
health as part of AMF Plus.

Understanding network health indicators enables you to investigate, analyze, and 
improve the overall health of your network quickly. Such indicators include CPU 
utilization, storage, temperature, and memory usage.

The Health Score is a percentage based on how many devices are healthy in the network. 
The state of each device is selected based on the worst state of any of the gathered 
statistics. Result charts are color coded for easy understanding of device status: Green = 
Good, Yellow=Fair, Red=Bad, and Grey= Unreachable.

Example In the example below, you can see a Health Score of 88%. There are 8 devices in this 
network, but there’s a CPU issue with one of them. The bad device is highlighted in red.
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1. Click on the ‘bad’ device name to investigate further.

2. Drilling down confirms that around 9am CPU utilization rose above the configured 
band threshold.
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3. To further diagnose the issue, click on Manage Device to open the device’s GUI.

For this example device (AR4050S), the system information indicates a very high CPU 
usage and the applications show the bittorrent traffic increasing quite rapidly...which is 
likely to be the cause of the high CPU utilization.

4. At this point you may decide to disallow the bittorrent traffic by adding a firewall rule.
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5. Configure the firewall rules.

6. Turn on the firewall.

7. Go back to the Dashboard and check the CPU percentage.
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Smart ACL
From version 3.10.1 onwards, Smart ACL makes management of ACLs easier, as part of 
AMF Plus. You can use Smart ACL to control the resources that clients access in the 
network. For example, you might want to stop marketing clients from being able to see a 
security client’s CCTV video stream and also stop the security clients from accessing 
marketing videos.

Smart ACL uses intent-style network management.

To locate this feature, go to AMF Plus > Smart ACL

There are three parts to the Smart ACL feature: 

 Network elements such as VLAN subnets, and ACL source host groups, are wrapped 
into one concept known as a Network. 

 The Network Access Matrix represents all source and destination networks currently 
configured on connected network devices.

 The access relationships between Networks is simplified by the use of Policies. 
Policies stipulate the Access List filters that go to define the traffic control that the 
network requires. 
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Intent-Based QoS
Applicable to all Vista Manager installations with the AMF Plus license.

From version 3.10.1 onwards, you can easily manage and troubleshoot a basic QoS 
configuration on your network as part of AMF Plus.

For example, you may have issues with a poor quality video stream. Understanding where 
the queue drops are occurring allows you to perhaps adjust the QoS queue weighting and 
improve the video quality.

Getting started First you need to manually apply a default QoS configuration to all switches in your 
network. This configuration sets up 2 priority queues and 6 weighted-round-robin queues. 
The priority queues have an egress rate limit applied, and the weighted-round-robin 
queues each have a weighting applied. The configuration also defines a mapping of DSCP 
fields to QoS queue based on industry standards. This mapping cannot be changed via 
Vista Manager.

Once this default configuration has been applied on the network, the new Intent-Based 
QoS page will show the state of the network in regards to the QoS queues. 

Each of the eight QoS queues has a label based loosely on what sort of traffic is expected 
on the queue. For example, the highest priority queue, QoS queue 7 has the label ‘Voice’ 
as this queue will be used for VoIP traffic. Queue 6 has the label ‘Video’ as this queue will 
be used for a variety of video services, and so on.

You can see in the diagram above that the Streaming queue is experiencing queue drops. 
On further investigation you can see when and on which device the drops are occurring.

Now you can adjust the rate limit or weighting of the problematic queue on the entire 
network by using a simple graphical tool - the Intent-Based QoS dashboard.
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Alternative and additional security options
Applicable to all Vista Manager installations with the AMF Plus license.

From version 3.10.1 onwards, AlliedWare Plus provides Advanced IPS (Intrusion Prevention 
System) functionality. 

This is made possible by the addition of the third-party vendor Proofpoint’s ET Pro Ruleset.

The Proofpoint ET Pro Ruleset detects and blocks advanced threats. Updated daily, it 
covers Malware delivery, command and control, attack spread, in-the-wild exploits and 
vulnerabilities, and credential phishing. It also detects and blocks distributed denial-of-
service attacks (DDoS), protocol and application anomalies, exploit kits and supervisory 
control and data acquisition (SCADA) attacks.

This feature requires a license, which is available in the bundle pack: AT-AR4-UTM-02-1/3/
5YR. Contact your authorized Allied Telesis support center to obtain a license.

You can choose Proofpoint as your provider on the AMF Plus > Security > Advanced IP 
Reputation screen.

Also available from AlliedWare Plus version 5.5.2-2.1, support for provider Webroot has be 
added to Web Categorization and Web Control. Webroot delivers multi-vector 
protection for endpoints and networks and threat intelligence.

Additionally, an alternative solution for Kaspersky URL Filtering based on a combination of 
DPI Web Categorization (provider Webroot) and firewall rules has been added.
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You can choose Webroot as your provider on the Licensed Features > Web Control 
screen.

Note: Support for existing features/capabilities via Digital Arts and Kaspersky remain.

AWC enhancements

TQ6702 GEN2, TQ6602 GEN2 support AWC-CB
Applicable to all Vista Manager installations with the AWC plug-in.

From version 3.10.1 onwards, the AWC plug-in supports AWC-CB on the TQ6702 GEN2 and 
TQ6602 GEN2 APs. You can configure up to 7 channel blanket VAPs per radio.

To add these APs to a Channel Blanket profile, select:
AWC plugin > Wireless Configuration > CB Profile in the left-hand menu.

This feature requires AP firmware version: 8.0.2-0.1 and later.
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Heatmap showing Wi-Fi quality level
Applicable to all Vista Manager installations with the AWC plug-in:

From version 3.10.1 onwards, the AWC plug-in supports the wireless Comfort level 
heatmap feature. The Comfort level heatmap is located on the AWC Floor map details 
page. This is now the default view of the floor map.

Use the Comfort level map to:

 monitor the wireless environment

« airtime capacity

« connection stability

« client capacity

« wi-fi signal stability

« channel availability

 detect rogue BSSIDs

« A rogue access point is a wireless access point that has been set up on a network 
without the network administrator's permission. This unauthorized access point 
can be used to gain access to the network and potentially cause harm. 

This feature requires AP firmware versions:

 TQ1402, TQm1402: 6.0.2-0.1 or later

 TQ5403, TQm5403, TQ5403e: 6.0.2-0.2 or later 

 TQ6602 GEN2, TQm6602 GEN2, TQ6702 GEN2: 8.0.2-1.1 or later.
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Sort by Management and Configuration status
Applicable to all Vista Manager installations with the AWC plug-in.

From version 3.10.1 onwards, the AWC plug-in supports AP management and 
configuration status.

Using the AP Settings and AP Status pages, you can use sorting and search functions for 
easy confirmation of AP management and configuration status.

This is especially useful if you have a large number of APs, as it will be easier to find which 
APs are unmanaged. Similarly, it will be easier to find APs that have changed their settings 
but have not applied the settings, i.e. are in an unconfigured state.

Troubleshooting wireless client connections
Applicable to all Vista Manager installations with the AWC plug-in.

From version 3.10.1 onwards, the AWC plug-in supports the Wireless Client Detail page.

If a wireless client cannot connect to a wireless AP or the wireless client is connected to 
the wireless AP but cannot communicate, you can investigate the cause using the Wireless 
Client Detail page located from the Client Definition List.
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From here you can check if the connection information is correct, for example:

1. Is the client IP address correct?

2. Is the client using the correct AP/SSID/channel?

3. Are there any abnormalities in the Tx/Rx rate?

4. Does the log information provide any reasons for the problems? Is the password 
correct?

This feature requires AP firmware versions:

 TQ1402, TQm1402: v6.0.2-0.1 or later

 TQ5403, TQ5403e, TQm5403: v6.0.2-0.2 or later

 TQ6602: v7.0.1-3.1 or later

 TQ6602 GEN2, TQm6602 GEN2: v8.0.2-1.1 or later

 TQ6702 GEN2, TQm6702 GEN2: v8.0.2-1.1 or later
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Support added for client isolation per VAP
Applicable to all Vista Manager installations with the AWC plug-in.

From version 3.10.1 onwards, the AWC plug-in supports client isolation per VAP. 

Previously, client isolation worked by not allowing a client connected to a VAP to 
communicate with other clients connected to the same VAP for all VAPs on a radio. This 
new feature will allow for VAPs to individually be configured for client isolation.

This feature requires AP firmware versions:

 TQ6702 GEN2/TQm6702 GEN2: v8.0.2-1.1or later

 TQ6602 GEN2/TQm6602 GEN2: v8.0.2-1.1or later

Redirect-URL function for AMF-Security 
Applicable to all Vista Manager installations with the AWC plug-in.

From version 3.10.1 onwards, the AWC plug-in supports Redirect-URL. 

This feature redirects a user to a helpful URL when they are blocked because of an 
application-proxy ip-filter. 

Note: Captive Portal and Application Proxy Redirect URL cannot be used together.

This feature requires AP firmware version: 8.0.2-0.1 and later.

Support for 3K MAC filters on TQ6000 GEN2 series
From version 3.10.1 onwards, the AWC plug-in supports filtering up to 3072 MAC 
addresses on TQ6702 GEN2, TQ6602 GEN2, TQm6702 GEN2, and TQm6602 GEN2 Access 
Points.
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Channel Blanket auto-grouping
Applicable to all Vista Manager installations with the AWC plug-in.

From version 3.10.1 onwards, the AWC plug-in supports AWC-CB auto-grouping. Auto-
grouping is based on an AP's location on the floor MAP. This means you must place APs on 
the floor MAP to use auto-grouping.

AWC-CB auto-grouping allows you to automatically:

 divide single or multiple channel blankets into optimal groups

 combine multiple channel blankets into one

You can use this feature if you are creating a large scale channel blanket environment. For 
example, to save configuration time, you could:

 register all the APs

 create the floor map and place all the registered APs

 create only one CB profile

 create only one channel blanket in the CB profile A

 assign all registered APs to the channel blanket

 divide the channel blanket into optimal groups 

 optimize and apply channel/transmit power to each group

This feature requires AP firmware versions:

 TQ5403/TQ5403e: 6.0.2-0.2 or later

 TQ6602: 7.0.1-2.3 or later

 TQ6602 GEN2/TQ6702 GEN2: 8.0.2-1.1 or later

Displaying the number of transmit/receive packets for 
Channel Blanket 
From version 3.10.1 onwards, when using Channel Blanket, AWC now displays the number 
of packets received and transmitted by wireless clients.
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New AP and CB profile settings 
Applicable to all Vista Manager installations with the AWC plug-in.

From version 3.10.1 onwards, the AWC plug-in supports some additional AP and CB profile 
settings. 

The additional settings are:

 AP Profile: Dual[11ax] GEN2

« Inactivity Timer

« Security - WPA3 + Fast Roaming - 802.11k RRM

« Security - WPA3 + Fast Roaming - 802.11v WNM

 CB Profile: AT-TQ6602, AT-TQ5403/AT-TQ5403e

« Force Power Save Disabled

New supported countries and channels
Applicable to all Vista Manager installations with the AWC plug-in.

From version 3.10.1 onwards, the AWC plug-in supports some additional countries and 
channels on the TQ6000 GEN2 series APs, with firmware v8.0.2-0.1 or later.

The new countries are:

 China

 Malaysia

 India

 Singapore

 Taiwan

DFS channel support:

 Canada

 United States
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AWC-DCN (Dynamic Client Navigation)
Applicable to all Vista Manager installations with the AWC plug-in.

From version 3.10.1 onwards, the AWC plug-in supports AWC-DCN. AWC-DCN resolves 
sticky client problems and improves load balancing among APs.

Sticky client A sticky client remains connected to an AP even as the device roams further and further 
away from the AP. This can be frustrating because the device shows a low signal, even 
when standing directly underneath an AP. 

In simple terms, AWC-DCN will perform the following steps:

 detect a sticky client by its Tx rates, Tx MCS indexes, Tx failure packet ratio, 
retransmitted packet ratio, RSSI and Signal-to-Noise ratio.

 find the best AP 

 guide the sticky client to the AP 

This feature uses 11k (RRM) and 11v (WNM) to achieve core operations. 11k and 11v are 
IEEE 802.11 standard features and currently supported by most smart phones and some 
laptops. Specifically, this feature uses the following 11k/11v functions:

 (11k) Beacon Request - to determine a suitable AP around the STA

 (11v) BSS Transition Management Request - to transit the STA to the AP

Load balancing AP load can be a bad influence on the wireless communication. Load Balancing shares the 
load among APs when a certain threshold has been exceeded.

For example, if many clients connect to an AP and the traffic is high, AWC-DCN will change 
some of the clients to connect to the other low load AP.

The above figure shows that AP1 (1ch) is busy, AP2 (6ch) is not busy and AP3 (13ch) is 
vacant but no one can connect to it.

In the figure, the client called STA1 is connecting to AP1. If STA1 moves to AP2, the overall 
wireless performance will improve. AWC-DCN will detect that AP1's load is high and will 
lead clients to a better-suited AP.

Note: AWC-DCN can't be used together with AWC-Channel Blanket or AWC-Smart Connect
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This feature requires AP firmware versions:

 TQ6602 GEN2 v8.0.2-1.1

 TQ6702 GEN2 v8.0.2-1.1

 Not supported on VST-APL/VRT 

Resolving a rare database issue
Applicable only on VST-APL and VST-VRT. 

Previously, in rare cases, the AWC GUI sometimes could not be accessed. This was due to 
an overload of the database cache.

This issue has been resolved. 

From version 3.10.1 onwards, if there is an issue with the AWC database, the database is 
suspended and a log produced which advises:

 the AWC Plugin database was suspended

 download a backup file of the wireless controller

 stop/delete/recreate AWC Plugin Application on the VST-APL or VST-VRT

 if this error occurs repeatedly, contact Customer Service in your region

The log page also displays an alert icon in the lower left corner. When you click on the alert 
icon, you are re-directed to the System settings page. You can download a backup file 
from the System setting page. 

AWC plugin’s external IP address is set automatically
Applicable only on VST-APL and VST-VRT. 

Previously, to install/upgrade/restore the AWC plug-in, you entered the External IP address 
for the AWC plugin each time via: AWC plugin > System settings

From version 3.10.1 onwards, the AWC plugin’s external IP address is set automatically.
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Set a floor map origin point and ceiling height
Applicable to all Vista Manager installations with the AWC plug-in.

From version 3.10.1 onwards, in the floor map 3D display, xy-coordinates and ceiling 
height can be set and reflected in the display.

Additionally, the order of overlapping floor maps can be changed by rearranging the 
order of the listings. All floor maps in the 3D display rotate in their entirety.
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Scrolling of VAP list
Applicable to all Vista Manager installations with the AWC plug-in.

From version 3.10.1 onwards, VAP items in the list can be scrolled on AP and CB profiles. 
This means you can easily set or check individual VAP details especially if there are a large 
number of VAPs.
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Important Considerations Before Upgrading
This section describes changes that may affect Vista Manager EX or your network’s 
behavior if you upgrade. Please read it carefully before upgrading.

AMF software version compatibility
 All AMF nodes must run version 5.4.9-0.1 or later.

 Some of the latest functionality is only available on AMF nodes running version 
5.5.2-0.1 or later.

Wireless AP software version compatibility

Series

Model

Support Versio

Series Model Supported Versions

The latest features are only available in bolded versions

Legacy TQ4400e 4.3.2-B01

TQ4600 4.3.2-B01

TQ1K TQ1402

TQm1402

6.0.2-0.1 and later versions of 6.0.2-0.x

6.0.1-2.1 and later versions of 6.0.1-x.x

6.0.0-0.2 and later versions of 6.0.0-x.x

TQ5K TQ5403

TQm5403

TQ5403e

6.0.2-0.1 and later versions of 6.0.2-0.x

6.0.1-1.1 and later versions of 6.0.1-x.x

5.4.x

TQ6K TQ6602

TQm6602

7.0.2-0.11 and later versions of 7.0.2-0.x

7.0.1-0.1 and later versions of 7.0.1-x.x

7.0.0-1.1 and later versions of 7.0.0-1.x

1. Coming soon

TQ6K GEN2 TQ6602 GEN2

TQm6602 GEN2

8.0.1-1.1 and later versions of 8.0.1-1.x

TQ6702 GEN2 8.0.1-1.1 and later versions of 8.0.1-1.x

8.0.0-0.1
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Internet Explorer 11 compatibility
When using the Vista Manager EX integrated map with Internet Explorer 11, you may find 
performance to be slower, particularly with large maps. Therefore, we recommend using a 
different browser, especially if you have a large network.

Virtualization support
The Vista Manager EX virtual appliance is not supported on VMware vSphere Hypervisor 
(ESXi) 5.5. Please upgrade to VMware vSphere Hypervisor (ESXi) 6.0/6.5/6.7 if you wish to 
use this version of Vista Manager EX.

Vista Manager plugins
Do not delete a plugin from Vista Manager during a version upgrade. No de-registering or 
re-registering of plugins is required during this stage.

Time taken to restore from a backup
Restoring a backup in Vista Manager EX 3.9.0 takes longer than it did in earlier versions.

Change to default value of RSSI Threshold for AWC 
Channel Blanket
Applicable to TQ5403, TQ5403e, TQm5403, and TQ6602 APs

From version 3.9.0 onwards, when you create a new Channel Blanket profile, the default 
value for RSSI threshold is 30. Previously it was 0. 

Note that if you restore a profile from backup and it uses the old default value of 0, the 
restored profile will continue to have a value of 0. 

To configure a Channel Blanket profile, select AWC Plug-in > Wireless Configuration > 
CB Profile in the left-hand menu.

Disabling Internet Breakout disables all PBR rules
Internet Breakout uses policy-based routing (PBR) rules. When you use Vista Manager EX 
to disable Internet Breakout, it disables all PBR rules, including:

 rules created by SDWAN, and

 rules created by Internet Breakout, and

 rules created manually through the CLI.
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Integrated map won’t display some links from 
earlier versions
If you are running some older versions of AlliedWare Plus, the links will not be displayed 
on the integrated map. Any device running AlliedWare Plus version 5.4.5 or earlier will not 
have its links shown on the map.

In addition, links from SBx908 GEN1 and x200 devices will not be shown on the integrated 
map.

Traffic map data not restored
When you are upgrading to Vista Manager EX 3.8.0, traffic map data from earlier versions 
will not be imported.

Obtaining User Documentation
Vista Manager

documentation
Installation Guides, User Guides and Release Notes for Vista Manager EX are available on 
our website, alliedtelesis.com.

AMF
documentation

For full AlliedWare Plus documentation, see our online documentation library. For AMF, 
the library includes the following documents:

 the AMF Feature Overview and Configuration Guide

 the AMF Datasheet

 the AMF Cloud (VAA) Installation Guide.
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Upgrading Vista Manager as a virtual 
appliance

To upgrade Vista Manager as a virtual appliance, use the following steps:

1. Log on to your current Vista Manager. From the System Management page, backup 
the database to a safe location.

2. Download the software files for Vista Manager EX from the Software Download area 
of the Allied Telesis website.

3. Import and start the new version of Vista Manager on your virtual machine host, 
following the instructions from the Vista Manager EX Installation on the Allied Telesis 
website. 

4. In the new Vista Manager, log in using the default credentials.

5. A dialog displays once you have logged in. On the displayed dialog, click the “Upload 
existing profile backup” link. 

6. Browse to and upload the backup you created in Step 1.

7. In the new Vista Manager, log in again using the credentials from your current Vista 
Manager. Check that everything is functioning correctly, and that your settings have 
been correctly imported.

8. If you use a TLS proxy to provide HTTPS access to Vista Manager, then when you are 
satisfied that the new Vista Manager is working correctly, reconfigure your TLS 
terminating proxy to point to the new Vista Manager and stop the current one.
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Upgrading Vista Manager as a Windows-
based installation

Windows-based Vista Manager has two optional plug-ins. These can be upgraded at the 
same time as Vista Manager EX. 

Obtain the executable files
1. Download Vista Manager EX from the Allied Telesis download center. If you are going 

to install the AWC and/or SNMP plug-ins then download these files from the same 
location.

 The Vista Manager EX installation executable is named ‘atvmexXXXbXXw.exe’, with 
the Xs denoting the version and build numbers.

 The AWC plug-in is called ‘atawcXXXbXXw.exe’. 

 The SNMP plug-in is called ‘atsnmpXXXbXXw.exe’.

Do not rename these files. The installation requires them to be in this format.

2. Put the executables for Vista Manager and any plug-ins you wish to install in a single 
folder. This folder must be accessible from the machine you wish to install Vista 
Manager on.

Backup Vista Manager EX and the plug-ins
Backup Vista
Manager EX

3. Log on to your Vista Manager EX and select the System Management page.

4. Click on the Backup button in the Database Management Pane.

5. Click Backup again to confirm you wish to make a backup.

This automatically downloads a tar file backup to your default download location.

Backup the
SNMP plug-in

6. If you have the SNMP plug-in installed then log on locally to the Vista Manager EX 
server.

7. Stop the SNMP server services using the shortcut or by running the following 
command line.

“<Vista Install Path>\Plugins\AT-SNMP\NetManager\bin\svrcmd.bat" svrstop

8. Run the backup utility by using the shortcut or by running the following command line.

"<Vista Install Path>\Plugins\AT-SNMP\NetManager\bin\SMBackup.exe"

Follow the instructions on the screen.
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Backup the
AWC plug-in

9. If you have the AWC plug-in installed then log on locally to the Vista Manager EX server.

10. Stop the AWC server services using the shortcut or by running the following command 
line.

“<Vista Install Path>\Plugins\AT-AWC\root\stopserver.bat"

11. Run the backup/restore utility by using the shortcut or running the following 
command line.

“<Vista Install Path>\Plugins\AT-AWC\tools\maintenance\maintenance.bat"

12. Select the backup tab and follow the instructions on the screen.

Note: The default location of <Vista Install Path> is C:\Program Files (x86)\Allied 
Telesis\AT-Vista Manager EX

Uninstall the existing version
13. Log on as the same user as when installing.

14. Stop the server. Select AT-Vista Manager EX and then AT-Vista Manager EX - Stop 
Server from the Windows menu.

15. From the Windows menu, select AT-Vista Manager EX then AT-Vista Manager EX - 
Uninstall.

16. The AT-Vista Manager EX uninstaller starts.

17. Click the Uninstall button to uninstall.

18. If a dialogue box prompting you to restart the system is displayed, select Restart the 
system or Restart later and click the Finish button.

19. Delete the installation folder. The default installation folder is:
C: \ Program Files (x86) \ Allied Telesis \ AT-Vista Manager EX

20. Reboot the system.
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Install the new version
21. Execute the Vista Manager EX installation program ‘atvmexXXXbXXw.exe’.

Note: You must have administrator privileges to run the installer.

22. The Introduction dialog displays:

This wizard will guide you through the installation of the latest version of Vista 
Manager EX. Click Next. 
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23. The License Agreement dialog displays:

Read the software license agreement terms and conditions. If you agree to accept the 
terms of the license agreement:

 Click I accept the terms of the License Agreement

 Click Next

24. The Choose Install Folder dialog displays:

Select a destination location and click Next.
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25. The Choose Install Set dialog displays:

Select Full Install from the drop down list. By default all plug-ins are selected. Clear the 
check box for any plug-ins you do not wish to install. Click Next.

26. The Plug-In Configuration dialog displays:

Select Do not create a public key unless you are intending to use the plug-ins in 
standalone mode. For more information on standalone mode, refer to the Installation 
Guide. Click Next.
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27. The Registration Server IP Address dialog displays:

Either select from the list of IP addresses already configured on the Windows machine, 
or input a valid IP address. Click Next.

28. The Pre-Installation Summary dialog displays:

Check that your Product Name, Install Folder, Shortcut Folder, Product Features, Plug-
in Installer Name and Registration IP Address are correct, and then click Install.
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29. The Installing... dialog displays:

30. Once the installation is complete you will see the Install Complete dialog:

Check that the installation has completed successfully and click Done.
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Restore the Vista
Manager database

After the upgrade is complete, you need to restore the Vista Manager database. To do this, 
use the following procedure.

31. Login to Vista Manager.

Enter the Username manager and the Password friend. Click Login.

32. Click on upload backup file.

Caution Your serial number and license information are part of your database backup. If you 
upload the backup file when upgrading, you will keep the same serial number, and your 
licensing will continue to work without interruption.

However, if you configure a new instance of Vista Manager EX, without uploading your 
backup, a new serial number will be generated, and your existing licensing will no longer 
work. You will need to contact Allied Telesis support to generate a new license.

Therefore, it is STRONGLY recommended that you upload your database backup to ensure 
your licensing keeps working.
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33. Select the database backup to upload. Click on Choose File, and browse to your Vista 
Manager database backup. Click Next. The Vista Manager database will be restored.

Restore the
SNMP plug-in

34. If you have the SNMP plug-in installed then log on locally to the Vista Manager EX 
server.

35. Stop the SNMP server services using the shortcut or by running the following 
command line.

“<Vista Install Path>\Plugins\AT-SNMP\NetManager\bin\svrcmd.bat" svrstop

36. Run the restore utility by using the shortcut or by running the following command line.

"<Vista Install Path>\Plugins\AT-SNMP\NetManager\bin\SMRestore.exe"

Follow the instructions on the screen.

Restore the
AWC plug-in

37. If you have the AWC plug-in installed then log on locally to the Vista Manager EX server.

38. Stop the AWC server services using the shortcut or by running the following command 
line.

“<Vista Install Path>\Plugins\AT-AWC\root\stopserver.bat"

39. Run the backup/restore utility by using the shortcut or running the following 
command line.

“<Vista Install Path>\Plugins\AT-AWC\tools\maintenance\maintenance.bat"
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40. Select the restore tab on the dialog and follow the instructions on the screen.

Note: By default, restoring the AWC database will not restore the system configuration. 
You can restore the system configuration by checking the Restore System 
Configuration checkbox in the backup/restore utility.

We recommend that you check the Restore System Configuration checkbox, as it will allow 
you to restore the following system configuration settings:

 Database Settings

« Maximum Memory Usage

 Data Retention Period Settings

« Associated Client History

« Client Location Estimation History

« IDS Report History

 Network Map Settings

« Wireless Client Update-Interval

 Client Location Estimation History data

The system configuration contains settings that are tailored to the machine that created 
the backup. If you are restoring the backup on a different machine, particularly if that 
machine has a lower specification, it is recommended not to restore the system 
configuration.

Note: The default location of <Vista Install Path> is C:\Program Files (x86)\Allied 
Telesis\AT-Vista Manager EX
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Upgrading Vista Manager on VST-APL
See the Vista Manager Network Appliance (VST-APL) User Guide.

Upgrading Vista Manager on VST-VRT
See the Vista Manager Virtual (VST-VRT) User Guide.

Troubleshooting
See the Troubleshooting chapter in the Vista Manager EX User Guide.
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