AV Allied Telesis

Use the Allied Telesis GUI Wizard to Create a
Site-to-Site VPN through a NAT Gateway Device

\ﬁ

This How To Note describes how to configure a Virtual Private Network (VPN) between
LANs at two sites, such as a central office and a branch office. The VPN gives people at each
site secure access to the LAN at the other site, without the expense of a dedicated
connection between the sites.

In this Note’s example, each LAN is connected to the Internet through an Allied Telesis
router. In addition, the router at one end is connected to the Internet through a separate
Network Address Translation (NAT) gateway device, such as an ADSL modem.

The Note gives step-by-step instructions for setting up this example by using the Site-To-Site
VPN wizard, which makes VPN configuration simple. The wizard runs on selected AR400
Allied Telesis routers from the router’s web-based GUI (graphical user interface). It asks you
to enter a few details and from those it configures the following settings:

encryption to protect traffic over the VPN
ISAKMP with a pre-shared key to manage the VPN
the firewall, to protect the LANs and to allow traffic to use the VPN

Network Address Translation (NAT), so that you can access the Internet from the private
LANSs through a single public IP address on each router. This Internet access does not
interfere with the VPN solution.

(in this example) NAT-Traversal because one end of the VPN tunnel is behind a separate
NAT device
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What information will you find in this document?

This How To Note begins with the following information:

"Related How To Notes" on page 2

"Which products and software version does it apply to?" on page 2
Then it describes the configuration, in the following sections:

"The network" on page 3

"How to configure Peer1" on page 4

"How to configure Peer2" on page 12

"How to test the tunnel" on page 14

"How to browse to the GUI securely" on page 16

"The router commands" on page 17

Related How To Notes

Allied Telesis offers How To Notes with a wide range of VPN solutions, from quick and
simple solutions for connecting home and remote offices, to advanced multi-feature setups.
Notes also describe how to create a VPN between an Allied Telesis router and equipment
from a number of other vendors.

The following Notes are particularly relevant:

How To Use The Allied Telesis GUI To Customise The Router And Set Up An Internet Connection
How To Use The Allied Telesis GUI Wizard To Create A Site-to-Site VPN.
You can use this Note when the VPN does not go through a NAT gateway device

For a complete list of VPN How To Notes, see the Overview of VPN Solutions in How To Notes
in the How To Library at www.alliedtelesis.com/resources/literature/howto.aspx.

Which products and software version does it apply to?
This configuration applies to the following routers, running Software Version 2.9.1 or later:
AR415S
AR440S
AR441S
AR442S

The screenshots in this Note are from an Internet Explorer 6.0 browser running on
Windows XP'.

I. Internet Explorer and Windows are registered trademarks of Microsoft Corporation in the United States
and other countries.
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The network

The following diagram shows the LANs and their interfaces and addresses.

Allied Telesis . LAN: vlan1
router: Peer1 W & 192.168.1.1
WAN: eth0 A workstation:
192.168.254.1/30 192.168.1.100 by
automatic address
assignment
192.168.254.2/30
|
NAT device
I
100.100.100.1/30
100.100.100.2/30 VPN
! tunnel
Internet
I
200.200.200.2/30
WAN: ethO
200.200.200.1/30 N 7
Allied Telesis [®& & LAN: vlan1
router: Peer2 \\@ & 192.168.2.1

workstation:
192.168.2.100 by
automatic address

assignment

at-to-at-nat.eps

Initiating the tunnel from either end

In this example, you can only initiate the tunnel from the Peer1 end, not the Peer2 end. If you
want to let Peer2 initiate the VPN, you must configure your NAT device to allow it. To do
this, set up pinholes (allow rules) on the NAT device to allow through UDP traffic on ports
500 and 4500.

Dynamic IP addresses

In this example both routers have fixed public IP addresses, but this configuration also works
when the router at one of the sites has a dynamically-assigned IP address instead.

However, in that case only the site with the dynamic address can initiate the tunnel. This is
because a router can only initiate communication with a peer if it knows the peer’s IP
address. When one router has a dynamically assigned address, the other router does not
know which address to contact.

For example, if your central office has a fixed public IP address but your branch office does
not, this configuration allows users in the branch office to access the central office
computers. Users in the central office can access the branch office if someone in the branch
office accesses the central office first.
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How to configure Peer1

Before you Install and configure the NAT device.

start ..
Access the router via its GUI.

Customise the router and set up vlan1 as the LAN interface. The site-to-site VPN wizard
always uses vlan1 as the local LAN for the VPN connection, so you must make sure an IP
interface is configured on vlan1 before running the wizard.

Create a security officer. If you use the Basic Setup wizard to customise the router, this
creates one security officer, with a username of “secoff”.

Set up the WAN interface. This example uses a fixed IP address on the WAN interface—
modify it to use an appropriate interface for your network.

The router setup of steps 2-5 is described in How To Use the Allied Telesis GUI to Customise the
Router and Set Up An Internet Connection, which is available from www.alliedtelesis.com/

resources/literature/howto.aspx.

In this example, the Peer1 router has the following settings:

Interface Address Mask
Peer1 LAN vlan1 192.168.1.1 255.255.255.0
Peer1 WAN eth0 192.168.254.1 255.255.255.252
Remote site’s WAN settings 200.200.200.1
Remote site’s LAN settings 192.168.2.1 255.255.255.0
The NAT device has the following settings:

Interface Address Mask
Private interface (towards Peer1) ethl 192.168.254.2 255.255.255.252
Public interface (towards the Internet) eth0 100.100.100.1 255.255.255.252
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Create the
VPN tunnel I. Open the Configuration Wizards page

Log in as either the manager or the security officer. If you log in as the manager, the router
changes to secure mode when you finish the VPN wizard and at that stage prompts you to
log in again as the security officer.

The Site-To-Site VPN wizard is one of the options on the Configuration Wizards page. Make
sure your browser’s pop-up blocker is disabled—the wizard needs to open pop-ups. If you
access the Internet through a proxy server, make sure your browser bypasses the proxy for
this address.

3 Allied Telesyn International - Microsoft Internet Explorer

: File Edt ‘View Favorites Tools  Help

eBack > ] lj @ f_’:J /._\J Search \j\‘?Favor\tes e} 3 - :;, — U ‘3

: Address ‘@ hitp:/f192.168.1.1/ v‘ Go  :links ™

AT-AR4155 Router

Version 2,9,1 Serial No, D1AS67034

Welcome to the Configuration Wizards

lick a buttan ta run & configuration wizard.
_ Set up basic router configuration such as user passwords and LAN settings,
_ Configure a secure YPM connection to another site,

_ Set up the router to allow roaming users to access the LAM via secure YPN connections,

Always start with this Wizards page _
[ s
Copyright @ 2005 Allied Telesyn International. All Rights Reserved,
@ Done @ Internet

The GUI opens at this page the first time you configure your router. After initial configuration
it may open at the System Status page instead. If so, click on the Wizards button in the left-
hand menu to open the Configuration Wizards page.
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2. Start the Site-to-Site VPN wizard

A hitp://192.168.1.1 - Site-to Site VPN Connection Wizard - Micrasoft I.... [2][5](]

Site-to-Site VPN Wizard

Welcome to the Site-to-Site YPN Connection Wizard

There are currently no wizard-created Site-to-Site VPN Connections configured on the router.
‘You can use the wizard to configure & new connection.

The wizard will automatically configure the underlying security settings (ISAKMP, IPSec, and
Firewall) For the connection. You can change these settings from the last page of the wizard.
Mote that the same settings must be configured on the corresponding Internet access device
at the remote site,

The YPM Connection settings will not be applied to the router (and saved to the File wiz.cfg)
until you click Apply at the last step. Your router's current settings will be saved to the file
wizback.cfg before the WPK Connection settings are applied.

Wou can safely abort at any time by clicking the Cancel button at the bottom of every page.

Click Mest to continue.,

[ Cancel | Next 3

Ej Done ' Internet

3. Name the VPN connection

2 hitp:/1192.168.1.1 - Site-to Site VPN Connection Wizard - Micrasoft I.... [= 5[

Site-to-Site VPN Wizard

Step 1 of 6: ¥PN Connection Name

Enter a name ko uniguely identify the ¥PN Connection,

The name can be up to 19 characters long. ¥ou can use any printable characters, including
spaces, except single and double quotes,

¥PN Connection Name
Feerl to Peer2

Click. Mt to continue,

Cancel K( Back | Next >)|

B Internet

@I Done
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Click on the Site-to-Site VPN button.
The wizard starts by displaying a
welcome message.

Click the Next button.

Enter an appropriate VPN connection
name.

Click the Next button. If you have
multiple possible WAN interfaces
configured on the router, the wizard
next lets you select the appropriate
interface. In this example there is only
one WAN interface, so the wizard
selects it automatically and moves
directly to the remote site settings.



4. Enter the remote site’s WAN [P address

3 http:£/192.168.1.1 - Site-to Site VPN Connection Wizard - Micresoft I... [2 (5]

Site-to-Site VPN Wizard

Step 3 of 6: Remote Site Public IP Address

Enter the public IP address of the Internet access device at the remote site, If it is a
dynamically assigned IP address leave all fields blank.

Remaote Site Public IP Address
2000|200/, 200/, |1

Click. Mt to continue,

|n Cancel K( Back | Next >)|

& Done B Internet

5. Enter the remote site’s LAN IP address

33 http://192.168.1.1 - Site-to-Site VPN Connection Wizard - Microsoft I... [=)[51)[8]

Site-to-Site VPN Wizard

Step 4 of 6: Remote Site LAN Subnet

Enter the subnet address and mask of the LAN at the remate site that you want to access via
this YPM connection.

The LAN subnet address must be a valid network address, or a device address {with a
255,255,255,255 mask).

Remaote Site LAN Subnet Remaote Site LAN Subnet Mask
192|188, 2 |, 0 256|256 256, 0

Click. Net to continue,

[ cancel € Back | Next 3

& Done B Internet
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Enter the public IP address of the other
end of the tunnel. In this example, this
is 200.200.200.1, which is the IP
address of the Peer2 router’s WAN
interface.

Note that you can use the Tab key to
move between fields when entering the
address, but should not use the . key
(the period).

Click the Next button.

Enter the Peer2 router’s LAN subnet
address and mask. In this example, this
is 192.168.2.0 and a mask of
255.255.255.0.

Click the Next button.



6. Enter the shared secret key

a http://192.168.1.1 - Site-to-Site VPN Connection Wizard - Microsoft I...

Site-to-Site VPN Wizard

Step 5 of 6: Shared Secret Key

Enter the shared secret key ko be used For encryption over this WP connection,

The key must be the same as the key configured at the remate site. It can be from 2 ko 64

secret key be at least 6 characters long.

Secret Key
secret-key

Click. Mt to continue,

characters long and is case sensitive, You can use any printable characters, including spaces,
except single and double quotes. Inthe interests of security we strongly recommend that your

|n Cancel K( Back | Next

&] Done B Internet

7. Check the settings

a3 http://192.168.1.1 - Site-to-Site VPN Connection Wizard - Microsoft .

Site-to-Site VPN Wizard

Step b of 6: Confirm ¥PN Connection Settings

Please check that the Following settings are correct,

¥PN Connection Name
Feer] to Peer2

Remote Site Public TP Address
200,200,200.1

Remote Site LAN Subnet Remote Site LAN Subnet Mask
192.168.2.0 255,255,255.0

Secret Key
secret-key

To madify any wizard settings use the Back buttan,
To apply these settings to the router, click Apply,

To view o madify the underlying security settings for this YPN Connection, dlick the Advanced

Settings button,

[ e [ cancel € Back | Apply 3

&] Dore: B Internst
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Enter the secret key, which is an
alphanumeric string between 2 and 64
characters long. Note that both peer
routers must use the same secret key.

Click the Next button.

Check the summary. If necessary, use
the wizard’s Back button to return and
correct any settings you want to
change.

Once you are happy with the settings,
click the Advanced Settings button to
modify Peer ID and heartbeat settings.



8. Specify Peer IDs and enable heartbeats

A http://192.168.1.1 - Site-to-Site VPN Connection Wizard - Microsoft .

Site-to-Site VPN Wizard

Advanced Settings

ISAKMP {IKE Phase 1) Parameters
Mode | Main b

Key Exchange Encryption Algorithm | Triple DES Outer ~
Authentication Hash algorithm | SHA-1T +
Diffie-Hellman Group | Group 2 %

IKE 5A Lifetime (seconds) |28300

IPSec (IKE Phase 2) Parameters
IPSec Data Encryption Algorithm | Triple DES Outer “
ESP Authentication Hash Algorithm | SHA-1 b

IPSec Protocol ESp

Mode Turnel

IPsec 5A Lifetime (seconds) |3500

Use Perfect Forward Secrecy [ DH Group for PFS Group 2+

ISAKMP Peer IDs

identify a peer by its [P address,
Local ID |peer]

Remote ID |pesrd

Peer IDs are normally only required if there is MAT in the path. Leave a field blank to

Bad Peer Recovery
that supports heartbeats.
Heartbeat Messages | Send and Receive

Respond to Bad SPI {and Send Motify Messages)

Heartbeat messages are recommended iF the remote device is an Allied Telesis product

&] Done B Internet
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Peer IDs enable the routers to identify
each other when they exchange secret
key information. By default, the Peer
IDs are the router IP addresses. This
does not work when one (or both)
routers are behind a separate NAT
device, because the NAT device
changes the IP addresses.

Towards the bottom of the Advanced
Settings page, enter a local ID (to
identify this router) and a remote ID
(to identify the router at the other end
of the link). It does not matter what
text you use as the IDs, so long as each
ID is different.

Heartbeats are messages that Allied
Telesis routers exchange to keep the
VPN tunnel open when both peers are
available. We recommend that you use
them when both peers are Allied
Telesis routers.

At the bottom of the page, set
Heartbeat Messages to Send and

Receive.

Then click the OK button.



9. Check the settings again

| http://192.168.1.1 - Site-to-Site VPN Connection Wizard - Microsoft I..

Site-to-Site VPN Wizard

Step 6 of 6: Confirm ¥PN Connection Settings

Please check that the following settings are correct.

¥PN Connection Name
Peerl ta Peer2

Remote Site Public IP Address
200.200.200.1

Remote Site LAN Subnet Remote Site LAN Subnet Mask
192.165.2.0 255.255.255.0

Secret Key
secret-key

Advanced Settings Changes
ISAKMP Local Peer ID
peerl
ISAKMP Remote Peer ID
peer2
Heartbeat Messages
Send and Receive

To modify any wizard settings use the Back button,
To apply these settings to the router, click Apply.

To view or modify the underlying security settings for this VPN Connection, dick the Advanced

Settings button,

| AT | Cancel K( Back | Apply >)|

&] Dore: B Internst

10. Finish the wizard

securlty 2 http://192.168.1.1 - WIZ_SSVPN_Title - Microsoft Internet Explorer
officer

Site-to-Site VPN Wizard

¥PN Connection Configuration Completed

‘fou can check the VPN Connection by pinging & device on the remote LAM,

Click Finish to exit back ko the Wizards page.

[ [ Finish 3

&] Dore: B Intermet
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Check the summary. It now includes
the Peer ID and heartbeat settings. If
necessary, correct any settings you
want to change.

When all the settings are correct, click
the Apply button.

If you are logged in as the security
officer, the GUI displays a completion
message. Click the Finish button to
finish the Wizard and save the VPN
settings.



Manager

A http://192.168.1.1 - WIZ_SSYPHN_Title - Microsoft Internet Explorer

Site-to-Site VPN Wizard

¥PN Connection Configuration Completed

‘Warning: The router is now in Security Mode, To continue browsing the GUT you must now log
on as a Security Officer user. To re-logon, close all browsers, then open a new browser
window and browse ko the rauter again.

‘You can check the YPH Connection by pinging a device on the remaote LARN,

Click Finish to exit,

[ Finish 33

@_‘] Done B Internet

2 Allied Telesyn International - Microsoft Internet Explorer

File Edit View Favortes Tools Help

Qe v () [ B (D PO Prrsones € 3- 1L

1) 3

If you are logged in as manager, the
GUI displays a message to warn you
that you will need to close your
browser and re-login as a security
officer (see below) once you have
finished the wizard.

Click the Finish button to finish the
Wizard and save the VPN settings. The
browser now indicates that you no
longer have permission to view the
GUL.

address [&] htips/192.168.1.11

Links

v|Go

A4T-AR4155 Router

Configuration Wizards

You are not authorized to view this
page

You might not have permission to view this directory or page using
the credentials you supplied.
If vou believe you should be able to view this directory or page,

please try to contact the Web site by using any e-mail address ar
phone nurber that may be listed on the 192.168.1 .1 horme page.

ou can click @ to look for information on the Internet,

HTTP Error 403 - Forbidden
Internet Explorer

Copyright @ 2005 Allied Telesyn International. All Rights Reserved.

@ Done

B Internet

Connect to 192.168.1.1

Allied Telesyn AT-AR4155

User name:

‘ secoff v |

Password: ‘ weenecvecnsl |

[CJremember my passward

The router configuration is now complete. If required, you
can log in to the router again for further configuration or
monitoring. To do this, close your browser, open it again,
and browse to the router’s IP address.

If you used the Basic Setup wizard to configure the LAN
settings, the router will have one security officer, with a
username of “secoff”.

Login as the security officer.
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How to configure Peer2

In this example, the Peer2 router has the following settings:

Interface Address Mask
Peer2 LAN vlan1 192.168.2.1 255.255.255.0
Peer2 WAN eth0 200.200.200.1 255.255.255.252
Remote site’s WAN settings 100.100.100.1
Remote site’s LAN settings 192.168.1.0 255.255.255.0

To create the VPN tunnel, perform the same steps as when configuring Peer1. The only
differences are:

In step 4 "Enter the remote site’s WAN IP address" use the Peer1 site’s public IP address.
In this case, that address belongs to the NAT device, not to Peer1, and is 100.100.100.1

2 hitp:1192.168.2.1 - Site-to-Site VPN Connection Wizard - Microsoft I... [2|[E)[3]

)
Site-to-Site VPN Wizard \

Step 3 of 6: Remote Site Public IP Address

Enter the public IP address of the Internet access device at the remote site, I it is a
dynamically assigned IP address leave all Fields blank.

Remote Site Public IP Address
1001, 100, |[100], 1

Click. Net to continue,

[ = cancel € Back | Next 3

b

@ Done ' Internet

In step 5 "Enter the remote site’s LAN [P address" use the Peer1 router’s LAN subnet
address and mask: 192.168.1.0 and 255.255.255.0

2} http:#/192.168.2.1 - Site-to-Site VPN Connection Wizard - Microsoft I..

Site-to-Site VPN Wizard \

Step 4 of 6: Remote Site LAN Subnet

Enter the subnet address and mask of the LAN at the remate site that you want to access via
this YPH connection,

The LAMN subnet address must be a valid network address, or a device address (with a
255,255,255,255 mask),

Remaote Site LAN Subnet Remote Site LAN Subnet Mask
192 166| |1 .a 285| ,|265|, |265| |0

Click. Mt to continue,

|n Cancel K( Back | Next >)|
b

&) Dore B Internst
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In step 8 "Specify Peer IDs and enable heartbeats" reverse the Local ID and Remote ID,
because Peer2 is now the local peer

] http://192.168.2.1 - Site-to-Site VPN Connection Wizard - Microsoft I..

Site-to-Site VPN Wizard

Advanced Settings

ISAKMP (IKE Phase 1) Parameters

Key Exchange Encryption Algorithm ‘ Triple DES Outer hd

Authentication Hash Algorithm

Diffie-Hellman Group

IKE SA Lifetime (seconds) (26300

IPSec (IKE Phase 2) Parameters

IPSec Data Encryption Algorithm ‘ Triple DES Outer hd

ESP Authentication Hash Algorithm | SHA-1 ~

IPSec Protocol ESP

Mode Turinel

Use Perfect Forward Secrecy  [] DH Group for PFS -
IPSec 54 Lifetime (seconds) |3500

ISAKMP Peer IDs

Peer IDs are normally only required if there is MAT in the path, Leave a field blank to
identify a peer by its IP address.

Local ID |peer2

Remote ID |peer1 ‘

Bad Peer Recovery
Heartbeat messages are recommended if the remate device is an Allied Telesis product
that supports heartbeats,

Heartbeal Messages | Send and Receive ¥

Respond to Bad SPI {and Send Motify Messages)

@ Done ' Internet
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Check the
LANs are
reachable

How to test the tunnel

If the following tests show that your tunnel is not working, see the How To Note How To
Troubleshoot A Virtual Private Network (VPN).

The network diagram is repeated here for your convenience.

Allied Telesis [®™ &

LAN: vlan1

router: Peer1 & ]
WAN: ethO

192.168.254.1/30

192.1681254.2/30

NAT device

I
100.100.100.1/30

100.100.100.2/30
|

Internet

I
200.200.200.2/30

WAN: eth0
200.200.200.1/30

Allied Telesis [®& &

192.168.1.1

AN

VPN
tunnel

N

LAN: vlan1

workstation:
192.168.1.100 by
automatic address

assignment

router: Peer2 \\@

192.168.2.1

workstation:
192.168.2.100 by
automatic address

assignment

at-to-at-nat.eps

The simplest way to test the tunnel is to ping from the Peer1 LAN to the Peer2 LAN.

From the PC attached to Peer1, ping the PC attached to Peer2. In this example, that means
using the following command at the command prompt on the PC attached to Peer1:

ping 192.168.2.100

If a2 Microsoft Windows PC’s IP address was assigned dynamically, you can find out what it is

by using the following command at the command prompt:

ipconfig
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Check traffic To tell if traffic passes through the tunnel, perform a traceroute from one LAN to the
goes through other—so from a PC attached to one peer, perform a traceroute to a PC attached to the
the VPN other peer. For example, if the PC attached to Peer2 has an address of 192.168.2.100, that
means using the following command at the command prompt on the (Windows) PC attached
to Peerl:

tracert 192.168.2.100

If traffic goes through the tunnel, the traceroute may display IP addresses from one or both
peers’ private networks and public interfaces. If it shows other public IP addresses, then
traffic is not passing through the tunnel.

Check Another way to be certain that the router is encrypting traffic and sending it over the tunnel
counters is to use the IPsec counter command, as follows:

In the GUI, select Diagnostics, then Command Line.

Enter the command show ipsec policy counters and click the Execute button. Note the
current values of the outProcessDone counter (in the Outbound Packet Processing
Counters section) and the inProcessDone counter (in the Inbound Packet Processing
Counters section).

From the PC attached to Peer1, ping the PC attached to Peer2. Note that you have to ping
from a PC, not from the GUl—the GUI Command Line page does not display the ping
response.

Enter the command show ipsec policy counters again and click the Execute button. The
outProcessDone counter should have incremented once for each ping packet sent, and the
inProcessDone counter should have incremented once for each echo reply.
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How to browse to the GUI securely

Now that the router is in secure mode, you should consider setting it up so that you can
browse to the GUI securely. This means using HTTPS instead of HTTP.

I. Access the router’s CLI

See the Installation and Safety Guide for instructions about how to access the router’s
command line interface via a console port.
Log into the router with the username “secoff”, by using the command:

login secoff

2. Configure SSL

Step-by-step instructions for this are given in the Software Reference, in the “Configuration
Example” section in the “Secure Sockets Layer (SSL)” chapter. Note the following variations
from that example:

That example begins by creating a new Security Officer user and enabling system
security—skip those steps and start at the step that creates an RSA key pair.

That example ends by configuring an IP address and associated route. You have already
done this, so stop at the step that enables SSL.

3. Browse to the GUI
Once you have finished the configuration, to access the router via the GUI, you browse to:
https://<router-ip-address>

Note that the URL uses HTTPS, not HTTP. For example, to access the Peer2 router in this
How To Note, browse to:

https://192.168.2.1

Log into the router with the username “secoff” and your password.
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The router commands

This section lists the configuration commands that the wizard runs when it sets up the VPN.
You can compare your router configuration against the following commands to help with
troubleshooting. To display your router configuration, log into its CLI and enter the following
command:

show config dynamic

Peer1

# System configuration
set system name="Peerl"

# User configuration

set user=manager pass=your-password priv=manager lo=yes

set user=manager telnet=yes desc="Manager Account"

add user=secoff pass=your-password priv=securityOfficer lo=yes
set user=secoff telnet=no netmask=255.255.255.255

# IP configuration

enable ip

ena ip dnsrelay

add ip int=vlanl ip=192.168.1.1

add ip int=ethO0 1p=192.168.254.1 mask=255.255.255.252

add ip rou=0.0.0.0 mask=0.0.0.0 int=ethO0 next=192.168.254.2
add ip dns prim=150.150.150.1 seco0=150.150.150.2

# Firewall configuration

enable firewall

create firewall policy="guilan"

enable firewall policy="guilan" icmp_f=ping

add firewall policy="guilan" int=vlanl type=private

add firewall policy="guilan" int=ethO0 type=public

add firewall poli="guilan" nat=enhanced int=vlanl gblin=ethO

add firewall poli="guilan" ru=1l ac=allo int=ethO prot=udp po=500
ip=192.168.254.1 gblip=192.168.254.1 gblp=500

add firewall poli="guilan" ru=2 ac=allo int=eth0 prot=udp po=4500
1ip=192.168.254.1 gblip=192.168.254.1 gblp=4500

add firewall poli="guilan" ru=3 ac=non int=eth0 prot=ALL enc=ips

add firewall poli="guilan" ru=4 ac=non int=vlanl prot=ALL ip=192.168.1.1-
192.168.1.254

set firewall poli="guilan" ru=4 rem=192.168.2.1-192.168.2.254

# DHCP (Post IP) configuration

enable dhcp

create dhcp poli="lan-dhcp" lease=259200

add dhcp poli="lan-dhcp" subn=255.255.255.0

add dhcp poli="lan-dhcp" rou=192.168.1.1

add dhcp poli="lan-dhcp" dnss=192.168.1.1

create dhcp ran="standard" poli="lan-dhcp" ip=192.168.1.100 num=50

# IPSEC configuration

create ipsec sas=0 key=isakmp prot=esp enc=3desouter hasha=sha

set ipsec sas=0 antir=true

create ipsec bund=0 key=isakmp string="0" expirys=3600

create ipsec pol="ethOallowISAKMP" int=ethO0 ac=permit

set ipsec pol="ethOallowISAKMP" 1lp=500 tra=UDP

create ipsec pol="ethOallowISAKMPF" int=eth0 ac=permit

set ipsec pol="ethOallowISAKMPF" 1p=4500

create ipsec pol="wiz_Peerl to Peer2" int=eth0 ac=ipsec key=isakmp bund=0
peer=200.200.200.1 isa="wiz_Peerl to Peer2"
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set ipsec pol="wiz_Peerl to Peer2" 1lad=192.168.1.0 1ma=255.255.255.0
rad=192.168.2.0 rma=255.255.255.0

set ipsec pol="wiz_Peerl to Peer2" respondbadspi=TRUE

create ipsec pol="ethOallow" int=eth0 ac=permit

enable ipsec

# ISAKMP configuration

create isakmp pol="wiz_Peerl to Peer2" pe=200.200.200.1 enc=3desouter key=0
natt=true

set isakmp pol="wiz_Peerl to Peer2" expirys=28800 gro=2

set isakmp pol="wiz_Peerl to Peer2" sendd=true sendn=true

set isakmp pol="wiz_Peerl to Peer2" hear=BOTH localid="peerl" remotei="peer2"

enable isakmp

Peer2

# System configuration
set system name="Peer2"

# User configuration

set user=manager pass=your-password priv=manager lo=yes

set user=manager telnet=yes desc="Manager Account"

add user=secoff pass=your-password priv=securityOfficer lo=yes
set user=secoff telnet=no netmask=255.255.255.255

# IP configuration

enable ip

ena ip dnsrelay

add ip int=vlanl ip=192.168.2.1

add ip int=ethO0 i1p=200.200.200.1 mask=255.255.255.252

add ip rou=0.0.0.0 mask=0.0.0.0 int=eth0 next=200.200.200.2
add ip dns prim=150.150.150.1 seco=150.150.150.2

# Firewall configuration

enable firewall

create firewall policy="guilan"

enable firewall policy="guilan" icmp_f=ping

add firewall policy="guilan" int=vlanl type=private

add firewall policy="guilan" int=eth0 type=public

add firewall poli="guilan" nat=enhanced int=vlanl gblin=ethO

add firewall poli="guilan" ru=1l ac=allo int=eth0 prot=udp po=500
ip=200.200.200.1 gblip=200.200.200.1 gblp=500

add firewall poli="guilan" ru=2 ac=allo int=eth0 prot=udp po=4500
1ip=200.200.200.1 gblip=200.200.200.1 gblp=4500

add firewall poli="guilan" ru=3 ac=non int=eth0 prot=ALL enc=ips

add firewall poli="guilan" ru=4 ac=non int=vlanl prot=ALL ip=192.168.2.1-
192.168.2.254

set firewall poli="guilan" ru=4 rem=192.168.1.1-192.168.1.254

# DHCP (Post IP) configuration

enable dhcp

create dhcp poli="lan-dhcp" lease=259200

add dhcp poli="lan-dhcp" subn=255.255.255.0

add dhcp poli="lan-dhcp" rou=192.168.2.1

add dhcp poli="lan-dhcp" dnss=192.168.2.1

create dhcp ran="standard" poli="lan-dhcp" ip=192.168.2.100 num=50

# IPSEC configuration

create ipsec sas=0 key=isakmp prot=esp enc=3desouter hasha=sha
set ipsec sas=0 antir=true

create ipsec bund=0 key=isakmp string="0" expirys=3600

create ipsec pol="ethOallowISAKMP" int=ethO0 ac=permit

set ipsec pol="ethOallowISAKMP" 1lp=500 tra=UDP

Page 18 | AlliedWare™ OS How To Note: VPN wizard, over NAT-T



create ipsec pol="ethOallowISAKMPF" int=eth0 ac=permit

set ipsec pol="ethOallowISAKMPF" 1p=4500

create ipsec pol="wiz_Peerl to Peer2" int=eth0 ac=ipsec key=isakmp bund=0
peer=100.100.100.1 isa="wiz_Peerl to Peer2"

set ipsec pol="wiz_Peerl to Peer2" 1ad=192.168.2.0 1lma=255.255.255.0
rad=192.168.1.0 rma=255.255.255.0

set ipsec pol="wiz_Peerl to Peer2" respondbadspi=TRUE

create ipsec pol="ethlOallow" int=eth0 ac=permit

enable ipsec

# ISAKMP configuration

create isakmp pol="wiz_Peerl to Peer2" pe=100.100.100.1 enc=3desouter key=0
natt=true

set isakmp pol="wiz_Peerl to Peer2" expirys=28800 gro=2

set isakmp pol="wiz_Peerl to Peer2" sendd=true sendn=true

set isakmp pol="wiz_Peerl to Peer2" hear=BOTH localid="peer2" remotei="peerl"

enable isakmp
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